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SSOGEN SSO Integration with
Oracle E-Business Suite 12.2

SSOGEN SSO is a next-generation solution that helps bridge the gap
between enterprise applications such as Oracle E-Business Suite,
Oracle Business Intelligence Enterprise Edition, Oracle Fusion
Middleware, and modern single-sign-on (SSO) solutions such as
Microsoft Azure Authentication, Okta solutions, and Oracle Identity
Cloud Service.

COMPANY OVERVIEW

SSOGEN is a software development company helping organizations implement web security,
protect mission-critical applications, and prevent cybercriminals from stealing confidential
data while bringing the best user experience to its employees and associates.

INTEGRATION OVERVIEW

SSOGEN SSO is a complete SSO solution, with multifactor authentication and a gateway,
integrating with Oracle E-Business Suite to enable protection for enterprise and cloud
applications. It also delegates authentication and SSO to enterprise SSO systems such as
Oracle Identity Cloud Service and Oracle Cloud PaaS services. The Oracle E-Business Suite
AccessGate application is used for standard SSO functionality.

INTEGRATION DETAILS

The SSOGEN SSO solution integrates with the web server for Oracle E-Business Suite with an
Apache plugin, mod_ssogen.so, and it delegates authentication to Oracle Identity Cloud
Service and SAML identity providers. This extends the service’s reach to Oracle Business
Intelligence Enterprise Edition, Oracle Application Express, and various Oracle Fusion
Middleware products. The solution also enables Microsoft Active Directory for LDAP and
Kerberos authentication, CA SiteMinder, IBM Tivoli Access Manager, Active Directory
Federation Services, RADIUS authentication, Okta, Ping, Shibboleth, and OpenID Connect
SSO solutions for customers using Oracle E-Business Suite.

SSOGEN SSO talks to the LDAP 2 and LDAP 3 protocols supporting most of the enterprise
LDAP servers. It also supports other integrations such as OAuth 2.0, SAML 2.0, and OpenID
Connect. It supports multifactor authentication with both hard tokens and soft tokens.

SSOGEN SSO authentication can be extended to other Oracle E-Business Suite integrations to
achieve a smooth SSO experience.
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Oracle E-Business Suite

Oracle Validated Integration
provides customers with
confidence that a partner’s
integration with an on-
premises Oracle application
is functionally sound and
performs as designed. This
can help customers reduce
deployment risk, lower total
cost of ownership, and
improve the user experience
related to the partner’s
integrated offering.
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Architecture diagram showing the integration of SSOGEN SSO with Oracle E-Business Suite

TECHNICAL DETAILS

Partner Environment Oracle Environment

e SSOGEN SSO version 6 e Oracle E-Business Suite 12.2.10
* Oracle Database 19c
e Oracle WebLogic Server 11g Release 1
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