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Disclaimer
This document in any form, software or printed matter, contains proprietary information that is the exclusive property of
Oracle. This document is not part of your agreement nor can it be incorporated into any contractual agreement with Oracle
or its subsidiaries or affiliates.
This document is for informational purposes only and is intended solely to assist you with assessing your use of Oracle
Cloud Infrastructure (OCI) and Oracle Cloud Applications (SaaS) in the context of the requirements applicable to you under
the South African Cloud Regulations and Guidance (as defined on p.4). This may also help you to assess Oracle as a cloud
service provider. You remain responsible for making your own independent assessment of the information in this
document as the information in this document is not intended and may not be used as legal advice about the content,
interpretation or application of laws, regulations and regulatory guidelines. You should seek independent legal advice
regarding the applicability and requirements of laws and regulations discussed in this document.
This document does not make any commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described in
this document remains at the sole discretion of Oracle.
The South African Cloud Regulations and Guidance are subject to periodic changes or revisions by the Prudential
Authority (PA), the Office of the Registrar of Banks and the Financial Services Board of the Republic of South Africa (FSB).
This document is based upon information available at the time of drafting, it is subject to change at the sole discretion of
Oracle Corporation and may not always reflect changes in the regulations.
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The Financial Sector Regulation (FSR) Act was signed into law in 2017 to reorganize the supervisory and regulatory
structure of the financial services sector in South Africa. The FSR Act created a “twin peaks” approach to regulation of the
financial services industry by forming the Prudential Authority (PA) and the Financial Sector Conduct Authority (FSCA).
The PA regulates commercial banks, mutual banks, co-operative banks, insurers, co-operative financial institutions,
financial companies, and market infrastructures under the supervision of the South African Reserve Bank (SARB), while
the FSCA serves as a market conduct regulator.
Since its creation, the PA has issued a directive and guidance note pertaining to cloud computing and offshoring of data
in the financial services sector referred to as Directive 3 of 2018 (D3/2018) and Guidance Note 5 of 2018 (G5/2018),
(collectively “PA Regulations”). Prior to the creation of the PA, the Office of the Registrar of Banks issued guidance to
banks in relation to the outsourcing functions within a bank and cyber resilience by way of Guidance Note 5 of 2014
(G5/2014) and Guidance Note 4 of 2017 (G4/2017). G5/2014 and G4/2017 were not replaced by the PA Regulations, but
rather should be interpreted and applied in conjunction with the PA Regulations.
Additionally, in 2012, the Financial Services Board (FSB) implemented Directive 159.A.i, which specifies the rules applicable
to outsourcing by insurers in South Africa.
All of the above regulations shall collectively be referred to as the “South African Cloud Regulations and Guidance”
throughout this document.
For more information, see https://www.resbank.co.za/en/home and https://www.fsca.co.za/EnforcementMatters/Directives/Forms/DispForm.aspx?ID=436.
The current versions of PA’s directive on cloud computing and offshoring of data is available at:
https://www.resbank.co.za/en/home/publications/publication-detail-pages/prudential-authority/pa-deposittakers/banks-directives/2018/8749.
The current versions of the PA’s and the Office of the Registrar’s guidance notes on cloud computing and offshoring of
data and guidance on the outsourcing functions within banks and cyber resilience, respectively, are available at
https://www.resbank.co.za/en/home/publications/guidance-notes/banks-guidance-notes.
The current version of the Financial Services Board of the Republic of South Africa directive on outsourcing insurance
business is available at: https://www.fsca.co.za/Enforcement-Matters/Directives/Forms/DispForm.aspx?ID=436.

Document Purpose
This document is intended to provide relevant information related to OCI and SaaS cloud services to assist you in
determining the suitability of using OCI and SaaS in relation to the South African Cloud Regulations and Guidance.
Additionally, we want to make it easier for you as a financial institution to identify the sections of the Oracle Cloud services
contract that pertain to such requirements. In certain sections of this document, you will find a list of specific requirements
under the South African Cloud Regulations and Guidance along with a reference to the relevant section(s) of the Oracle
Cloud services contract and a short explanation to help you conduct your review of the Oracle Cloud services.
The Oracle Cloud services contract includes the following customer-specific components, all of which are referenced in
this document:
•
•
•
•
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Oracle Cloud services agreement – an Oracle Cloud Services Agreement (CSA) or Oracle Master Agreement
(OMA) with Schedule C (Cloud)
FSA – The Oracle Financial Services Addendum to the CSA or OMA Schedule C
Ordering Document – Oracle Cloud services order
Services Specifications – Service-specific components, including the Oracle Cloud Hosting and Delivery
Policies with applicable Services Pillar Document(s) and the Oracle Data Processing Agreement (DPA)
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About Oracle
Oracle’s mission is to help people see data in new ways, discover insights, unlock endless possibilities. Oracle provides a
number of cloud solutions tailored to customers’ needs. These cloud offerings provide customers the benefits of the
cloud including global, secure, and high-performance environments to run all their workloads.

About Oracle Cloud Infrastructure
Oracle Cloud Infrastructure (OCI) is a set of complementary cloud services that enable customers to build and run a wide
range of applications and services in a highly available and secure hosted environment. OCI offers high-performance
compute capabilities and storage capacity in a flexible overlay virtual network that is easily accessible from on-premises
network. OCI delivers high-performance computing power to run cloud native and enterprise IT workloads. For more
information on Oracle OCI, see https://docs.oracle.com/en-us/iaas/Content/home.htm.

About Oracle Cloud Applications
Oracle Cloud Applications (SaaS) is the world’s most complete, connected SaaS suite. By delivering a modern user
experience and continuous innovation, Oracle is committed to the success of your organization with continuous
updates and innovations across the entire business: finance, human resources, supply chain, manufacturing,
advertising, sales, customer service, and marketing. For more information about Oracle Cloud Applications, see
https://oracle.com/applications.

The Cloud Shared Management Model
From a security management perspective, cloud computing is fundamentally different from on-premises computing. Onpremises customers are in full control of their technology infrastructure. For example, they have physical control of the
hardware and full control over the technology stack in production. In the cloud, however, customers use components that
are partially under the management of the cloud service providers. As a result, the management of security in the cloud
is a shared responsibility between the cloud customers and the cloud service provider.
Oracle provides best-in-class security technology and operational processes to Oracle’s secure enterprise cloud services.
However, customers must also be aware of and manage their security and compliance responsibilities when running their
workloads in Oracle cloud services. By design, Oracle provides security functions for cloud infrastructure and operations
(e.g., cloud operator access controls, infrastructure security patching), and customers are responsible for securely
configuring and using their cloud resources. For more information, please refer to the cloud service documentation.
The following figure illustrates this division of responsibility at high level.

Figure 1: Conceptual representation of the various security management responsibilities between customers and cloud provider
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Select South African Financial Services Directives and Guidance Notes
There are three main South African regulatory authorities that include five financial services directives and guidance
notes that govern the provision of cloud services applicable to financial services customers in South Africa (collectively
referred to as the “South African Cloud Regulations and Guidance”):

1.

Prudential Authority directive and guidance on cloud computing and offshoring of data in the financial
services sector D3/2018 and G5/2018, respectively

2.

Office of the Registrar of Banks guidance to banks in relation to the outsourcing functions within a bank and
cyber resilience G5/2014 and G4/2017

3.

Financial Services Board of the Republic of South Africa directive on outsourcing of insurance business,
Directive 159.A.i

This section provides an overview of certain South African Cloud Regulations and Guidance rules that financial services
customers may need to consider. Omitted portions have been identified as general guidance for financial institutions on
establishing an internal strategy and cybersecurity governance programs and are not specific to the use of OCI and/or
SaaS services.
Customers are solely responsible for determining the suitability of using OCI and SaaS in the context of the South African
Cloud Regulations and Guidance. However, the Oracle practices and resources below may assist you in the evaluation of
OCI and SaaS services within the shared management model.

PA Directive 3 of 2018 (Cloud Computing and Offshoring of Data) (D3/2018) and
FSB Directive 159.A.i
TOPIC REF.
D3/2018
2.2.9

REGULATION
REQUIREMENT/DESCRIPTION
The use of cloud computing/or
offshoring of data must not in any way
infringe on the bank’s supervisors or
prevent any regulatory mandated access
to information, nor must it [have] impact
on its regulator’s ability to fulfil their
duties.

FSB
DIRECTIVE
159.A.I
EQUIVALENT
7.7.15

ORACLE
RESOURCES
Sections 1 and 2
(2.1, 2.4, 2.5)
FSA

DESCRIPTION OF ORACLE PRACTICES
Section 1 of the FSA grants customers and their
auditors, full access to all relevant business premises
and data used for providing the cloud services, as well
as unrestricted rights of inspection and auditing related
to the cloud services, in each case as specified in the
FSA.
Section 2.4 of the FSA explicitly acknowledges the
information gathering and investigatory powers of
resolution authorities.
Section 2.1 of the FSA further provides that a
customer’s regulator may audit Oracle as required by
applicable law.
Section 2.5 of the FSA, which expressly states that
Oracle will cooperate with a customer’s regulator and
provide reasonable assistance in accordance with
applicable law.

D3/2018
2.2.11

Banks must ensure that their intellectual
property rights and contractual rights to
data are not compromised, despite any
cloud computing and/or offshoring of
data arrangements which may be in
place.

7.7.13

D3/2018
2.2.11

Data must always be in a usable,
readable, and portable state, even when
the contract is terminated.

N/A

Section 3.1 CSA
Section 3
Schedule C OMA

Section 9.5 CSA
Section 9.1 DPA
Section 6.1
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Customers retain ownership of their Content under the
Oracle written cloud services contract, as described in
Section 3.1 of the CSA and Section 3 of Schedule C
of the OMA.

Section 9.5 of the CSA addresses availability of
Content following the end of the Service Period.
Section 9.1 of the DPA confirms that, on termination
of an arrangement, Oracle will promptly return or
delete any remaining copies of personal information,

D3/2018
2.2.12

Any cloud computing and/or offshoring
of data arrangements must not impact
on banks’ ability to conduct forensic
audits or investigations.

N/A

Oracle Cloud
Hosting and
Delivery Policies

except as otherwise stated in the Oracle Cloud services
contract.

Sections 1 and 2
(2.1, 2,4, 2.5) FSA

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and inspection
rights granted to customers under Section 7 of the
DPA.

Section 7 DPA

Section 6.1 of the Oracle Cloud Hosting and Delivery
Policies states Oracle will make content available in a
structured, machine-readable format for retrieval by
the customer for a specified period post-termination
(retrieval period). Upon expiry of the retrieval period,
Oracle will delete the content from the services unless
otherwise required by applicable law.

Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.
Additionally, Oracle will allow its banking customers
and their regulatory authorities to audit Oracle records
relating to invoices and payments for the services
under the following circumstances : (i) to investigate or
identify suspected fraud or material accounting
mistakes; (ii) to fulfil any request by or comply with the
requirements of any governmental or regulatory body
(including Regulator) in the course of carrying out its
regulatory functions; (iii) to verify the accuracy of the
charges and any other amounts payable or receivable
by the bank under an applicable agreement; and/or (iv)
to verify Oracle’s compliance with its obligations under
an applicable agreement or any ordering document.
D3/2018
2.2.13

All cloud computing and/or offshoring of
data arrangements must be contained in
a documented, legally binding
agreement.

7.6

CSA
Ordering
Document

Oracle’s written cloud services contract and Ordering
Document specifies the rights and obligations of the
parties relating to Oracle’s cloud services.

PA Guidance Note 5 of 2018 (Cloud Computing and Offshoring of Data) (G5/2018) and
FSB Directive 159.A.i
TOPIC REF.
G5/2018
4.1.1

G5/2018

4.3.2 (c)

REGULATION
REQUIREMENT/DESCRIPTION

FSB DIRECTIVE
159.A.I
EQUIVALENT

Banks’s data strategy/framework
should include among other things
where (in which jurisdictions) data may
be stored (data residency).

N/A

The bank should develop and maintain
operational and strategic oversight
mechanisms which enable the ongoing
assessment of performance against
agreed service levels, the viability of the
service and/or service provider,
identification of a change in the
relationship and a timely response to
arising issues and emerging risks.

7.7.8

ORACLE
RESOURCES
Ordering Document
Overview Section
Oracle Cloud
Hosting and
Delivery Policies

7.7.9

As indicated in the overview section of the Oracle
Cloud Hosting and Delivery Policies, customer
Content will be stored in the data center region
applicable to such services.
Section 3.2.2 of the Oracle Cloud Hosting and
Delivery Policies states that Oracle will provide
customers with access to a customer notifications
portal for monitoring their Cloud service availability.

Schedule C OMA

Section 11.1 of Schedule C of the OMA and Section
11.1 of the CSA, as applicable, explains that Oracle
also continuously monitors the Cloud services.

Section 11 CSA

Fusion Cloud
Applications:
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The Ordering Document or the cloud customer
support portal states the data center region in which
customer’s content will be stored.

Section 3.2.2 Oracle
Cloud Hosting and
Delivery Policies
Section 11

OCI Status:
https://ocistatus.or
aclecloud.com
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DESCRIPTION OF ORACLE PRACTICES

Oracle also offers multiple tools and services to
support the monitoring obligations of its customers:
•

OCI Status:
https://ocistatus.oraclecloud.com/

•

Fusion Cloud Applications:
https://saasstatus.oracle.com/

https://saasstatus.
oracle.com/
G5/2018
4.3.2 (d)

G5/2018
4.3.2(e)

Banks should manage services and
service providers proactively by
regularly receiving timely and sufficient
information to enable effective
oversight.

7.7.8
7.7.9

Oversight of service provider should
include monitoring the alignment of the
cloud computing and/or data
offshoring service providers
environmental requirements compared
to those required by the bank. This
includes performance, capacity security,
resilience, and recoverability
requirements.

7.7.8

Section 3.2.2 Oracle
Cloud Hosting and
Delivery Policies

See also Row above.
Sections 2 and 3.4
Oracle Cloud
Hosting and
Delivery Policies
Section 5 FSA
Section 2 of the
SaaS Cloud Services
Pillar Document:
https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
Section 4 of the
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

G5/2018
4.3.2 (f)

Responsibility for day-to-day
operations and strategic management
of the services should be clearly
allocated.

7.7.2

CSA or OMA w/
Schedule C
Ordering Document
Section 1 Oracle
Cloud Hosting and
Delivery Policies

G5/2018
4.4.1(c)

G5/2018
4.5.1(g)
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Services provided by third parties
outside of the control of the bank
should be covered in the assessment of
the bank’s audit universe and related
assurances testing scheduled in order
to assess all material aspects of the IT
security control environment, both at
the bank and at third parties, over time.

Responsibility should be assigned for
managing risks identified in the cloud

Section 3.2.2 of the Oracle Cloud Hosting and
Delivery Policies indicates that Oracle will provide
customers with access to a customer notifications
portal for monitoring their Cloud service availability.

7.7.8

7.7.4
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Section 3.4 of the Oracle Cloud Hosting and
Delivery Policy provides that Oracle uses a variety of
software tools to monitor the availability and
performance of the Oracle Cloud Services and the
operation of infrastructure and network components.
Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the
provision of Oracle Cloud services. Upon customer’s
request, Oracle will make available to the customer
via web conference or on Oracle premises, in a
guided manner, a summary of the Business
Continuity Program (BCP) and applicable test
information, material modifications to the BCP within
the last 12 months and pertinent BCP governance
areas, and confirmation that an internal review of
these governance areas was performed within the
last 12 months.
Additionally, please see the Oracle Cloud Service
Continuity Policy in Section 2 of the Oracle Cloud
Hosting and Delivery Policies.
Section 4 of the PaaS/IaaS Cloud Services Pillar
Document and Section 2 of the SaaS Cloud
Services Pillar Document also addresses cloud
service continuity.

Oracle’s written cloud services contract and Ordering
Document detail the parties’ respective
responsibilities under the agreement with respect to
the cloud services.
Section 1 of the Oracle Cloud Hosting and Delivery
Policies contains the Oracle Cloud Security Policy
which describes Oracle’s security practices.

Section 1 FSA
Section 3.4.2 Oracle
Cloud Hosting and
Delivery Policies

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.

Oracle Cloud
Compliance Site:
https://www.oracle.
com/corporate/clo
ud-compliance/

Section 3.4.2 of the Oracle Cloud Hosting and
Delivery Policies allows customers to conduct
certain functional testing for Oracle Cloud services in
their test environment..

CSA or OMA w/
Schedule C

Oracle written cloud services contract and the
Ordering Document describes the parties’ respective
responsibilities with respect to the cloud services.

Oracle provides information regarding compliance
frameworks for which its lines of business have
achieved applicable third-party attestations or
certifications. These attestations provide independent
assessment of the security, privacy, and compliance
controls of the applicable Oracle Cloud services and
can assist with compliance and reporting.

computing and/or the offshoring data
initiative.

Section 2 DPA
Oracle Corporate
Security Practices
Site:
https://www.oracle.
com/corporate/sec
urity-practices/
Oracle Cloud
Compliance Site:
https://www.oracle.
com/cloud/complia
nce/

G5/2018
4.5.3

The impact of using different
jurisdictions should be considered in
light of the bank’s data strategy as well
as the potential impact on the role of
the supervisor and its access to data.

N/A

Ordering Document
Sections 1 and 2
FSA

Section 2 of the DPA describes the responsibilities of
Oracle and the customer with respect to the
processing of personal information and the bank’s
instructions.
Additionally, Oracle provides a number of resources to
assist its customers in conducting the necessary risk
assessments and due diligence. Oracle provides
customers with access to security questionnaires
(CAIQ), audit reports and other information regarding
Oracle’s operational and security practices.

The Ordering Document or the cloud customer
support portal states the data center region
applicable to ordered Cloud services.
Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

G5/2018
4.7.4 (a)

With respect to information security,
banks should obtain assurance from
third parties involved and contractually
agree that third parties will adhere to
the information security requirements
defined by the bank. The information
security requirements should, deal with
patch management, authentication,
authorization, and administration.

Sections 1 and 4
Oracle Cloud
Hosting and
Delivery Policies
Oracle Corporate
Security Practices:
oracle.com/corpora
te/securitypractices/
Section 4 DPA

G5/2018
4.7.4 (b)

Banks should agree [to] data loss and
breach processes with any third party
involved, and ensure they are aligned
with the bank’s risk appetite and legal
as well as regulatory obligations.

7.7.4

Section 8 DPA
Section 2 Oracle
Cloud Hosting and
Delivery Policies
SaaS Cloud Services
Pillar Document:
https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf

Section 1 of the Oracle Cloud Hosting and
Delivery Policies contains the Oracle Cloud Security
Policy which describes Oracle’s Cloud security
practices. Section 4 of the Hosting and Delivery
Policies also describe Oracle’s practices regarding
change/patch management and access controls
(Sections 1.3, 1.4).
Section 4 of the DPA states that to the extent Oracle
engages third party subprocessors and/or Oracle
affiliates to process personal information, such
entities shall be subject to the same level of data
protection and security as Oracle under the terms of
the Services Agreement.

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.
Section 2 of the Oracle Cloud Hosting and
Delivery Policies sets out Oracle Cloud Service
Continuity Policy, which describes Oracle Cloud
Services High Availability Strategy and Oracle Cloud
Services Backup Strategy, as well as the PaaS/IaaS
Cloud Services Pillar Document or the SaaS Cloud
Pillar Document, as applicable.

PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

G5/2018
4.7.4 (c)
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Contractual agreements should clearly
define accountability and penalties in
cases where controls are breached,
including who would be responsible for
losses resulting from a data breach.
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Section 7 CSA
Section 7 Schedule
C OMA

Section 7 of the CSA and Section 7 of Schedule C of
the OMA, which sets forth the limitation of liabilities.

G5/2018
4.7.5 (a)

The contractual agreement with any
third party involved should specify how
the bank will verify adherence to the
agreed information security
requirements. This may include thirdparty assurance audits, as well as any
other security testing requirements
such as vulnerability scanning and
penetration testing.

N/A

Section 3.4.2 Oracle
Cloud Hosting and
Delivery Policies

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under
Section 7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.
Section 3.4.2 of the Oracle Cloud Hosting and
Delivery Policies allows customers to conduct certain
functional testing for Oracle Cloud services in their
test environment.
Oracle conducts penetration tests of the Oracle OCI
and SaaS systems at least annually. A commercial
vulnerability scanning tool scans external IP
addresses and internal nodes monthly. Identified
exploitable threats and vulnerabilities are
investigated and tracked to resolution. In addition,
Oracle completes third-party vulnerability
scans/penetration tests annually for applicable
services. The summary reports are available upon
request for entities that have signed a non-disclosure
agreement with Oracle.

G5/2018
4.7.5(b)

G5/2018
4.7.6(a)

G5/2018
4.7.6 (b)

Banks should obtain a copy of the
information security policy of any third
parties involved in order to determine
whether it contains adequate provisions
for security standards and controls
which would be in line with the bank’s
service level agreement (SLA) with the
third party.

Banks should be aware of whether a
third party is certified or audited in
terms of any of information security
technology, control frameworks or
standards and should obtain
assurances through obtaining copies of
audit/assurance reports on adherence.

Section 3 Oracle
Cloud Hosting and
Delivery Policies
Oracle Corporate
Security Practices:
https://www.oracle.
com/corporate/sec
urity-practices/

7.7.7

Banks should consider leading
standards and control frameworks,
including National Institute of
Standards and Technology (NIST), the
Cloud Security Alliance (CSA) and the
Information Systems Audit and Control
Association (ISACA).

Oracle also provides information about frameworks
for which an Oracle LOB has achieved a third-party
attestation or certification on its compliance site.

Oracle Cloud
Compliance Site:
https://www.oracle.
com/cloud/complia
nce/

Oracle provides a number of resources to assist its
customers in conducting the necessary risk
assessments and due diligence. Oracle provides
customers with access to security questionnaires
(CAIQ), audit reports and other information regarding
Oracle’s operational and security practices.

OCI CAIQ:
oracle.com/a/ocom
/docs/ocicorporate-caiq.pdf

Oracle Enterprise
Performance
Management Cloud
Applications:
oracle.com/a/ocom
/docs/caiq-oracle-
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Section 3 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s use of a variety
of software tools to monitor the availability and
performance of the Oracle Cloud Services and the
operation of infrastructure and network components.

Oracle Compliance
Site:
https://www.oracle.
com/cloud/complia
nce/

Oracle Fusion Cloud
Applications:
oracle.com/a/ocom
/docs/caiq-oraclefusion-cloudapplications.pdf
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Included in Oracle’s Corporate Security Program are
security policies to protect the covered entity’s
information systems and the non-public information
stored on those information systems, from
unauthorized access, use or other malicious acts.

epm-cloudapplications.pdf
Oracle Cloud
Applications:
oracle.com/a/ocom
/docs/caiq-oraclecloudapplications.pdf
G5/2018
4.7.6(c)

Agreed security requirements should
include physical security standards at
the third party’s data centres which
should not be less stringent than the
physical security measure that would
have been in place had the data been
hosted by the bank’s own data centres.

Sections 1. 3.1 and
3.2 Oracle Cloud
Hosting and
Delivery Policies
Sections 6 and 8
DPA
SaaS Cloud Services
Pillar Document:
https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf
Oracle Corporate
Security Practices:
https://www.oracle.
com/corporate/sec
uritypractices/corporate
/physicalenvironmental.html

G5/2018
4.7.7 (a)

Access rights to information in the
cloud or offshored data should be
restricted in line with the bank’s user
access management policies which, for
instance, include administrator access
to operating systems as well as
databases.

N/A

Section 1 Oracle
Cloud Hosting and
Delivery Policies
Oracle Corporate
Security Practices:
https://www.oracle.
com/corporate/sec
uritypractices/corporate
/accesscontrol.html

Section 1 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s Cloud security
practices, particularly Section 1.2 of the Oracle
Cloud Hosting and Delivery Policies, which
describes Oracle’s Physical Security Safeguards.
The Oracle Cloud services contract addresses the
accessibility, availability, integrity, privacy and safety
of customer’s content as follows:
Technical and organization security measures:
Section 6 – Security and Confidentiality – of the
Oracle Data Processing Agreement, the Oracle
Cloud Hosting and Delivery Policies, as well as the
PaaS/IaaS Cloud Services Pillar Document or the
SaaS Cloud Pillar Document, as applicable.
Oracle cloud service data centers are designed to
help protect the security and availability of customer
data.
Oracle cloud service data centers align with Uptime
Institute and Telecommunications Industry
Association (TIA) ANSI/TIA-942-A Tier 3 or Tier 4
standards and follow a N2 redundancy methodology
for critical equipment operation. Data centers
housing Oracle Cloud Infrastructure services use
redundant power sources and maintain generator
backups in case of widespread electrical outage.
Server rooms are closely monitored for air
temperature and humidity, and fire-suppression
systems are in place. Data center staff are trained in
incident response and escalation procedures to
address security and availability events that may
arise.
Section 1 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s security
practices. Section 1.3 of the Oracle Cloud Hosting
and Delivery Policies in particular sets out Oracle’s
system access controls and authentication processes.
Section 1.4 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s access controls
for personnel with access to the Cloud Services
environment. Oracle enforces Role Based Access
Controls (RBAC) and employs the following access
management principles:
•

Need to know

•

Least privilege

•

Segregation of duties.

Oracle Corporate Security Practices
G5/2018
4.7.7 (b)
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Third parties involved in either cloud
computing and/or data offshoring
arrangements should develop and
implement adequate user access
privilege controls in order to restrict
access to the bank’s data, systems and
infrastructures. This should be done on
a least-privilege basis.

N/A

Oracle Checklist for Select South African Financial Services Directives and Guidance

Section 1.4 Oracle
Cloud Hosting and
Delivery Policies

Section 1.4 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s access controls
for personnel with access to the Cloud Services
environment. Oracle enforces Role Based Access
Controls (RBAC) and employs the following access
management principles:
•

Need to know

•

Least privilege

•

G5/2018
4.7.8 (a)

G5/2018
4.7.8 (b)

G5/2018
4.7.8 (c)

Banks should determine the level of
encryption required in line with the
classification of the data involved in the
cloud computing. [T]he deployment
model followed is also relevan[t] in
determining the appropriate level of
encryption. The deployment model
followed determines the appropriate
level of encryption and subsequent
encryption should be commensurate
with the materiality of the data and
risks involved.

N/A

Banks should use different
classifications, but for any personal,
private or confidential data in a
multitenant and/or community/public
cloud environment, banks should
consider encrypting data in transit as
well as in storage.

N/A

Where encryption is required, data
should [be] encrypted before it is
moved to the cloud and/or offshored,
and the same level of encryption
services should be used for data at rest
and in motion.

N/A

Section 1 Oracle
Cloud Hosting and
Delivery Policies

Segregation of duties.

Section 1 of the Oracle Cloud Hosting and Delivery
Policies contains the Oracle Cloud Security Policy
which describes Oracle’s security practices.
Section 1.5 of the Oracle Cloud Hosting and
Delivery Policies in particular sets out Oracle’s use of
encryption technology.

Section 1 Oracle
Cloud Hosting and
Delivery Policies

Section 1 of the Oracle Cloud Hosting and Delivery
Policies contains the Oracle Cloud Security Policy
which describes Oracle’s security practices.
Section 1.5 of the Oracle Cloud Hosting and
Delivery Policies in particular sets out Oracle’s use of
encryption technology.

Section 1 Oracle
Cloud Hosting and
Delivery Policies

Encryption of customer content prior to being moved
to the cloud is the customer’s responsibility.
Section 1 of the Oracle Cloud Hosting and Delivery
Policies contains the Oracle Cloud Security Policy
which describes Oracle’s security practices.
Section 1.5 of the Oracle Cloud Hosting and
Delivery Policies in particular sets out Oracle’s use of
encryption technology.

G5/2018
4.7.8 (d)

Access to encryption keys should be
restricted in line with the bank’s key
management policies and procedures.
Where third parties are involved, key
management should be subjected to
the same level of control outlined in the
bank’s policies and procedures.

N/A

Section 1 Oracle
Cloud Hosting and
Delivery Policies

Section 1 of the Oracle Cloud Hosting and
Delivery Policies contains the Oracle Cloud Security
Policy which describes Oracle’s security practices.

Ordering Document

Section 1.5 of the Oracle Cloud Hosting and
Delivery Policies in particular sets out Oracle’s use
of encryption technology.
Customers have the ability to generate and hold
encryption keys for certain Oracle Cloud Services
provided under an applicable Ordering Document.

G5/2018
4.7.8 (f)

Where third parties are used, they
should inform the bank of changes
within their cryptosystems.

N/A

Oracle Corporate
Security Practices:
oracle.com/corpora
te/securitypractices/

Oracle notifies customers of changes to its Security
Practices and other applicable policies via Oracle's
notification process, where feasible, under which
customers may register to receive notifications of
such changes.

Updates to Cloud
Services Policies:
https://go.oracle.co
m/LP=82034 l

G5/2018
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The contractual agreement with any
third party involved in cloud computing

N/A

Oracle Checklist for Select South African Financial Services Directives and Guidance

Section 8 DPA

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.

4.7.9 (a)

and data offshoring should refer to the
incident management process between
the parties and set out the roles and
responsibilities of the respective parties.

G5/2018

The incident management process
should include incident notifications,
responses, remediation,
documentation, timelines, addressing
the risk of the incident, escalation and
formally closing incidents.

N/A

Section 8 DPA

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.
Oracle provides notification within 24 hours of a
confirmed Personal Information Breach as specified in
DPA, Section 8.2.

The contractual agreement with the
third party should define the types of
incidents (for instance data breaches
and security violations), events and the
actions to be initiated after each
incident.

N/A

Section 8 DPA

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.

Banks should be informed when their
data may have been seized or accessed
by a foreign country, even if it is
through appropriate legal processes in
that country.

N/A

Section 10 DPA

Section 10 of the DPA. Oracle will promptly inform
customers of requests to provide access to Personal
Information, unless otherwise required by law.

As part of defining and agreeing on
security standards, the security
configuration baseline to prevent crosscontamination with other customer
environments should be considered.

N/A

Section 1.7 Oracle
Cloud Hosting and
Delivery Policies

Section 1.7 of the Oracle Cloud Hosting and
Delivery Policies describes the logical and physical
segregation of Oracle’s content from the content of
other customers hosted in the Oracle Cloud Services
environments.

As part of defining and agreeing on
security standards, the security
configuration baseline to harden
virtualised operating systems should be
defined, where applicable.

N/A

Oracle Security
Practices site:

Oracle’s information-asset classification determines
corporate data-security requirements for Oraclemanaged systems. Oracle policies and standards
provide global guidance for appropriate controls
designed to protect the confidentiality, integrity, and
availability of corporate data in accordance with the
data classification. Required mechanisms are
designed to be commensurate with the nature of the
corporate data being protected.

The agreed security standards should
further address hypervisor vulnerability
management, patch management and
release management – specifically
when new vulnerabilities are
discovered.

N/A

4.7.9 (b)

G5/2018
4.7.9 (c)

G5/2018
4.7.9 (d)

G5/2018
4.7.10 (b)

G5/2018
4.7.11 (b)

G5/2018
4.7.11 (c)

https://www.oracle.
com/corporate/sec
uritypractices/corporate
/dataprotection/technica
l-controls.html
Oracle Corporate
Security Practices,
Critical Patch
Update Program:
https://www.oracle.
com/corporate/sec
uritypractices/assuranc
e/vulnerability/sec
urity-fixing.html

l
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Oracle Lines of Businesses review security bulletins
and perform periodic vulnerability scans and apply
the required patches, as needed. Additionally,
commercial vulnerability scanning tools are used to
scan external IP addresses and internal nodes
monthly.
Also, Oracle completes third-party vulnerability
scans/penetration tests annually for applicable
services. The summary reports are available upon
request for entities that have signed a non-disclosure
agreement with Oracle.

G5/2018
4.8.3 (a)

G5/2018
4.8.3(b)

G5/2018
4.9.1

G5/2018
4.9.2(a)

G5/2018
4.9.2(c)

G5/2018
4.9.2(d)

The terms of contractual agreement
should allow a bank to modify the
manner in which the cloud computing
and/or data offshoring activities are
performed, specifically where banks
may need to amend processes to meet
compliance requirements.

N/A

Section 3.1 FSA

Section 3.1 of the FSA provides a process for the
parties to address modifications needed to meet
regulatory requirements.

Where a bank makes use of a third
party in the use of cloud computing
and/or data offshoring, the bank
should ensure that it contractually
agrees on the compliance requirements
with the service provider to ensure
ongoing compliance with laws and
regulations where the data shall be
hosted.

7.7.5

Section 8 FSA

Section 8 of the FSA imposes obligations on both
parties related to compliance with applicable laws.

Contractual arrangements must be in
place to ensure access to data to all
relevant parties, including the bank’s
regulatory authorities such as the
relevant departments of the SARB, the
Financial Sector Conduct Authority
(FSCA) and the Financial Intelligence
Centre (FIC).

7.7.10
7.7.15

Sections 1 and 2
FSA

Section 1 of the FSA, which grants audit rights to
customer and Section 2 of the FSA, which grants
similar audit rights to customer’s regulators.

The contractual agreement should
include the right of supervisory
institutions to access information,
which included conducting on-site visits
at the service provider’s facilities, where
considered necessary.

7.7.15

Section 2 FSA

Section 2 of the FSA, which grants customer’s
regulators a right of audit and access for on-site visits.

The contractual agreement should
provide for the mutual exchange of
information (potentially through the
right transparency clause) and, by
request, the provision of relevant
information to the bank’s supervisors.
Where a bank is unable to present data
to its supervisor upon request, for any
reason whatsoever, the PA may request
the termination of the relationship with
the service provider and take further
steps as deemed necessary.

7.7.15

Section 2 FSA

Section 2 and Section 3 of the FSA. Additionally,
Section 7 of the DPA describes Oracle’s customers’
audit rights.

Banks should ensure that data is not
stored in jurisdictions that may inhibit
effective access to data for South
African supervisors.

N/A

Section 3.1 FSA
Section 7 DPA

Ordering Document
OCI Regions site:
https://www.oracle.
com/cloud/cloudregions/

Oracle operates within various regions across the
globe. Each region is composed of one of more
physically isolated and fault-tolerant data centers
(also named availability domains), including a data
center located in the Oracle Cloud Johannesburg
Region.
When customers set up their Oracle account, they
choose a data region in which to initially locate their
tenancy and their content is hosted within that
region unless customers choose to move their
content outside of the region.
The Ordering Document or the Oracle Cloud Console
states the data center region in which customer’s
content will be stored.
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G5/2018
4.9.3 (a)

G5/2018

The contractual agreement with the
third party should contain a right to
audit clause which clearly defined and
satisfies the assurance requirements of
the bank’s board, audit charter, external
auditors and any regulators that have
jurisdiction over the bank.

7.7.15

The right to audit clause is listed for
inclusion in outsourcing contracts.

7.7.15

Section 1 and 2 FSA

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

Section 1 and 2 FSA

4.9.3 (b)

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

G5/2018
4.10.1(a)

Before entering into a contract with a
third party, banks should assess
whether third party has sufficient
capacity to effectively manage on a
continuous basis, such as considering
the potential increased services that
third party may have to provide in the
foreseeable future including the
relevant metrics for capacity, such as
storage capacity, bandwidth
requirements, increased number of
users, and transactions per second
requirements.

N/A

OCI Program
Documentation:
https://docs.oracle.
com/enus/iaas/Content/h
ome.htm
Oracle Fusion Cloud
Applications Suite
Documentation:
https://docs.oracle.
com/en/cloud/saa
s/
Investor Relations:
https://investor.ora
cle.com/financials/
default.aspx

G5/2018
4.10.1(b)

G5/2018
4.10.2(c)

Before entering into a third-party
contract, banks should consider
whether the information
communications infrastructure between
the bank and the third party is sufficient
to manage the current and future
requirements on a continual basis.
Business continuity requirements, such
as recovery time and recovery
objectives (RTOs and RPOs), should be
identified though a business impact
assessment, documented and, where
third parties are involved, agreed with
third parties.

N/A

N/A

Section 1.5 of the Oracle Cloud Hosting and
Delivery Policies explains that customer access to
Oracle Cloud Services is through a secure
communication protocol provided by Oracle.

Section 5 FSA

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the provision
of Oracle Cloud services.

Section 2 Oracle
Cloud Hosting and
Delivery Policies
Section 2.2 SaaS
Cloud Services Pillar
Document:

Section 2
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasOracle Checklist for Select South African Financial Services Directives and Guidance

Oracle’s customers include businesses of many sizes,
government agencies, educational institutions, and
resellers. Oracle markets and sells to customers
directly through its worldwide sales force and
indirectly through the Oracle Partner Network. Using
Oracle technologies, our customers build, deploy,
run, manage, and support their internal and external
products, services, and business operations.
Information about Oracle's business operations and
organization structure is available on Oracle’s website
oracle.com/corporate and in its annual reports. As of
fiscal year 2021, Oracle had $40 billion total GAAP
revenue and 133,000 employees serving 430,000
customers in 175 countries.

Section 1.5 Oracle
Cloud Hosting and
Delivery Policies

https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
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Oracle provides products and services that address
enterprise information technology (IT) environments.
These include applications and infrastructure
offerings that are delivered worldwide through
various flexible and interoperable IT deployment
models. Customers can find technical information,
user guides and detailed information on the features
and functionality of OCI and SaaS services in the
applicable Program Documentation:

Additionally, please see the Oracle Cloud Service
Continuity Policy in Section 2 of the Oracle Cloud
Hosting and Delivery Policies.
Section 2.2 of the SaaS Cloud Pillar Document
describes the Recovery Time Objectives and the
Recovery Point Objectives relating to Oracle Cloud
services.
Section 2 of the PaaS/IaaS Cloud Services Pillar
Document addresses recovery related to Oracle
Cloud services.

iaas-pub-cld-srvspillar-4021422.pdf

G5/2018
4.10.2(d)

G5/2018
4.10.2(e)

G5/2018
4.10.2(g)

G5/2018
4.10.2(h)

G5/2018
4.10.2(i)

G5/2018

Disaster recovery and business
continuity plans should be developed to
maintain continuity of the bank’s
operations, including matters related to
the recovery from an incident, plans for
communicating incidents, and the
frequency of testing the adequacy and
effectiveness of these plans.

7.7.14

Resilience should be designed/built
into the bank’s cloud computing and/or
data offshoring arrangements.

N/A

Section 2 Oracle
Cloud Hosting and
Delivery Policies

Section 5 FSA
Section 2 Oracle
Cloud Hosting and
Delivery Policies

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the provision
of Oracle Cloud services.
Additionally, Section 2 of the Oracle Cloud Hosting
and Delivery Policies describes Oracle’s computing
infrastructure designed to maintain service availability
and continuity in the case of an incident affecting the
services and Oracle cloud services backup strategy.
Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the provision
of Oracle Cloud services.
Additionally, Section 2 of the Oracle Cloud Hosting
and Delivery Policies describes Oracle’s computing
infrastructure designed to maintain service availability
and continuity in the case of an incident affecting the
services and Oracle cloud services backup strategy.

Banks should have access to the audit
or assurance reports of the third party’s
business continuity program, including
disaster recovery testing, process audits
and control audits at least for
activities/functions managed on their
behalf.

7.7.14

Sections 1.9 and 5
FSA

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the
provision of Oracle Cloud services. Upon customer’s
request, Oracle will make available to the customer
via web conference or on Oracle premises, in a
guided manner, a summary of the Business
Continuity Program (BCP) and applicable test
information, material modifications to the BCP within
the last 12 months and pertinent BCP governance
areas, and confirmation that an internal review of
these governance areas was performed within the
last 12 months.

The third party’s business continuity
program should ideally be certified or
mapped to internationally recognized
standards such as ISO 22301 (business
continuity management systems).

N/A

Section 5 FSA

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the provision
of Oracle Cloud services.

The roles and responsibilities of the
bank and any third party in the event of
disruption should be clearly defined in
the contractual arrangements.

N/A

Contingency plans pertaining to
outsourced activities should be

Oracle’s business continuity program is aligned to
ISO 22301.
Section 5 FSA
Section 2 Oracle
Cloud Hosting and
Delivery Policies

N/A

4.10.2(k)
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SaaS Cloud Services
Pillar Document:

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the
provision of Oracle Cloud services.
Additionally, please see the Oracle Cloud Service
Continuity Policy in Section 2 of the Oracle Cloud
Hosting and Delivery Policies, which explains that
for Oracle Cloud Services which enable customers to
configure backups in accordance with their own
policies, customers are responsible for performing
backups and restores of their data, non-Oracle
software, and any Oracle software that is not
provided by Oracle as part of their services under the
Ordering Document. Additionally, customers are
encouraged to develop a business continuity plan to
ensure continuity of their own operations in the
event of a disaster.

OCI:
Section 2 of the Oracle PaaS and IaaS Public Cloud
Services Pillar Document states that customers may

reviewed regularly, but not less than
once a year.

https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

be able to configure their ordered OCI services with
disaster recovery capabilities. For any such
postprovisioning configuration customers are
responsible for designing and implementing a cloud
architecture that meets their own requirements for
availability, business continuity and disaster
recovery. Customers are also responsible for
designing, developing and implementing procedures
for recovering their applications in accordance with
their own recovery plans and periodically testing
such plans to help meet availability commitments
and requirements of their customers.
SaaS:
Section 2 of the Oracle SaaS Public Cloud Services
Pillar Document sets out disaster recovery services
practices for SaaS public cloud services, which are
intended to provide service restoration capability in
the event of a major disaster, as declared by Oracle.

G5/2018
4.11.1(a)

G5/2018
4.11.1(b)

Banks should document the hardware,
software and procedural requirements
for moving from an existing service
provider to another service provider or
in-house.

N/A

Section 4.3 FSA

Section 4.3 of the FSA addresses customers who
require assistance with a transition.

Banks need to ensure that an exit from
a cloud computing and/or offshoring of
data arrangement does not affect their
compliance with any legislative
requirement.

N/A

Section 9 CSA
Schedule C OMA

Customers’ termination rights are set out in Section
9 of the CSA or Section 9 of the OMA Schedule C
(as applicable) and in Section 3 of the FSA.

Section 6.1 Oracle
Cloud Hosting and
Delivery Policies
Section 3 and 4 FSA
Section 9.1 DPA

Section 6.1 of the Oracle Cloud Hosting and
Delivery Policies states Oracle will make content
available in a structured, machine-readable format
for retrieval by the customer for a specified period
posttermination (retrieval period). Upon expiry of the
retrieval period, Oracle will delete the content from
the services unless otherwise required by applicable
law.
Section 4.3 of the FSA addresses customers who
require assistance with a transition.
Section 9.1 of the DPA confirms that, on
termination of an arrangement, Oracle will promptly
return or delete any remaining copies of personal
data, except as otherwise stated in the Oracle Cloud
services contract.

G5/2018
4.11.2(b)

The contractual agreement should
stipulate the roles and responsibilities
for both parties at the termination of
the agreement, including the
circumstances when a bank enters into
a SARB resolution.

N/A

Section 9 CSA
Schedule C OMA
Section 6.1 Oracle
Cloud Hosting and
Delivery Policies
Section 3 and 4 FSA
Section 9.1 DPA

Customers’ termination rights are set out in Section
9 of the CSA or Section 9 of the OMA Schedule C
(as applicable) and in Section 3 of the FSA.
Section 6.1 of the Oracle Cloud Hosting and
Delivery Policies states Oracle will make content
available in a structured, machine-readable format
for retrieval by the customer for a specified period
posttermination (retrieval period). Upon expiry of the
retrieval period, Oracle will delete the content from
the services unless otherwise required by applicable
law.
Section 4.3 of the FSA addresses
customers who require assistance with a
transition.
Section 9.1 of the DPA confirms that, on
termination of an arrangement, Oracle will promptly
return or delete any remaining copies of personal
data, except as otherwise stated in the Oracle Cloud
services contract.
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G5/2018
4.11.2 (c)

The contractual agreement should
define the manner in which the
agreement is to be terminated as well
as the guarantees provided to enable
the bank to resume performance of the
outsourced and/or offshored activities
or to transfer those activities to another
service provider upon termination of
the agreement.

7.7.16
7.7.20

Section 9 CSA
Schedule C OMA
Section 6.1 Oracle
Cloud Hosting and
Delivery Policies
Section 3 and 4 FSA
Section 9.1 DPA

Customers’ termination rights are set out in Section
9 of the CSA or Section 9 of the OMA Schedule C
(as applicable) and in Section 3 of the FSA.
Section 6.1 of the Oracle Cloud Hosting and
Delivery Policies states Oracle will make content
available in a structured, machine-readable format
for retrieval by the customer for a specified period
post-termination (retrieval period). Upon expiry of
the retrieval period, Oracle will delete the content
from the services unless otherwise required by
applicable law.
Section 4.3 of the FSA addresses
customers who require assistance with a
transition.
Section 9.1 of the DPA confirms that, on
termination of an arrangement, Oracle will promptly
return or delete any remaining copies of personal
data, except as otherwise stated in the Oracle Cloud
services contract.

G5/2018
4.11.2(d)

The contractual agreement should
include a clause to the effect that, upon
the termination of the contract, a bank’s
data be promptly and completely
removed and returned to the bank,
transferred to another service provider
or destroyed, depending on the nature
of the data involved. The contractual
arrangements should include sufficient
assurance once its data has been
removed, transferred or destroyed at
the termination of the agreement.

N/A

Section 9.5 CSA
Section 9.1 DPA
Section 4.1 FSA
Section 6.1 Oracle
Cloud Hosting and
Delivery Policies

Section 9.5 of the CSA states that at the end of such
retrieval period, and except as may be required by
law, Oracle will delete or otherwise render
unrecoverable any of customer’s content that
remains in the cloud services environment. Oracle’s
data deletion practices are described in more detail in
the Service Specifications.
Section 9.1 of the DPA confirms that, on
termination of an arrangement, Oracle will promptly
return or delete any remaining copies of personal
data, except as otherwise stated in the Oracle Cloud
services contract.
Section 4.1 of the FSA addresses customer’s right to
retrieve its Content at the end of the cloud services
period or upon termination of the agreement along
with the assistance Oracle will provide to customer in
this situation.
Section 6.1 of the Oracle Cloud Hosting and
Delivery Policies states Oracle will make content
available in a structured, machine-readable format
for retrieval by the customer for a specified period
post-termination (retrieval period). Upon expiry of
the retrieval period, Oracle will delete the content
from the services unless otherwise required by
applicable law.

G5/2018
4.11.3(a)

G5/2018
4.11.3(c)

G5/2018
4.11.4(c)
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Any cloud computing and/or data
offshoring services should be organized
in such a way that they do not become
a barrier to the resolution or orderly
wind-down of a bank or create
additional complexity in a resolution.

N/A

The contractual agreement for a cloud
computing and/or data offshoring
arrangement, specifically any default
clause, may not entitle the service
provider to unilaterally cancel the
agreement in the event that a recovery
or resolution action is taken.

N/A

The bank should have contingency
plans in place to continue with its
operations in case of an unforeseen
event, irrespective of whether a cloud

7.7.14

Oracle Checklist for Select South African Financial Services Directives and Guidance

Section 4 FSA

Section 9 FSA

Section 5 FSA

See Section 4 of the FSA for terms that address the
orderly wind-down of the contract and assistance that
Oracle can provide in the event of expiration or
termination of the contract.

Section 9 of the FSA addresses the parties’ rights
and responsibilities in the event of a Resolution
Event, including suspension of Oracle’s termination
rights and obligation to continue provision of the
cloud services during the standstill period.

Section 5 of the FSA indicates that Oracle maintains
business continuity plans and testing pertaining to
Oracle’s internal operations as utilized in the
provision of Oracle Cloud services.

environment had been deployed. The
bank’s risk management processes
should determine the level and extent
of contingency plans to be instituted.
The operational requirements can be
addressed on a case-by-case basis
given the existing circumstances.
G5/2018
4.12.1(b)

Data produced for regulatory reporting
purposes should be reconcilable with
source data and banks should be able
to prove that the integrity of such data
has been preserved, which includes
data reported to all regulated
authorities.

N/A

Sections 6 and 8
DPA
Sections 4 and 5
Schedule C OMA
Section 4 and 5
CSA

Although it is the customer’s responsibility to ensure
that the integrity of their data is preserved, Oracle’s
policies and standards are designed to ensure
confidentiality and file integrity management.
Section 1 of the Oracle Cloud Hosting and Delivery
Policies describes Oracle’s Cloud security practices.

Oracle Cloud
Hosting and
Delivery Policies
(particularly
Sections 1, 3.1 and
3.2)

Section 1.2 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s Physical Security
Safeguards.

SaaS Cloud Services
Pillar Document:

Technical and organization security measures:

https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

Oracle Corporate
Security Practices:

The Oracle Cloud services contract addresses the
accessibility, availability, integrity, privacy and safety
of customer’s content as follows:

- Section 6 – Security and Confidentiality – of the
Oracle Data Processing Agreement
- the Oracle Cloud Hosting and Delivery Policies as
well as the PaaS/IaaS Cloud Services Pillar
Document or the SaaS Cloud Pillar Document, as
applicable.
- Oracle Corporate Security Practices
Confidentiality and Protection of “Your Content”:
Section 4 of Schedule C of the OMA and Section 4
of the CSA references Oracle’s obligation to protect
the confidentiality of Customer Content for as long as
it resides in the Services.
Section 5 of Schedule C and Section 5 of the CSA,
as applicable.
Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.

oracle.com/corpora
te/securitypractices/

G5/2018
4.12.2(a)

G5/2018
4.12.2(b)

The contractual agreement with the
third parties responsible for cloud
computing and/or the offshoring of
data must clearly prescribe the access
that the bank, regulatory authorities
and law enforcement agencies would
have in order to conduct forensic audits
and investigations.

7.7.14

The contractual agreement should
prescribe the manner in which forensic
evidence is made available to the bank
as well as the controls in place as proof
that such evidence has not been
tampered with.

N/A

Sections 1 and 2
FSA

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

Section 1 and 2 FSA
Section 7 DPA

Section 1 of the FSA sets out customer’s audit and
access rights and supplements the audit and
inspection rights granted to customers under Section
7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.
Additionally, Oracle will allow its banking customers
and their regulatory authorities to audit Oracle
records relating to invoices and payments for the
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services under the following circumstances : (i) to
investigate or identify suspected fraud or material
accounting mistakes; (ii) to fulfil any request by or
comply with the requirements of any governmental
or regulatory body (including Regulator) in the
course of carrying out its regulatory functions; (iii) to
verify the accuracy of the charges and any other
amounts payable or receivable by the bank under an
applicable agreement; and/or (iv) to verify Oracle’s
compliance with its obligations under an applicable
agreement or any ordering document.

G5/2018
4.12.2(c)

G5/2018
4.12.2(d)

G5/2018
4.12.2(e)

G5/2018
4.12.2(f)

The contractual agreement should
define the roles and responsibilities for
both parties in terms of forensic data.
This should, for instance, include who is
responsible for logging which data.

N/A

Section 1.14 Oracle
Hosting and
Delivery Policies

Section 1.14 of the Oracle Cloud Hosting and
Delivery Policies addresses retention of security logs.

The contractual agreement should also
determine which forensic tools are
available to a bank directly or via a third
party.

N/A

No equivalent

Oracle will work closely with the bank to assist in
forensic investigations, including with its use of
forensic tools.

The contractual agreement should
stipulate both parties’ responsibilities
related to discovery searches, litigation
holds, preservation of evidence and
expert testimony. A bank should be
able to provide adequate assurance to
investigative and regulatory authorities
that all data requested has been
retrieved.

N/A

No equivalent

Upon Oracle’s receipt of a request for preservation of
evidence, litigation hold, or for retrieval of
information, Oracle will determine its obligations
under local law and regulations and cooperate with
the requestor to implement, or to assist the requestor
in implementing, the request consistent with those
obligations.

The contractual agreement should
stipulate the duration during which
forensic data would be available to the
bank.

N/A

Section 1.14 Oracle
Hosting and
Delivery Policies

Upon Oracle’s receipt of a request for forensic data,
Oracle will work with the customer to determine the
type of data that is needed to complete the inquiry
and discuss the availability of such data.
Section 1.14 of the Oracle Cloud Hosting and
Delivery Policies addresses the time period for which
Oracle retains security logs.

G5/2018
4.12.2(g)

G5/2018
4.12.3(b)

G5/2018
4.12.3(c)
20

The contractual agreement with the
third party should require assurance
that the bank’s data is preserved as
recorded, which includes both the
primary data and secondary
information, such as metadata and
logs.

N/A

Section 1.14 Oracle
Hosting and
Delivery Policies

Section 1.14 of the Oracle Cloud Hosting and
Delivery Policies addresses the time period for which
Oracle retains security logs provided that the data is
part of the Services.

Banks should consider the availability
of records if required for forensic audits
which may, specifically in a multitenant
environment, be commingled and
migrated among multiple servers
located across national boundaries,
which may make it impossible to
identify specific data.

N/A

Section 1.5 FSA

This obligation does not apply to cloud service
providers. However, Section 1.5 of the FSA seeks to
protect all customer data by stating that, in the course
of a customer audit, no access will be granted to data
or services environments belonging to any other
Oracle customer, nor any information whose
disclosure might threaten Oracle networks or systems
or other Oracle customers’ service environments.

A bank should consider that where a
court or government grants access to a
third party’s servers, such local

N/A

N/A

Upon Oracle’s receipt of a request for confidential
information from an authorized third-party,
including government or law enforcement agencies
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authorities might have access to the
bank’s forensic data. This should not
include a bank’s customer data, which
should be encrypted, with the bank
restricting access to the encryption
keys.

G5/2018
4.13.1(a)

The importance of a comprehensive
contractual agreement, including SLAs
cannot be overemphasized.

or non-governmental attorneys or others through an
informal request or a formal legal process, Oracle’s
Legal Department will determine whether Oracle is
legally obligated to provide such information in
accordance with local laws and regulations in
addition to Oracle’s internal Third-Party Information
Access Request Policy and Oracle’s Information
Protection Policy. Once Oracle has determined the
scope of its legal obligations with respect to such
access requests, Oracle will work with the third-party
to provide the requested confidential information in
an appropriate manner, if legally required to do
so. Oracle employs robust data security controls,
including encryption for data at rest and in transit.
Services specific information about encryption and
key management controls is available to customers
in the Privacy and Security Feature documentation
on My Oracle Support and the Cloud security portal.

7.7.3

CSA
Ordering Document
Oracle Cloud
Hosting and
Delivery Policies
(particularly
Sections 1, 3.1 and
3.2)
SaaS Cloud Services
Pillar Document:

Oracle’s written cloud services contract and Ordering
Document specifies Oracle’s written cloud services
contract and Ordering Document specifies the rights
and obligations of the parties relating to Oracle’s
cloud services
Oracle addresses Service Availability and Service
Level Agreements in Sections 3.1 and 3.2 of the
Oracle Cloud Hosting and Delivery Policies as well
as the PaaS/IaaS Cloud Services Pillar Document
or the SaaS Cloud Pillar Document, as applicable.

https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
PaaS/IaaS Cloud
Services Pillar
Document:
https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

G5/2018
4.13.1(b)
G5/2018
4.13.1(c)

The contract and SLAs should be
reviewed by bank’s legal counsel and
relationship should not start before the
contact has been signed by all parties.

N/A

Ordering Document

The Services Period for the cloud services commences
on the date stated in the Ordering Document which
becomes effective upon the execution by both parties.

The contractual agreement with the
third parties should define the third
party’s contractual obligations as
guardian of a bank’s data.

7.7.11

Sections 4 and 5
CSA
Section 6 of DPA
Oracle Cloud
Hosting and
Delivery Policies

The Oracle Cloud services contract addresses the
integrity, privacy and safety of customer’s content as
follows:

SaaS Cloud Services
Pillar Document:
https://www.oracle.
com/assets/saaspublic-cloudservices-pillar3610529.pdf
PaaS/IaaS Cloud
Services Pillar
Document:
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Technical and organization security
measures:
- Section 6 – Security and Confidentiality – of the
Oracle Data Processing Agreement
- the Oracle Cloud Hosting and Delivery Policies as
well as the PaaS/IaaS Cloud Services Pillar
Document or the SaaS Cloud Pillar Document, as
applicable.
- Oracle Corporate Security Practices
Confidentiality and Protection of Customer Content:

https://www.oracle.
com/assets/paasiaas-pub-cld-srvspillar-4021422.pdf

Section 4 of Schedule C of the OMA and Section 4
of the CSA, as applicable (specifically, Oracle’s
obligation to protect the confidentiality of “Your
Content” for as long as it resides in the Services)

Section 2 DPA

Section 5 of Schedule C and Section 5 of the CSA,
as applicable.

Oracle Corporate
Security Practices:
oracle.com/corpora
te/securitypractices/

G5/2018
4.13.1(d)

G5/2018
4.13.2(a)

G5/2018
4.13.2(b)
G5/2018
4.13.3

Section 8 FSA

Section 2 of the DPA describes the responsibilities
of Oracle and the customer with respect to the
processing of personal information and the bank’s
instructions.

Banks should ensure that the
contractual agreement provides all
elements relevant to the cloud
computing and/or data offshoring
arrangement, including sufficient
protection of data applicable to the
nature of services being offered,
deployment of services structurally and
geographically, and compliance with
the laws in the various jurisdictions
where the data will be hosted or stored.

7.7.5

The contractual agreement with any
third party involved in the cloud
computing and/or data offshoring
arrangements should clearly state that
the bank retains ownership rights to the
data.

N/A

Section 3.1 CSA
Section 3.1 OMA
Schedule C

Section 3.1 of the CSA and OMA Schedule C
confirms that each party retains ownership rights to
their IP.

Both the bank and third party should
understand how the data ownership
rights are affected by the different laws
in the countries which will host the data.

N/A

Section 14 CSA

Section 14 of the CSA sets out the governing law and
jurisdiction of the agreement.

Banks should obtain assurance from
service provider that data, including all
copies and backups are stored only in
geographic locations permitted by the
contractual agreements in line with the
bank’s regulatory and legislative
requirements.

N/A

Ordering Document
Oracle Cloud
Console
Cloud Regions
around the globe:
https://www.oracle.
com/cloud/dataregions/#emea.

Oracle operates within various regions across the
globe. Each region is composed of one of more
physically isolated and fault-tolerant data centers
(also named availability domains). When customers
set up their Oracle account, they choose a data
center region in which to initially locate their tenancy
and their content is hosted within that region unless
customers choose to move their content outside of
the region.

Section 1 Oracle
Cloud Hosting and
Delivery Policies
Ordering Document
See Row Above

Section 8 of the FSA addresses the parties’ obligation
to comply with applicable laws.
Section 1 of the Oracle Cloud Hosting and Delivery
Policies describes Oracle’s information security
practices including physical security safeguards,
system and data access controls, encryption and
training.
Ordering Document
See Row Above.

The Ordering Document or the Oracle Cloud Console
states the data center region in which customer’s
content will be stored. See Section 2.2 of the Oracle
Cloud Hosting and Delivery Policies.
G5/2018
4.13.4

The contractual agreement should
clearly state which activities may be
subcontracted by a third party and that
such arrangements would be subject to
full compliance with the primary
contractual agreement, including
meeting regulatory and compliance
requirements stipulated therein. The
primary contract should clearly state
that the service provider remains liable
for performance in terms of the
contract despite any subcontracting
arrangements.

7.7.12

Section 6.1 of the
FSA
Section 4 DPA
Oracle Strategic
Subcontractors:
https://support.ora
cle.com/epmos/fac
es/DocumentDispla
y?id=2667492.2

Section 6.1 of the FSA indicates that all
subcontractors with access to customer content will
be subject to the same level of data protection and
security as Oracle under the terms of the Oracle
Cloud services contract. In addition, under this
section, Oracle agrees to enter into written
agreements with subcontractors reflecting
obligations that are consistent with Oracle’s
obligations under the relevant terms of the Oracle
Cloud services contract. Any such subcontracting will
not diminish Oracle’s responsibility towards its
customers under Oracle Cloud services contracts and
Oracle will appropriately oversee a subcontractor’s
performance.
Section 4 of the DPA states that to the
extent Oracle engages third party
subprocessors and/or Oracle affiliates to
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process personal information, such entities
shall be subject to the same level of data
protection and security as Oracle under the
terms of the Services Agreement.
G5/2018
4.13.5

The service provider shall provide an
undertaking to treat the bank’s data
with the utmost confidentiality. Access
should be restricted on a least-privilege
basis.

7.7.11

Section 1.4 Oracle
Cloud Hosting and
Delivery Policies
Sections 4 and 5
CSA and OMA
Section 6 DPA

Section 1.4 of the Oracle Cloud Hosting and
Delivery Policies describes Oracle’s access controls
for personnel with access to the Cloud Services
environment. Oracle enforces Role Based Access
Controls (RBAC) and employs the following access
management principles:
•

Need to know

•

Least privilege

•

Segregation of duties.

Sections 4 and 5 of the CSA/ Sections 4 and 5 of
the OMA Schedule C, which set out Oracle’s
obligation to keep confidential and protect
confidential information.
Section 6 of the DPA sets out Oracle’s obligation to
implement and maintain appropriate technical and
organizational security measures for the processing
of personal information designed to prevent
accidental or unlawful destruction, loss, alteration and
unauthorized access or disclosure.

G5/2018
4.13.6(a)

G5/2018
4.13.6(b)

G5/2018
4.13.6(c)

G5/2018
4.13.7

The bank is responsible for ensuring
that the contractual agreement with the
service provider ensures that it is able
to meet its data breach notification or
other legal reporting requirements.

N/A

Section 8 DPA

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.

The contractual agreement should
define roles and responsibilities in case
of a data breach, including cooperative
processes to be implemented during
the investigation and any follow-up
actions.

N/A

Section 8 DPA

Section 8 of the DPA sets out Oracle’s incident
management and breach notification obligations.

The contractual agreement should
define the penalties payable by the
third party for data breaches where the
third party did not adhere to the terms
of the agreement or was negligent in
any other way.

N/A

Section 7 CSA
Section 7 Schedule
C OMA

Section 7 of the CSA and Section 7 of Schedule C of
the OMA sets forth the limitations of liabilities.

The use of cloud computing or
offshoring data should not inhibit the
bank’s ability to meet its data retention
legal requirement.

N/A

https://docs.oracle.
com/en/solutions/
oci-bestpractices/backyourdata1.html#GUID4CF0554F-4AF24875-8FB3FE0974EF1380

Customers are responsible for implementing data
backup strategies that meet their business
requirements.

Section 6.1 Oracle
Cloud Hosting and
Delivery Policies
Section 9.1 DPA
Section 9.5 CSA

Section 6.1 of the Oracle Cloud Hosting and
Delivery Policies states Oracle will make content
available in a structured, machine-readable format
for retrieval by the customer for a specified period
post-termination (retrieval period). Upon expiry of
the retrieval period, Oracle will delete the content
from the services unless otherwise required by
applicable law.
Section 9.1 of the DPA confirms that, on
termination of an arrangement, Oracle will promptly
return or delete any remaining copies of personal
data, except as otherwise stated in the Oracle Cloud
services contract.
Section 9.5 of the CSA addresses availability of
Content following the end of the Service Period.
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Guidance Note 5 of 2014 from the Office of the Registrar of Banks (Outsourcing functions
within Banks) and FSB Directive 159.A.i
TOPIC
REF.

REGULATION
REQUIREMENT/DESCRIPTION

G5/2014
6.5.1

The importance of a comprehensive
outsourcing agreement, including SLAs
cannot be overemphasised and all
outsourcing arrangements should be
contained in a documented, legally
binding agreement or contract.

FSB DIRECTIVE
159.A.I
EQUIVALENT

ORACLE RESOURCES

DESCRIPTION OF ORACLE PRACTICES

N/A

CSA

Oracle’s written cloud services contract and
Ordering Document specifies the rights and
obligations of the parties relating to Oracle’s
cloud services.

Ordering Document
Oracle Cloud Hosting and
Delivery Policies
(particularly Sections 1,
3.1 and 3.2)
SaaS Cloud Services Pillar
Document:
https://www.oracle.com/a
ssets/saas-public-cloudservices-pillar3610529.pdf

Oracle addresses Service Availability and
Service Level Agreements in Sections 3.1 and
3.2 of the Oracle Cloud Hosting and
Delivery Policies as well as the PaaS/IaaS
Cloud Services Pillar Document or the SaaS
Cloud Pillar Document, as applicable.

PaaS/IaaS Cloud Services
Pillar Document:
https://www.oracle.com/a
ssets/paas-iaas-pub-cldsrvs-pillar-4021422.pdf
G5/2014
6.5.2

The contract and SLAs should at a
minimum include, access to assets,
audit, business continuity, start and end
dates, confidentiality, privacy, security,
customer complaints, termination,
dispute resolution, establishment and
monitoring performance, foreign based
services, incentive compensation
review, indemnification, insurance,
limitation of liability, notification of
inability to perform, offshoring
arrangements, ownership and licenses,
fee structure and pricing, provisions for
amendment and periodic reviews,
remedies for non-performance,
reporting, responsibilities for providing,
receiving and retaining information,
compliance with laws and regulations,
rights of regulatory and supervisory
authorities, including unrestricted rights
to access information and
subcontracting

7.7.1

See Adjacent Column

Terms relating to the following topics may
be found at the following references:
Access to Assets: Section 1 (customer’s audit
rights) and Section 2 (regulators’ audit rights)
of the FSA.
Audit: Section 1 (customer’s audit rights) and
Section 2 (regulators’ audit rights) of the FSA.
Business Continuity: Section 5 of the FSA
and Section 2 Oracle Cloud Hosting and
Delivery Policies
Start and End Dates: Ordering Document
Confidentiality, Privacy and Security:
Sections 6 and 8 DPA, Sections 4 and 5
Schedule C, Section 4 and 5 CSA, Oracle Cloud
Hosting and Delivery Policies (particularly
Sections 1, 3.1 and 3.2)
Customer Complaints: Section 5 of the
Oracle Cloud Hosting and Delivery Policy
Termination: Section 8 FSA, Section 3.1(b)
FSA, Section 9.3 Schedule C OMA, Section 9.4
CSA
Dispute Resolution: Section 10 of the FSA
Monitoring: Section 3.2.2 Oracle Cloud
Hosting and Delivery Policies, Section 11
Schedule C OMA and Section 11 CSA
Foreign based services:
If applicable,
Ordering Document would set forth the
service location
Incentive
compensation
review:
applicable, Ordering Document

If

Indemnification: Section 8 of CSA and
Section 5 of OMA
Insurance: Oracle Cloud services contract and
Ordering Document
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Limitation of Liability: Section 7 of Schedule
C of the OMA and the CSA
Notifications: Section 3.2.2 of the Oracle
Cloud Hosting and Delivery Policies
Offshoring Arrangements: Ordering
Document

G5/2014
6.5.3

G5/2014
6.5.4

G5/2014
6.9.1

G5/2014
6.10.1

A bank that outsources a material
business activity or function must
ensure that its outsourcing agreement
includes an indemnity to the effect that
any subcontracting by a third-party
service provider, including liability for
any failure on the part of the subcontractor.

7.7.12
7.7.17

A bank that outsources a material
business activity or function must
ensure that the outsourcing agreement,
specifically any default clause, does not
entitle the service provider to
unilaterally cancel the agreement in the
event that a recovery or resolution
action is taken.

7.7.20

Bank’s management must ensure that
the contracts and/or SLAs are
structured in such a way to ensure that
the bank is able at all times to provide
the Office of the Registrar of Banks with
the necessary information on the
outsourced material business activities
or functions regardless of whether
activity is outsourced, offshored or
insourced. The outsourcing agreement
should include the right for the Office to
access information, which includes
conducting onsite visits at the service
provider should the Office consider it
necessary in its role as prudential
supervisor.

7.7.15

The bank must have access to the
services provider by the bank’s internal
and external auditors, as well as access
by external person conducting
independent reviews for assessment by
management in order to identify and
deal with any weakness in a service
providers performance that may have
an adverse impact on the service
provided to the bank.

7.7.8

Section 6.1 FSA
Section 8 CSA
Section 5 OMA

Section 6.1 of the FSA indicates that any
such subcontracting will not diminish
Oracle’s responsibility towards its customers
under Oracle Cloud services contracts and
Oracle will appropriately oversee a
subcontractor’s performance.
Section 8 of the CSA and Section 5 of the
OMA.

Section 4 FSA
Section 9.1 and 9.2 FSA

Section 4, Exit Provision (Exit Provision)
and Section 9.1, Suspension of Termination
Right of the FSA describes the customer’s
right to exercise a stay of termination of the
cloud services following the occurrence of a
resolution event, with proper notice to Oracle.
Under Section 9.2 of the FSA, Oracle will
continue to perform the cloud services during
a Resolution Event and will provide assistance
as requested by customer or its Resolution
Authority.

Sections 1 and 2 FSA

Section 1 of the FSA sets out customer’s
audit and access rights and supplements the
audit and inspection rights granted to
customers under Section 7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

Sections 1 and 2 FSA

Section 1 of the FSA sets out customer’s
audit and access rights and supplements the
audit and inspection rights granted to
customers under Section 7 of the DPA.
Section 2 of the FSA sets out the customer’s
regulator’s audit and access rights.

Guidance Note 4 of 2017 from the Office of the Registrar of Banks (Cyber Resilience)
(G4/2017) and FSB Directive 159.A.i
TOPIC REF.
G4/2017
2.3.4
25

REGULATION
REQUIREMENT/DESCRIPTION
With regards to security testing,
specifically also referring to
penetration testing, when using third-

FSB DIRECTIVE
159.A.I
EQUIVALENT
N/A
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DESCRIPTION OF ORACLE
PRACTICES
Section 3.4.2 Oracle Cloud
Hosting and Delivery Policies

Section 3.4.2 of the Oracle Cloud
Hosting and Delivery Policies allows
customers to conduct certain functional

parties banks are required to make
use of reputable external service
providers for such testing which may,
for instance, be evidenced through
certification or accreditation.

Oracle Cloud Security
Testing Policy:
https://docs.oracle.com/enus/iaas/Content/Security/C
oncepts/security_testingpolicy.htm

testing for Oracle Cloud services in their
test environment on certain Cloud
Services.
Oracle conducts penetration tests of the
Oracle OCI and SaaS systems at least
annually. A commercial vulnerability
scanning tool scans external IP
addresses and internal nodes monthly.
Identified exploitable threats and
vulnerabilities are investigated and
tracked to resolution. In addition, Oracle
completes third-party vulnerability
scans/penetration tests annually for
applicable services. The summary
reports are available upon request for
entities that have signed a nondisclosure agreement with Oracle.

No equivalent

No equivalent

7.7.6, Contract
must specify the
Rand value of the
renumeration or
consideration
payable by the
insurer to the other
person, or if the
Rand value is not
fixed or
determined on
entering into the
contract, the bases
in which
renumeration or
consideration
payable will be
calculated.

Oracle Ordering Document

Section A of the Oracle Ordering
Document sets for the applicable fees
for the cloud services.

No equivalent

No equivalent

Section 7.7.18,
Written contract
must set out any
warranties or
guarantees to be
furnished and
insurance to be
secured by the
other person in
respect to its ability
to fulfil its
contractual
obligations.

Section 6 CSA and Schedule
OMA C

Section 6 of the CSA and OMA
Schedule C.

Oracle Cloud services
contract

Oracle generally takes out and
maintains certain insurance coverages.
Through insurance and/or operating
cash, Oracle has the ability to pay the
limits on liability set out in the Oracle
Cloud services contracts.

Section 7.7.19,
Written contract
must provide for a
dispute resolution
process.

Section 10 FSA

No equivalent
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Ordering Document

Oracle can specify applicable insurance
coverage and limits in the Ordering
Document.
Section 10 of the FSA addresses
dispute resolution and the parties’
respective obligations relating to
services agreement.
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