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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied upon in
making purchasing decisions. The development, release, and timing of any features or functionality described for Oracle6: products
remains at the sole discretion of Oracle.
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Revision History

Version Description of Changes Date Revision Completed
1.0 Dedoying Orade BC with HA in 1511-2019

Oradecloud
2.0 AddedOracle SBC marketplace 13-05-2020

deployment
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This documentdescribes how to deploy the Oracle SBC with High availability configuration onOCI. This
techical apdication roteisinterdedfor IT or telephony professionals.

2. $1 AOI AT O / OAOOEA x

Y ou candepoy the Olacle Communicaions Session Border Controller (OCSBC) on OCl via OCI MarketplaceOCI
providesmulti ple ways of manajing your environmert(s), induding viaits web portal and CLI interfaces. This document
focuses onthe partal. This procedure also assume you have reviewedOracle Cloud Infrastructure documenrtation, and can

access pata pages and nagation. This documentalsoassumesthat you are avare of the high avail ability corfiguration
in Oracle BC.

3. 2AAMAIADA OAIDE

3.1 Orade SBC

E R E

4. 2ANCE O A @

Tip: You canutilize the search baratthetop of the OCI portal to quickly locae anyelemert, resource or document
during configuration and deploymentof the Oracle SBC in OCl Cloud.


https://docs.oracle.com/cd/F12246_01/doc/sbc_scz830_installation.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_webgui.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_configuration.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_releasenotes.pdf
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/baremetalintro.htm
https://cloud.oracle.com/iaas/whitepapers/best-practices-deploying-ha-architecture-oci.pdf
https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm
https://docs.cloud.oracle.com/iaas/Content/Security/Reference/configuration_security.htm
https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
https://cloud.oracle.com/en_US/iaas/training
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm

5. #OM DA AAMDITUIT | #)

5.1 Prerequisites

Thefollowing pre-requisites should betakencare, kefore deploying the oracle SBC onthe QCI cloud.

Sdectinga Ragion

Sdting up orpicking acompatment
Creding dynamic groupsand pdicies
Sdting up Networking

Sdting up Seurity lists.

= =4 -8 -8 -9

5.2 SledingaRegon

Orade Cbud Infrastructure is hostedin regions and availakility domains. A raion is alocdizedgeagraplic area,and
an availahility domain isone ormore chta centers located within aregion. Aregion is composed of oneor
more avail ability domains.

Please select thefollowing
1 Accessibleregion
1 Availahlity domain
 Fadtdomain
Note: For dedoyingthe Crade SBC in HA mode,the SBCé canbein
9 Eitherthe same avail ability region with differentfault domains

9 Different availability regionsaltogether

Choosng either of the aove,depends atirely onthe customer environment. In this dgloyment, we have
deployedtwo SBC&in HA modein same availability region with different fault domain.

5.3 Setingup/Pickinga compartment

Compartmerts are the primary building blocks you useto organize your cloud resources. Canpartments helps usorganize
andisdate yourresoucesto make it easierto manaye and scure acessto them.

Whenyour tenancyis provisioned, aroot compartmentis createdfor you. If you ae looking to setup anew compatment
,pleasereferthe documertation here

Similarly, resources can bedefdoyedin the existing compartmentaswell. this compartment comesalongwith your
tenancy account and can bechosen asshown t&low


https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm

= ORACLE Cloud Applications >

Boot Volume Backups

List Scope

COMPARTMENT

Pick a compartment

<>

‘cmpl

= oraclegbudevcorp (root)
CGBU_vSBC_CMP1
CGBU_vSBC_CMP2

Oracle SBC can be deployedin both anew and anexiging compartment. Here we have ch@enthe existing
compartment. Alsoboth the SBCG a e deployedin the same compartment.

5.4 Creaating DynamicGroupsandpolicy

Dynamic Groupsallow instancedo have pemissionsthata user would hase. Thisisrequired for HA deploymensasthe
instancesneedto make cdlsto the CClI API for state trarsitions.

For creating dynamic groupsgo to Idertity->dynamic group
Identity » Dynamic Groups » Dynamic Group Details

CGBU_vSBC_sbc-access

OCID: ..jbgo3a Show Copy. Description: SBC instance access to OCI services
Created: Wed, 28 Nov 2018 17:07:47 GMT

Resources Matching Rules
Matching Rules (1) nstances that meet the criteria defined by any of these rules will be included in the group

instance.compartment.id =

‘ocid1.compartment.oc1..aaaaaaaabpylpai3blzy5csmSxw2eStzine24vtvgpguepm7g45rarr7cla’ e



Crede Rolicy
Crede thefollowing pdlicy and &sign it to the dynamic group

Create Policy
CGBU_vSBC_sbc_access_policy

Policy to allow SBC instances to work with vNICs

Policy Versioning

Policy Statements
STATEMENT
Allow dynamic-group CGBU_vSBC_sbc-access to use private-ips in compartment CGBU_vSBC_CMP1

Allow dynamic-group CGBU_vSBC_sbe-access to use vnics in compartment CGBU_vSBC_CMP1

Allow dynamic-group CGBU_vSBC_sbc-access to use vnic-attachments in compartment CGBU_vSBC_CMP1

Name: CGBU_vSBC_slt_acess policy  (thiscanbe arything)

Policy Statements:

Allow dynamic-groupCGBU vSBC slkc-accesdo read dl-resourcesin compartmentCGBU vSBC CMP1

Allow dynamic-groupCGBU vSBC_slr-acces$o useprivate-ipsin compatmentCGBU vSBC CMP1

Allow dynamic-groupCGBU vSBC_slxr-acces$o usevnicsin compatmentCGBU vSBC CMP1

Allow dynamic-groupCGBU_vSBC_slx-accesdo usevnic-attachmertsin compartmentCGBU _vSBC_CMP1

Note: The d/namic-group name, in this example GGBU_vSBC_slx-acces, shall match the name givento the Dynamic
Groupin the previousstep.

5.5 Setingup Networking
To setup retworking on Orade cloud,you hareto createa Virtual Cloud Network(VCN) ,with all its resources.

5.5.1 Creating a Virtual cloud Network

Virtual cloud retwork is a private network that residesin Oracle data center andclosely resemblesa traditional network.A
VCN residesin asingle Orade CloudInfrastructure regon and ceers asingle, contiguousiPv4 CIDR block of your
chace For more information onthethual cloud networks;eferthefollowmg documentation

To create a Virtual cloud Network (V CN), go to Networking->Virtual cloud Networks


https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/overview.htm

= ORACLE Cloud Applications >

Dashboards

Applications Console Vi rtu al C I O u d I

Core Infrastructure Virtual Cloud Networks
Compute Dynamic Routing Gateways

Block Storage Customer-Premises
Equipment
Object Storage
IPSec Connections
File Storage
Load Balancers
Networking
FastConnect

Public IPs

Here weare creating therelatedresouces,oneby oneafter creatingthe VCN. Here we have chaen aCIDR 10.0.0.016
for deploying the SBC.

Note: Choosingthe ADR block ,varies according to your deployment

Create Virtual Cloud Network
NAME

ACMESBC_VCN

REATE IN COMPARTMENT

CGBU_vSBC_CMP1 &
© CREATE VIRTUAL CLOUD NETWORK ONLY
JD NETWORK PLUS RELATED RESOURCES

DR BLOCK

10.0.0.0/16

Hereisthelist of resaurcesthat are manddory for the Orade BC to be deployedonthe OCI.

i Subnés
I Route Tables - defaut
1 InternetGateways - defaut



1 Secuity Lists
1 DHCP Options- default

Thefollowing resourcesare required anly basedonthe customer deploymentand ae optional.
1 Dynamic Routng Gateways
1 Local Peering Gateways
1 NAT Gateways
1 Sevice Gateways

5.5.2 Internet Gateway

Aninternetgatewayis anoptional virtual router thatconnects theedye ofthe VCN with theinternet. To use the gateway,
the hosts onboth endsof the comedion musthave public IP addesses for routing. Connections thatoriginate in your
VCN andare destinedfor a puldic IP addess (either inside or outsidethe VCN) go through theinternet gateway.
Connetions thatoriginate outsidethe VCN and ae destinedfor a pwblic IP addessinside theVCN go through the
internet gateway.

To create aninternet gateway, follow the beow steps.

Sdect your VCN, click Internet Gateways

Click Create Internet Gateway.

Enter the following:

Name

Createin Compartment: Thecompatmentwhere youwantto create theinternet gateway, .
Tags

Click Create Internet Gateway.

)l
il
)l
1
)l
il
1

= ORACLE Cloud  Applications > Q  usestashoumv X @ B & O

Resources Internet Gateways in CGBU _vSBC_CMP1 Compartment

Subnets (3)

Route Tables (1)
: Name State Created -

Internet Gateways (1)
Internet Gateway ven20190624063035 @® Available Mon, Jun 24, 2019, 6:30:37 AM UTC

Dynamic Routing Gateways (0)
Showing 1 ltem Page 1
Network Security Groups (0)

5.5.3 Route Tables

EachVCN auomatically comeswith adefault route table that hasnorules. If you dort specify otherwise, every subret
uses the VCN's default route table. When you addroute rulesto your VCN, you cansimply addthemto the default table if
that suits your needs

Here,for Oracle SBC towork and conrect to the outer world, we add theinternet gateway to the routetableto
routeit totheinternet.

We have created 2 route tablesfor 3 stbnets
1 A route table with internet gatewayaddedfor managementinterface(wancan0)
1 A route table with internet gatewayaddedfor meda



For HA interface (wancaml and wacom?) route tales are not required.

ORACLE Cloud Applications > (Q_ US East (Ashburn) v

RT

Route Table Information Tags

OCID: ...f3337a Show Copy Compartment: CGBU_vSBC_CMP1

Created: Mon, Jun 24, 2019, 6:30:35 AM UTC

Resources Route Rules
Route Rules (1) Add Route Rules
Destination - Target Type Target
0.0.0.0/0 Internet Gateway Internet Gateway ven20190624063035

5.5.4 DHCP Options

The Networking serviceusesDHCP toautomaticdly provide configuration information to instances vhenthey bootup.
Although DHCP lets you charge some settings dynamically, others are static andnever charge. For example, whenyou
laurch aninstance,eitheryou orOracle specifiestheingances pivate IP addess. Eachtime the instance boots upor you
restart theinstarce's DHCP client, DHCP pasesthat same private IP addessto the instance. The adiress rever charges
during the inganceslifetime

To create DHCP opions,

Go to your VCN

UnderResources, click DHCP Options.

Click Create DHCP Options.

Enter the following:

Name:..

Createin Compartment:

DNS Type: for Oracle BC, select Internet and VCN Resolver ..
SearchDomain: Optional

Tags:

Whenyoure doneglick Create DHCP Options

=4 =8 =8 -8 -8 8 _9_9_9_9



= ORACLE Cloud Applications > Q_ UsEasst(ashum)v /X ) E @ O

Resources DHCP Options in CGBU_vSBC_CMP1 Compartment
) Name State DNS Type DNS Servers Search Domain Created w
Internet Gateways (1)
Default DHCP Options for @ Availa Internet and VCN R Mon, Jun 24, 2019, 6:30:3
Dynamic Routing Gateways (0) ven20190624063035 ble esolver 5AM UTC
Network Security Groups (0) Showing 1 Item Page 1

Security Lists (1)

DHCP Options (1)

5.5.5 Qreating Security Lists

A security list acts asavirtual firewall for aningance, with ingress andegress rulesthat specify the typesof traffic
allowedin andout. Here for Orade SBC we configure seaurity lists at the subnetlewel, which meansthat all VNICsin
agivensubnetare subject to the same set of seaurity lists. The security lists apply to agivenVNIC whetherit's
communicating with another instancein the VCN or a hostoutside the VCN.

For Media, security lists statelesssecurity lists aerecanmended.
For Oracle SBC, we aeate 3 scurity lists

1 Managementsecurity list
1 Mediasecuity list
1 HA security list

To create a seaurity list, please follow the following steps

Go to Networking andclick Virtual Cloud Networks.

Click onyour VCN

UnderResources, click Security Li sts.

Click Create Scurity List.

Enter the following:

Name

Createin Compartment

Add dther aningress rule or egress rule (for examplesof rules, see Networking Scenaios):
Click either Add Ingress Rule or Add EgressRule.

Choosewhether it's astateful or statelessrule (see Stateful Versus Stateless Riuleg. By default, rulesare
stateful unessyou specify otherwise.

Enter either the source ADR (for ingress) or destination CIDR (for egress).

Sdect the IP prdocol (for example, TCP, UDP, ICMP, "All protocols', and soon).

Enter further details deperding on the protocol:

Repeathe precaling step for each rule youwant to add to thelist.

Tags

Whenyou're doneclick Create Searity Lig.

=8 =8 =8=8 88888

=A =4 =4 =4 =4


https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/scenarios.htm
https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securityrules.htm#stateful

5.5.5.1 Managementsealrity list

The security listfor managenentports can bestateful,
Thefollowing TCP/UDP protocols andor ports should be op@edfor Oracle BC. On the egressside, we have openedll
ports as shown.These ports can beconfiguredin security lists, accordingto customerds environmert.

Pr otocol Port
ICMP n/a
SSH 22
NTP 123
SNMP 161
SNMP Trap 162
Diameter 3868
Radus 1812
TACACS 49
HTTP 80
HTTPS 443
Create Security List help cancel

A security list contains ingress and egress rules that specify the types of traffic allowed in and
out of instances. Learn more about Security Lists

NAME

MGMT_SL

CREATE IN COMPARTMENT

CGBU_vSBC_CMP1 %

oraclegbudevcorp (root)/CGBU_vSBC_CMP1

Allow Rules for Ingress



Ingress Rule 1 X

Allows ICMP traffic for: all types and codes

staTeLESS (7)

SOURCE TYPE SOURCE CIDR IP PROTOCOL @

CIDR :5: 0.0.0.0/0 ICMP S

v

Specified IP addresses: 0.0.0.0-255.255.255 255
(4,294 967,296 IP addresses)

TYPE OPTIONAL @ CODE OPTIONAL @

Examples: '0', '3, '5'

Ingress Rule 2 X

Allows TCP traffic 22 3868 1812 443 80 .49

STATELESS (7)
SOURCE TYPE SOURCE CIDR P PROTOCOL ()

CIDR o 0.0.0.0/0 TCP o

Specified IP addresses: 0.0.0.0-255 255255255
(4,294 967 296 |IP addresses)

SOURCE PORT RANGE  OPTIONAL @ DESTINATION PORT RANGE  OPTIONAL @

22,3868,1812,443,80,49

Examples: 80, 20-22 Examples: 80, 20-22

Inaress Rule 3 X

Ingress Rule 3 X

Allows UDP traffic 123,161,162

sTaTeLESs (2)

SOURCE TYPE SOURCE CIDR IP PROTOCOL @

CIDR % 0.0.0.0/0 ubP <

Specified IP addresses: 0.0.0.0-255.255.255.255
(4,294 967,296 IP addresses)

SOURCE PORT RANGE  OPT/ONAL @ DESTINATION PORT RANGE  OPTIONAL @
123,161,162
Examples: 80, 20-22 Examples: 80, 20-22

+ Additional Ingress Rule

15|Page



Add Egress Rules cancel

Egress Rule 1

ports

STATELESS (2)

DESTINATION TYPE DESTINATION CIDR IP PROTOCOL @
CIDR s 0.0.0.0/0 All Protocols
Specified IP addresses: 0.0.0.0-255.255.255.255

(4,294,967 296 IP addresses)

+ Additional Egress Rule

Add Egress Rules Cancel

TAGS

Tagging is a metadata system that allows you to organize and track resources within your
tenancy. Tags are composed of keys and values that can be attached to resources.

Learn more about tagging
TAG NAMESPACE TAG KEY VALUE

None (add a free-form ta¢

+ Additional Tag

| concel

5.5.5.2 Mediasearity list

It isrecanmendedhatthe security lists for meda ports bestateless to avoid paeformance pedties.
OCI andthe BC VM implementseparate security rules. For same protocols to operate the meda port configuration
shoud mirror the security listbelow. If a security list allowsicmp, it is not necessary that the SBC VM also dlows

icmp.

Protocol Port
ICMP N/a
SSH 22
IKE 500
SIP 5060
SIP 5061
H323 1719
H323(sig) 1720

16|Page



RTP 100031200(according to steering pool config)

5.5.5.3 HASecurity List

Forthe HA configuration, we wse private regionalsulnet. Here we creae a curity list with 9090 pat to support the
redundancy configuration. The source CIDR can be othe private subret.

17|Page



5.5.6 Subrets

Each sibret in aVCN corsists ofa contiguousrange of IPv4 addesses that do not overlapwith other subretsin the VCN.
Example: 17216.10/24. Thefirst two IPv4 addessesandthe last in the sulnet's CIDR are reserved by

EachVCN canbe dividedinto multiple sulnets. The SBC has3 typesof vNICs: management(wancam0), HA
(wancanl/wancan2) andMedia (sOp0,s1p0Oetc). To maintain traffic separation, eachof thevNICs shoud be comeded
to aseparate subnet withinthe VCN. Depending on whether accessto these VNICs is requiredthrough Internet or not a
pubic IP shold be assciated.

Forany HA degdoymentwe require the following sulnets . The following sulmets are manddory
1 wancanO

1 wancanl

1 Network interfaces(s0pQslp0)(aacording to your environment. Maximum upto 8)

Here in this deploymert, we have comsideredwancan2 asoptional.

Please follow the kelow table to aeate subrets required for the deploymentof Orade SBC in HA mode.

Subnet Name Type of subnet Public subnet Ephemeral Public Reserved Public I P
IP
wancan0 Regional yes yes n‘a
sOp0sOpl Regional yes no yes
wancanl Regional no n/a no
To create a subret,

Name

= =A== -8 -8 -8 _a_-°

18|Page

Openthe navigation menu.In Core Infrastructure, go to Networkingandclick Virtual Cloud Network s.
Click onthe VCN creded.
Click Create Sibnet.
Enter the following:
Createin Compartment

Subnet Type: Regional or AD-specific subnet: Oracle recommendscreating only regionalsubnets, which means
that the subnetcancontain resourcesin anyof theregion's avail akility domainser createdin this subnet mustalsobe
in that availakility domain.



https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm#regional_subnet

=

CIDR Block: A single, contiguous @GDR block for the subret (for example, 172.16.0.024). Make sure it's within the
cloudnetwork's CIDR block and doeshoverlapwith anyothersulnets. Y ou cannot change this value later

Route Table: The route table createdin theabove section

Subnet Access Private or public subnet: This cortrols whether VNICsin the subnetcanhave pubbic IP addesses.
Follow the aborve table andcreate a subnetfor Oracle SBC.

DNS Resolution:UseDNS Hosnamesin this Subret

DHCP Options: Createdin the section here

Secuiity Lists: Createdin the section here.

Tags

Click Create.

A=A ==8=-8-4_4=1

Create Subnet help cancel

If the Route Table, DHCP Options, or Security Lists are in a different Compartment than the
Subnet, enable Compartment selection for those resources: Click here

NAME

ACMESBC_wancom(

SUBNET TYPE

© REGIONAL (RECOMMENDED)

Instances in the subnet can be created in any availability domain in the region. Useful for high availability.

AVAILABILITY DOMAIN-SPECIFIC

Instances in the subnet can only be created in one availability domain in the region

CIDR BLOCK

10.0.10.0/24

Soecified IP addresses: 10.0.10.0-10.0.10.255 (256 IP addresses)

SUBNET ACCESS

PRIVATE SUBNET

Prohibit public IP addresses for Instances in this Subnet
© PUBLIC SUBNET

Allow public IP addresses for Instances in this Subnet
DNS RESOLUTION
USE DNS HOSTNAMES IN THIS SUBNET (©)

Allows assignment of DNS hostname when launching an Instance

DNS LABEL

DNS DOMAIN NAME  READ-ONLY

DHCP OPTIONS

ACMESBC_DHCP_Options

<>

19|Page



SECURITY LIST

ACMESBC-MGMT-SL off L.

+ Additional Security List

AGS

agging is a metadata system that allows you to organize and track resources within your
snancy. Tags are composed of keys and values that can be attached to resources.

earn more about tagging
AG NAMESPACE TAG KEY VALUE

None (add a free-form ta¢ £

+ Additional Tag
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6. #*OMABCA3" #)I QN AA

The SBC isnow available as an easy to deploy instance in theCl Marketplacé i st ed as AOracl e Eni
Bor der Co n tsactionwalles thrdugh crealing ansBC indance via OCI Marketplace

The supported VM shapes are listed as below:

Figure 1. Table 1 Supported VM shapes

Shape Supported | OCPUs/VCPUs | vNICs Tx/Rx MAX DOS
Queues | Forwarding | Protection
Cores
VM. Standard1.1 N 12 2 2 0 N
VM.Standard1.2 Y 2/4 2 2 1 N
VM.Standard1.4 Y 4/8 4 2 2 ¥
VM.Standard1.8 Y 8/16 8 2 2 Y
VM.Standard1.16 Y 16/32 16 2 2 i
VM_Standard2. 1 N 12 1 0 N
VM.Standard2.2 Y 2/4 1 1 N
VM.Standard2.4 Y 4/8 1 1 Y
VM.Standard 2.8 Y 816 1 1 i
VM.Standard 2.16 Y 16/32 16 1 1 Y
Follow arethe stepsto create aSBC Indarce.
1 Sdect Marketplace->Applications fr om the OCI portal.
f Search for AOracle Enterprise Virtual Session Bord
ORACLE Cloud pplicatior Search for resources and services US East (Ashburn) A E 6 0
:z;(éms TRANSACTION AUTONOMOUS DATA WAREHOUSE AC cou ”1 C F‘:ﬂt('?f
Create an ADW database :

Create an ATP database iR S\ User Management

- = Billing
Store data Set up a load balancer

What's New

26 mins § mins

Collapse A

I Jumpstart your Cloud Skills

BLOG

Learn about the virtual training classes that Oracle
Cloud provides. Our online course offerings include
more than 150 videos with more than 30 hours of
content

3l To get started with Oracle Cloud Infrastructure,
familiarize yourself with some key concepts and
S terminology.



















































































































