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The following is intended to outline our general product direction. It is intended for information purposes only, and may not be 

incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be rel ied upon in 

making purchasing decisions. The development, release, and timing of any features or functionality described for Oracleôs products 

remains at the sole discretion of Oracle.
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1. )ÎÔÒÏÄÕÃÔÉÏÎ 
This document describes how to deploy the Oracle SBC with High availability configuration on OCI. This 

technical application note is intended for IT or telephony professionals. 

 

2. $ÏÃÕÍÅÎÔ /ÖÅÒÖÉÅ× 
 
You can deploy the Oracle Communications Session Border Controller (OCSBC) on OCI via OCI Marketplace. OCI 

provides multiple ways of managing your environment(s), including via its web portal and CLI interfaces. This document 

focuses on the portal. This procedure also assume you have reviewed Oracle Cloud Infrastructure documentation, and can 

access portal pages and navigation. This document also assumes that you are aware of the high availability configuration 

in Oracle SBC. 
 
 

 

3. 2ÅÌÁÔÅÄ ÄÏÃÕÍÅÎÔÁÔÉÏÎ 

3.1 Oracle SBC 
 
¶ Oracle® Communications Session Border Controller Platform Preparation and Installation Guide 

¶ Oracle® Enterprise Session Border Controller Web GUI User Guide 

¶ Oracle® Enterprise Session Border Controller ACLI Configuration Guide 

¶ Oracle® Enterprise Session Border Controller Release Notes 
 

 

3.2  Oracle Cloud Infrastructure 
 

¶ Oracle Cloud Infrastructure Documentation 

¶ Best Practices for Deploying High Availability Architecture on Oracle Cloud Infrastructure 

¶ Managing Compartments 

¶ OCI Security Best Practices 

¶ Managing Dynamic Groups 

¶ OCI Training 
 
 

4. 2ÅÑÕÉÒÅÍÅÎÔÓ 
 
1) A subscription for Oracle Cloud Interface called Tenancy account. For more information, refer the documentation here 

https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm 

 
Tip:  You can utilize the search bar at the top of the OCI portal to quickly locate any element, resource or document 
during configuration and deployment of the Oracle SBC in OCI Cloud.

https://docs.oracle.com/cd/F12246_01/doc/sbc_scz830_installation.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_webgui.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_configuration.pdf
https://docs.oracle.com/cd/F13782_01/doc/esbc_scz830_releasenotes.pdf
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/baremetalintro.htm
https://cloud.oracle.com/iaas/whitepapers/best-practices-deploying-ha-architecture-oci.pdf
https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm
https://docs.cloud.oracle.com/iaas/Content/Security/Reference/configuration_security.htm
https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
https://cloud.oracle.com/en_US/iaas/training
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm


 

 

 

5. #ÒÅÁÔÅ ÁÎÄ ÄÅÐÌÏÙ ÏÎ /#) 

5.1 Prerequisites 
 
The following pre-requisites should be taken care, before deploying the oracle SBC on the OCI cloud. 

 
¶ Selecting a Region 

¶ Setting up or picking a compartment 

¶ Creating dynamic groups and policies 

¶ Setting up Networking 

¶ Setting up Security lists. 
 

 
 

5.2 Selecting a Region  
 
Oracle Cloud Infrastructure is hosted in regions and availability domains. A region is a localized geographic area, and 

an availability domain is one or more data centers located within a region. A region is composed of one or 
more availability domains. 

 
Please select the following 

 
¶ Accessible region 

¶ Availability domain 

¶ Fault domain 

 
Note: For deploying the Oracle SBC in HA mode, the SBCôs can be in 

¶ Either the same availability region with different fault domains 

¶ Dif ferent availability regions altogether 

 
Choosing either of the above, depends entirely on the customer environment. In this deployment, we have 
deployed two SBCôs in HA mode in same availabili ty region with different fault  domain. 

 

5.3 Setting up/Picking a compartment  
 
Compartments are the primary building blocks you use to organize your cloud resources. Compartments helps us organize 
and isolate your resources to make it easier to manage and secure access to them. 
When your tenancy is provisioned, a root compartment is created for you. If you are looking to set up a new compartment 
,please refer the documentation here. 
https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm 
Setting up a new compartment depends on the tenancy as well. For more information ,please refer 
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm 

 

Similarly, resources can be deployed in the existing compartment as well. this compartment comes along with your 

tenancy account and can be chosen as shown below

https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingcompartments.htm
https://docs.cloud.oracle.com/iaas/Content/GSG/Concepts/settinguptenancy.htm


 

 

 

 
 

 
Oracle SBC can be deployed in both a new and an existing compar tment. Here we have chosen the existing 

compartment. Also both the SBCôs are deployed in the same compartment. 

 

5.4 Creating Dynamic Groups and policy  
 

Dynamic Groups allow instances to have permissions that a user would have. This is required for HA deployments as the 

instances need to make calls to the OCI API for state transitions. 

 
For creating dynamic groups,go to Identity->dynamic group 

 



 

 

 
 

 

Create Policy 
Create the following policy and assign it to the dynamic group 

 

 
 

Name: CGBU_vSBC_sbc_access_policy       (this can be anything) 
 

Policy Statements: 
Allow dynamic-group CGBU_vSBC_sbc-access to read all-resources in compartment CGBU_vSBC_CMP1 
Allow dynamic-group CGBU_vSBC_sbc-access to use private-ips in compartment CGBU_vSBC_CMP1 
Allow dynamic-group CGBU_vSBC_sbc-access to use vnics in compartment CGBU_vSBC_CMP1 

Allow dynamic-group CGBU_vSBC_sbc-access to use vnic-attachments in compartment CGBU_vSBC_CMP1 
Note: The dynamic-group name, in this example CGBU_vSBC_sbc-access, shall match the name given to the Dynamic 

Group in the previous step. 

 

5.5 Setting up Networking 
 
To setup networking on Oracle cloud, you have to create a Virtual Cloud Network(VCN) ,with all its resources. 

5.5.1 Creating a Virtual cloud Network 
 

Virtual cloud network is a private network that resides in Oracle data center and closely resembles a traditional network.A 

VCN resides in a single Oracle Cloud Infrastructure region and covers a single, contiguous IPv4 CIDR block of your 

choice. For more information on the virtual cloud networks,refer the following documentation 

https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/overview.htm 
 

To create a Virtual cloud Network (VCN), go to Networking->Virtual cloud Networks

https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/overview.htm


 

 

 
 

 

 
 

Here we are creating the related resources, one by one after creating the VCN. Here we have chosen a CIDR 10.0.0.0/16 

for deploying the SBC. 
 

Note: Choosing the CIDR block ,varies according to your deployment 
 
 
 
 
 
 
 
 
 

 
 

Here is the list of resources that are mandatory  for the Oracle SBC to be deployed on the OCI. 

 
¶ Subnets 

¶ Route Tables - default 

¶ Internet Gateways - default



 

 

 

¶ Security Lists 

¶ DHCP Options - default 

 
The following resources are required only based on the customer deployment and are optional. 

¶ Dynamic Routing Gateways 

¶ Local Peering Gateways 

¶ NAT Gateways 

¶ Service Gateways 
 

5.5.2 Internet Gateway 
 
An internet gateway is an optional virtual router that connects the edge of the VCN with the internet. To use the gateway, 

the hosts on both ends of the connection must have public IP addresses for routing. Connections that originate in your 

VCN and are destined for a public IP address (either inside or outside the VCN) go through the internet gateway. 
Connections that originate outside the VCN and are destined for a public IP address inside the VCN go through the 

internet gateway. 
 

 

To create an internet gateway, follow the below steps. 

¶ Select your VCN, click Internet Gateways 

¶ Click Create Internet Gateway. 

¶ Enter the following: 

¶ Name 

¶ Create in Compar tment: The compartment where you want to create the internet gateway,. 

¶ Tags 

¶ Click Create Internet Gateway. 

 

 

5.5.3 Route Tables 
 
Each VCN automatically comes with a default route table that has no rules. If you don't specify otherwise, every subnet 

uses the VCN's default route table. When you add route rules to your VCN, you can simply add them to the default table if 

that suits your needs 

 
Here, for Oracle SBC to work and connect to the outer  wor ld, we add the internet gateway to the route table to 
route it to the internet. 

 
We have created 2 route tables for 3 subnets 

¶ A route table with internet gateway added for management interface(wancom0) 

¶ A route table with internet gateway added for media



 

 

 

For HA interface (wancom1 and wancom2) route tables are not required. 

 

 
 
 
 
 

5.5.4 DHCP Options  
 
The Networking service uses DHCP to automatically provide configuration information to instances when they boot up. 

Although DHCP lets you change some settings dynamically, others are static and never change. For example, when you 

launch an instance, either you or Oracle specifies the instance's private IP address. Each time the instance boots up or you 

restart the instance's DHCP client, DHCP passes that same private IP address to the instance. The address never changes 

during the instance's lifetime 

 
To create DHCP options, 

 
¶ Go to your VCN 

¶ Under Resources, click DHCP Options. 

¶ Click Create DHCP Options. 

¶ Enter the following: 

¶ Name:. 

¶ Create in Compar tment: 

¶ DNS Type: for Oracle SBC, select In ternet and VCN Resolver .. 

¶ Search Domain: Optional 

¶ Tags: 

¶ When you're done, click Create DHCP Options



 

 

 

 
 

 
 

5.5.5 Creating Security Lists 
 

A security list acts as a virtual firewall for an instance, with ingress and egress rules that specify the types of traffic 

allowed in and out. Here for Oracle SBC we configure secur ity lists at the subnet level, which means that all VNICs in 

a given subnet are subject to the same set of security lists. The security lists apply to a given VNIC whether it's 

communicating with another instance in the VCN or a host outside the VCN. 

For Media, secur ity lists stateless secur ity lists are recommended. 
 

For Oracle SBC, we create 3 security lists 

 
¶ Management security list 

¶ Media security list 

¶ HA security list 

 
To create a security list, please follow the following steps 

 
¶ Go to Networking and click Vir tual Cloud Networks. 

¶ Click on your VCN 

¶ Under Resources, click Security Li sts. 

¶ Click Create Security List. 

¶ Enter the following: 

¶ Name 

¶ Create in Compar tment 

¶ Add either an ingress rule or egress rule (for examples of rules, see Networking Scenarios): 

¶ Click either Add Ingress Rule or Add Egress Rule. 

¶    Choose whether it's a stateful or stateless rule (see Stateful Versus Stateless Rules). By default, rules are 

stateful unless you specify otherwise. 

¶ Enter either the source CIDR (for ingress) or destination CIDR (for egress). 

¶ Select the IP protocol (for example, TCP, UDP, ICMP, "Al l protocols", and so on). 

¶ Enter further details depending on the protocol: 

¶ Repeat the preceding step for each rule you want to add to the list. 

¶ Tags 

¶ When you're done, click Create Secur ity Li st .

https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/scenarios.htm
https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securityrules.htm#stateful


 

 

 

 

5.5.5.1 Management security list 
 

The security list for management ports can be stateful, 
The following TCP/UDP protocols and/or ports should be opened for Oracle SBC. On the egress side, we have opened all 
ports as shown. These ports can be configured in security lists, according to customerôs environment. 

 

 
 

Protocol Por t 

ICMP n/a 

SSH 22 

NTP 123 

SNMP 161 

SNMP Trap 162 

Diameter 3868 

Radius 1812 

TACACS 49 

HTTP 80 

HTTPS 443 
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5.5.5.2 Media security list 

  
 

It is recommended that the security lists for media ports be stateless to avoid performance penalties. 

OCI and the SBC VM implement separate security rules.  For some protocols to operate the media port configuration 

should mirror the security list below.  I f a secur ity list allows icmp, it is not necessary that the SBC VM also allows 

icmp. 
 

Protocol Por t 

ICMP N/a 

SSH 22 

IKE 500 

SIP 5060 

SIP 5061 

H323 1719 

H323 (sig) 1720 
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RTP 10000-12000(according to steering pool config) 

 

 

5.5.5.3 HA Security List 
 

For the HA configuration, we use private regional subnet. Here we create a secur ity list with 9090 por t to support  the 

redundancy configuration. The source CIDR can be of the private subnet. 
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5.5.6 Subnets 

 
Each subnet in a VCN consists of a contiguous range of IPv4 addresses that do not overlap with other subnets in the VCN. 
Example: 172.16.1.0/24. The first two IPv4 addresses and the last in the subnet's CIDR are reserved by 
the Networking service. For more information please refer the documentation 
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm 

 

Each VCN can be divided into multiple subnets.  The SBC has 3 types of vNICs: management (wancom0), HA 

(wancom1/wancom2) and Media (s0p0, s1p0 etc). To maintain traffic separation, each of the vNICs should be connected 

to a separate subnet within the VCN.  Depending on whether access to these vNICs is required through Internet or not a 

public IP should be associated. 
 

 
 
 

For any HA deployment we require the following subnets .The following subnets are mandatory 

 
¶ wancom0 

¶ wancom1 

¶ Network interfaces (s0p0,s1p0)(according to your environment. Maximum upto 8) 

Here in this deployment, we have considered wancom2 as optional. 

Please follow the below table to create subnets required for the deployment of Oracle SBC in HA mode. 

 
Subnet Name Type of subnet Public subnet Ephemeral Public 

IP 
Reserved Public IP 

wancom0 Regional yes yes n/a 

s0p0,s0p1 Regional yes no yes 

wancom1 Regional no n/a no 
 

 
 To create a subnet, 

 
¶ Open the navigation menu. In  Core Infrastructure, go to Networking and click Vir tual Cloud Network s. 

¶ Click on the VCN created. 

¶ Click Create Subnet. 

¶ Enter the following: 

¶ Create in Compar tment 

¶ Name 
¶ Subnet Type: Regional or AD-specific subnet: Oracle recommends creating only regional subnets, which means 

that the subnet can contain resources in any of the region's availability domainser created in this subnet must also be 
¶ in that availability domain.

https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm#regional_subnet
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¶ CIDR Block: A single, contiguous CIDR block for the subnet (for example, 172.16.0.0/24). Make sure it's within the 

cloud network's CIDR block and doesn't overlap with any other subnets. You cannot change this value later 

¶ Route Table: The route table created in the above  section 

¶ Subnet Access:Pr ivate or public subnet: This controls whether VNICs in the subnet can have public IP addresses. 

¶ Follow the above table and create a subnet for Oracle SBC. 

¶ DNS Resolution:Use DNS Hostnames in this Subnet 

¶ DHCP Options: Created in the section  here 

¶ Security Lists: Created in the section here. 

¶ Tags 

¶ Click Create. 
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6. #ÒÅÁÔÉÎÇ Á 3"# )ÎÓÔÁÎÃÅ 
 

The SBC is now available as an easy to deploy instance in the OCI Marketplace listed as ñOracle Enterprise Virtual Session 

Border Controllerò.  This section walks through creating an SBC instance via OCI Marketplace. 

 

The supported VM shapes are listed as below: 

 

 
 

Follow are the steps to create a SBC Instance. 

 
¶ Select Marketplace->Applications fr om the OCI port al. 

¶ Search for ñOracle Enterprise Virtual Session Border Controllerò 

 

              
 












































































