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The Identity Governance and Administration (IGA) market is continuing to evolve through 

more integrated Identity Lifecycle Management and Access Governance solutions that are 

now increasingly aided by intelligent features. This Leadership Compass will give an 

overview and insights into the IGA market, providing you a compass to help you find the 

products that can meet the criteria necessary for successful IGA deployments. 
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Introduction / Executive Summary 

Identity Governance and Administration (IGA) combines the traditional User Access 

Provisioning (UAP) and Identity and Access Governance (IAG) markets. While many vendors 

today offer combined capabilities to qualify as IGA vendors, a few, especially the new 

entrants, provide either Identity Lifecycle Management (ILM) or Access Governance 

capabilities to cater to specific needs of the organizations. 

The IGA vendors differ in the depth and breadth of functionalities offered and thus can be 

classified as either provisioning or governance focused. This KuppingerCole Leadership 

Compass provides an overview of the IGA market with notable vendors and their products or 

service offerings in the market.  

From our interaction with organizations of varied IAM maturity across the industry verticals, 

we note that while some are still looking for an Identity Lifecycle Management solution with 

limited or no Access Governance capabilities, many others demand a strong Access 

Governance solution. The latter is mostly the case when organizations already have Identity 

Lifecycle Management in place or when their starting point is Access Governance. Some 

organizations are either looking at replacements of UAP and ILM or a IAG only solution. 

However, most of them want a comprehensive IGA solution, and this increasingly as-a-

service. This development is the reason for combining IDaaS IGA and on-premises IGA into 

this one report. Following this Leadership Compass will be a separate report focussed on 

Access Governance/IAG, which is the only market where we, in the field, observe some 

companies looking for specialized governance solutions. 

One of the adoption patterns we have observed in the market is a managed service 

achieving fulfilment through Identity Lifecycle Management, and Access Governance is run 

by and within the organization itself to retain absolute control over governance functions. 

There are several other adoption patterns witnessed in the market where customer's 

immediate requirements are limited to either Identity Lifecycle Management or Access 

Governance but do not demand an IGA solution. In most other cases where there is a need 

for both, IGA products are preferred over provisioning or governance 'only' solutions to 

achieve the desired mix of ILM and Access Governance capabilities such as for greenfield 

IAM implementations. It is important that organizations scope their IGA requirements well 

before starting to evaluate products that differ in the strength of functionalities making most 

of them better aligned for either provisioning or governance focused deployments.  

Based on these adoption trends, changing customer priorities, and deployment patterns, we 

decided to center on Identity Governance and Administration holistically in this leadership 

compass to help security leaders identify relevant IAM market segments and subsequently 

shortlist the most appropriate technology vendors based on their immediate IAM priorities. In 

this Identity Governance and Administration Leadership Compass, the primary focus is on 

the vendors that offer both Identity Lifecycle Management and Access Governance 
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capabilities, either as a common product or separate but integrable product components to 

deliver capabilities across the IGA spectrum. 

This IGA Leadership Compass will be followed by an upcoming Leadership Compass for 

Access Governance. LC IGA for SMBs (small and midsize businesses) that identifies and 

focuses on functional and operational IGA requirements of SMBs that are different in both 

objective and magnitude than large organizations. The other Leadership Compass on 

Access Governance will be a specialized version which will evaluate vendors based on core 

access governance capabilities. It will not include vendors who have strong ILM capabilities. 

A Market Compass (MC) on IAM solutions for mid-sized organizations is in development, 

while a leadership compass on Identity Fabrics replaces LC IAM Suites. 

With these various LCs and MCs, we aim to provide CISOs and security leaders responsible 

for IAM the most practical and relevant information that they need to evaluate technology 

vendors based on the specific use-case requirements, whether these are IGA-driven, 

provisioning focused, governance focused, focused on comprehensive IAM suites or a 

combination of these. 

Highlights 

¶ This Leadership Compass evaluates 25 IGA product vendors and over 12% new 

vendors compared to the previous year. 

¶ The IGA market is growing, and although maturing it continues to evolve. 

¶ IGA is essential to business as a strategic approach to ensure overall IT security and 

regulatory compliance. 

¶ The level of identity and access intelligence has become a key differentiator between 

IGA product solutions. 

¶ Automation is a key trend in IGA to reduce management workload by automating 

tasks and providing process workflows. 

¶ Leading IGA vendors are increasingly focusing on supporting interoperability with 

other products and services through the provision of secure APIs. 

¶ The Overall Leaders are (in alphabetical order) Avatier, Broadcom, Bravura Security, 

EmpowerID, Evidian, IBM, Micro Focus, Microsoft, Netwrix Corporation, Omada, One 

Identity, Oracle, RSA, SAP, Sailpoint, Saviynt, Simeio 

¶ The Product Leaders (in alphabetical order) are Avatier, Beta Systems, Bravura 

Security, Broadcom, EmpowerID, Evidian (Atos), IBM, Micro Focus, Microsoft, 

Netwrix Corporation, Omada, One Identity, Oracle, RSA, SailPoint, Saviynt, Simeio, 

ZertID 

¶ The Innovation Leaders (in alphabetical order) are Avatier, Bravura Security, 

Broadcom, EmpowerID, Evidian (Atos), IBM, Micro Focus, Microsoft, Netwrix 

Corporation, Omada, One Identity, Oracle, RSA, SAP, SailPoint, Saviynt, Simeio 

¶ Leading vendors in innovation and market (a.k.a. the "Big Ones") in the IGA market 

are (in alphabetical order) Bravura Security, Broadcom, EmpowerID, Evidian, IBM, 

Micro Focus, Microsoft, Netwrix Corporation, One Identity, Oracle, RSA, SAP, 

SailPoint, and Saviynt,  
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Market Segment 

Identity Governance and Administration refers to the increasingly integrated Identity Lifecycle 

Management and Access Governance markets. Today, there still are some organizations 

either looking at replacements of UAP and ILM or IAG, but most are opting for a 

comprehensive IGA solution to tackle risks originating from inefficient access governance 

features. 

Identity Lifecycle Management remains a core IAM requirement, but Access Governance is 

becoming a more sought-after capability for organizations requiring better visibility of identity 

administration and access entitlements across its IT infrastructure. Governance offers from 

simple reporting and dashboarding to other advanced capabilities that include AI and/or 

machine learning techniques enabling pattern recognition to deliver valuable intelligence for 

process optimization, role design, automated reviews and anomaly detection. IGA concerns 

the capabilities in IAM market that broadly deal with end-to-end identity life-cycle 

management, access entitlements, workflow and policy management, role management, 

access certification, SoD risk analysis, reporting and access intelligence and also Access 

Intelligence for business-related insights to support effective decision making and potentially 

enhance governance. 

Identity Governance and Administration (IGA) products support the consolidation of identity 

information across multiple repositories and systems of record such as HR and ERP systems 

in an organization's IT environment. The identity information including user accounts, 

associated access entitlements and other identity attributes are collected from across the 

connected target systems for correlation and management of individual identities, user 

groups as well as roles through a centralized administration console. 

The IGA products are primarily aimed at supporting the following activities in an organization: 

¶ Automated provisioning and de-provisioning of user accounts across nominated 

target systems 

¶ Synchronization of identity attributes and access entitlements related to user 

accounts and groups across the identity repositories 

¶ Management of access entitlements and associated roles of users across the IT 

environment 

¶ Configuration and enforcement of static as well as event-driven access policies for 

the accounts to access the IT systems and applications 

¶ Allowing users to validate their access to systems and applications, reset the 

passwords and create new access requests using self-service options 

¶ Verification and synchronization of user account passwords and other identity 

attributes from an authorized event and source across the identity repositories 

¶ Reconciliation of access across the IT environment based on defined policies to 

ensure compliance and prevent SoD and other policy violations 

¶ Supporting on-demand and event-driven user access certification campaigns to 

detect and mitigate access violations 

¶ Auditing and reporting of access activities leading to critical information regarding 

service monitoring and optimization 
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Traditional IGA deployments in most organizations have been facing many challenges 

ranging from complex implementations and lengthy product upgrade cycles to maintenance 

of overly customized IGA product and a lack of support for emerging functional requirements. 

The disconnect between business and IT security functions is another big reason for failed 

IGA deployments. In many organizations, IT security is primarily driven by the need to meet 

regulatory compliance, resulting in an undesired shift of IGA priorities from administrative 

efficiency and better risk management to auditing and reporting. Security leaders focused on 

IAM must ensure they are able to demonstrate the success of IGA deployments early-on with 

initial deployment phases to build the credibility and gather necessary consensus required to 

support IGA initiatives among the IAM stakeholder community. 

The IGA market has witnessed several trends over the last few years including a major shift 

in the product strategy and development roadmaps to provide in-built support for cloud 

applications. These advancements to support the cloud integrations are in two directions: 

1) IGA vendors that have re-architected their products to offer an identity bridging 

capability to integrate with cloud providers using industry specifications. Some IGA 

vendors have partnered with specialty identity brokers to extend on-premises IGA 

capabilities to cloud applications. Such approaches are suitable for organizations with 

a decent on-premises IT footprint and requirements to support complex IGA 

scenarios for legacy on-premises applications. 

2) IGA vendors that now offer a cloud IGA product that is cloud deployable with ready 

integrations with popular cloud applications as well as with standard on-premises 

applications. This approach is more suitable for organizations with a massive 

strategic focus on the move to cloud and looking at achieving the benefits of cloud 

IGA deployments such as shorter deployment cycles, faster upgrades and lower TCO 

in short term. 

Increased adoption of cloud-based identity stores and directories such as Microsoft Azure 

Active Directory (AAD) has created additional pressure on IGA tools to support Out-of-the-

Box (OOB) integrations with cloud services based on industry specifications such as SCIM. 

Many IGA vendors are already offering ready integrations with Unified Endpoint Management 

(UEM) tools to offer support for mobile devices in an attempt to enhance user experience 

(UX) which has become an important differentiating criterion for organizations to evaluate an 

IGA product. Most IGA vendors have undergone a significant re-engineering effort to 

enhance their user and administrative interfaces but offering mobile support for critical IGA 

functions such as access certifications and request approvals is not on the priority list for 

many organizations because of the expected due diligence required to be carried out to 

complete these tasks. Inaccurate access certifications and uncertain access request 

approvals resulting from the inability of users to conduct appropriate due diligence on mobile 

devices can be disastrous to an organization's overall security posture in the long term. Many 

IAM and security leaders are therefore advocating against offering mobile support for such 

critical IGA functions to the business. 

IGA integration with other enterprise systems such as IT Service Management (ITSM) tools 

as well as Privileged Access Management (PAM) tools have also become a norm in the 

industry and more than 80% of the IGA vendors in the market today either offer OOB 

integration or utilize the available APIs for the required integration. The integration with ITSM 
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tools, particularly ServiceNow, is a popular approach for organizations wanting to consolidate 

IGA user functions (access requests, password management etc.) with other enterprise 

helpdesk functions under a common user interface (UI) or portal for IT related requests. 

ServiceNow APIs can be used to integrate with the IGA product in the background for 

request fulfilment on the target system. 

Integration of IGA with PAM tools is another trend that we see picking up aggressively in 

certain industry verticals, particularly the ones that are heavily regulated. There are a few 

integration points observed, but the integration of IGA workflows for privileged access 

certification as well as role-based access of administrators to PAM system are amongst the 

ones delivering immediate credibility and business value to organization's IAM program. 

There is an increased emphasis on integrating IGA tools with AI and Machine learning (ML) 

capabilities. Extending IGA tools functionality by integrating AI and ML can benefit by 

consuming the user's access activity such as authentication and authorization information 

across IT applications and systems to establish and continuously update user access 

patterns based on their role and peers' group. Similarly, DAG (Data Access Governance) 

tools can benefit from IGA integrations by consuming user identity and access entitlement 

information and in turn offer contextual information on device endpoint and data residing on 

the device and other sources to the IGA tools for better policy management. 

Some IGA vendors have ramped up their efforts to align their product development roadmap 

with DevSecOps initiatives of organizations to support containerized deployments. With an 

increasing demand in the market for IAM Microservices delivery, a growing number of IGA 

functions will be grouped based on the functional objectives and usage patterns to be 

delivered as microservices. 

At KuppingerCole, we have identified the following as core capabilities delivered by the IGA 

vendors, primarily grouped under two product categories: Identity Lifecycle Management and 

Access Governance. 

Identity Lifecycle Management: 

¶ Identity Repository: Identity repositories are a core component of an IGA 

deployment and provide a mechanism to manage the identities, identity attributes, 

access entitlements and other identity related information scattered across the IT 

environment. Management of access rights information and other entitlements across 

the identity repositories are captured and correlated as part of access entitlements 

management process to determine the user's access across the various systems. 

Often bundled as part of an IGA tool, identity repository offers a consolidated view of 

identity data. In case of disparate identity repositories, virtualization of identity 

information is achieved through virtual directories. 

¶ Identity Lifecycle Management: Identity lifecycle management provides the 

mechanisms for creation, modification and deletion of user identity and associated 

account information across the target systems and applications. Often referred to as 

Joiners, Movers and Leavers (JML) process, identity lifecycle management offers 

inclusive support for all identity related events either through available connectors for 

automated provisioning/ de-provisioning or use of workflows for manual intervention. 
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Management of user accounts and access entitlements across a multitude of IT 

systems including cloud-based applications is an increasingly important requirement 

for identity lifecycle management capability of the IGA tools today. 

¶ Password Management: Self-service password management allows for password 

resets and user account recovery in case of forgotten passwords on the target 

systems and applications. Password synchronization ensures that password changes 

are successfully propagated and committed across all required systems. Progressive 

IGA vendors offer risk-appropriate identity proofing mechanisms in case of forgotten 

passwords for account recovery actions, in addition to multiple form factors of user 

authentication for initiating password changes. 

¶ Access Request Management: The self-service user interface for users to request 

access to IT assets such as applications, databases, and other resources. Access 

request management encompasses the entire process of delivering a user-friendly 

approach for requesting the access including searching for and selecting the desired 

resource from the available resource catalogue to browse the available hierarchy 

models available in the system and request access cloning. Shopping cart approach 

for searching and requesting access are becoming increasingly common to deliver 

better experience for users. Several vendors offer the flexibility of configuring 

workflows to allow for modification of access requests after the request submission 

and before actual fulfilment based on business process requirements. 

¶ Policy and Workflow Management: Policy management offers the mechanism to 

deliver rule-based decision making based on pre-configured rules for identity lifecycle 

events such as account termination, role modification, exceptional approval, rights 

delegation, and SoD mitigation. The enforcement of policies is either triggered by 

lifecycle events or determined by associated workflows. Workflow management is 

concerned with defining the necessary actions to be undertaken in support of a 

successful event execution or decision-making process. This includes orchestration of 

tasks involved in the overall decision-making process to support the business 

requirements. Workflow management should allow for easy customizations to include 

common business scenarios such as approval delegations and escalations. 

¶ Role Management: Role management delivers capabilities for managing access 

entitlements by grouping them based on relevant access patterns to improve 

administrative efficiency. The roles can be defined at several levels, most common 

being people, resource and application levels. The access patterns for logical 

grouping of entitlements can be derived with support of role mining capabilities of IGA 

tools delivered as part of role management. Role governance, a critical capability 

within broader Access Governance, encompasses basic role management as part of 

the overall role lifecycle management. 

Access Governance: 

¶ Identity Analytics & AI/ML: Identity analytics & AI/ML uses data analytic, and 

machine learning techniques to derive meaningful information out of the enormous 

logging and auditing information generated by the systems with an objective to 

enhance the overall efficiency of IGA processes in an organization. This includes 

recommendations for efficient use of roles, risk-based mitigation of access policy 

violations, automated access reviews, and even correlation of identity events across 

disparate systems to derive actionable intelligence. Identity analytics & AI/ML is fast 
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becoming an important vehicle to achieve visibility into the operational state of IGA 

processes by analyzing the operational data generated by IGA tools to evaluate 

process maturity and adherence to service quality standards as well as compliance 

mandates. Identity analytics can also feed user access information from 

authentication and authorization events to AI/ML tools for prototyping user access 

behavior patterns and detecting anomalous access. 

¶ Access Certification: Another key capability to gain an organization-wide visibility in 

the state of access across the multitude of devices, systems and applications 

including access to cloud-based applications. Access certification allows process and 

role owners to initiate on-demand or periodic access reviews to manage attestations 

that users only have the access rights necessary to perform their job functions. 

Access certification campaigns facilitate faster and accurate reviews of access by 

highlighting policy violations and permission conflicts in users' access entitlements 

across multiple applications that are to be revoked or approved under listed 

exceptions. More commonly based on resource level or hierarchy requirements, 

access certification capabilities are increasingly becoming risk aware to include 

micro-certifications based on the risk of an identity lifecycle event. Unlike periodic 

access certifications, event based micro-certifications contribute significantly to 

continuous Access Governance capabilities of an organization. 

¶ Role Governance: Role governance refers to the capability of having control of and 

visibility into a role's entire lifecycle, from its inception to decommission. In a typical 

role-based access control (RBAC) setting, role governance monitors and tracks the 

following key processes for governing the role lifecycle. IGA tools provide varied level 

of support for governing each of these role lifecycle events: 

1) Role Definition - Defining a role based on the business functions and logically 

grouping the access entitlements based on the approved prototypes 

2) Role Approval - The process of seeking consent of business, process or role owners 

including appropriate role analysis and tracking of approvals with associated 

workflows 

3) Role Creation - Monitoring and auditing of tasks involved in implementation of 

approved roles in production 

4) Role Assignment ï Performing SoD and other policy checks to ensure role 

assignment is compliant 

5) Role Modification - Ensuring that changes made to existing roles are approved, 

tracked and do not introduce new risks 

6) Role Optimization - Using intelligence from identity analytics for identifying inefficient 

use of roles and approval processes and implement measures to optimize roles to 

improve the efficiency of user access administration. 

¶ SoD Controls Management: Segregation of Duties (SoD) Controls Management 

refers to the controls that are important to identify, track, report and often mitigate 

SoD policy violations leading to substantial risks of internal fraud in an organization. 

These controls are essential to manage role-based authorizations across applications 

with complex authorization model. However, IGA controls provide more course-

grained abilities to identify SoD risks than at a fine-grained entitlement level found in 

other complex homegrown applications, especially ERP solutions. Key controls that 

are offered as part of SoD controls management include cross-system SoD risk 



LEADERSHIP COMPASS: 81107 

Identity Governance and Administration 

 

 

 

 

 

É 2022 KUPPINGERCOLE ANALYSTS AG 11 

 

analysis, compliant user provisioning, emergency access management, advanced 

role management, access certifications with SoD analysis, transaction monitoring and 

auditing and reporting. 

¶ Reporting and Dashboarding: This refers to creation of valuable intelligence in 

formats that are easily ingestible by business functions for the purposes of enhancing 

governance and supporting decision making. Reporting is facilitated by in-built reports 

with provisions provided for customized reporting. Dashboarding is an important 

auditing control that allows for easy and business-friendly abstraction of metrics and 

data modelling to monitor effective operation of IGA processes. IGA vendors offer in-

built templates for reporting with the ability to customize reporting to suite business's 

auditing and reporting objectives. Most vendors allow for IGA data export using 

specified industry formats into third-party reporting and analytics tools for advanced 

data modelling and business intelligence. For the purpose of evaluation of reporting 

and dashboarding capabilities of IGA vendors in this Leadership Compass, besides 

common reporting using in-built templates, we look at the ability of vendors to provide 

the breadth and flexibility of data model for customized reporting as well as the 

dashboarding capability to support complex and granular data metrics for easy 

interpretations. 

Besides the core IGA capabilities described above, we also consider several operational 

factors in our evaluation of IGA vendors for this Leadership Compass. These operational 

criteria are: 

¶ User Experience (UX): UX is an important aspect of IGA for security and IAM 

leaders trying to bridge the gap between the inconvenience of security controls and 

demand for enhanced user engagement through self-service options. Traditional IGA 

controls are overladen with several inefficiencies including poor design of user and 

admin interfaces that prevent easy understanding and completion of common IGA 

tasks. There is an increased need for organizations to ensure that IGA tools support 

their UX goals. Most vendors have significantly re-engineered their user interfaces to 

support better UX, a shopping cart paradigm for requesting access being the most 

common approach today. Many others are offering mobile support for common IGA 

tasks such as access requests, password resets and request approvals. 

¶ Automation support: Automation of common IGA tasks has always been a priority 

for organizations to reduce the inaccuracy and administrative inefficiency 

encountered by manual completion of IGA tasks in the direction of making IGA 

operations leaner and achieve lower TCO. Most IGA tools provide support for 

automated provisioning and fulfilment leading to basic automation of IGA 

requirements. Some organizations have advanced requirements for automation such 

as automated access reviews and event-driven access certifications. While some 

vendors have started to support these capabilities, IAM leaders must ensure the right 

mix of manual and automated IGA processes to ensure the effectiveness of 

processes is preserved by continuously monitoring them against defined key 

performance indicators (KPIs). 

¶ Ease of deployment: A lack of skillset combined with complexity of IGA deployments 

has led organizations to seek external help and actively engage IAM professional 

service providers to help with deployments. This can increase the overall TCO of IGA 

deployments by nearly three folds during the initial years of your IGA deployment. It is 
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important that IGA vendors allow for easy deployment approach for organizations to 

help manage with available internal resources. Besides underlying software design, 

IGA products should allow for easy customizations using common scripting 

languages as well as offer support for configuration and change management. This 

includes availability of features that help organizations reduce environment-based 

configurations such as support for DevSecOps and scripted deployments. We also 

evaluate ease of product upgrades along with the ease of configuring the product for 

operational requirements such as high availability, automated failover and disaster 

recovery. 

¶ Third-party Integrations: IGA products are required to integrate with several other 

enterprise products and applications to deliver the expected business value. Most 

common integrations with IGA products as evidenced in the market are integrations 

with: 

1) IT Service Management (ITSM) tools, primarily ServiceNow, to essentially offer a 

common front-end for users to request access and other help-desk related tasks 

2) Unified Endpoint Management (UEM) tools to make IGA tasks accessible on mobile 

devices and even extending mobile Single Sign-On to IGA 

3) Privileged Access Management (PAM) tools to offer emergency access management 

for complex authorization model applications and for privileged Access Governance 

4) User Behavior Analytics (UBA) tools to help organizations establish a baseline of user 

behavior with feeds from identity analytics and detect anomalous behavior. 

5) Data Governance (DG) tools to extend standard IGA controls to data and information 

stored across multitude of systems including device endpoints, file shares, network 

mounts etc. 

Scalability and Performance: With an increasing IT landscape for organizations, IGA 

deployments can easily go under stress to perform better in terms of process execution, 

target integration as well as overall scalability. IGA products are evaluated based on their 

ability to scale-up for accommodating an increase in the number of users, identity attributes, 

roles, managed targets and system connections. Many IGA tools have recently undergone 

significant product re-architecture to meet the scalability and performance needs of the 

organizations in a digital era. 

 

Figure 1: Representation of core IGA functions by 'Identity Lifecycle Management' and 'Access Governance' categories 

Delivery Models 
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This Leadership Compass is focused on products that are offered in on-premises deployable 

form, either at the customerôs site or deployed and offered as a managed service by a 

Managed IAM Service Provider. We do not look at IDaaS (Identity as a Service) offerings in 

this Leadership Compass. 

KuppingerCole has published separate Leadership Compass document on IDaaS, including 

IDaaS B2E, which are focused on IDaaS solutions supporting IGA for hybrid environments, 

delivered as a service. 

Required Capabilities 

During our evaluation of IGA vendors for the purpose of representation in this Leadership 

Compass, we look at several evaluation criteria including but not limited to the following 

groups of capabilities: 

¶ Target System Connectivity  

¶ Access Review  

¶ Access Risk Management  

¶ User Interface and Mobile Support  

¶ Access Request & Approval 

¶ Access Intelligence 

¶ Authentication 

¶ Data Model 

Each of the above group of capabilities requires one or more of the functions listed below to 

satisfy the criteria: 

¶ Workflow support for request and approval processes 

¶ Workflow support for role lifecycle management 

¶ Tools that support graphical creation and customization of workflows and policies 

¶ Centralized identity repository 

¶ Access Intelligence capabilities 

¶ Flexible role management with support for role governance 

¶ Support for risk-aware, event-based access review certifications and targeted access 

review requests 

¶ Support for SoD policies and continuous SoD controls monitoring 

¶ Flexible customization of the UI to the specific demand of the customer organization 

¶ Baseline connectivity to target systems and to Identity Lifecycle Management 

systems 

¶ Cloud connectors, adding Access Governance support for common cloud services 

¶ Customization of mapping rules between central identities and the accounts per 

target system 

¶ Business-friendly user interface 

¶ Strong and flexible delegation capabilities 
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In addition to the above functionalities, we also consider the depth of product's technical 

specifications for the purpose of evaluation in this Leadership Compass. These product 

specifications primarily include the following: 

¶ Connectivity: The ability to connect to various sources of target systems, including 

direct connections, integration with existing Identity Lifecycle Management tools from 

various vendors, and integration to ITSM (IT Service Management) or Helpdesk 

ticketing tools. In general, we expect Access Governance solutions of today to not 

only read data from target systems but also initiate fulfilment and reconcile changes. 

¶ Heritage of connectors: Having connectors as OEM components or provided by 

partners is not recommended and considered a risk for ongoing support and available 

know-how at the vendor. 

¶ SRM interfaces: We expect that systems provide out-of-the-box integration to 

leading ITSM systems for manual fulfilment of provisioning requests. 

¶ SPML/SCIM support: Support for SCIM (System for Cross-domain Identity 

Management) is preferred over traditional SPML (Service Provisioning Markup 

Language) for federated as well as on-prem provisioning. However, we evaluate 

support for both the standards depending on specific use-cases. 

¶ Deployment models: Supporting multiple delivery options such as hard/soft 

appliances and optional MSP services gives customer a broader choice. 

¶ Customization: Systems that require little or no coding and that support scripting or, 

if programming is required, SDKs or support for a range of programming languages, 

are preferred. We here also look for transport mechanisms between IT environments 

(e.g., development, test, and production), and the ability of keeping customizations 

unchanged after upgrades. 

¶ Mobile interfaces: Secure apps providing mobile access to certain key capabilities of 

the product such as access request approvals etc. 

¶ Authentication mechanisms: We expect IGA products to support basic 

authentication methods but use of multi-factor authentication methods to limit the risk 

of fraud using these systems is considered an advantage. Secure but simplified 

access for business users takes precedence. 

¶ Internal security model: All systems are required to have a sufficiently strong and 

fine-grained internal security architecture. 

¶ High Availability: We expect IGA products to provide built-in high-availability options 

or support for third-party HA components where required. 

¶ Ease of Deployment: Complexity of product architecture and its relative burden on 

time to deploy as well as configuration and integration of basic services such as 

authentication, single sign-on, failover and disaster recovery should be minimal. 

¶ Multi-tenancy: Given the increasing number of cloud deployments, but also specific 

requirements in multi-national and large organizations, support for multi-tenancy is 

highly recommended. 

¶ Shopping cart paradigm: These approaches are popular for simplifying the access 

request management process by using shopping cart paradigms familiar to the users. 

Lately, there is an increasing trend towards integration to ITSM/ Service Desk 

solutions such as ServiceNow for access requests. 

¶ Standards: Support for industry standards for direct provisioning including well 

known protocols like HTTP, Telnet, SSH, FTP etc. 
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Support for industry standards for federated provisioning, including OpenID Connect, 

OAuth and SCIM. 

¶ Analytical capabilities: Analysis of identity and entitlement data to support 

capabilities like role management, access requests and policy management. 

Advanced analytical capabilities beyond reporting, using standard BI (Business 

Intelligence) technology or other advanced approaches, such as deep machine 

learning for automated reviews, are becoming increasingly important 

¶ Role and risk models: Especially for the governance part of IGA products, what is 

becoming increasingly important is the quality and flexibility of role and risk models. 

These models not only need to be relevant but also need to have a strong conceptual 

background with sufficient flexibility to adapt to the customer's risk management 

priorities. It is important that organizations do not spend a lot of efforts in adapting 

their business processes to match the templates offered by the tool, rather have a 

tool that offers sufficient flexibility to adapt to their IGA requirements. 

¶ Data Governance: Support for Data Governance, i.e., the ability to ensure access to 

data assets is controlled (roles, policies) and assist organizations with data 

compliance regulations. 

¶ Role/SoD concept: Should be able to analyze enterprise as well as application roles 

for inherent SoD (Segregation of Duty) risks and continuously monitor for new SoD 

risks being introduced and offer remediation measures 

All these technical specifications are subsequently evaluated for scoring each vendor on this 

Leadership Compass. The score arrived at following the evaluation of these technical 

specifications is added to our evaluation of the IGA products. We also look at specific USPs 

(Unique Selling Propositions) and innovative features of products in the overall evaluation 

which distinguish them from other offerings available in the market. 

Leadership 

Selecting a vendor of a product or service must not only be based on the information 

provided in a KuppingerCole Leadership Compass. The Leadership Compass provides a 

comparison based on standardized criteria and can help identifying vendors that shall be 

further evaluated. However, a thorough selection includes a subsequent detailed analysis 

and a Proof of Concept of pilot phase, based on the specific criteria of the customer. 

Based on our rating, we created the various Leadership ratings. The Overall Leadership 

rating provides a combined view of the ratings for 

¶ Product Leadership 

¶ Innovation Leadership 

¶ Market Leadership 
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Overall Leadership 

 

Figure 2: The Overall Leadership rating for the IGA market segment 

When looking at the Leader segment in the Overall Leadership rating, we see a picture that 

is a typical representation of very mature markets, where a considerable number of vendors 

deliver feature-rich solutions. The market continues to remain crowded, with 25 vendors we 

chose to represent in our Leadership Compass rating with a few other vendors that did not 

meet our basic evaluation criteria, are new entrants into the market listed in the "vendors to 

watch" section or declined participation in this year's edition. 

SailPoint retains its leadership position in the Overall Leadership evaluation of the IGA 

market. IBM, Saviynt and One Identity are close behind followed by Oracle, EmpowerID, 

Micro Focus, Broadcom, RSA. This group of vendors is made up of well-established players. 

We strongly recommend further, detailed analysis of the information provided in this 

document for choosing the vendors that are the best fit for your requirements. 

Other vendors in the Overall Leaders segment for IGA include Avatier, Microsoft, Netwrix 

Corporation, Simeio, Evidian, Bravura Security and SAP. Omada has improved its 

capabilities to be now listed in the overall leaderôs section compared to being a challenger 

during last report. This group of vendors is a mix of established and emerging players, some 

being stronger in their market position, and others with a considerable push into the Overall 

Leader segment with their improved ratings for product, market, and innovation evaluation 

criteria. 

The Challenger segment is less populated than the Leaders segment and features 

established vendors, vendors frequently being more regional-focused, and several niche 

vendors with fit-for-purpose IGA capabilities and preferred by many organizations over the 

established players. Leading in this segment are Beta Systems followed by Soffid, Nexis and 

ZertID. Evolveum and Clear Skye follow with some distance. Further vendors in this segment 

are E-Trust and Tools4ever. The Challenger segment shows vendors with good products 

with varying levels of IGA capabilities, market presence throughout the world, or other market 

niche focus. 
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Overall Leaders are (in alphabetical order): 

¶ Avatier 

¶ Broadcom 

¶ Bravura Security 

¶ EmpowerID 

¶ Evidian 

¶ IBM 

¶ Micro Focus 

¶ Microsoft 

¶ Netwrix Corporation 

¶ Omada 

¶ One Identity 

¶ Oracle 

¶ RSA 

¶ SAP 

¶ Sailpoint 

¶ Saviynt 

¶ Simeio 

Product Leadership 

Product Leadership is the first specific category examined below. This view is mainly based 

on the analysis of service features and the overall capabilities of the various services. 

 

Figure 3: Product Leaders in the IGA market segment 
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Product Leadership, or in this case Service Leadership, is where we examine the functional 

strength and completeness of services. 

As Identity Governance and Administration is constantly maturing, we find a number of 

vendors qualifying for the Leaders segment as well as a number of vendors adding IGA 

capabilities to their portfolio of product features. As vendors offer a wide variety of IGA 

capabilities and differ in how well they support these capabilities, it is important for 

organizations to perform a thorough analysis of their IGA requirements to align their priorities 

while evaluating an IGA solution. 

Leading from the front in Product Leadership is SailPoint, closely followed by Saviynt, 

Oracle, EmpowerID, One Identity, Micro Focus, IBM, Omada. Broadcom, RSA, Simeio and 

Avatier comes later in the upper range of the Leader's segment, followed by a group of 

vendors including Bravura Security, Evidian, Beta Systems, Microsoft and Netwrix 

Corporation and ZertID all of which deliver leading-edge capabilities across the depth and 

breadth of IGA capability spectrum evaluated for the purpose of scoring the vendors in this 

Leadership Compass. IAM leaders must exercise appropriate caution while evaluating these 

vendors as subtle differences ignored in functionality evaluation of these products could 

translate into greater incompatibilities for business processes during implementation. 

Therefore, it is highly recommended that organizations spend considerable resources in 

properly scoping and prioritizing their IGA requirements prior to IGA product evaluation. 

Bravura Security with its strong IGA capabilities has moved from Challenger to the leader 

segment this year.  

In the challenger's segment of product leadership are (in alphabetical order) Clear Skye, E-

Trust, Evolveum, Nexis, SAP, Soffid and Tools4ever. All these vendors have interesting 

offerings but lack certain IGA capabilities that we expect to see, either in the depth or breadth 

of functionalities. 

Product Leaders (in alphabetical order): 

¶ Avatier 

¶ Beta Systems 

¶ Bravura Security 

¶ Broadcom 

¶ EmpowerID 

¶ Evidian (Atos) 

¶ IBM 

¶ Micro Focus 

¶ Microsoft 

¶ Netwrix Corporation 

¶ Omada 

¶ One Identity 

¶ Oracle 

¶ RSA 

¶ SailPoint 

¶ Saviynt 

¶ Simeio 

¶ ZertID

¶  

Innovation Leadership 

Next, we examine innovation in the marketplace. Innovation is, from our perspective, a key 

capability in all IT market segments. Customers require innovation to meet evolving and even 

emerging business requirements. Innovation is not about delivering a constant flow of new 



LEADERSHIP COMPASS: 81107 

Identity Governance and Administration 

 

 

 

 

 

É 2022 KUPPINGERCOLE ANALYSTS AG 19 

 

releases. Rather, innovative companies take a customer-oriented upgrade approach, 

delivering customer-requested and other cutting-edge features, while maintaining 

compatibility with previous versions. 

 

Figure 4: Innovation Leaders in the IGA market segment 

We rated less than half of vendors as Innovation Leaders in the Identity Governance and 

Administration (IGA) market. Given the maturity of IGA solutions, the amount of innovation 

we see is somewhat limited. The vendors, however, continue to differentiate by innovating in 

several niche areas, from identity & access intelligence, modern UIs, containerized products, 

microservice architectures, and improved API layers to more specific areas such as 

improvements to access certification as examples, delivering better flexibility and automation. 

While ease of deployment remains an important capability for IGA products, desired levels of 

scalability and flexibility can considerably affect the ease of deployment for most large IGA 

deployments. Another innovation area is around simplifying and automating access review, 

specifically by applying predictive and other forms of analytics. 

The graphic needs to be carefully read when looking at the Innovation capabilities, given that 

the x-axis indicates the Overall Leadership while the y-axis stands for Innovation. Thus, while 
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some vendors are closer to the upper-right edge, others being a little more left score slightly 

higher regarding their innovativeness. 

SailPoint leads the Innovation Leadership evaluation followed by Saviynt. A group of vendors 

of IBM, EmpowerID, One Identity and Omada are followed by a distance. A group of vendors 

follows the leaders closely and are next on the chart (in alphabetical order) Avatier, Broacom, 

Micro Focus, Netwrix Corporation, Oracle and RSA continue to strengthen their IGA 

leadership position with constant innovation. Simeio and Microsoft appearing in the lower of 

the segment with Evidian, Bravura Security and SAP near the lower border of the segment. 

These vendors are making significant changes to their IGA product portfolio to be in line with 

other innovative vendors in the market. These vendors differ in many details when it comes 

to innovation and balancing it with overall product leadership. Therefore, a thorough vendor 

selection process is essential to pick the right vendor of all the IGA players that best fit the 

customer requirements. 

About half of the players made it to the Innovation Challenger segment that includes SAP, 

Nexis, Soffid and Beta Systems Netwrix Usercubenear the upper border. Another group of 

vendors in the upper mid-section (in alphabetical order) are Accenture, Clear Skye, 

Evolveum and ZertID. All these vendors have also been able to demonstrate promising 

innovation in delivering specific IGA capabilities. Another group of vendors appears in the 

lower half of the Challenger segment: (in alphabetical order) E-Trust, ideiio, Tools4ever and 

Tuebora. Please refer to the vendor pages further down in the vendor's section of this report 

for more details. 

Systancia has strong IGA capabilities but are ranked in the Follower segment due to lacking 

the breadth in innovative features we'd like to see from IGA vendors. 

Innovation Leaders (in alphabetical order): 

¶ Avatier 

¶ Bravura Security 

¶ Broadcom 

¶ EmpowerID 

¶ Evidian (Atos) 

¶ IBM 

¶ Micro Focus 

¶ Microsoft 

¶ Netwrix Corporation 

¶ Omada 

¶ One Identity 

¶ Oracle 

¶ RSA 

¶ SAP 

¶ SailPoint 

¶ Saviynt 

¶ Simeio 
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Market Leadership 

Lastly, we analyze Market Leadership. This is an amalgamation of the number of customers, 

number of transactions evaluated, ratio between customers and managed identities/devices, 

the geographic distribution of customers, the size of deployments and services, the size and 

geographic distribution of the partner ecosystem, and financial health of the participating 

companies. Market Leadership, from our point of view, requires global reach. 

 

Figure 5: Market Leaders in the IGA market segment 

The Market Leadership evaluation paints a different picture of vendors. With a group of 

leading, well-established IGA players, many others are new entrants or are rated low for 

several reasons, including limited market presence in certain geographies, limited industry 

focus, and a relatively smaller customer base. 
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With a strong market position, successful execution, and strengthened IGA product features 

SailPoint continues to lead the segment followed closely by IBM and One Identity with 

Microsoft and Broadcom at some distance. Closely following these vendors in the Market 

Leadership segment are (in alphabetical order) Beta Systems, Evidian, Micro Focus, Netwrix 

Corporation, Oracle, RSA, SAP and Saviynt. Bravura Security and EmpowerID appears near 

the bottom border. All vendors in this segment have several deep-rooted complex IGA 

deployments across multiple industries. 

In the Challenger section, we find Simeio, Avatier, Omada and Soffid at the top section. 

While we count them amongst Market Leaders in other areas of the overall IGA market, their 

position in the IGA market is affected by several factors, including relatively lower global 

presence and a shortage of technology partners with their IGA product deployment as 

examples. Following this group (in alphabetical order) is Clear Skye, Evolveum, Nexis, 

Tools4ever and ZertID near the center. E-Trust appear in the lower half of the challenger 

segment with considerable gaps in the specific areas we evaluate for Market Leadership of 

IGA products, including the number of customers, average size of deployments, 

effectiveness of their partner ecosystem, etc. 

Market Leaders (in alphabetical order): 

¶ Beta Systems 

¶ Bravura Security 

¶ Broadcom 

¶ EmpowerID 

¶ Evidian 

¶ IBM 

¶ Micro Focus 

¶ Microsoft 

¶ Netwrix Corporation 

¶ One Identity 

¶ Oracle 

¶ RSA 

¶ SAP 

¶ SailPoint 

¶ Saviynt 
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Correlated View 

While the Leadership charts identify leading vendors in certain categories, many customers 

are looking not only for a product leader, but for a vendor that is delivering a solution that is 

both feature-rich and continuously improved, which would be indicated by a strong position in 

both the Product Leadership ranking and the Innovation Leadership ranking. Therefore, we 

provide the following analysis that correlates various Leadership categories and delivers an 

additional level of information and insight. 

The Market/Product Matrix 

The first of these correlated views contrasts Product Leadership and Market Leadership. 

  

Figure 6: The Market/Product Matrix. 
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Vendors below the line have a weaker market position than expected according to their 

product maturity. Vendors above the line are sort of ñoverperformersò when comparing 

Market Leadership and Product Leadership. All the vendors below the line are 

underperforming in terms of market share. However, we believe that each has a chance for 

significant growth. 

In this comparison, it becomes clear which vendors are better positioned in our analysis of 

Product Leadership compared to their position in the Market Leadership analysis. Vendors 

above the line are sort of "overperforming" in the market. All the vendors below the line are 

underperforming in terms of market share. However, we believe that each has a chance for 

significant growth. 

In the upper right segment, we find the "Market Champions." Given that the IGA market is 

maturing fast, we find SailPoint, One Identity and IBM as market champions being positioned 

in the top right-hand box.  

Close to this group of established IGA players, in the same box, are (in alphabetical order) 

Beta Systems, Broadcom, Evidian, Microsoft, Micro Focus, Netwrix Corporation, Oracle, 

RSA, Saviynt. Being positioned closer below the axis, Bravura Security and EmpowerID 

represents their inclination for stronger product leadership in comparison to the market 

leaders today. 

SAP is positioned in the box to the left of market champions, depicting their stronger market 

success over the product strength. 

In the middle right-hand box, we see the four vendors that deliver strong product capabilities 

for IGA but are not yet considered Market Champions. Simeio, Avatier, Omada and ZertID 

have a strong potential for improving their market position due to the stronger product 

capabilities that they are already delivering. 

In the middle of the chart, we see the vendors that provide good but not leading-edge 

capabilities and therefore are not Market Leaders as of yet. They also have moderate market 

success as compared to market champions. These vendors include (in alphabetical order) 

Clear Skye, E-Trust, Evolveum, Nexis, Soffid and Tools4ever. 

The Product/Innovation Matrix 

This view shows how Product Leadership and Innovation Leadership are correlated. It is not 

surprising that there is a pretty good correlation between the two views with a few 

exceptions. The distribution and correlation are tightly constrained to the line, with a 

significant number of established vendors plus some smaller vendors. 

Vendors below the line are more innovative, vendors above the line are, compared to the 

current Product Leadership positioning, less innovative. 
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Figure 7: The Product/Innovation Matrix 

Here, we see a good correlation between the product and innovation rating. Most vendors 

are placed close to the dotted line, indicating a healthy mix of product and innovation 

leadership in the market. Vendors below the line are more innovative. Vendors above the line 

are, compared to the current Product Leadership positioning, less innovative. 

Looking at the Technology Leaders segment, we find most of the leading vendors in the 

upper right corner, scattered throughout the box. The top-notch vendor is SailPoint, closely 

followed by Saviynt and EmpowerID and the remainder (in alphabetical order) Avatier, 

Bravura Security, Broadcom, Evidian, IBM, Micro Focus, Microsoft, Netwrix Corporation, One 

Identity, Oracle, Omada, RSA and Simeio - with most placing close to the axis depicting a 

good balance of product features and innovation. 

In the top middlebox, we see Beta Systems and ZertID with slightly less innovation than the 

leaders in this section but still have a good product feature set. 

In the center middlebox, we find (in alphabetical order) Clear Skye, E-Trust, Evolveum, 

Nexis, Soffid, and Tools4ever having less product and innovations than the Technology 
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Leaders. SAP appears just into the middle right box indicating slightly more innovation than 

product strength. 

The Innovation/Market Matrix 

The third matrix shows how Innovation Leadership and Market Leadership are related. Some 

vendors might perform well in the market without being Innovation Leaders. This might 

impose a risk for their future position in the market, depending on how they improve their 

Innovation Leadership position. On the other hand, vendors which are highly innovative have 

a good chance for improving their market position. However, there is always a possibility that 

they might also fail, especially in the case of smaller vendors.

 

Figure 8: The Innovation/Market Matrix. 

Vendors below the line are more innovative, vendors above the line are, compared to the 

current Market Leadership positioning, less innovative. 
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Vendors above the line are performing well in the market as well as showing Innovation 

Leadership; while vendors below the line show an ability to innovate though having less 

market share, and thus the biggest potential for improving their market position.  

In the upper right-hand corner box, we find the "Big Ones" in the IGA market. We see the 

large ones more on top, including (in alphabetical order) Broadcom, Evidian, IBM, Micro 

Focus, Microsoft, Netwrix Corporation, One Identity, Oracle, RSA, SAP, SailPoint, and 

Saviynt. Bravura Security and Empower ID is placed in the same box, more towards the 

bottom, indicating relatively lower market position as compared to the other established 

vendors. 

Simeio, Avatier and Omada appear in the middle right box showing good innovation with 

slightly less market presence than the vendors in the "Big Ones" category. 

In the middle top box, we find Beta Systems with a strong market position but not scoring for 

Innovation Leadership. 

The segment in the middle of the chart contains the vendors rated as challengers both for 

market and innovation leadership, which includes (in alphabetical order) Clear Skye, E-Trust, 

Evolveum, Nexis, Soffid, Tools4ever and ZertID. 

Products and Vendors at a Glance 

This section provides an overview of the various products we have analyzed within this 

KuppingerCole Leadership Compass on Identity Governance and Administration Platforms. 

Aside from the rating overview, we provide additional comparisons that put Product 

Leadership, Innovation Leadership, and Market Leadership in relation to each other. These 

allow identifying, for instance, highly innovative but specialized vendors or local players that 

provide strong product features but do not have a global presence and large customer base 

yet. 

Based on our evaluation, a comparative overview of the ratings of all the products covered in 

this document is shown in Table 1. 

Product Security Functionality Deployment Interoperability Usability 

Avatier Identitiy Anywhere 
Strong 

Positive 

Strong 

Positive 
Positive Strong Positive 

Strong 

Positive 

Beta Systems Garancy IAM Suite 
Strong 

Positive 
Positive Positive Positive 

Strong 

Positive 

Bravura Security Fabric 
Strong 

Positive 
Positive Strong Positive Positive Positive 

Broadcom Symantec Identity 

Governance and Adminstration 

(IGA) 

Strong 

Positive 

Strong 

Positive 
Positive Positive 

Strong 

Positive 

Clear Skye IGA Positive Neutral Positive Neutral Positive 
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EmpowerID IAM Suite 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

E-Trust Horacius IAM Positive Neutral Positive Neutral Positive 

Evidian (Atos) IGA, Evidian 

Analytics 

Strong 

Positive 

Strong 

Positive 
Positive Positive 

Strong 

Positive 

Evolveum MidPoint Positive Positive Positive Positive Positive 

IBM Security Verify 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

Micro Focus NetIQ IGA Suite 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

Microsoft Entra Identity 

Governance 

Strong 

Positive 
Positive Positive Positive 

Strong 

Positive 

Netwrix Usercube IGA Positive 
Strong 

Positive 
Positive Positive 

Strong 

Positive 

NEXIS 4 Positive Positive Positive Positive 
Strong 

Positive 

Omada Identity Cloud, Omada 

Identity 

Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

One Identity Manager 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

Oracle Identity Governance Suite 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

RSA Governance & Lifecycle 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

SailPoint Identity Security Platform 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

SAP Access Control & Identity 

Access Governance 
Positive Positive Positive Positive Positive 

Saviynt Enterprise Identity Cloud 

Platform 

Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

Simeio IGA Managed Services 
Strong 

Positive 

Strong 

Positive 
Strong Positive Strong Positive 

Strong 

Positive 

Soffid IAM Positive Positive Positive Positive 
Strong 

Positive 

Tools4ever HelloID Positive Neutral Neutral Neutral Positive 

ZertID  
Strong 

Positive 
Positive Positive Positive 

Strong 

Positive 

Table 1: Comparative overview of the ratings for the product capabilities 
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In addition, we provide in Table 2 an overview which also contains four additional ratings for 

the vendor, going beyond the product view provided in the previous section. While the rating 

for Financial Strength applies to the vendor, the other ratings apply to the product. 

Vendor Innovativeness Market Position Financial Strength Ecosystem 

Avatier Strong Positive Neutral Positive Positive 

Beta Systems Neutral Positive Strong Positive Strong Positive 

Bravura Security Neutral Positive Neutral Strong Positive 

Broadcom Strong Positive Strong Positive Strong Positive Strong Positive 

Clear Skye Neutral Positive Neutral Neutral 

EmpowerID Strong Positive Positive Positive Positive 

E-Trust Weak Neutral Neutral Neutral 

Evidian (Atos) Positive Positive Positive Strong Positive 

Evolveum Weak Neutral Weak Strong Positive 

IBM Strong Positive Strong Positive Strong Positive Strong Positive 

Micro Focus Strong Positive Strong Positive Strong Positive Positive 

Microsoft Positive Strong Positive Strong Positive Positive 

Netwrix Corporation Strong Positive Strong Positive Strong Positive Positive 

Nexis Positive Neutral Neutral Neutral 

Omada Strong Positive Neutral Neutral Positive 

One Identity Strong Positive Strong Positive Positive Strong Positive 

Oracle Strong Positive Strong Positive Strong Positive Positive 

RSA Positive Positive Strong Positive Strong Positive 

SailPoint Strong Positive Strong Positive Strong Positive Strong Positive 

SAP Positive Strong Positive Strong Positive Positive 

Saviynt Strong Positive Positive Positive Strong Positive 

Simeio Positive Positive Positive Positive 

Soffid Positive Positive Positive Positive 

Tools4ever Critical Positive Positive Neutral 

ZertID Positive Neutral Neutral Positive 

Table 2: Comparative overview of the ratings for vendors 
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Product/Vendor evaluation 

This section contains a quick rating for every product/service weôve included in this 

KuppingerCole Leadership Compass document. For many of the products there are 

additional KuppingerCole Product Reports and Executive Views available, providing more 

detailed information. 

Spider graphs 

In addition to the ratings for our standard categories such as Product Leadership and 

Innovation Leadership, we add a spider chart for every vendor we rate, looking at specific 

capabilities for the market segment researched in the respective Leadership Compass. For 

the LC Identity Governance and Administration (IGA) , we look at the following eight 

categories: 

¶ Identity Lifecycle Management: The ability to provision and manage identities, access 

entitlements, and other identity-related information in the target systems over its 

lifecycle. Also, other capabilities considered, among others, is the ability to access 

identity stores, data modeling & mapping, as well as the ability to handle different 

identity types. 

¶ Target System Support: Considered are the number of connectors and the breadth of 

target systems that the solution can connect to, including, e.g., directory services, 

business applications, mainframe systems, etc. Connector breadth also looks at 

support for standard cloud services. Connector depth further examines customization 

capabilities for connectors through connector toolkits and standards as examples and 

the connectors' abilities, especially when it comes to connecting to complex target 

systems such as SAP environments or mainframes. 

¶ Self-Service & Mobile Support: User self-service interfaces and support for secure 

mobile access to selected IGA capabilities. Other capabilities include authenticator 

options, delegation of tasks and password reset. 

¶ Access & Review Support: Integrated Access Governance capabilities that support 

activities such as the review and disposition of user access requests, certification 

definition & campaigns, and access remediation. Also looked at is Segregation of 

Duty (SoD) controls to identify, track, report, and mitigate SoD policy violations as 

part of integrated risk management capabilities, as well as role management and 

policy management capabilities. 

¶ Identity & Access Intelligence: IGA intelligence that provides business-related insights 

supporting effective decision making and potentially enhancing governance. 

Advanced capabilities such as use of AI and/or machine learning techniques that 

enable pattern recognition for process optimization, role mining, role design, 

automated reviews, and anomaly detection are considered. Other capabilities can 

include the use of user access information from authentication and authorization 

events used for analyzing user access behavior patterns and detecting anomalous 

access. 

¶ Workflow & Automation: Advanced workflow capabilities, including graphical workflow 

configuration, and the extent to which common IGA tasks can be automated. 
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¶ Centralized Governance Visibility: This is the extent to which the identities and their 

access under governance control can be viewed in a consolidated or single-pane 

view, such as in a dashboard format. Centralized access to reports and auditing 

support is typically also provided. 

¶ Architecture & Hybrid Environment: This category represents the combination of 

architecture and hybrid environment support. In architecture, we look at the type of 

architecture and focus on modern, modular architectures based on microservices. 

This also affects deployment, given that container-based deployments provide good 

flexibility. Also evaluated is the solution's ability to support a hybrid environment for 

customers that anticipate or are currently taking an intermediate step towards 

migrating from on-premises to the cloud. 
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Avatier ï Avatier Identity Anywhere 

Based in California (US), Avatier is one of the few IGA vendors that continues to exhibit 

innovative changes to adapt to evolving market demands in the recent past. From focusing 

primarily on providing intelligent user interfaces while lacking the underlying depth of 

capabilities, Avatier has evolved into a vendor offering comprehensive IGA capabilities with 

its Identity-as-a-Container platform creating unique market differentiation. Avatierôs Identity 

Anywhere provides a fully containerized IGA platform primarily to solve deployment and 

scalability issues of traditional IGA. 

Identity Anywhere supports all core IGA functionalities. Lifecycle Management is its primary 

Identity Provisioning component and Group Automation/Self-Service, Workflow Manager, 

and Identity Analyzer supporting the Access Governance capabilities. SPML and SCIM is 

supported for identity provisioning/de-provisioning and the solution has a broad set of OOB 

provisioning connectors available for a wide range of on-premises and cloud systems. 

Avatier can develop and implement custom connectors based on requirements within two 

weeksô time. OOB integration is available to ServiceNow, Cherwell, BMC Helix ITSM and 

Atlassian Jira ServiceDesk. Solution has good support for a wide range of container-based 

platforms. SOAP, REST, SCIM, SAML, and OAuth API protocols are supported. Wide range 

of popular programming language SDKs for developers is also. The majority of Identity 

Anywhere functionality is accessible via REST APIs as well as some functionality via CLI. 

Avatier provides a universal UI of Identity Anywhere across different devices such as mobile, 

web, extensions (slack, MS team, chatbots, MS Outlook). The solution allows frictionless 

authentication via MFA and FIDO. A very impressive list of authenticators for user self-

service and admin access is available.  Passwordless authentication is supported by 

leveraging existing integrated MFA providers. The identity lifecycle management UI is 

modest and can be configured only by the admin. Access approval/ rejection is controlled via 

a risk-based mechanism where the risk scoring matrix is configurable. Access review and 

certification campaigns in process have a good overview and can be downloaded and 

exported into CSV files. 

Avatier is a privately held company that focuses on mid-market to enterprise organizations 

with customers and partner ecosystems located primarily in North America with growth in 

other regions. Avatier continues to innovate with its user-centric approach to IGA that covers 

a wide range of governance use cases. Planned features include a full compliance control 

integration by regulatory framework and creation of user specific dashboards for audit, 

compliance, privacy and security. Overall, Avatierôs Identity Anywhere container-based 

platform is an improvement in the IGA market. Organizations across the industry verticals 

seeking a solution to traditional IGA deployment challenges should consider Avatierôs Identity 

Anywhere. 
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Security Strong Positive 

 

Functionality Strong Positive 

Deployment Positive 

Interoperability Strong Positive 

Usability Strong Positive 

 

Strengths 

¶ Container based platform support 

¶ Identity lifecycle management 

¶ Strong target system support 

¶ Wide range of OOB reports available for major compliance frameworks 

¶ Good authenticator mechanism including passwordless authentication support 

¶ Flexible policy and workflow management  

¶ User friendly and modern UI 

Challenges 

¶ Limited but growing presence and partner ecosystem outside North American market 

¶ Multi tenancy not supported 

¶ User dashboards are currently not customizable but planned for Q4 2022 

 

 

Leader in 
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Beta Systems ï Garancy IAM Suite 

Based in Germany, Beta Systems AG offers its Garancy IAM suite consisting of Identity 

Manager, User Center, Recertification Center, Systems Center, Data Access Governance, 

Process Center, Access intelligence Manager, Password Reset and Password 

Synchronization. 

Garancy IAM suite supports on-premises as well as public and private cloud deployment, 

however, multi tenancy is not supported. The solution also supports hybrid installation with 

Garancy Identity Manager on-premises for identity administration and fulfillment, while IGA 

modules on cloud. The solution can be delivered as a service, virtual appliance, managed 

service and as a software deployed to the server. From 2022, support for container (Docker) 

based delivery is supported but hardware appliance delivery is missing. OOB integration to 

ITSM includes ServiceNow, Atlassian Jira ServiceDesk and BMC Helix ITSM. Garancy IAMôs 

all functionalities are exposed via SOAP, REST, SCIM, LDAP and XML APIs while SDK 

support is limited to Java and JavaScript. 

Garancy IAM supports a good variety of identity repositories. The solution specializes in bi-

directional connectors and powerful hybrid cloud connectors via SCIM. The solution supports 

SCIM and SPML for identity provisioning and deprovisioning. It offers strong support for a 

wide range of OOB connectors for on-premises and SaaS systems. No functionality is 

accessible via CLI, and developer portal is not available either. 

Good user self-service with wide range of authenticator options including passwordless for 

the admin as well and delegation of workflows are present. It has API based availability for 

micro services from this year, which allows orchestration for third party system. The solution 

supports reverting back changes after taking action, for example, deletion or reinstating of 

orphaned accounts. Strong support for wide range of IGA related OOB report types and 

reports for major compliance frameworks are available OOB. 

Garancy IAM has admin and developer focused UI. The solution uses a browser interface 

with strong support for analytics for auditing and reporting purposes. From 2022 it has a new 

widget feature to illustrate affected objects and entities. The solution also supports strong 

B2B onboarding capabilities. Currently, the AI is in development for assignment of 

entitlements. 

Beta Systems, founded in 1983, is a publicly listed company with a strong focus in the EMEA 

market. Its customers include mid-market and enterprise organizations with a relatively good 

share of small organizations. The partner ecosystem is limited outside EMEA with no plans 

soon to address these regions. Next features are focused on improving audit, a new SoD 

background validation service, and auto update of connectors with the target system. 
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Security Strong Positive 

 

Functionality Positive 

Deployment Positive 

Interoperability Positive 

Usability Strong Positive 

 

Strengths 

¶ Good Workflow customization flexibility 

¶ Strong user self-service support 

¶ Impressive list of connectors for target system support 

¶ Strong support for analytics 

¶ Good set of capabilities for Identity life cycle management 

¶ Support for Dynamic Authorization Management 

Challenges 

¶ Market presence focused in EMEA region 

¶ Limited but growing partner ecosystem 

¶ Limitation in devops and SDK support 

 

 

Leader in 
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Bravura Security ï Bravura Security Fabric 

Bravura Security, previously known as Hitachi ID, was recently acquired by the Volaris 

group. The Bravura Security Fabric supports identity lifecycle management automation, 

access governance, workflows, self-service identity, multi factor authentication, privileged 

access automation, decentralized credentials, and analytics. The common platform provides 

consistent UIs, database, connectors, and API throughout the other components in the 

Bravura Security Fabric. The current solution features self-service identity, federation and 

multi factor authentication, privileged access management, identity automation, privilege 

automation and decentralized credentials. 

The solution supports all major deployment and delivery models including docker 

containerization. Virtual machines are utilized for core service hosting on EC2 platform. 

Bravura Security provides a single tenant solution. Bravura Security uses a multi-region 

architecture which supports hyper graining. All the functionalities of the solution are exposed 

via SOAP, REST APIs as well as CLIs, which are used for rich and complex secret 

management scenarios. SDK support is limited to 75% via Python. 

Bravura Security Fabric supports all known identity repositories with the possibility to 

integrate with legacy solutions. The solution provides off-the-shelf universal connectors 

including support for SCIM, REST, and GraphQL. Strong support for OOB on-premises and 

SaaS connectors is offered.  Good user self-service with a decent range of authenticators for 

access is present with good support for FIDO2. The solution supports secure sharing of 

credentials, as well as onboarding for privileged and Just-In-Time (JIT) identities. 

Bravura Security is focused on Enterprise businesses with majority of presence in the North 

American market. The roadmap features include bringing AI and machine learning for identity 

classification, endpoint governance, anomaly detection, dynamic risk profiling, identity SOAR 

to the solution. 
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Security Strong 

Positive 

 

Functionality Positive 

Deployment Strong 

Positive 

Interoperability Positive 

Usability Positive 

 

Strengths 

¶ Strong Identity Lifecycle management capabilities 

¶ Good governance policies 

¶ Good features for role and SoD management 

¶ Strong support for access review and certification support 

¶ Good support for user Self-service access 

¶ Good deployment and delivery options 

¶ Good support for reporting options and compliance framework support 

Challenges 

¶ Limited presence outside North American market 

¶ Limited set of authenticator options for admin but good FIDO2 support 

¶ Quick approval processes missing, but planned in roadmap 

 

 

Leader in 
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Broadcom ï Symantec IGA 

Based in America, Broadcom is a manufacturer of semiconductor and infrastructure software 

products. It acquired CA Technologies in late 2018 and acquired the Symantec Enterprise 

business in late 2019. The former CA Security business is now part of the Symantec 

Enterprise Division of Broadcom. Broadcom's Symantec Enterprise portfolio includes 

Symantec Identity Governance and Administration (IGA), which consists of Identity Manager, 

Identity Governance, and the Identity Portal.  

Symantec IGA is delivered as a virtual appliance or can deployed to server as a software. 

The solution can be deployed on-premises, public or private cloud, hybrid, as well as offered 

as a license or subscription based. Around 75% of the functionalities of the solution are 

supported via SOAP, REST; SCIM, SCIM 2.0 or LDAP. SDKs are also offered, including 

Android, iOS, Java, C/C++, JavaScript, and AngularJS programming languages. The 

majority of the solution is delivered via SDK.  

The solution strongly supports all known identity repositories. The products, fully capable of 

operating in silos, offer a strong line-up of IGA capabilities, including user access 

certification, SoD, entitlement clean-up, role discovery, automated workflows and policy 

management, access certification. Also offered are an access risk analyzer & simulator that 

can estimate a user's risk score based on the change in the context of an access request 

along with SoD check at shopping cart. Symantec IGA's UI is modern and user-friendly, 

making it productive for users, given its helpful context advice tools. All the functions are 

available on the home page. A customizable form for creating identities based on the 

requirements is provided. Certification campaign history is available via the consultation 

feature. 

Symantec provides an entitlement catalog and shopping cart approach to usability. Strong 

support for out-of-the-box provisioning/de-provisioning is given for on-premises and SaaS 

applications. Customized connectors can be developed based on requirements.  

Broadcom has a global presence in the medium to enterprise market segment, mostly in  

North America. It brings with it a large set of integration partners. Support for all known 

languages is provided 24x7. The product has potential to grow in terms of deployment 

options and has a roadmap for integrating AI/ML for access requests and provisioning, social 

account linking/importing, enhanced preference/personalization management, progressive 

profiling, Terms of Service (ToS) Management and auditing. 
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Security Strong Positive 

 

Functionality Strong Positive 

Deployment Positive 

Interoperability Positive 

Usability Strong Positive 

 

Strengths 

¶ Broad range of authenticators for user self-service and admin access 

¶ Good capabilities for Identity lifecycle management 

¶ Strong Policy management capabilities 

¶ Workflow management  

¶ Strong UI for Mobile 

¶ Dashboard for analytics and reporting 

Challenges 

¶ Limited product delivery option 

¶ Limited support for OOB major compliance frameworks 

¶ Limited product delivery options 

 

 

Leader in 
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