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Purpose statement

This document provides an overview of features and enhancements included
in Real User Experience Insight (RUEI) App on Oracle Cloud Marketplace. It is
intended solely to help you assess the business benefits of using RUEI App
and to plan your I.T. projects.

Disclaimer

This document in any form, software or printed matter, contains proprietary
information that is the exclusive property of Oracle. Your access to and use of
this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with
which you agree to comply. This document and information contained herein
may not be disclosed, copied, reproduced or distributed to anyone outside
Oracle without prior written consent of Oracle. This document is not part of
your license agreement nor can it be incorporated into any contractual
agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to
assist you in planning for the implementation and upgrade of the product
features described. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions.
The development, release, and timing of any features or functionality
described in this document remains at the sole discretion of Oracle. Due to the
nature of the product architecture, it may not be possible to safely include all
features described in this document without risking significant destabilization
of the code.
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Purpose

Oracle Real User Experience Insight (RUEI) monitors real-user experience, can be used to define Key Performance
Indicators (KPIs) and Service Level Agreements (SLAs), and enables alert notifications when thresholds are crossed.

This white paper introduces RUEI as an app in Oracle Cloud Marketplace, and showcases how you can easily deploy,
and start the monitoring of the Oracle E-Business suite (EBS) Demo application (Oracle EBS 12.2.9 Demo Install
Image) running in the Oracle Cloud.



Introduction

Oracle Real User Experience Insight (RUEI) is a utility that reports real-user traffic from business-critical
applications. For more than a decade, RUEI has been helping enterprises to maximize the value of their on-
premises based Web infrastructures, by delivering insight into real end-user experiences. On the other hand, RUEI
in the Cloud has been a popular enhancement request. To respond to the increasing customer demand, we have
made the product available as an app on Oracle Cloud Marketplace. Setting up RUEI as an app drastically simplifies
the product installation process as well as monitoring cloud-based and on-premises applications.

RUEI App in the Oracle Cloud Marketplace is a pre-configured stack which contains the RUEI server and repository,
deployed on a single Linux host. By following the steps described in this paper, you can deploy RUEI on an OClI
compartment without undergoing traditional RUEI installation steps.

The sample application monitored by RUEI in this example is the EBS Demo application (Oracle EBS 12.2.9 Demo
Install Image), an app available in the Oracle Cloud Marketplace, deployed on the same Virtual Cloud Network
(VCN).

Once the RUEI App and EBS App deployments are completed, there are additional steps to configure Virtual
Ethernet Network TAP and Layer Two Tunneling Protocol (L2TP) tunnel, so that traffic flows from the EBS instance,
to RUEl instance.

Oracle Cloud Infrastructure (Region)
Availability Domain

Virtual Cloud Network

VM Instance - EBS VM Instance - RUEI

ORACLE
E-BUSINESS SUITE
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(Browser)
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Figure 1. RUEI and EBS deployed on Oracle Cloud Infrastructure
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Deploy RUEI App in an Oracle Cloud compartment

There are two high-level steps involved in the setup of the RUEI app: Deploy the app and Set Up the tunneling.
This section provides instructions on deploying the RUEI app on an existing compartment in the Oracle Cloud. First,
we will configure the Virtual Cloud Network, then launch the app from the Marketplace. The approximate time to

complete the RUEI app deployment is 30 min.

Configure the Virtual Cloud Network

1. Go to Oracle Cloud console using the URL provided in the Welcome email. Enter the user name and password
tologin.

ORACLE Cloud

Oracle Cloud Account Sign In

User Name

Password

Need help signing in? Click here

Figure 2. Oracle Cloud login screen

2. From the Main menu, select “Networking”, then “Virtual Cloud Networks”. In the Virtual Cloud Networks page,
select the compartment from the pull-down menu.

ORACLE Cloud Search for resources, services, and doct

Networking

Networking, g

Overview

FastConnect

IP Managament

DNS Managament

Ist Scope

COMPARTMENT

Bearch compartments -

Demo (roat) )

Figure 3. Main menu - Virtual Cloud Networks

3. Click “Start VCN Wizard”.

Virtual Cloud Networks in RUEI_demo Compartment

Virtual Cloud Networks are virtual, private networks that you set up in Oracle data centers. It closely resembles a traditional network, with firewall rules
and specific types of communication gateways that you can choose to use

Create VCN Start VCN Wizard

Figure 4. Virtual Cloud Networks in Compartment screen
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4. “VCN with Internet Connectivity” is selected by default. Click “Start VCN Wizard”.

Start VCN Wizard

_ VCN with Internet
= Connectivity

VCN with Internet
_. Connectivity and
' Site-to-Site VPN

Connect

Creates a VCN with a public subnet that can be reached from
the internet. Also creates a private subnet that can connect to
the internet through a NAT gateway, and also privately
connect to the Oracle Services Network.

Includes: VCN, public subnet, private subnet, internet
gateway (IG), NAT gateway (NAT), service gateway (SG).

l Start VCN Wiza l Cancel

Figure 5. Start VCN Wizard screen

5. The “Create a VCN with Internet Connectivity” page opens. Enter the basic information such as VCN name and
compartment. In the example below, the VCN name is “RUEI_VCN” and the compartment is “RUEI_demo”,
which is created in our tenancy.

NOTE: To create a new compartment, select main menu Identity > Compartments, then Click “Create
Compartment”

d Search for resources, services, and documentation ug|

Create a VCN with Internet Connectivity

) Comngursiion Configuration

Review and Create
Important: Before starting:

= Limits: Ensure your tenancy has not reached its VCN limit. See Service Limits.
+ Access: Ensure you have permission to work in the compartment you select

Basic Information

VCN NAME @

| RUEI_VCMN

COMPARTMENT (7)

RUEI_demo v

vtakatsu (roatVRUE] demo

Configure VCN and Subnets

VON CIDR BLOCK ()

10.0.0.0/16

Figure 6. Create a VCN with Internet Connectivity Screen
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6. Scroll down to find “Configure VCN and Subnets” section. Modify or accept the default values. Click Next.

— ORACLE ClOUd Search for resources, services, and documentation

Create a VCN with Internet Connectivity

o Configuration -
Configure VCN and Subnets

VCN CIDR BLOCK @

10.0.0.0/16
" t r VCN, tt
PUBLIC SUBNET CIDR BLOCK @

10.0.0.0/24

PRIVATE SUBNET CIDR BLOCK ()

10.0.1.0/24

DNS RESOLUTION
USE DNS HOSTNAMES IN THIS VCN

garn

jging Options

Figure 7. Create a VCN with Internet Connectivity Screen

7. Review the configuration and click “Create”.

Create a VCN with Internet Connectivity

Review and Create
© Review and Create

Oracle Virtual Cloud Network (VCN)

Name: RUEI VCN

Compartment: RUEI_demo

Tags: VCN: VCN-2020-09-01723:24:49

CIDR: 10.0.0.0/16

DNS Label: RUEIVCN

DNS Domain Name: RUEIVCN.oracleven.com

Subnets
Public Subnet

Subnet Name: Public Subnet-RUEI_VCN

CIDR: 10.0.0.0724

Security List Name: Default Security List for RUEI_VCN
Route Table Name: Default Route Table for RUEI VCN
DNS Label: 5ub09012325360

Private Subnet

Subnet Name: Private Subnet-RUEI_VCN

CIDR: 10.0.1.0/24

Security List Name: Security List for Private Subnet-RUEI_VCN
Route Table Name: Route Table for Private Subnet-RUEI_VCN
DNS Label: 5ub09012325361

Fabmssmin

Figure 8. Create a VCN with Internet Connectivity Screen
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8. Once the check marks are updated, click “View Virtual Cloud Network”.

Create a VCN with Internet Connectivity

Created Virtual Cloud Network

@ Review and Create

Creating Resources

» Create Virtual Cloud Network (1 resalved) Done o
» Croate Subnets 2 resolved) sone @
» Create internet Gateway (1 resolved) Done @
* Create NAT Gateway (1 resolved) Done @

rvice Gateway (1 resolved) Done

» Creato Route Tabie for Private Subnet (1 resonved) ne @
b Create Security List for Private Subnet (1 resolved) Done @
des (2 resolved) Done @

Subnet (1 resoived) Done @

()

Figure 9. Create a VCN with Internet Connectivity Screen

Configure Security List settings

9. Oncethe VCN is created, click “Security List”, which is located under “Resources”.

RUEI_VCN
i e | o D

VCN Information Tags

CIDR Block; 10,

OCID: __4uoihg

Compartment e

Defauit Route Table: Def 1o Taide for RUE

Created: Tue. Sep 1. 2020, 23:10:47 UTC DNS Domain Name: nushvin, orackevcn.con

Res Subnets in  Demo (root) Compartment

P—

Name State CIDR Block Subnet Access Created -

@ Available Publc (R

® Availabie 10.0.1.024 Private (Regiona)

Figure 10. Virtual Cloud Network page
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10. Click “Default Security List for < VCN name>" link from the table. This is the default security list for your public
subnet.

11.
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Search for resource

Virtual Cloud Network Delails » Security Lists

RUEI_VCN
Move Resource | Add Tags

VCN Information

Networking » Virtual Cloud Networks

Tags

CIDR Block: 10.0.0.0/16

Compartment: RUEI_demo
Created: Tue, Sep 1, 2020, 23:26:13 UTC

Subnets (2)

Create Security List

State
et Gateways (1)
net-RUEL VCN @ Available
Dynamic Routing Gateways (0
o RUEI VCN ) @ Available

OCID: _wacang Shov

t (Phoenix) v

Default Route Table: Default Route Table for RUEI VCN

DNS Domain Name: rueivcn.oracleven.com

Resources Security Lists /n RUEI_demo Compartment

Created

Tue, Sep 1, 2020, 23:26:14 UTC

Tue, Sep 1, 2020, 23:26:13 UTC

Showing 2 Items 1of1

Figure 11. Security Lists screen in VCN page

Select “Ingress Rules” link. Ensure that there is a security rule configured for the port 22 by default. Click “Add

Ingress Rules”.

Search fo resources, services, and doc

Default Security List for RUEI_VCN

Instance affic is controied by firewl rules on 8ach INStance in addition 10 this Secunty List

Move Resource | | Add Tags

Security List Information Tags

oCID: _getitg
Created: Tue. Sep 1. 2020, 23:10:47 UTC

Ingress Rules

Stateless ~  Source 1P Protocol Source Port Range
No 00000 TP A
No 00000 ICMP
i 0.00.0/16 IcMP

) Selectad

of Use and Privacy  Cookie Preferences

Compartment: ytakatsu (oot

Destination Port
Range Type and Code
2

34

Description

Figure 12. Default Security List for VCN page
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12. The “Ingress Rule” page opens. Enter the following entries to create new rules, then click “Add Ingress Rules”.

e Stateless: no, type: CIDR, source: 0.0.0.0/0, protocol: TCP, destination port: 443, description: web-https

e Stateless: no, type: CIDR, source: 0.0.0.0/0, protocol: L2TP, description: L2TP

Add Ingress Rules

Ingress Rule 1

sTTELESS (7)
SOURCE TYPE SOURCE CIDR e prRoToCOL (7)
CIDR s 0.0.0.0/0 TCP S
Specified IP
(4,29
SOURCE PORT RANGE OFTIONAL (1) DESTINATION PORT RANGE  OFTIONAL
443
Examples: 80, 20-22 Examples: 80, 20-22
DESCRIPTION OPTIONAL
web-https

Maximum 255 characters

+ Additional Ingress Rule

Add Ingress Rules Cancel

Figure 13. Add Ingress Rules Screen— HTTPS

Add Ingress Rules

Ingress Rule 1

smareLess (7)

SOURCE TYPE SOURCE CIDR e proTocoL (7)
CIDR b+ 0.0.0.0/0 L2TP +]

Specified |P addresses: 0.0.0.

P ad
DESCRIPTION OFTIONAL

L2TP

Maximum 255 characters

+ Additional Ingress Rule

Add Ingress Rules [Jie=RTeEl

Figure 14. Add ingress Rules screen—L2TP

13. Review the configuration change in the Ingress Rules screen for the default security list.

Ingress Rules
Add Ingreas Rules l
Source Port Destination Port

Stateless ~ Fource 1P Protocol Range Range Type and Code Allows Description
TCP traffic for ports: 22 S

No 0.0.0.0/0 TCP Al 22 SH Remaote Login Protoco
|
ICMP traffic fo

Mo 0.0.0.0/0 TeLE T 3,4 m
ments
't Fragmnnt w

No 10.0.0.046 IChP 5 !CMP traffic far: 3 Destinat
ion Unreachable

5 i TCP traffic for ports: 443 g i
No 0.0.0.0/0 TGP Al 443 HTTPS woh-https
Mo 0.0.0.0/0 L2TR LETE traftic (B
0 Selected Shawing 5 ltems Tafl

Figure 15. Ingress Rules Screen
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Deploy the RUEI App

14. Next, deploy the RUEI App from the Marketplace. From the main menu, select “Marketplace”, then
“Applications”.

ORACLE Cloud Search for resources, services, anc

Resource Manager

ecurity List for

Email

kglinstance traffic is controlled by fi

Move Resource | | Add Tags

Security List Information

Figure 16. Main menu — Marketplace, Applications

15. In the Marketplace page, enter “Real User Experience Insight” to search for the RUEI App in the All Applications
section. Click the RUEI App.

EX | x
Al Apgic AR A tiana
? All Applications
ORACLE
Orache Aeal User Experionce Stream
Any Nagight Anaylics
W Enprorivrrce Managuenl Orade Quider-Gate Sbwar
— Avaiyics
Ay
R ———— Ty it | Prica 1YL
P
Ay
Ak
- = by
ary -mw Desiiog
FOATINET
Fortidnalyzer Contralized Oracle Secure Global Deskiop Oracle E-Business Suite Choud
Manager
Crwurte, manage ared tondyare
appicatons and data in Omagie.. Cracie E Business Sune
Ty ¥mage | Prce: IV Ty imaga | nce frem
-

Figure 17. Marketplace page

16. Select the compartment, agree to the term and restrictions, and click “Launch Stack”

omace  Oracle Real User Experience Insight

Stack

Orache Real User Expenance insight provides you with powerlul analysts
of natwaork and business infrastructure. RUEI manitors real-user
sxperiance, KPls and SLAs, and sends alerts when the thresholds arm
reached,

Apmbema =

oo Providar Mara Apps Usags Instrsctions

Figure 18. RUEI Application page
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17. Enter the Name and Description. Optionally, you can select tags. Click Next.

— ORACLE Cloud Search for rese

Create Stack

@ stack information Your application will launch as part of a stack that includes the

infrastructure resources required to ensure that the application deploys
and runs properly.

NAME

Oracle Real User Experience Insight-20200901163100

DESCRIPTION

RUEI demo

CREATE IN COMPARTMENT

TERRAFORM VERSION

TAGS

Tagging is a metadata system that allows you to organize and track resources within your
tenancy. Tags are composed of keys and values that can be attached to resources.

£arn m

out tagging
TAG NAMESPACE TAG KEY VALUE

Oracle-Tags = CreatedBy > Oracle Real User Experie X

Figure 19. Create Stack page 1/5

18. In the “General Settings” section, select region, target compartment and availability domain.

Search for resources, services, and documentation

Create Stack

() Stack Information Configure the variables for the infrastructure resources that this stack will
@ configure Variables create when you run the apply job for this execution plan.

Review

General settings

REGION

us-phoenix-1 v
The region in which to create the RUEI reparter
TARGET COMPARTMENT

RUEI_demo v

The target compartment for the RUEI reportar ir

THE AVAILABILITY DOMAIN IN WHICH TO CREATE RESOURCES

xOIW:PHX-AD-1 e

The availability domain for tha RUEI reporter instance.

Figure 20. Create Stack page 2/5
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19. In the “RUEI reporter details” section, enter the RUEI password, select Instance shape, and enter SSH Public key.
You will need the SSH key in order to access RUEI instance. Refer to Creating a Key Pair section in the OCI
document for information on creating SSH keys.

i: Eiigiﬁiii Search for resources, services, and documentation

Create Stack

= RUEI reporter details
() Stack Information
o Configure Variables RUEI PASSWORD

Review

RUEI INSTANGE SHAPE

VM. Standard2.1 -

The shape for the RUEI compute instance,

BLOCK VOLUME STORAGE SIZE (GB)

SSH PUBLIC KEY

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDIMCWNxHSU1AyDJZwWGPYYLen

Use the comesponding private key to access the RUE] compute instances via SSH

Figure 21. Create Stack page 3/5

20. In the “Networking details for RUEI and Oracle Database” section, select compartment, VCN and subnet. Select
the VCN you created above. A Public subnet is selected in this example. Click Next.

Search for resources, services, and documentation

Create Stack

BLOCK VOLUME STORAGE SIZE (GB)
) Stack Information
T 600
@ Cconfigure Variables

Raview / t i T monded 0 GB. A lower vale e fec fe
SSH PUBLIC KEY

ssh-rsa AAAAB3NzaC 1yc2EAAAADAQABAAABAQDIMCWNXHSU1AyDJZWGPYYLen

Networking details for RUEI & Oracle Database

EXISTING VCN COMPARTMENT

RUEI_demo v
EXISTING VON
RUEI_VCN ~

EXISTING SUBNET COMPARTMENT

RUEI_demo v

BsTING SUBNET (7)

Public Subnet-RUEI_VCN (Regional) i

Figure 22. Create Stack page 4/5
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21.

22.

14

Review the configuration and click “Create”.

d Search for resources, services, and documentation

Verify your configuration variables, and then create your stack. The apply
job will automatically run to create resources specified in the
configuration. Due to limited space, we show only variables without
default values or that you edited.

Stack Information

Name Oracle Real User Experience Insight-
2020090163213

Description

Compartment ...2qskka Show Copy

Terraform version 0.12.x

Tags

Oracle-Tags.CreatedBy Oracle Real User Experience Insight-

20200831132723

General settings
Region us-phoenix-1
Target Compartment 2qskka Show Cor,

The availability domain in which to create  xOIW:PHX-AD-1
resources

Back

Cancel

Figure 23. Create Stack page 5/5

The “Resource Manager Job” screen opens, and the Job starts to run. This takes approximately 10 to 12
minutes to complete.

OoRACLE Search for resources, services, and documentation

ﬂ Whilu this ol bs ruring, unly parkial kigs are available. You can et a currgilete kg when i job is Snished

0 ormjob20201112221147

i Eut Jobr Cownboad Torralurm Configuration Auded Tags
L} 5
H Job Information Tages
i E T £nnAEE 80 tha AREICRNON RINNing oA This SEack. 5 tha Liaage instructions. Viw Linagn Instrustinns
i
OCH: | srndng Show Goo, Compantment: bestrs (0ot
Job Type: Apply Plan Job 10: Auvtomatically appeoved
Eitates @ In Progenss Warking Dirsctary: Net spacified
Start Tirve: Thu Moy 12, 2030, 221147 UTC End Time: BA
Fosources Logs
Logs. Show Timestamps
Vanabies

Figure 24. Resource Manager Job page - In Progress

Business / Technical Brief / How to Deploy Real User Experience Insight to Oracle Cloud and Monitor E-Business Suite / Version 1.02 ORACLE

Copyright © 2021, Oracle and/or its affiliates / Public




23. Once the job is completed, wait for few seconds and refresh the page. Repeat this until you see the “Application
Information” tab. Alternatively, click the “Stack Details” in the breadcrumb. Then click the “Application
Information” tab.

Search for resources, services, and documentation

Resource Manager » Stacks » Stack Details » Job Details

ormjob20201112221147
Edit Job || Download Tematorm Configuration Acd Tags
s
L] N
1 R M J Job Information | Tags
'
|

H [@) o connect to the application running on this stack, see the Usage Instructions. View Usage Instructions I

OCID: _f7n3xq Show Copy Compartment: testruei (oof)

Job Type: Apply Plan Job ID: Automatically approved

State: @ Succeeded Working Directory: Not specified

Start Time: Thu, Now 12, 2020, 22:11:47 UTC End Time: Thu, Nov 12, 2020, 22:21:67 UTC

Figure 25. Resource Manager Job page - Succeeded

24. Click the “Open RUEI” button. You can also see the RUEI URL on the screen.

= ORACLE Search for resources, services, and documentation

Resource Manager » Stacks » Stack Details » Job Details
ormjob20201112221147

Edit Job Download Terraform Configuration Add Tags

R M J Job Information Tags Application Information

Oracle Real User Experience Insight

User Experience Management using powerful Network Protocol Analysis NPA) technology

View Instructions

Resource Access Information

RUEI reporter system URL: https://129.146.96.  ‘ruei RUEI reporter private IP: 10.0.0.2
RUEI reporter public ip: 129.146.96

Resource OCIDs

Instance OCID of the reporter system: __64epysepbospena Show Copy

Figure 26. Resource Manager Job page — Application Information tab
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25. This opens the RUEI login page in a new browser tab. Alternatively, you can copy the public IP address from the

screen in the previous step, and type https://<public IP address>/ruei/ in the address bar. Enter “admin” as

a Username. The Password is the RUEI password you specified during the app deployment.

@ @ E Oracle Real User Experience X +

— C A NotSecure | 129.146.50." /rueifindex.php * O ® @

ORACL € Enterprise Manager -

Real User Experience Insight

Please login [129.146.50. ] 2
Options

Username: ‘ admin

Password: ‘........... ‘
= togr

Figure 27. RUEIl login page

26. You are now logged into the RUEI app deployed on Oracle Cloud. Congratulations!

® ® [& Oracle Real User Experience | X S
&« C A NotSecure | 129.146.50. /ruei/main.php?frminit=1 ¥ 0 8
System Help

BB Dashboard [§) Reports (P Browse data @E)KPIoverview i Configuration [l System
» Dashboard

New dashboard

To create a now private dashboard, select one of the ilable hboard s . System are provi with the RUEL is while public P are defined by the
Administrator for use by other users. Non-admin user can only defing their own private dashboard tempiates.

Published tempiates are viowable by external users via a generated link. When a template is defined as application, suite, or service-specific, all items on the dashboard are bound to the specified
fiter. Generic templates, on the other hand, deo not enforce any pre-configured dashboard filtor.

Templates
Add

Name
System
|8 Defaun

Published by Data access

Generic &

Figure 28. RUEI landing page
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Deploy the E-Business Suite App

Next, you will need an application that you monitor with RUEL. In this example, we will use Oracle EBS 12.2.9 Demo
Install Image to create another instance in the OCl compartment. The image includes EBS 12.2.2.9 and Oracle

Database 19c¢ running on Oracle Linux 7.

The deployment of the EBS 12.2.9 Demo App is not in the scope of this paper, but the details are documented in
the MOS note “Provision a New Oracle E-Business Suite Installation on a Single Node on Oracle Cloud

Infrastructure (Doc ID 2764690.1)".

2764690.1)

ORACLE" My ORACLE SUPPORT % PowerView is Clast Login: June 16, 2021 6:06 PM UTC  Switch to Cloud Support @ E0(0) ContactUs Help -
Dashboard Knowledge ' Service Requests | Patches & Updates | ' Community More... w 7 v @‘ »~
Give Feedback...
Copyright (c) 2021, Oracle. Al rights reserved. Oracle Confidential.
. Provision a New Oracle E-Business Suite Installation on a Single Node on Oracle Cloud Infrastructure (Doc ID 5To Bottom

This knowledge document describes how to use an image hosted in Oracle Cloud Infrastructure (OCI) to provision an Oracle E-Business ‘ ~
Suite Release 12.2.10 with Oracle Database 19¢ demonstration instance on a single virtual machine (VM) on OCI. o

‘es
The most current version of this document can be obtained in My Oracle Support Knowledge Document 2764690.1. (O No

There is a change log at the end of this document.

Section 3: Perform Post-Install Steps
Section 4: Take Steps to Further Secure Your Instance
Section 5: References

‘ v

Section 1: Before You Begin

Figure 29. EBS app setup instruction page

Was this document helpful?

‘ ' Document Details

In This Document 7 &
This document is divided into the following sections: ;‘t‘;’; REFERENCE
. PUBLISHED

Section 1: Before You Begin tﬁa:ﬂ::’or May 27, 2021

Section 2: Create Instance Using an Image from the OCI Console Marketplace Last Update: May 27, 2021

Information Centers

No Information Center available
for this document.

In this 30-minute tutorial, you will use an image hosted in Oracle Cloud Infrastructure (OCI) to provision an Oracle E-Business Suite ‘ ~| pocument References
Release 12.2.10 with Oracle Database 19c instance on a single virtual machine (VM) on OCI. No References available for this

1. Follow the step-by-step guide to find the EBS 12.2.2.9 Demo image in the Oracle Cloud Marketplace, configure
VCN and deploy the EBS App. The approximate time to complete this process is 30 minutes.

= ORACLE Cloud Search for resources, services, and docur

Oracle E-Business Suite 12.2.9 Demo

E;wm LE install | h;';;! Sottwars Price per OGPU
Suie nsiatl image L $
0.00m
™

Oracle-C-Business-5... &

Oracle E-Business Suite is a h sot of i global business e .
applications. The machine image provided by this app allows you 10 create a RUEI demo v
single-node instance of Oracle E-Business Suite Release 12 2.9 with example T o
data, for demenstration use
cation Devloomant [ e et e et i race Stancond e Vs

Launch Instance
Qverview Provider More Apps Usage Instructions

App by Oracle Support

Create a Cloud Service inslance (virtual machine} containing the Oracke E-Busness Suile Release 12.2.9 Contacts:

database and apphcation ters from the provided image. Use this single-node Vision demonstration instance to Support Hotline : [[1) 800.223.1711)
evaluate and teat standard functionality, and demanatrate the standard busineas flows delivered with the
applications. Also use it to become familiar with the technology components of Oraclke E-Business Suite 12.2
and train your sers,

Version Details

Version: 1229

Release Date: May 6. 2020, 00:00 UTC

wivd with Oracle E-Business Suite on Oracle Cloyd MOS [ ) JOAA260 1/ Uracle E-Husiness Sute 12.2.8

e E-Business Sufle natililion on &S00k Mo on Oaicks G T— Oracle Databage 12.1.0.2 Oracle Database 19¢
Oraele Linux 7

Related Documents

Figure 30. EBS 12.2.9 Demo Install Image page
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2. Inour example, the EBS App is configured on the same VCN with the RUEI app to simplify the security list
settings. This way the EBS web entry port can be added to the same security list that the RUEI reporter uses.

NOTE: See the EBS app setup document, section 3, step 3.5 for more details on configuring the VCN for the
EBS App.

Create Compute Instance
H VM.Standard?2.1
( lntel' Virtual Machine, 1 core OCPU, 15 GB memory, 1 Gbps network bandwidth izl

Configure networking

VIRTUAL CLOUD NETWORK COMPARTMENT

RUEI_dema ~

yiakatsu [rootVRUE_demo

SELECT A VIRTUAL CLOUD NETWORK

RUEI_VCN v
SUBNET COMPARTMENT

RUEI_demo s
yiakatsu (rootyRUEI_demo
suBkeT (1)

(33

Public Subnet-RUEI_VCN (Regional)
USE NETWORK SECURITY GROUPS TO CONTROL TRAFFIC @

@) ASSIGN A PUBLIC IP ADDRESS DO NOT ASSIGN A PUBLIC IP ADDRESS

Assigning a public IP address makes this instance accessible from the internet. If you're not sure whether
you need a public IP address, you can always assign one later.

Figure 31. Configure Network screen in the EBS 12.2.9 Demo Install setup page

Ingress Rules
Add Ingress Rules D
Source Port Destination Port

Stateless Source IP Protocol Range Range Type and Code Allows Description
TCP traffic for ports: 22

No 0.0.0.0/0 TCP All 22 SSH Remote Login Prot
ocol
ICMP traffic for: 3, 4 De
stination Unreachable: F

No 0.0.0.0/0 ICMP 3,4 ragmentation Needed a
nd Don't Fragment was
Set

No 10.0.0.0/16 ICMP 3 ICMP traffic for: 3 Desti
nation Unreachable
TCP traffic for ports: 44

No 0.0.0.0/0 TCP All 443 3 HTTPS web-https

[ No 0.0.00/0 TCP Al 8000 o raffctorponsiB0 gy j
No 0.0.0.0/0 L2Te L2TP traffic L2TP
No 0.0.0.0/0 TCP All 80 TCP traffic for ports: 80 web-http
0 Selected Showing 7 items 1of1

Figure 32. Ingress Rules screen in the Security List Details page
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3. The EBS app is configured as host + domain “app.example.com” by default. This is not an example, although it
could look like one. It is the actual domain name you need to refer to in the browser’s address bar, in order to
logon to the EBS application.

6. Configure Web Entry Point (Optional).
Use the configwebentry, sh script provided in the /u01/install/scripts directory to change the
default webentry point, which is apps . example. com. For instance, you could follow the steps in this example to
set the webentry point to myapps . example . com and access the application using
http://myapps.example.com:8000/0A HTML/AppsLogin

$ /ull/install/scripts/configwebentry.sh

Enter the Web Entry Protocol (Eg: https/http): http

Enter the Web Entry Host Name (Eg: public): myapps

Enter the Web Entry Domain Name: (Eg: example.com): example.com
Enter the Web Entry Port:(Eg: 443/80): 8000

Enter the ORACLE SID: (Eg: EBSDB): ebsdb

Running AutoConfig to complete the configuration

Enter the APPS user password: apps password (for example, apps)

Figure 33. Configure Web Entry Point step in the EBS set up documentation

4. The EBS app provides an option to modify the web entry information including the host and domain. In our
example, host + domain is “ebsdemo.demo.com”. This is the actual domain that has to be configured in the
RUEI Web interface, discussed later in this paper.

NOTE: See the EBS app setup document, section 3, step 3.6 for more details on how to modify the web entries.

® ® - yutakats — oracle@apps:/u01/install/scripts — ssh -i ~/rsa/id_rsa opc@129.146.1... |
=]

Enter the values for the following parameters to configure the Web Entry Point
Enter the Web Entry Protocol (Eg: https/http):

Enter the Web Entry Host Name(Eg: public):ebsdemo

Enter the Web Entry Domain Name:(Eg: domain.com):demo.com

Enter the Web Entry Port:(Eg: 443/80):8000

Enter the ORACLE_SID:(Eg: EBSDB) :ebsdbl

Figure 34. Command line interface — Configure Entry Point

5. Once the EBS app is deployed, you will be able to login to the application using the browser.

Legin ®

3 c @ i shadema.dema.com:80C

User Nama

SYRADMR

Copyright (c) 1958, 2017, Oracle and/or its afiliates. AN rights reserved.

Figure 35. EBS Login page
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Set up Tunneling

Tunnel Setup for RUEI

You have now successfully deployed the RUEI and EBS apps by following the steps in the previous sections.
However, at this point RUEI is not collecting any data yet. In this section, we will set up a Virtual Ethernet Network
TAP and L2TP tunnel, which allows traffic to flow from the EBS application to the RUEI instance. Note that the
steps in this section are specific to setting up the RUEI and EBS Apps in the Oracle Cloud. For more information on
tunneling, refer to the RUEI Administration guide Appendix B, "Setting Up a Virtual Network TAP and L2TP

- Y T

Tunnel". The approximate time to complete this step is 30 minutes.

1. Login to OCI. From the main menu, select “Compute”, then “Instances”.

i ORACLE Cloud

[2] core Infrastructure
Gompute >

Block Storage

Object Storage

Figure 36. Main menu > Instances

2. You will see two instances, assuming you deployed the EBS and RUEI in the same compartment. Click the RUEI

reporter instance link.

Instances

Search for resources, services, and doe

Dedicated Virtual Machine Hosts

Instance Configurations

ORACLE Cloud

Instances in RUEI_demo Compartment

The [ seryco eips vou ovision Vi and bare Metal SEtaRces 10 Mset yOUF COMpUTe Bnd SOCKCANon mOUreTants An
(VMs) st B rromtasl rslarces. The irge that you use 10 lreh an esbence delermnes 45 Opeabeg Syitemn e olher scfuars

.
Punning

y -
J  Funning

Figure 37. Instances in Compartment page

3. From the RUEI reporter instance page, note down the Public & Private IP address. You will need this

information later.

Public 1 Shaps

1214600735 VM StandandZ 1 1

15010106223 WVW.Sandard21 1

ORACLE Cloud

RueiReporter20200901235649

oo || eboot || £t | | mow Acsons =

Instance Infarmation

General Information

Awastatty Domain; 401
Faci Domain FD-2

Region: e

Launched: Ton, Sep 1, 2020, 234342 UTC

Compartmant:yiskatay ooty RUEL ceer

Oracte Cloud Agent Manngement: Enstied

Instance Details

Virtust Gloud Metwark

Matanance Rebost

o

Laurch Mod: NATVE

Mamtanance Ragovery Acton festion nitarcn

Shape Configuration
e —
ocBucamt 1
et Banciwish (Gl

| Memary (6B 15

| Loca Dink: Biock Sccape Oy

[

Figure 38. RUEI Reporter Instance page
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4. Next, connect to your RUEI instance using Secure Shell (SSH). In this example, a Unix-style operating system is
used (E.g., Linux or Mac OS). To connect to a running Linux instance from a Windows systems, refer to the OClI
document “Connecting to Your Instance”.

Open a terminal window, type the SSH command in the following format:
$ ssh —i <private_key> <username>@<public-ip-address>

For example,
$ ssh -i “/Users/demo/rsa/id_rsa” opc@158.101.16.xxx
5. Open the tunnels.conf file with an editor (E.g., vi editor).

$ cd /opt/ruei/tunnel/receive/conf
$ sudo vi tunnels.conf

Add a line with the private IP addresses for your RUEI and EBS, in the following format:

<Private IP of RUEI instance> <Private IP of EBS instance> - -

For example, if the private IPs for RUEI and EBS instances are 10.0.0.2 and 10.0.0.3, add a line as shown below.

10.0.0.2 10.0.0.3 - -

@ @ yutakats — opc@rueireporter20200901233338:/opt/rueiftunnel/receive/conf — s...

Tunnel config (space and/or tab separated) - each line defines one tunnel =
receiving-side-ip(local) transmit-side-ip(remote) [port-list] [tunnel-id]

ip: wvalid IPv4 address

?Drt—list: i|oNUMBER[,...]

i = incoming connections
o outgoing connections

tunnel-id by default is set to the transmit-side-ip
-: default / not set

Example: 192.168.1.2 192.168.1.1 - -

#
#
#
#
#
#
#
#
#
#
#
#
#
|
#
18.0.8.2 18.8.8.3 - -

"tunnels.conf" 16L, 413C 14,1 All

Figure 39. Command line interface — tunnels.conf
6. Save the conf file, then reload the service.

$ sudo systemctl reload ux-tunnel-receive

Now the service is started in the RUEI instance.
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Next, you will need to copy the RUEI Virtual Ethernet TAP and L2TP tunnel transmit helper tooling RPM (ux-
tunnel-transmit) to the EBS instance. The ux-tunnel-transmit RPM is already extracted in: /root/ruei/rpms/ux-
tunnel-transmit-*.rpm. The suggested approach to copy the RPM is through the "scp" from the RUEI Reporter
instance.

7. On the RUEI Reporter instance, as the "root" user, execute the following command to generate SSH identity:

$sudo su
$ ssh-keygen

Then execute the following command to display the generated key:

$ cat ~/.ssh/id_rsa.pub

® @® - yutakats — root@rueireporter20201103091537:~/ruei — ssh opc@138.1.153. i

[root@rueireporter20201103091537 rueil# ssh-keygen
Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256: pEvmUzCFfh9sdbLCKPs@9t7hQéeio/YiXi0I3xfFpldM rootPrueireporter2020110830891537
The key's randomart image is:

+———[RSA 2048]-——+

|
| |
| O & coa, o |
| .* 0.=0 E |
| .+0S0= +. |
| +0++0 0 . |
| 0=*=.0 . |
| . +++=+.0.. |
| ..o0+=00 O+.. |
+————[SHA256]————— +
[root@rueireporter20201103091537 rueil# cat ~/.ssh/id_rsa.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDE6jceS5ZS5FPIAybWisTZIzimfAw+gIVOd9HO/OBBFST
mZfVAhg3R3YGs9GpBXYCIUcg5vXjvndud@BVS71g2TajHcHX00ei7d26qrzAK7Ws s /+5a+dMgyPSYI/Q8p
SXb+0MoCoW6zG6zFASk/6qs8IAbo9zBM/27RA+GtANWSeBRqLG5FdGoGdUER4MgpO1/@9sSp2/+8YK2+571
dgxABbLQKz1fjKU4NK6VMINPsQhKd3iv+mn8oTmIFf11/RhG93xyZp8LBolPh3aRobhB5wcajbMZgezKo0
QAUpSNdIW/bDxG27HWaS8HHuxq8CH3VE71fqlg2P/XRIzNSLpWa/ rootfrueireporter202011630915
37
[rootPrueireporter20201103091537 rueil#
o

Figure 40. Command line interface — ssh key 1/2

8. Copy the content of id_rsa.pub to your clipboard (note that the content of this file consists of one line). You will
need this SSH identity in order to copy the RPM to the EBS instance in the next section. Do not close the
terminal window vyet.

[root@rueireporter20201103091637 rueil# cat ~/.ssh/id_rsa.pub
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDESjce5ZS55FPIAybWisTZIzimfAw+gIVed9HO/OBBFST

mzvahgsRaYquGpachIchvaj vndudﬂnllf\','| - AT oA S AR AT o _lll__.Al\f‘vI{Qap

SXb+0MoCoWéz6zFABK/6qs8IAbo9zBM/2  Open man Page 2+571

dgxABbLOQKz1fjkU4NKEVMINPsQhKd31iv+ Search man page Index ezKol

QAUpSNdJIW/bDxG27HWaSBHHuxq8CH3VE7 38915

3? ", . L i

[rootRrueireporter28201103891537 Look Up _SSh rsa MAAB3N23C1YC2E‘A"' |
Search with Google g
Paste

Figure 41. Command line interface — ssh key 2/2
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Tunnel Setup for EBS

9. Next, connect to the application instance monitored by RUEI. In this example, we use the EBS application
running in the same compartment. Log in to OCI, from the main menu, select “Compute” then “Instances”, and
select the EBS instance. Note down the Public and Private IPs.

From the screen, click the VCN name link located next to “Virtual Cloud Network:”. In this example, the VCN is
"RUEI_VCN". This will open the VCN page. Click “Security Lists” from the VCN page, then select “Default
Security List” link.

Search for resources, services, and documentation

EBS_instance-20200901-2030

Stop | | Reboot | | Edit

Tags

Instance Information

General Information

Availability Domain: AD-1

Fault Domain: FD-1

Region: phx

OCID: . y76uaq Show Copy

Launched: Wed, Sep 2, 2020, 03:31:43 UTC
Compartment: ytakatsu (root)/RUEI_demo
©Oracle Cloud Agent Management: Enabled (;

Instance Details

@m.l Cloud Netwark: FUE! VCH )
Maintenance Reboot: -

Image: Or.c
Launch Mode: NATIVE

Maintenance Recovery Action: Restore instance

Shape Configuration

Shanas AL Stnndnedd 1

Figure 42. EBS instance page

More Actions

¢ E-Business Sulle 12.2.8 Vision Imags

Instance Access

You connect to a running L

Usage information for this image

CPWIII: IP Address: 129.146.107 )

Username: opc

Primary VNIC

(Msu IP Address: 10.0.0.3 )
Network Security Groups: None Edit

Internal FODN: ebs-instance-20200901-2030..

Subnet: Public Subnet-RUEI VCN

Launch Options

NIC Attachment Type: VFIO
Remote Data Volume: PARAVIRTUALIZED

Firmware: UEFI_64

x instance using a Secure Shell (SSH)
connection. You'll need the private key from the SSH key pair that was used
1o create the instance.

Show Comy

10. In this example, L2TP is already set because the same VCN is used for both RUEI and EBS instances. If you
have a different VCN set for the EBS instance, add a new ingress rule for the L2TP protocol. Refer to the
“Configure Security Settings” section in this paper for more details.

Ingress Rules
Stateless ¥ | Source
No 0.0.0.0/0
Mo 0.0.0.0/0
No 10.0.0.0/18
No 0.0.0.0/0
Mo 0.0.0.0/0
No 0.0.0.0/0
0 Selected

Source Port Destination
IP Protocol Range Port Range
TCP All 22
ICMP
ICMP
TCP All 443
L2TP
TCP All 8000

Type and Code

Allows

TCP traffic for port
s: 22 SSH Remote
Login Protacol

ICMP traffic for: 3,

4 Destination Unrea
chable: Fragmentat
ion Needed and Do
n't Fragment was S
ot

ICMP traffic for: 3 D
estination Unreach

able

TCP traffic for port
51443 HTTPS

L2TP traffic

TCP traffic for port
s: 800D

Description

web-https

L2TR

ebs

Showing 6 ltems

1of1

Figure 43. Ingres Rules screen
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11. Open a terminal window, connect to the EBS instance using the below format.

$ ssh —i <private_key> <username>@<public-ip-address>
For example,
$ ssh -i “/Users/demo/rsa/id_rsa” opc@129.146.107.xx

12. On the EBS instance, as the "opc" user, open ~/.ssh/authorized_keys in an editor. (E.g., vi editor).

$ vi ~/.ssh/authorized_keys

® ) ® - yutakats — opc@simplews-rueireporter20201103091537:~ — ssh opc@138.1.14...
Last login: Sat Nov 7 11:54:24 on ttysee2 B

The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT2080580.
[yutakats-mac:~ yutakats$ ssh opc@138.1.145. -i "/Users/yutakats/rueimpdev-ssh/
202006-rueimpdev-opc"

Last login: Sat Nov 7 19:54:29 2820 from 209.17.41.
[opc@simplews-rueireporter20201103091537 ~1% vi ~/.ssh/authorized_keysl]

Figure 44. Command line interface — Authorized keys 1/3

13. Notice there is already at least one entry. Paste the contents of the id_rsa.pub file, which you copied from the
RUEI Reporter instance on a new line. If needed go back to the step 8 to copy the SSH identity to your
clipboard.

I N @ 7 yutakats — opc@simplews-rueireporter20201103091537:~ — ssh opc@138.1.14...

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCEAREYxJB4sFBEBNO413L2RREZONALITehuGMoye+3 B
up&wz jmEbr TwwEUZRb+DZghXrZugFRhpVTEeérQ] 34x0Q5aq/ JMIOVIO73THXu3dZ 6tz vkWiDl4ley /oM
1PzCPL/fCKCoFdgh8gEPXeFTHIKgbeSHWAdFIMASUUARThEZXEs6PXCZNLE/3T4Lzptlyvmjh03mao07y
B1Z/VsrymKpBUSAL1uVK4EJgsSEHSoRKUZ / ZkFgD0OU&FaVe29FESzL/ I19G+uxe4XXIHoBepIVizcaPaskt

| vOANFxVzfE4BcXRATFEKSDYMIbIXma3YHk?5RFxJullndwhNicIzSvArnI8&T4z opclrueimpdey

- Copy

.

Show Inspectar

—— INSERT — 2,1 All

- 4

Figure 45. Command line interface — Authorized keys 2/3
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14. The key is copied to the file. Save the file.

I O & yutakats — opc@simplews-rueireporter20201103091537:~ — ssh opc@®138.1.14...

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCEAREYxIE6sFEEENQ413L2ZRAEZONG1ITehuGMoyc+3 B
up&Wz imEbr IwwEUZRb+DZghXrZugFRhpVFEeéTO] 3AX0Sa0/JMIOVFO73THXUSMZa tzvkWiD 14 1ey /oM
1PzCPL/fCKCoFdghBqEPXeFfHIKgGeSHWEdF ImASUUaRThbEZXEs6PXCenLE/3T4Lzpt lyvmjh03mBo07 v
BLZ/VsrymKpBUSALlUVKAEIgs5EHSgPKUZ /ZkFgDOUGFaVe29FESZU/ I?6+uxe4XXIHoBepIVizcaPabt
vANFxVz FE4BCXRBFFEKSDYMIbI¥Xma3YHKkSERFxJullndwNicIzSvQrnI8Téz opclrueimpdew
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDES]cebZSEFPIAYbWisTZIzimfAw+gIVadYHO/OBEF
SfmZFVAhg3R3YEs9BpEXYCIUcgSvXivndudBBYST1gZTajHeHX00ei7d2Bqrz Ak TWs s /+5a+dMgyPSYT
JOBpSXb+0MoCowWbzGzFASK/ 6qs8IAbo9zZEM,/ 2JRO+GEtANWEeBRLGEFdByGdUERLMgpOL/ADsSp 2/ +AY
kZ2+5]1dguABbLQKz 1 jkUANKSvMINPaQhKd3iv+mnBoTmIFF11/RhG93xyZpELAolPh3aRobhBEwecajb
MZezKo0QAUpSHdIW/ bDxG27HWaSEHHUxgBCHIVET1fglo2P/XRIzNGLpWg/ root@rueireporterZa
2811030891537

—— INSERT -- 2,413 All

Figure 46. Command line interface — Authorized keys 3/3

You should now be able to open an SSH session from the "root" user on the RUEI Reporter instance to the
"opc" user on the EBS instance.

15. Go back to the terminal window of the RUEI instance. As the "root" user, execute the following commands to
discover the web services that are running in the EBS application.

$ sudo su (this will switch to the root user)
$ cd /opt/ruei/tunnel/receive
$ ./ux-tunnel-receive discover tunnel -c opc@EBS_IP -i IDENTITY_FILE >detect.info

For example,

$ ./ux-tunnel-receive discover tunnel -c opc@138.1.159.xx -i ~/.ssh/id_rsa >detect.info

The command output is shown below:

[root@rueireporter receivel# ./ux-tunnel-receive discover tunnel -c opc@138.1.159.xx -i ~/.ssh/id_rsa >detect.info
[localiinfo ] Auto detect VTAP/L2TP tunnel configuration of '138.1.159.xx'

[localiinfo ] Remote connection established

[localiinfo ] Detected OS: "Oracle Linux Server" - "7.9"

[localiinfo ] Start HTTP(S) port detection...

[remote:info ] Done HTTP(S) port detect (3 HTTP, 1 HTTPS of 23 open ports)

[localiinfo ] Detected HTTP(s) mirror ports:

- Port 17775

[localinfo ] -n/a
[localiinfo ] - Port 14443
[localiinfo ] -Protocol :HTTPS
[localiinfo ] -HTTP status : 200
[localiinfo ] -SSL version : TLSv1/SSLv3
[localiinfo ] -SSL cipher :AES256-GCM-SHA384
[localiinfo ] - SSL ephemeral: no-ephemeral
[localinfo ] -n/a

1

[local:iinfo
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[localiinfo ] -Protocol :HTTP

[localiinfo ] -HTTP status : 404
[localiinfo ] -n/a

[localiinfo ] - Port 17776

[localiinfo ] -Protocol :HTTP

[localiinfo ] -HTTP status : 404
[localiinfo ] -n/a

[localiinfo ] - Port : 8000

[localinfo ] -Protocol :HTTP

[localiinfo ] -HTTP status : 200
[localiinfo ] Detected mirror interface: ens3
[localiinfo ] Detected transmitter tunnel endpoint:
[localinfo ] -LocallP :10.0.0.101
[localiinfo ] - Receiver IP :130.35.13.xx

[localiinfo ] Detected receiver tunnel endpoint:
[localiinfo ] -LocallP :10.0.0.157
[localiinfo ] - Transmitter IP: 138.1.159.xx
[localiinfo ] Detected NAT for receiver IP
[localiinfo ] Detected NAT for transmitter IP
[root@rueireporter receivel#

16. Optionally, review the content of the info file. The information will be used to configure the Virtual Ethernet
Network TAP in the next step.

[root@rueireporter receive]# more detect.info
transmit: 130.35.13.xx 10.0.0.101 ens3 i4443,i7775,i7776,i 8000 10.0.0.101
receive: 10.0.0.157 138.1.159.xx - 10.0.0.101

17. Execute the command below to install the ux-tunnel-transmit RPM on the EBS host, remotely from the RUEI
server. RPM files can be found in the /root/ruei/rpms directory, on the RUEI instance host.

$ ./ux-tunnel-receive discover tunnel-install -c opc@EBS_IP -i IDENTITY-FILE -f detect.info -a ux-tunnel-
transmit-<version>.rpm

For example,

$ ./ux-tunnel-receive discover tunnel-install -c opc@138.1.159.xx -i ~/.ssh/id_rsa -f detect.info -a
/root/ruei/rpms/ux-tunnel-transmit-13.5.1.0.0-20210415.x86_64.rpm

[root@rueireporter receivel# ./ux-tunnel-receive discover tunnel-install -c opc@138.1.xx.xx -i ~/.ssh/id_rsa -f detect.info -a
/root/ruei/rpms/ux-tunnel-transmit-13.5.1.0.0-20210415.x86_64.rpm

[localiinfo ] Imported config (detect.info)

[localiinfo ] Install VTAP/L2TP tunnel configuration on '138.1.159.xx'

[localiinfo ] Remote connection established

[localiinfo ] Detected OS: "Oracle Linux Server" - "7.9"

[localiinfo ] Transmitted 'ux-tunnel-transmit-13.5.1.0.0-20210415.x86_64.rpm'

[remote:info ] (Re-)installing ux-tunnel-transmit RPM dependencies using yum

[localiinfo ] (Re-)installed rpm 'ux-tunnel-transmit-13.5.1.0.0-20210415.x86_64.rpm' on remote system
[remote:info ] Adding/updating transmitter tunnel configuration:

[remote:info ]* Local IP :10.0.0.101

[remote:info ] * Receiver IP 1 130.35.13.xx

[remote:info ] * Monitored interface: ens3

[remote:info ] * Monitored ports :i4443,i7775,i7776,i8000

[remote:info ]* Tunnel ID :10.0.0.101 (167772261)

[localiinfo ] Successfully updated tunnel configuration

[remote:info ] e ux-tunnel-transmit.service - LSB: Bring up/down RUEI mirror tunnel

[remote:iinfo ] Loaded: loaded (/etc/rc.d/init.d/ux-tunnel-transmit; bad; vendor preset: disabled)
[remoteiinfo ] Active: active (running) since Sat 2021-06-12 11:57:44 CDT; 56ms ago

[remoteiinfo ]  Docs: man:systemd-sysv-generator(8)

[remoteiinfo ] Process: 9244 ExecStart=/etc/rc.d/init.d/ux-tunnel-transmit start (code=exited, status=0/SUCCESS)
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[remoteiinfo ] Memory: 3.3M

[remoteiinfo ] CGroup: /system.slice/ux-tunnel-transmit.service
[remoteiinfo ] 9684 tund

[remoteiinfo ] L-10112 sleep 20

[remoteiinfo ]

[remote:iinfo ] Jun 12 11:57:44 2104-ebs-yutaka systemd[1]: Started LSB: Bring up/down RUEI mirror tunnel.
[localiinfo ] Successfully (re)started the ux-tunnel-transmit service

[localiinfo ] Adding/updating receiver tunnel configuration:

[localiinfo ] * Local IP :10.0.0.157
[localiinfo ] * Transmitter IP :138.1.159.xx
[localiinfo ] * Tunnel ID :10.0.0.101 (167772261)

[localiinfo ] Config added tunnel.

[localiinfo ] Multi tunnel receiver updating

[localinfo ] L2TP updating

[localiinfo ] L2TP updating '1' configured tunnels

[localiinfo ] L2TP tunnel #0: device 'ruei-mtun-00001" successfully added and linked to 'ruei-mtun'.
[localiinfo ] L2TP 'O tunnel(s) removed

[localiinfo ] L2TP '1' tunnel(s) added

[localiinfo ] L2TP update completed.

[localiinfo ] Multi tunnel receiver successfully updated.
[localiinfo ] Successfully updated receiver tunnel configuration
[root@rueireporter receivel#

Upon completing the steps above, HTTP traffic flows between the instances. If you see any errors running the
command above, consult the RUEI Administration guide Appendix B, "Setting Up a Virtual Network TAP and
L2TP Tunnel", "Diagnostics" section for troubleshooting tips.
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Set up EBS monitoring in the RUEI Web Interface

Now you are all set with the RUEI and EBS deployments and the tunnel setup. The final step, before you start
monitoring, is to configure the EBS suite in the RUEI web interface. This section walks you through these steps:

i. Create a “Suite” for EBS, which provides out-of-the-box monitoring capabilities for Oracle packaged applications

ii. Create a dashboard, to visualize the monitoring information
iii. Enable “Full session replay”, which allows you to deep-dive into the page details.

Create a Suite for EBS
1. Open a browser tab, login to the RUEI page, with the URL “https://<public IP address>/ruei/”.

2. Click the Configuration Tab, then click “Protocols” link, which is located at the second row in the table.

System Configuration Help

B8 Dashboard [ Reports ) Browse data @YKPI overview ( i Configuration ) B System

= Configuration = Security

{ security
@ General Name Description
y Collector profiles Manage Collector profiles for raffic capturing.
f& Applications !
& Protocols Manage protocol and port(s) for traflic capturing.
R Services ¥ Network fiters Set up filters for capturing specific networks/osts, VLAN, or reduce overall traffic.

Set the maximum accepted frame size.

4 Jumbo frames
Set up Collector data retention policy for applications.

G5 Service level management
{. Collector data retention policy

Security 4 Collector disk space usage Set up Collector disk space usage policy.

I‘ Collector profiles &) Replay logging policy Set up Collector logging settings.

$ z;ﬁ:’iﬁ‘&m_% B Collector encoding Set up character encoding for GET/POST URL arguments
..:. Masking Protect sensitive data by specifying masking actions.

Al Jumbo frames
{ Collector data retention policy %% SSL keys

";i..“ Collector disk space usage E.:} SSL certificate masking
2 Replay logging policy

2 Collector encoding

.. *: Masking

=y SSL keys

:{! SSL certificate masking

Manage your Web server's private key(s) for encrypling secure tralfic.
Manage your Web server's SSL cenificate masking.

Figure 47. RUEI Configuration page

3. Click “HTTP".

Profile: | System network data Collectors v | 4if Configure profile

Protocol Port
&% Forms socket mode « none »
(@& HTTP ) 80
& HTTPS 443

Figure 48. Protocols screen

4. Add “8000”", click Save.

Edit profile ports D =
Detaiis
Specify the protocol-specific port(s) on which
QEQ 10 listen.
Protocol: HTTP
Port number: l Add| ©
80 ]

Jowo )

Save  Cancel

Figure49. Edit profile ports screen
28 Business / Technical Brief / How to Deploy Real User Experience Insight to Oracle Cloud and Monitor E-Business Suite / Version 1.02 ORACLE

Copyright © 2021, Oracle and/or its affiliates / Public



R G T T

5. Click “Applications”. This opens the Application pane. Then click “Suites”.

System Configuration Help

@@ Dashboard [§) Reponis @ Browse data (@ )KPI overview i Configuration | System

» Configuration » Security » Protocols

{ security
@ General Protocol Port
(@ Aopicatons ) A 208000
f® Applications & HTTP 806000
&R Services & HTTPS 443

@ Service level management

Applications

¥ Single Sign-On

4% User flows

@ Custom dimensions

i~ Global session tracking
€ Enriched data exchange
[ Framework exceptions

Figure 50. RUEI Configuration page

6. Click “New Suite” icon.

System Configuration Help

8l Dashboard [@) Reports (@) Browse data @YKPI overview i Configuration [l System

» Configuration » Applications » Suites

7 security Search suites Search
@ General Please select the suite to view.
I ﬂ Applications Click a suite to view the suite pages.
B Services
New suite
@Y Service level management
Applications
fR Applications
[} 'Suites

i-[§ ebsDemo.demo.com
f§ Single Sign-On
4% User flows

& Custom dimensions
f~ Global session tracking
€ Enriched data exchange
e Framework exceptions

Figure 51. RUEI Configuration page — Suites

7. Enter the Suite name, domain and port. By default, EBS 12.2.9 App sets “app-.example.com” as it's domain.
You can customize this value during the EBS App setup. In this example, the domain name is
“ebsdemo.demo.com”. Click Next.

NOTE: “app.example.com” is not an example, but the actual domain set by the EBS app. Please see the EBS
app set up document, section 3, step 3.6 for more details on how to modify the web entries.

New Suite &0
Suite
Specify the suite name and fiter criteria. and click Next to continue.

Sutte name: *|ebsDemo.demo.com J

Find Domain: | ebsdemo.demo.com ‘
Find Port (8000 ‘
\
\

Find URL: ‘
Find URL Argument: ‘
Find Argument Value:

3‘/\‘ Find Cookie | ‘
o 57 % | Find cooke Valve

Wi
) &

Filter preview:
hitp(s)// ebsdemo.demo.com 8000 / *

Figure 52. New Suite screen
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8. Verify the entries for the “Suite” you created for the EBS application.

System Configuration Help

B8l Dashboard [@) Reports ()1 Browse dala @YKPl overview ¢ib Configuration [ System

= Configuration = Applications » Suiles
7 security 1§ Upload configuration

@ General Suite overview
Manage the criteria used fo identity the pages associated with a suite. Note pages not matching any of the defined suite criteria il be discarded.

= Applications

B Services
ebsDemo.demo.com

Narne:

(@ Service level management Data collection enabled: ]

Applications
& Applications Suite type: E-Business Suite
£ Suites Total pages identified: 408

- |ebsDemo.demo.com Last page identified: 18:36

£ Single Sign-On Last upload of configuration: nla
44 User flows

& Gustom dimensions
[ Global session tracking \dentification  Pages | Content messages  Users  Framework excoptions  Advanced

£ Enriched data exchange

[ Framework exceptions Suite identification

Spacily the scope of the suto. This is defined in terms of o or mors partial page URL matches. Pages will be assigned fo the sulte when a defined fiter matches a page's
URL.

Y Find Domain

Find URL Find URL Argument Find Cookie
ebsdemo.demo.com:8000 * * .

[#] « Add new filter »

Figure 53. RUEI Configuration page — Suite overview screen
Create a Dashboard

9. Click the “Dashboard” tab. Then click “Default”, located under “Templates”.

System Help

@ Dashboard  [§ Reporis P Browse data  EHKPI overview b Configuration [l System
= Dashboard

New
To croale a new privalo dashbodrd, 5eioct one of o avakabie dashboard lemplates. Systom templatos are provided with the RUE! instaiation, whilo publc lompiatos ans definod by the ASMiNiSratar for use by othor users. Nor-admin usor can
aniy dofine their own private dashboard tomplates.

Published lomplatos are viewabio by extomal users via @ gonoralod ink. Whan a tomplalo is definod as appicalion, 81, Of S0NVico-8pocific. all loms on the dashboand are bound 1 the specified fiter. Goneric lomplates, on tho other hand, do not
enforce any pre-configurod Gashboard fifor.

Templates
[ Acd
Name Published by Data access
Generic B

Figure 54. RUEI Dashboard page — New dashboard

10. Enter a name of the dashboard, select “Suite-specific” for Data access, “E-business Suite” for Suite type, and
the suite name you specified for the EBS above, for application. Click “Save”.

Add dashboard 2

Detalls

Specify the dashboard's properties, including if it should

@ be based on a template, and click Save 10 create it.
Name: i ebsdemo |
Template: [Defaun v
Layout [ 3 columns (25%,50%,25%) v/
Refresh interval: | 5 minutes v

Options

Data access: [Sulte-specific v/

Suite type: *| E-Business Sutte v|

Application: * | ebsDemo.demo.com v

Figure 55. Add Dashboard screen
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11. The Dashboard is created. Note it may take up to 5 minutes (by default) to see the traffic on the RUEI screen.

® O ® S Oracle Real User Experience I X+
&« C A NotSecure | 158,101.1€ frueijmain.php?frminit=1# * 0 » W :
System Help
EHDashboard  [§) Reporis ) Browsedata @)KPIoverview {ibConfiguration Jl System
» Dashboard
cosdemo -
/ Edit 5] Save as template T)Open in new window T Remove  [#] Add item Q [os1s
B Session origin Q@ kP QU © Pageviews/ Sessions @ o
Name Z Value . 5 Minute
- None found §1 3
.’ B Top applications ® Q@& 8
g
Application Sessions Page Views o
£0sDemo,.demo.com 1 30
: Proble Q1
=il o ol ow 16:00 18:10 18:20 18:30 18:40 18:98:55
Application Page Group Page Failed Views Legend
e G ©| 0@ eosDemodemacom (no value) (o value) 5 | [l sessons
Page Views B Top usage per user-id 0w I Foge vers
User ID Page Views Error Page Views (%) B Page load time (11
1% SYSADMIN 2 208 S M,
(o valug) ] 00 | §? iE
¢ £
£ H
2 g
3 £
& 5
S16:00 18:10 18:20 18:30 18:40 18:38:55%
Total: 6 s
Legend (Page Dellvery) [l Page Losa Tme (sec)
B contont Error [ crent Avon Page Views (%)
| B Cient Abort

Figure 56. RUEI Dashboard page
Enable Full Session Replay

12. Optionally, you can enable Session Replay to store the complete user session data, which allows you to review
each page viewed by the users during the session. Click “Configuration” tab. Select “Security”, then “Replay
logging policy”. Click the text “No replay”.

System Configuration Help

@@ Dashboard [§) Reports @ Browse data @KPI overview 4§ Configuration B System
= Configuration = Security = Replay logging policy

@ General Replay logging policy
Specify the default roplay action, and whether it should apply fo all notwork traffic, or to only specified IP address ranges. Note that any defined URL profix actions within the active IP range

= Applications
ovenide the dofault replay action.

o Services

@) Service level management Default replay action: No replay

Security Replay IP range: All IP addresses

1 Collector profiles
% Protocols URL prefixes  Replay IP ranges

Network filters
A Jumbo frames URL prefixes
3’ Collector data retention policy Specity the Replay actions that should be takon for specific URL contents. Note that the Roplay action for URL profixes that have the masking action *No logging” cannat be modified.
< glieciar disk ACe a8
Source value £ Action

[#] = Add new URL prefix »

[ sSL certificate masking

Figure 57. RUEI Configuration page — Replay logging policy screen

13. “Edit default replay action” window opens. By default, the session replay setting is disabled. Click the pulldown
menu, then change the value from “No replay” to “Complete logging”. Click Save.

Edit default replay action 2=
Details
A Specify the replay action that should be
taken for items not explicitly specified in
your URL prefix definitions.
Action: [(:omplele logging v ]
Save  Cancel

Figure 58. Edit default replay action screen
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14. Click “Browse Data” tab. Select “All sessions” from the pulldown menu at the lower left side of the screen,

then
select “Session Diagnostics”. Select your EBS suite for the “Application” filter, and SYSADMIN (or a user used
for logging into EBS) for the User ID. Click “Search”.

System Help
BB Dashboard [@) Reports (P Browsedata @)KPIoverview ¢ Configuration Jol System .
» Browse dala » All sessions » Session diagnostics
Day Week Month -4
From: 05Sep2020 Te: 05 Sep 2020 Filter on Value
Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su
1 2 3«8 12 3 46
7 8 9 101 9218 7 8 9 10111218
1415 16 17 18 19 20 14 15 16 17 1819 20
21 2 W B WU DR Dl
2 29 30 28 29 30
« Sop 2020 - = Sep
Today Clear day selecton
o0° « o7 0 09 w0 1 Session diagnostics
2 (B B E DD Search user rocords for the specified period using the available criteria. Wildcard characters (") can be specifiod for partial matching. Select a user record 10 view its
Office hours Cloar nour seloction | propertios.
e v
Applications rvis Search
J(an sessions v )~ Search filters
, [ i
T View selection Appicalior: |eosDemo.demo.com |:{ LN
User ID: [SsYSADMIN LN
" \_
Km_sasslon diagnostics ) p— i (&
Session diagnostics Session Glient Country: (=&
D Select user record ECID: ‘ |
r—Add more filters
Dimension level: [« Select » v
Value: | Add | @
Dimension level Value
No fiters
Search
Figure 59. RUEI Browser data page -Session diagnostics, Search filters screen 1/3
15. The session information is displayed. Select the date/time link under the “Period” column.
System Help
[ Dashboard [ Repons P Browsedata @EYKPIoverview i Configuration [l System
» Browse dala » All sessions » Session diagnostics
B | [ wnekc] | ioutle & O Found 1 item(s). -8
From: 05 Sop2020 To: 05 Sep 2020 Filter on Value
Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su i
T T s | Application ebsDemo.demo.com 1]
78 9 w0ni2m 7 8 9 10n 2 UserlD SYSADMIN b ]
14 15 16 17 18 19 20 14 15 16 17 18 19 20
212 23 N2 WY NNRBNEET
28 29 0 ‘ 28 29 W0
= Sep 2020 «
Togay Clear day selecton
w 1w Session diagnostics

0. EmEmOEmm -

Search user records for the specified period using the available criteria. Wildcard characters (*) can be specified for partial matching. Select a user rocord 10 view its

Office hours Clear nour selocton | properties.

W v
e : Dimension level:| « Select » v |Value{ [ .| Add |, Son:| Application Violation Page View v | =
__Applications __ Services —

All sessions vl Period User ID Client location Info

{Ef 05 Sep 18:27 - 05 Sep 18:56) SYSADMIN

Session Client Country: United States Appiication Vioiaton Page Views: 5

T View selection

|8\ Session diagnostics

Session diagnostics
K] Select user record

Session Client City: Cuperting
Session Client IP: 67.169,167.

Client Abort Page Views: 1
Contont Error Page Views: 5
Poor Page Views: 0

Page Load Time (sec): 0.5
Server Error Page Views: 0
Vioiaton Page Views: 6

Collection Error Page Views: 0
Contant Notification Page Views: 0
Network Eror Page Views: 0
Page Views: 30

User Violaton Page Views: 1

Vieb Ste Error Page Views: 0

Figure 60. RUEI Browser data page -Session diagnostics screen 2/3
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16. Select any session link to narrow down to the session details, or click the camera icon to view the session

System Help
[EBlDashboard  [§) Reporis @) Browse data  (RYKPioverview 4 Configuration Bl System
» Browse data » All sessions = Session diagnostics
Ty [ Week | | Month O © [ Exponsession pages (XLSX) | Expon sessiondata P -§
From: 05Sep2020 To: 05 Sep 2020 Filter on Value
UeTuMeThErges MeTuWeThFr e S Appicaton ebsDemo.demo.com bl
7 &9 0nazM 7 8 o w4293 Y UserlD SYSADMIN w
1415 16 17 18 19 20 14 15 16 17 18 19 20
A2 VNBWT N2 MBNT
28 29 30 1 28 29 30
- Sop 2020 -
Toda) Clear day selecton
Y ni = Session Activity Page Load Time (sec) Info End to End Time (ms) Time
Oluis e vw » EIEE @i 03 sl 20:04:53
- TOA_HTMUAPpSLocallogin s AppsLocailogin.jsp
Ottiea nours Giear nour selecton DEFAULTFORMNAME sp-0ased
WY
0.1 Jig) 20.04:53
Appiications Services AppsLocaiLogn.sp
All sessions Isp-based
) View selection @[ 0.1 Jis 20:04:53
10A_HTMLIAppsLocalloginsp AppsLocallogin.jsp
[8\. Session diagnostics DEFAULTFORMNAME sp-pased
. Ind = 65622
Session diagnostics Min 0.5 Sis) 20:05:19
[ Select user record OA_HTMUAppSLocalLogin jsp AppsLocailogin.jsp
DEFAULTFORMNAME Spbased
20:04 - 20:27 by SYSADMIN b} = - o
(67.169.167.224) b L
ORMNAME
s nd - 65622
B View o7 cote ORA-20002
@ [ Application Object Library 0.3 o] 20:05:20
s navigato MAINMENUREST
DEFAULTFORMNAME r0sp-vaseq
Objects Ind - 65622 =
Info & [ Application Object Library 0.2 Sig) 20:05:26
navigate MAINMENUREST
DEFAULTFORMNAME 1e5p-DaseC
ind = 65622

Figure 61. RUEI Browser data page -Session diagnostics screen 3/3

17. Here is the sample session replay page with the rendered HTML view.

A Not Secure | 158.101.16.88/ruei/main.php?frmWindow=wnd_session_replay#

Session Help
L Full session replay [3) HTTP content

Full session replay
[ Oracle iProcurement
[ Oracle iProcurement

Skip navigation clements to page contents

= ORACLE

[™ Oracle iProcurement Worklist >

[ Oracle iProcurement ‘ ‘I 3

[ Oracle iProcurement arnlng
[ Cracle iProcurement o

[® Oracle iProcurement This expense report failed payables validation.
[ Oracle iProcurement
[ Oracle iProcurement

[ Oracle iProcurement

Expense W38413 (791.00

Oracle Real User Experience Insight -[ Full Session Replay - UTC +00:00 |-

e |

a~
(1)

[ Oracle iProcurement
[ Oracle iProcurement
[ Oracle iProcurement
[@ Oracle iProcurement
™ Oracle iProcurement

Q000

fullAMName:HistoryTable

tid:HistoryTable

fullCustRef:HistoryTable

direction:N37

Na7:length

hidden
fwkAbsolutePageName

showNxtChkBox

hrfnehAwhiviChlRav

A AR P PN P P ) A A e

Problem || Retum Reassign More
GBP) Fixed to Information
Preparer Request

To SYSADMIN

SYSADMIN
Sent 03-Jul-2018 12:55:05
Due 06-Jul-2018 12:55:05

Expense Report for Marley, Jo
Individual's Cost Center 31400
Purpose Training
Expense Report Total 791.00 GBP

Page information ID 7961874 Default Cost Center Used No

49 Good loading time IIlStl'l.lCtiOllS

Page events

« DefaultFormName
AM TX ID FIELD Correct the errors and click Problem Fixed to validate this expense report again, If the errors can be
FORM resolved by the preparer, please provide specific instructions how to fix the problem in the Notes section

and click Return to Preparer to reset the Expense Report to a Saved status.

General Information and Setup Errors

00-20-31400-48000-000000-0000-; Value secured: You may only access cost centre 37572
» Approval Notes

User id: SYSADMIN; Time: 20:25; Load time (sec): 0.4 Objects: 1; Source: Storage

Figure 62. RUEI Full Session Replay page
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Conclusion

Real User Experience Insight is a passive monitoring utility that enables IT stakeholders to develop shared
understanding into their application users’ experience. It can be deployed to production without modifying or
instrumenting applications. By using the RUEI App in Oracle Cloud Marketplace, you can deploy Oracle Real User
Experience Insight on Oracle Cloud and quickly start the monitoring of your Cloud applications.
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