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Introduction

IDChelieveghereis a fundamental confusion or disconnect as it relates
the termsthreat dataandthreat intelligenceBoth can provide value, but
the difference is signdant, especially givethe current challenges facing
cloudandinfoSegrofessionals

Threat data isnade upof feeds or information meant to illuminate
security tools anthform professionals about the current reality of the
threat landscapeRepresentative products includeta feesor blacklists
of bad malware signatures, knowasbad IP addresses, bad websites,
disclosedsoftware vulnerabilies and other associated indicators of
compromisgloCs)More qualitative forms of threatata can includéhe
personally identifiable information of customers, raw code frumste
sites and text from news sources or social metiiaeat datacan be

AT A GANGE

WHATS IMPORTANT

IDC places a strong emphasis on the
difference between threat data and threat
intelligence. Threatlata must be made
actionable so it does not introduce
complexity and straimto an already
overworked and limited cybersecurity
workforce IDC believes that threat
intelligence is a differentiator now and will
become even more of or elevate the
security posture of cloud environments and
make them more resilient.

applied byinfoSe@rofessionaito create aroutcome The onus is on tHafoSegrofessional tainderstandhe value of
the datg apply the threatlatato a cloud environmentind subsequentiiake action

Threat intelligencés fundamentallydifferent. Threat intelligencefferingsactively applyhreat datato a cloud
environment to either illuminate maliciousness or to remove the noise createdibformedalerts essentially enabling
an outcome A threat intelligence offering is, bigfinition, a more intimate and integrated engagement.
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As a result ftreatintelligenceservicesanoften be a gateway to a larger

relationshipr perhaps a managed security service. Threat intelligence is sold - A threat irtelligence
sometimes as security information and event managemgBIEMsupplement  sanice shifts the

or in support for endpoint detection and response (EDRY.key heréor threat T .
intelligenceproducts andservicess thatthe onusfor empoweringand curating responS|b|I|ty er makln(
the datato enableactionable responseovesfrom the customer to the vendor threat data actionable
and the creation of an outcome becomes a sbaesponsibility Actionability is from the customer to
keysothreatintelligencedoes not introduce complexity and strain an already  the vendor. The
overworked and limitedhfoSecworkforce outcome becomes a

Benefits shared responsibility.

Thedistinctionbetween threat intelligence and threat data is far from academic as

organizatioslook to address the major challenges facing security operations

today;none of the problemshowsany signs of abating. First, there is an increasing chasm between the number of
gualifiedinfoSegrofessionals and thepen positions fothose roles. Thevorkforceshortage is acute, and it limits the
creativity needed to refine processes in teeurity operations centeSOE Second, tool sprawl is becoming

problematic. Recent evidence suggests that companies are lookpagetalownthe number of vendors their SO&

Third an SOC is always playing defense. The perimeter, business segmentations, and policies are established about
known premises. These processes are usually manually inteéBgieedefenses are idepth and layered, and the SOC is
designed to monitor and enforce its policies.

A weltcurated threat intelligence offeringpnmeetthese challengeJhreat intelligence services are designed to look at
an environment, accumulate data, and leverage the data to reduce the number of aléetsmgnoving their accuracy

A maturesecurity operations centevould ostensiblyrovide this function ai would shape firewall rules, write
integration through RESTful ARustomize policy, continuoustyonitor the network for securitgndperformarce
anomalies, and curate external threat feeds for an adaptive defenseavégust described an &hlsecurity operations
center, but few companies have those types of resourtie®at intelligence providehave unique or welturated
understanding of the environment oakie experience in integrating multiple platforms and can apply this expertise to a
client environment. A subtleut important point is thaisecurity operatiosteamwould have to have an orchestration
and automation fatform (either a discrete tool, an SIEM, aretwork access contrgblutionfor this function), but a
threat intelligenceprovider has already solved the automation probl&inally threat intelligence has an expanded
global vantage point. Differetitireat intelligence service offeringan anonymize different threat data from customers
that interact with their services or appliances, collect known malicious DNS sites and IP adur@ssEsporate
knowledge about threat actors. All of thesetiviteswould be onerous processes for individual SOC analysts.

Threa IntelligenceWas Oncethe Tool of Choice

Not that long agothreat intelligence was the most efficient and effective approacketaurity The discovery of malware
on"patientzera" (the first known victim of the malware) led to signature creation and subsequently broad distribution ¢
that signature. Competitive differentiation between security vendors was often based on the effectiveness of skilled
security researchsto identify and characterize new threats first.
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However cybermiscreants innovate as well, asstendrom nationstate actions such &tuxnet gave birth to targeted
attacks. The forefather of advanced threats, Stuxnet was an attaclSland Israelgovernments on Iranian nuclear
enrichment facilities in 2011 and was the first accredited time a cyberattack was specifically tailored to a targeted ent
The termtargetedadditionally implies sophisticatedhd the attack focused on taking advantagdaur specific
weaknesses in the Iranian IT systems to cripple the uranium enrichment facility. Such weaknesses labriddter
"zeroday vulnerabilitie$,as the weaknesses were unknown before the attack. Explelitdaame the rage, automating
the exploitation of vulnerabilities on victirachinesTargeted malware residdin an exponential increase in the
number of malicious binary variants. Ultimafehe threat intelligencesignature approach succumtto anexplosion of
malware variants.

Sirce the attackerthe tactics, techniquesind procedure§l TP} andthe weaknesses of our IT architecture are
unknown, many security toolakea completely different approach to threat detection. Instead of focusing on known
threats, the focudiasturned to known'good' activity. We establish statistical baselineslégitimateuser,application
and platformbehaviorssignificant deviation frorthe normal (anomalies) indicagg@otential maliciousnes3hususer
behaviorabnalytic§UBA was born Threat modeling godsand in handvith UBA. A key component to UBA is that an
analytics engine develops statistical baselines about the normal behavior of each entity on the rigisloik baseline
allowsthe analytics engin® establish context.

Although ithasnot beenthe primary differentiator in a UBA solution, threat intelligence remains an important
componentFirst, a threat intelligence offeringformsa normabaseline for each entity in the cliesnetwork. The need
for agents becomes ineasingly relevant agentsmay not be preferable or even able to be deployed. The inability to
acquire telemetry and context without agents listbrrelations to the statistical analysis and indexing of logs and/or
batches. Second, because threat ingeltice offerings should take in multiple log and flow data, the platform is
responsible for narrowing the number of alerts that its clients neextton. Redundant alerts and false positives are the
expressed responsibiligf the threat intelligence serge.

ThreatIntelligenceChanges theThreat Detection Game Again

Just as trends come and,go do the tools we apply &ecue our cloud environmentsThe use of threat intelligence is
coming back into vogu@lease dothget me wrong. Signatuigased detection as a primary source of detection is dead.
We crossed tat point long ag@smalicious binaries can be easily customized to have a single target.

However, although cyberattacks and malware have almost infinite variability, the TTPsltergltprisingly consistent.
Instead of focusing on malware, todathreat intelligencdéocuses on those TTHgpes ofnalicious activitiethat can be
monitored include remote control of an internal host, command and control actsxtyork and geolod#n, internal
reconnaissance of network systems and resoulmese-forcepassword attempts, correlation of data collection and
exfiltration, and encryption of network share drivesfact, he most currenMITRE ATT&CK Matiescribes 14
different tedhniquecategoriesised byanadversary to infiltrate and exploit an enterprise network. (Recethity,
Reconnaissance arigsourceDevelopmentcategoriesvereadded left of and befornitial Access It is a major
advantage to a software provider show on its dashboard wherea &OC analyst can moudik on a screen arse
the information map to the ATT&CK Matrix and the catalog of techniques.
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Thusghreat intelligencecan change the threat dection gameAnomalybased detection is still importartiowever it

can be problematic as the comprehensiveness of the task can be misailgition, anomalybaseddetectiorls
Achillesheel includedalse positivesind false negativdsecausaletections are not deterministic but instead based on
probabilities Just because something is anomalous does not necessarily mean that it is makeioies, UBA

platforms get stronger the more data that you feed them. Obviously, that means thenaseent stage in deployment
where a UBA platform does require other tools while itsetes.Without proper controls, repeated bad behavior

begins to lookike non-anomalousehavior creating a false negative concefihis is an acute concern for batkta.

Finallyjt may be possible for a sophisticated hacker to undermine the platform by adding so much meaningless data
as the analytics engine is analyzing data streams, the true intention of the adversary remains hidden (roughly akin to
buffering error attack).

Threat intelligencean instead inform detection. Instead of scanning an entire environmeagttimtelligence can turn
the focus to specific aspects of an IT architecture and specific proaistsesng maliciousnedsy analyzing segnces
of instructions, processesr operations Subsequentlythreat intelligence cashowthe potentialmovements of a
motivated adversangnd suggest accepted response techniques.

What is requiredo transformthreat intelligencanto threat detectior? Threat intelligence providers will ideally focus on
a few core strategies:

» Threat intelligence has tdrive actionableresponse Based on the definition, this woube intuitive, but services
are differentiated based on the ease of enabbogcomeslf threat intelligence comes to the security operation
center as a CSVilg, it has limited udaility. Threat intelligenchas to be ported directly to the firewall as joyt to
an orchestration engine to be used in SIEM, firewattsision detection systems/intrusion prevention systeims
endpoins (possibly) and for use in playbooks; or to IT/SecOps ticketing. Threat intelligence should provide cont
around theloCuse cases. It should also be specific to the organization and what it means for that particular
customer.

» Threat intelligence should bdesigned for the customers it serveéRere will almost certainly be times when the
company will need support with cogfirations, greater understanding of threat reports, or to extend the platform
to account for new data sources. Considering the native tongue of a threat actolrtiefpsprofessionals to
understand and develop morecomplete pictureof threats emanatiy in social media or on the dark web. The
ability of support staff to speak Farllandarin orother languages when appropriate makes a difference.

» Finally, price mattersThe actionablaspecbf threat intelligence requires us to consider the outcome tre
investmentneededto enable that outcome. It is not uncommon for a threat intelligence offerirsged at
$100,000 per installation and go up from thekdthough threat intelligence can demonstrate real value, no
organization lives a world of limitless resources, and the reality is that threat intelligence services have to
compete for static dollars with other securdfferings
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ConsideringOracle

Oracle has been on a tear as of late, introducing new security offeringsvatrisli pace in its efforts to differentiate itself
asthe most securand trusted cloud providelts latest offering is itsew Threat Intelligence ServicEhe dfering is
straightforward. Oracle curates threat data from four primary sources:

» Oracle tebmetry and investigations
» Opensourcefeeds (Tor, abuse.ch, etc.)
» Honeypot network

» CrowdStrikgoartner intelligence

Oracle subsequently takes the curated data and applies it@atdeCoud
Infrastructure(OCl)InfoSegrofessionalsan then quicklyrad easilyget the Qustomers are able to
benefit from threat intelligencebased detections in their environmerts Oracle  actualize the benefits of
leverages gown InfoSeqrofessionals and threat researchers to architectand  Orgclé expertise in
deliver the offering, customereapthe benefits of Oracle expertise in defending defendin g its own clouc
itsown cloud environmentsncluding tserved telemetry and threat research . . i
teams spanninis softwareasa-servicgSaa% platformasasenicePaagand ~ €NVIronments, including
infrastructureasa-service lgagofferings The result ifigher coverage across observed telemetry anc
feeds and fewer false positivéshe insights are curated to besscriptive with threat research teams
overall confidence assessments based on source, frequency, quality of Sjghﬁ“%panning its SaaS, Pas

and recencyo help analysts prioritize alerts .
Johelp analysts p and laas offerings

Although thentegration and automation of Oratsecurity expertise is

compelling, the time to value is the clearest and most differentiating benefit. The

offering has oubf-the-boxintegrations with Cloud Guard to reduce complexitith plans to expand integration into
other OCI servicel addition, asThreat Inteligence Servigean organic component of Oracle Cloud Infrastructure, the
need tomanage your own data is eliminafealong with the resulting complexifyinally the threat intelligence service is
provided at o additional cost as infree. Oraclés approaclisto raisethe security conversation to one of resiliency,
makingthe cloud environment more secure by designabling curated and readily actionable threat intelligence is one
way to make OCI saffeom the ground up

Looking to extend threaitelligenceinto action, Oracleecently launchedCloud Guard Threat Detectar cetection and
responseservice inforned byreaklworld attack tactics, techniqueand proceduresCloud Guard Threat Detectamns
targetedthreatmodels aligned with the MITRE ATT&CK framework, looking for maliciowd EBsigning rigcores
based on attack progression

Cloud Guard Thet Detectoris informed by data from the Threat Intelligence Sendetivered with oubf-the-box
integration across OCI and other Oracle properligg. service is native to O@ith curated and managed behavioral
models anchored in the MITRET&CK framewaraindit delivers unifiegorogressiorbased scoring for effective alerting
with low noiseFinally as Oracle is highly motivated to aiguishOCI as the most se@rloud environment, it is offering
the Cloud Guard Threat Detectioee d charge for paid tenanciés motivate adoption.

—_ C
— I D #US48946022 Page5



IDC TECHNOLOGY SPOTLIGHT The Threalntelligence Renaissance: Threat Data to Threat Intelligence to Threat Det

Challenges

The key challenge to th@racleofferingsis thatthey arenew.Newoften makessecurity and cloud professionals

nervous, everconingfrom an organization the size of Oraddthough the native integrations and threat intelligence

will provide quick time to value, the platform may hdakecupsas it maturesin addition, if a customer is wedded

some of its current threat feeds, integrag themmay take time Also the Cloud Guard Threat Detecisilimited in the
number of use cases that it currently addresséthpugh itwill clearly bestrengthenedas Oracle introduces additional
use case models over tinfénally, the Oracle offerings only add value to OCI. As multicloud is the rule rather than the
exception, additional toolsaybe required tgprovide standardized multicloud SOC analysis capeiliti

Gonclusion

Delivering ananaintainingsecure cloud environments can be challenging. Qittesnot the hard costs but soft costs

that can be the most vexinghisis the reason IDC places such a strong emphasis on the difference between threat da
and threat intelligence. Threat data must be mag#onableso itdoes notintroduce complexity and strain an already
overworked and limitedhfoSecworkforce.IDC believethat threatintelligencesa differentiatornow and will b&eome

even moreof oneto elevate the security posture of cloud environments and make them more resilient. Oracle is
addressing thehallenges described in this papeid positionindnfoSeqrofessionals to secure OCI environments.
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