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Disclaimer

The following is intended to outline our general product direction. It is interidéatriwaition purposes

only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions. The development, release, and
timing ofany featr es or functionality described for Oracl

Oracle.
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Service Catalogs enable the evolution to enterprise cloud

The promisgof cloud computin@ greater agility, less risk, and lower itaatsreal, but

their realiationdepends on the approach you addgaking the full transformation to

an enterprise cloud may take several years, and will affect many aspects of organizations
and roles, processes, policies and service delMany. enterpriselsave sacessfully

organizd their transformation into a phased apprdaahevolutionto enterprise cloud.

Traditional Silos

= Physical

* Dedicated &
heterogeneous

= Static with

Standardized
Platform

= Standardizedhardware
and software stack

= Standard deployment
configuration

Consolidated
Platform

= Shared & secure central
datainfrastructure

= Dynamicoptimizations &
resource mgmt

Service Delivery
Platform

" On-demand, resilient, and
tiered self-service

" Rapid service elasticity
and automation

One Cloud

= Fullydynamic and
unified resource pools

" |Tascloud broker:
arbitrationand

brokerage
= Secure hybrid cloud
integration (vendors,

= Automated systems
management

" Metering, automated cost
allocation & chargeback

disconnected analytics u Catalog of database
services and service

levels partners, etc.)

(E— C e (@— o\ -
Siloed Standardized Consolidated Private DBaaS Federated DBaaS

Lower Risk Lower OpEx Lowe pPEX Higher Agility Fully Optimized

Figure 1 Evolution to enterprise cloud

The first step of this transformation is standardization, and one of the key dsliverable
that supports standardization is a service catalog. A service catalog is a collection of
documents and artifacts which describe the services an IT organization provides, and
specifies how those services are delivered and managed.

Standardized seres can be deployed more quickly and repeatably than custom services.
This benefits consumers directly since they have faster access to more reliable services,
while the provider spends less time with the nuts and bolts of provisioning, and can focus
on hghervalue initiatives.

During its lifecycle, a standardized service will behave predictably during maintenance,
unplanned outages, and under system load. Consumers and providers will have common,
documented expectations for these scenarios.

Moving to a standardized environment is a significant change with important benefits. If
done properly, standardization also paves the way for further steps. For example, if most
deployments use the same operating system and database version, rittas easie
consolidate those deployments together into a shared operating environment.
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The service delivery phase of the evolution focuses on dynamigripelicyesource
management. If the standardized components support those capabilities, thea enabling
service delivery model is a simple matter of activating the supporting features and options
of the environmeri no upgrades or rearchitecting are needed.

Effective standardization

The effectiveness of standardization depends on several factonsigf®@essume that
the more rigidly standardized an enterpris

possible to meet al |l of a |l arge enterprise
option. At the other end of the spectrum, each departmdéahciional team cannot
create individual ostandardsoé that simply d

For standardization to be effective, it must

1 Apply across the entire enterprise
1 Satisfy the majority of current and future use cases
1 Allow for but minimize exceptions

When properly implemented and maintained, a service catalog enables effective
standardization:

Enterprise-wide, end-to-end view of the IT estate

Each enterprise needs a single source which defines what IT provides, andhgpecifies
components and processes that support those offeriagsthe single source of
information, the service catalog can be audited for consistency and uriiformity
standardization (or its absence) can be readily seen. This facilitates the creation and
enforcement of standardization.

Clear and consistent terminology defines all service oféettiggnables consumers to
understand what each service provides (and does not provide), and the cost of each
service. Services can be compared to otheresepath within the enterprise and to
external (public cloud) services where appropriate.

Fulfill the majority of current and future use cases

Services should be designed that meet current and future consumer needs. To make this
happen, the service offerings should be developed and evolved collaboratively between IT
(hereafter referred to as the opumeirdéyo) a
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When the provider and consumers meet to define and evaluate the offerings, consumers
have a forum to provide feedback and to understand new offerings and collections of
services. The provider has a framework for refining the service ofiedngs
opportunity to guide consumers to appropriate services and beneficial behaviors.

Allow for but minimize exceptions

Some degree of flexibility must be available to accommodatandard casesjch as
legacyapplicationor exceptionatesoure requirementsDefining a methodology for
identifying and handling such exceptions is a necessary aspect of standardization and
should be documented in the service catalog.

The exception process must not be too cumbersome, or administering it will be time
consuming and contentious. Consumers who need an exception could choose to take
their workload el sewhere (e.g., into a publ

And, it must not be too generous, or consumers will not be compelled to adopt the new
standards, but will be content to keep doing business as usual.

Finding the right balance between-qmersumer flexibility (low standardization) and
business agility (higltandardization) is possible only when consumers and providers
collaborate to develop and evolve a framework that is consistent for all stakeholders and
can be adapted over time. The service catalog and its proper management meet those
goals.

Service catalog overview

The catalog is divided into different components for different audiences. Collectively, the
service catalog provides an-tndnd view of the entire IT estate and its management.

1 The business catalog provides consumers with acsdesieription of the salient
features and costs of available services

1 Selected services are exposed inseselfe catalog, allowing consumers to
independently provision those services on demand

T The technical cat al daegtodegloyihngraed mamagingi der 0 s
services
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1 Criteria for identifying and handling exceptions are specified

Business Catalog Self-service Catalog

*What does the service provide QEIi « On demand portal of

Exception = .
H dF:' « -Service levels and costs O — » selected items from the
andling ' . — Business Catalog
L +Should fit on one page «O =
» Criteria for
identification +Hide deployment complexity

3 L 3 (1

«Custom build to Technical Catalog

requirements
« How is the service provisioned and maintained _

» Custom pricing
- Deployment template

*Processes

Figure 2: Service Catalog Components

Business catalog

The business catalog is the consumersdé Vview
more service offerings will be defined. Often they are labeled with a scheme such as
Bronze/Silver/Gold to provide a hidavel differentiation. For each servite

capabilities, policies and procedures of the service are documented in formal terms that

are relevant to the consumer.

The definition for each service offering should include:

Description of the service offering, in business terms

For each senaccategory which defines theviser an explanation of the level of
service provided

1 How to order, change, learn more about the service offering

T
il

We will examine the different service categories that comprise a service offering in
followingsection.
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Self-service catalog

An enterprise may wish to offer some of the services from the business catalog in an on
demand, seHervice model. This will usually be a subset of the business catalog, i.e.,
those services wsllited for full automation, and see@ that are provisioned and
deprovisioned frequently. Database services for test and development are a common
example. More complex configurations, such as those with unique compliance or
performance requirements, are not usually offered irsersedf catalog.

The seHservice catalog will be an interactive portal through which consumers can deploy,
monitor and manage serviceslemand.

Technical service catalog

The technical service catalog is the provi
manage each service offering. For each service, there will be a standardized deployment
template. The template includes every detail needed for provisioning the service: database
edition, version, patch level; number of database instances; configaratizeters;

options to be enabled (such as encryption to support a security requirement), and so on.

Ideally, the template should be fully portable so that the service can be deployed in a
private or a public cloud. The template would specify anywrarraguired to address

the differences between the two provisioning models. There will also be variants to
describe instaiations of the service for the different consolidation models in which
services can be deployed.

Exceptions

It is unrealistic t@xpect that a service catalog can provide standardized offerings that
address every possible service that a business may need. In fact, trying to enumerate every
possible service variant will lead to a complex and confusing catalog. Instead, service
attibutes that trigger an exception should be spelled out, along with the responrse to non
standard requests. Unique sizing or isolation requirements are typical examples of such
triggers.

However to encourage customers to adopt the standard servicagptenegrocess

should be less agile and more expensive than for standard services. By designing services
which address most current and future needs, and encouraging their adoption, exceptions
can be minimized to perhaps fewer than ten percent over time.
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Case Studies

Our discussion so far may suggest that designing an effective service catalog is a simple
process that will produgery similaresults from oneasdo the next. To the contrary,

we will see a wide variety in the customer exampldslltha. For each case, we will
highlight one or twatemswhich illustratehe range of choices #dable to a catalog
designer.

1. Extreme standardization at a large commercial bank

A large bank begam axtensivdaransformation of its IT estate in 2008. One of their

guiding principles for their transformation has been to enforce strong standardization.

Thi s i s reflected i n the DbankodsOrdtleghly st
Databasefferings

Customer Case Study #1 Large commercial bank
Effective service catalogs can be very simple

QO Use Case Production/ Test Mission Critical
} | Designed formaximum availability
o0 Availability Scheduled downtime (not always taken)
Mostmaintenance online
Business DR Y
Catalog Costmodel Monthly pay-as-you go for CPU
Database Schemain Oracle RAC RLEHE R L (D EEC
cluster
Technical DR Active Data Guard async
Catalog Backup RMAN and Flashback

Figure 3: Service Catalog for a large commercial bank

Obviously, it is very easy for consumers to choose a service. And it is very
straightforward to provide the seleedice. The costmodel is also very simple, and

reflects thebank 6 s deci si on t o | ever age t he eco
consolidatiorby providing every consumer with the same high degree of availability and
disaster recovery protection.
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If a database service cannot be provided by the two choices a&lnave fank creates a
custom deployment. This process (intentionally) takes longer than deploying a service
through the service catalog, thereby allowing but discouraging exceptions.

2. Security options for database services at a northern European bank

A worldwide bank based in northern Europe has developed five service levels which
address about 80% of their Oracle Database deployifieetsbusiness catalog reflects
a commorway to addresgecurityd it is handleadrthogonallyo other serviceategdes

Customer Case Study #2 Globalfinancial services company

Qo Securityis usually handled as an orthogonal service level
=
=0 A B Cc D E
Use Case Statistical, HRM, Ac_counting, Mail, cu_stomer Interr]et,
background devitest intranet facing banking
Uptime 98% 99% 99.5% 99.99% 99.99%
Availability RTO 12hrs 4hrs 2hrs 1hr 0
RPO 24 hrs 0 0 0 0
Disaster RTO 14 days 84 hrs 12hrs 2hrs 0.5hr
Recovery RPO 5 days 0 0 0 0
Security Securityclass1,2or3
Support hrs X days 9x 5 9x 5 10x5 16x 6 24x7

Figure 4: Business Catalog for a global financial services company

The security classes are constructed to comply with relevant mandates from the national
banking system. All three security options are applicable aeagdable for all of the

service levels. When a particular service is provisioned, the selection of the security class
is made by an oversight group.

Also, note thathe service use cases give consumers helpful guidance for their selection.
Recovery gbctives and support hours are detailed so consumers know what to expect in

t he event of a | ocali zedscfadiel uirreci deAY ai(ladal

Recoveryod).
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Al t hough 906s are wused to describeotavail abi
emphasized dhe bank. Several cave@sy., not applicable outside of support hours)
make the 906s yardstick | ess relevant than t

The technical catalog informs the provider (IT) of the databagguration and
supporting options:

Pre-defined templates for security classes

Service Levels

A B C D E
Database RAC One Node ‘ 2-node RAC

Replication None ‘ Data.Guard

Security Classes

1 2 3
configuration Class 1+ Class 2 +
policies SSL (ASO) TDE and Data Vault

Figure 5: Technical Catalog for a global financial services company

The security classes are implemented wittefired templates; these details are not
exposed in the business catalog.

Note that service levels A, B and C are all implemented with RAC One Node. While the
bank determined that a Single Instance deployment could meet the availability
requirements of level A, the bank sought to reduce the variety of supported deployments.
Therefore RAC One Node is used for all three service levels.
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3. Pre-definedt e mpl at es and a fghakinswamda companyi on at a

This customeoffers three levels of DBaaS. For the first two tiers, the consumer chooses

a database size fromet of predefined templates. This is a common approach and
helps ensure that resourcesaggropriatelypalanced for each servicé.a consumer

needs a database service at the highest tier, then by definition there is a custom sizing
exercis¢o definethe resource allocation.

Customer Case Study #3 Global insurance company
Qo Pre-defined, balanced sizings with allowance for customization
(]
] _ Business level Advanced
Use case non-critical system Critical System
Availability levels One One/ Two/ Three One/ Two/ Three
DisasterRecovery No Yes Yes
Performance No Yes Yes
Guarantees
_ Businesslevel Advanced
Service I ’
RAM Disk RAM Disk IOPs
Resources Cores GB GB IOPs Cores GB GB Disk
Small 2 256 1 4 256 512 [Each deployment
Medium No KPI 4 512 E;I 2 8 512 1024 et B )
Large 8 1024 4 16 1024 2048

Figure 6: Business Catalog for a global insurance company

Not reflected in the business catéltite consumer doest need to know thid is the
fact that Advanced services aployed in dedicated platform.

Some high-end services may require a dedicated flex-silo

_ Business level Advanced

Hardware Infr Shared cluster Shared cluster Dedicated cluster

OL 5.5, Grid Infr 11.2.0.3 (CRS and ASM), Database EE 11.2.0.3,
RMAN, EM12¢ Cloud Control
Software Infr
No DR software Data Guard

Availability Level

One Two Three
Database SingleInstancein RACOneNodein Two-nodeRAC in
Implementation aone-serverpool two-serverpool two-serverpool

Figure 7: Technical Catalog for a global insurance company

10
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4. Some database services may be deployed in Virtual Machines

While all of the other examples we have and will see follow the best practice of deploying
Oracle Database services on bare metal, some enterprises have identified use cases which
they wish to support by provisioning in a VM.

Customer Case Study #4 APAC financial institution
Some services may be deployedin VMs
o la)
= ; Platinum Platinum : }
O Silver OLTP Gold OLTP OLTP OLAP Platinum Mixed
Uen e Departmental LOB Enterprise Enterprise Near-Real Time
Applications Applications Transactions DwW Analytics
Availability Defined in technical terms (see below)
Disaster RPO 0 0 0
Recovery RTO 2 work days <4 hours <4 hours
Performance! Defined ’ .
R e ——— Mot defined ot e Dedicated benchmark environment
Supporthours Office hours Office hours++ 24x7
Database HA VM Two node cluster 2N+1 cluster
Pointintime  \cory* DAl Silver + Historical dat .
recovery In?:;?::: a REDO logs istorical data managemen

Figure 8: Service @talog for a financial institution

Note that the provisioning detail of deploying in VM is not exposed in the business
catalog.

11
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5. Planned downtime is important to consumers

Plannednaintenancef hardware and software is typicalbye frequent than unplanned

events that can disrupt services. Maintemaageequire service downtime, depending

on the activity. To prepare consumers for maintenance events, several enterprises spell
out predefined maintenance windows, so consuwaarplan ahead for downtime.

Customer Case Study #5 Northern European telco
Terms and conditions include planned maintenance windows

1°(n] (exg‘:ﬂi':g"r:‘;inﬂ Medium —99.7 High—29.8 Medium —99.7 High-99.8
[ci|
20 maﬁrﬁ.:;ae:ce Service outage Rolling upgrade Service outage Rolling upgrade

AU = Major: monthly. Minor: weekly. Impact varies depending on tier

windows
DataLoss Protection Offsite backup DR site— geogrpahic separation
Scalability Single nede Dynamic to 6 nodes Single nede Dynamic to 6 nodes
Costmodel Fixed price per service tier; no metering
Fixtime (*) P1: One — 24 hours P2: 4 hours -5 days P3: 12 hours - 15 working days
$ $ $ $
Database S| Coldfailover ~ TWORACInstances; g oo 4 poiioer TwoRAC instances;
scale up to six scale up to six
DR NIA NIA Data Guard

() P1: service loss  P2: availability impact  P3: performance impact

Figure 9: ServiceCatalog for a Telco

Providergeport that although consumers may be reluctant at first to sign up for a service
with planned downtime, they usually adapt quickly to the predictable schedule.
consumers that require customized maintenance terms, the provider has an opportunity to
oupsell 6 that as a special service.

12
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6. SLA specification can be general, or more precise

Defining RTO and RPO for overall availabifity.e., with any possible planned or

unplanned event in mirddcan produce misleading metrics, since theyacemint for

the worstcase scenario. A wecstse scenario (such as site destruction) is very unlikely,

so unless the architecture is designed to handle theasgersjuickly, then giving a single
metric wil./ not r ef | e dateotldtdizedevante.i ce s per fo

This custmer has divided availabilityoinwo categoried local and disasté and
provided separate metrics for the classes of events:

Customer Case Study #6 U.S. government agency
Differentiated SLAs defined with RTO/RPO
Qo Bronze Silver Gold Platinum
@ Local RTO Best effort 24 hours 8 hours 1 hour
oo Outage RPO 0 0 0 0
RTO Best effort 2weeks 1week 3days
DR RPO 80 hours 40hours 24 hours 1hour
Reserved capacityforDR N/A N/A 50% 100%
s 2 12 200
24 400 —
Storage
L 8 36 800

Figure 10 Business Catalog for a U.S. government agency

13
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This condensed representation aofeelfarthe cust om
lewve of detalil that the technical catadbguldcover:

Technical catalog should be detailed

_ Silver Gold Platinum

Database 11gR2 (only) EE | RAC One | RAC
Database files mirror Dual | Triple
Remote Replication No | Data Guard Async
Network isolation, no SPOF Yes
ExadataFRA No | Optional | Yes
Exadata Smart Scan + Index Yes
Exadata Smart Flash Cache No | Read
On-line backup No | Yes
Backup and recovery Tape | Disk
Database Vault No | Optional | Yes
Standard features | Advanced Security, Internal Data Encryption, Advanced Compression
Options | Appto DB Server encryption, RAT

Figure 11 Technical Catalog for U.S. government agency

Of course, the above isilp a summary of the actual technical catalog. The actual
document will cover more details such as how often to take backups, access controls for
different users and administrators, and so on.

14
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7. Provisioning services on different platforms

Most dataenters host more than one type of server platform. HumspeanTelco

deploys Bronze services on Oracle Exadata when those services support a Silver or Gold
service (i.e., support a service that is by definition deployed on Exadata). Otherwise, the
servce is deployed on a nengineered system.

Customer Case Study #7 European telco provider

Service classes can be supported by different platforms

°{n]
T Availability Basic High Highest
<o DR Optional Optional Y
. 4 $
. Benze | silver Gold
Database EE Rﬁi;ne RAC in single site RAC in two sites
Platform  Traditional Exadata Exadata Exadata
DR Active Data Guard

Figure 12 Business Catalog for Telco provider

This implementation detail is not exposed in the business catalog, since there is no choice
or decision for the consumer to makeyondhe selection of a Bronze service

8. Variability and options provide flexibility

This large financial institution specifies two levels of performance for services. Bronze
and Silver services can be given more resources, but the activity must e abkadul

of time. Gold and Platinum services, on the other hand, can rapidly scale up as workloads
demand.

Also note thatavailability is defined as a metric for Bronze and Silver services, and
gualitatively for Gold and Platinum.

15
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Customer Case Study #8 Large financial services company
Variable agility; qualifiers to tailor services

Qo
A
o0 . .
| Bronze Silver Gold Platinum
Availability RTO <15 min {best effort) <15 min Minimal businessimpact
RTO >24 hr <6hr <30 min
DR RPO <=24 hr <=24 hr <30 min 0
Restore from b/u <72hr <24 hr <8hr <30 min
Performance Scheduled scale-up Rapid scale-up
Additional Service Qualifiers
Workload Type Dev Test UAT Prod BCP OLTP DSS Mixed
Adders Security Replication Compression
Resource Allocation CPU Memory Storage

Figure 13 Business Catalog for large financial services company

The technical catalog is venccinct and provides a limited number of architectures.

The backup and recovery approaches build up in a logical, stepped manner. Note that in
the bugess catalog, technologies for backup and restore are notdsbalynthe

metrics which the consumer is concerned about.

Stepped approach for providing backup/recovery levels

[Bronze | silver Gold Platinum
Database HA Single Instance MAA RAC+DR
L
Data ocal None Data Guard (Sync)
Replication RS
Remote Data Guard (Async)
Weeklyfull . Gold+
Backup/Recovery UL Daily E s Intradaylogs +

Daily logs Flashback logs

incremental RMAN merge

Figure 14 Technical Catalog for large financial services company

Note that this customer chose to meettR business goals for Platinum services with
tiered Oracle Data Guard targets. The local Data Guard secondary is alsar useful
maintenance activities such as database upgrades.

16
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Exception handling

Customer case studymberthree showed one exampfeexception identification and
resolution. Additional examples illustrate other criteria that customers have selected for
triggering custom deployments:

Exception handling
Establish triggers that identify special cases

Transportation Telco customer Financial customer
customer
Absolute sizing: SLA exception:
EXCE‘ptIOI’I R RREES i Service requires either Service requires
type and Service will occupy > .More than XYZ TB of complete isolation to

meet security
requirement

50% of a pool storage

» More than NNNN
active user sessions at
any time

criteria

Design Custom-built, dedicated pool and custom pricing

Figure 15 Exception Triggers and Responses

Note that in each casthe exceptions are handled with a dedicated pooktandard
services are not consolidated with standard services, nor with etandard services.

17
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Standardized service offerings for Oracle Database services

Now that we have looked at severstomercase studies, we valimmarizewith our
recommendation for the service categories that should be used to define database services:

DBaa$S Service Definition

Service categories
Managed

Capacity
on
Demand

I Support |

Hours and
terms

Recovery
Objectives

Workload
Type

Compliance

H CPU

Service

Availability

TS Controls

Monitored

H Memory Mobility ’ Lifecycle

Modality ’ Uplifts

Data
Protection

Attack
Vectors

Maintenance

[ Sterage windows

i Network

The Service Definition is a formal statement of service capabilities, policies,
and procedures from the DBaaS consumers’ perspective.

Figure 18 DBaaS Service Categories

When defining database services, most if Inof #ie above should be specified for
describing services.

We will now apply these concepts as we define standardized service offerings for Oracle
Database services in private clouds. Customers are encouraged to adopt these definitions,
or adapt them to their particular needs. At the hithast our standamdid service
offeringsare as follows:

18
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Mission-critical
Trading

Business-critical
Customer Facing

Production
Departmental

Development
Test

Figure 17 Standardizedservice offerings for Oracle Database services

Within each service offering, the service level for each service category is as follows:

Figure 18 Service levels for each service category

We will now examine each service category, and the definitions of the serligtedevels
in the above figure.
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