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TDE Tid. 74 Ly b EBALTIRAZ—BELF—2RELET, 7 74V EDT—2R—=X -
T4 Ly FEFERTEELEITH sqlnet.ora @ ENCRYPTION_WALLET_LOCATION /XS A—2EFE>T.
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ENCRYPTION WALLET LOCATION
= FILE)

(SOURCE = (METHOD =
(METHOD DATA =
= /u0l/app/oracle/admin/TDE/$ORACLE SID)

(DIRECTORY

AT LR - /NRT ORACLE_SID 22T 54 INTDT—EN=XTU+ L v hHHE
TNESBEVET, YXTLET—ZX=IH 1 BLDLEVEFE. ORACLE SID IFFRETY,

2. &Y% ORACLE_SID Z®>C. INTD/ =R THIST DT« L7 FUEFRLET,

mkdir -p /u0l/app/oracle/admin/TDE/$SORACLE SID
3. FTLWSQL*Plus v a »&BALE T, TOERIEICK 2T sqlnetora BNEIREND L DIC

BEEINET,
4. INAT— R « R=ADF—A 7 =ZEHRLE T,

ADMINISTER KEY MANAGEMENT CREATE KEYSTORE
'/u0l/app/oracle/admin/TDE/<ORACLE_SID>' IDENTIFIED BY "AbCdEfGh!";

A INRT = RXFINE, 2T "FE5FR (") TERET,

"AbCdEfGh!";

5. ULy b EREELT,
ADMINISTER KEY MANAGEMENT SET KEYSTORE OPEN IDENTIFIED BY

6. BEStF—ERELET,
"AbCAEfGh!"™ WITH BACKUP

ADMINISTER KEY MANAGEMENT SET KEY IDENTIFIED BY

USING 'TDE';
7. BEIOUAY - oF Ly b EERLET,
BEIQVAY - ULy bOHDE T—ERN—XDEEFFCT + L b EFETCHIBENEC

TYET,
ADMINISTER KEY MANAGEMENT CREATE AUTO LOGIN KEYSTORE FROM KEYSTORE
'/u01l/app/oracle/admin/TDE/SORACLE SID' IDENTIFIED BY “AbCdEfGh!”;
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8 F—ARTP T LT MICERINET 71V E, TSTARVERZVINADETXRTD ./ —
NieaE—LEd, 7710AEK ./ —RlcaE— L%,

scp /ull/app/oracle/admin/TDE/SORACLE SID/*
oracle@<host>:/u0l/app/oracle/admin/TDE/<SID NAME>/

9. ULy FHAIARTD/ —FTHRLTWS T EZHERLET,

SQL> select * from gvsencryption wallet;
INST ID WRL TYPE

1 file
/u0l/app/oracle/admin/TDE/primaryl
OPEN.

T4 IHIV e RZVNAHSAATVAHIV « REZVINL\DEH

TOLRDO—BEOYAHIVED TlE. DBMS_ROLLING /N 7r—2%fERLE 9, DBMS_ROLLING @
BFIBRETH ST, TZ—DRELEER. BRZBELTISFIREZERTLEY,

1. DBMS_ROLLING CatEiZ##Ht L &9,

SQL> exec DBMS ROLLING.init plan(‘standby’);
PL/SQL procedure successfully completed.

2. ABYVINA"EB—DA VARV AT b L. DBMS_ROLLING [cp &5 ) AN ZBRLE
ER

$ srvctl stop database -d standby
$ srvctl start instance -d standby -i standbyl

SQL> recover managed standby database disconnect;

3. DBMS_ROLLING stEIZHEEL T,

SQL> exec dbms rolling.build plan;
PL/SQL procedure successfully completed.

COEHEIE. ROBEETERRCELXT,
SQL> col instid format 999

SQL> col target format a10
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SQL> col phase formatal0

SQL> col description format a65

SQL> set lines 99

SQL> set pages 999

SQL> SELECT instid, target, phase, description FROM DBA_ROLLING_PLAN;

4. DBMS_ROLLING stEZRI®R LE T (ChUTLY. TaPH)b - AZVINAHB I A VICEHRE
n&d) .

SQL> exec dbms rolling.start plan;

5 ULFOBEEZERT LT, A2\ AHAAYAIVTHY. T254<UH5 REDO ZEA L TL
% MR L. APPLIED_SCN DMEIIL TWA T L &SI LE T,

SQL> select database role,open mode from v$database;
DATABASE ROLE OPEN_MODE

LOGICAL STANDBY READ WRITE

SQL> SELECT APPLIED SCN FROM VSLOGSTDBY PROGRESS;

i :REDO DEREINTEST, OZHIV « AZVINADTS—F - ATIEUTFDES HEIS—H
KLINTUVLBIESIE, /YT 20889894 HHEEL T BETEEMLBYFET,

ORA-20000:Unable to gather statistics concurrently:Resource Manager is not
enabled.

E#EE LTI, XDIAT Y FEETL CREBEREBHLEY.

SQL> exec dbms stats.set global prefs ('CONCURRENT', 'FALSE');

SQL> ALTER DATABASE START LOGICAL STANDBY APPLY immediate;

8| Active Data Guard (DBMS_ROLLING) |Z& % Transparent Data Encryption NDZif Oracle Database 12¢



TDERFAIHND T — 2 DiZE

1. REEAEELELEY,

SQL> alter database stop logical standby apply;

2. TDE REHBEBEESICEBREIND T NTOREE T, DataPump TV AR— bERTLET,

$ expdp "'"sys as sysdba"'" compression=all dumpfile=TDE.dmp

logfile=TDE exp.log tablespaces=TS1[,TS2,..]

TOFITIE TVAR—b 7427 bJELT. TT7H)U - T4 L2 b DATA_PUMP_DIR &
BRLTVWET, iRERHTCRLIEEBY. T4 LY FUICTRBEEEDH D EEHELET,
AMOT1 LY ) EBRLTERATSIEETEET,

3. H—F - AT =B RZENMLET,
INT, B3I ZHRICBBRTCEELT, COFIRERTLAEVE, T30V R-MIRBLET,

SQL> select guard status from vSdatabase;
GUARD S

ALL

SQL> alter database guard none;

SQL> select guard status from v$database;
GUARD_S

4. DBMS_ROLLING /Sy 7 —I TR E N TN TDRETE VA NT « RA > hZE ROV TLET,

REEMEVANT « RAYV MOFET DL REHOEEP FOY TET S ENTERWNEH,
WY ROy TIenENSY &Y,

F3. BEORVART « RAY FDscn ELEIERELET,

SQL> col name format ab0

SQL> script STANDBY restore point history.log

SQL> select name,scn from v$restore point order by TIME;

NAME SCN
DBMSRU INITIAL 197267580

SQL> script STANDBY restore point history.log
RENEE LT TZARUDDETDERENELET,

SQL> col name format a50
SQL> script PRIMARY restore point history.log

SQL> select name,scn from v$restore point order by TIME;
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NAME SCN

DBMSRU_INITIAL 197267789
SQL> script PRIMARY _restore_point_history.log
LFo7OvoaERLT. AZVINDIHFTIRTDOYRANT « R4V baE ROy T TEET,

set serveroutput on
declare
cursor curs is

select name from v$restore point ;

begin
for r curs in curs loop
execute immediate 'drop restore point ' || r curs.name;
end loop;
end;

5, TUVAR—bLIeREEE FAY TLET,
DBMS_METADATAGET_DDL 700> —Y v &AL T, &REMD DDL ZEIS CEE T,

SQL> set long 99999
SQL> select dbms_metadata.get_ddI(TABLESPACE', TS1') from dual;

DBMS METADATA.GET DDL ('TABLESPACE','TS1"'")

CREATE BIGFILE TABLESPACE "TS1'" DATAFILE

SIZE 3221225472

AUTOEXTEND ON NEXT 1073741824 MAXSIZE 33554431M
LOGGING ONLINE PERMANENT BLOCKSIZE 8192

EXTENT MANAGEMENT LOCAL AUTOALLOCATE DEFAULT
NOCOMPRESS SEGMENT SPACE MANAGEMENT AUTO

SQL> drop tablespace TS1 including contents and datafiles;

6. UFDLSGEESIEZFEAL T, TIVRR— LIRAGEBFRLET,
7 D TDE TlE. KDL SGEBESHT VIV XLZFERATEET,

» 3DES168
» AES128
» AES192
» AES256
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SQL> CREATE BIGFILE TABLESPACE "TS1" DATAFILE
SIZE 3221225472

AUTOEXTEND ON NEXT 1073741824 MAXSIZE 33554431M

LOGGING ONLINE PERMANENT BLOCKSIZE 8192

EXTENT MANAGEMENT LOCAL AUTOALLOCATE ENCRYPTION using 'AES256' DEFAULT
STORAGE (ENCRYPT) SEGMENT SPACE MANAGEMENT AUTO;

Tablespace created.

7. 8BS U TDE KRBT —2N—REA VR—hLET,

$ impdp "'"sys as sysdba"'" DUMPFILE=TDE.dmp LOGFILE=TDE imp.log

8. A—F -« RF—22AEBEAMICLT. RSEREBRLET,

SQL> alter database guard all;
Database altered.

SQL> select guard status from vSdatabase;

GUARD S

ALL
SQL> ALTER DATABASE START LOGICAL STANDBY APPLY immediate;

Database altered.

9. RA v FFH—/N\—1ICREDO XEZMHT CEDL DI, REDT A< » T—2RX—=X(
T FEADRESN VST EZHR L. BEITHLCTT ARV ERA Y T BHLDITHK
ELET,

SQL> select value from v$parameter where name='log archive dest 2';

VALUE

service="primary" ASYNC db unique name="primary"

valid for=(all logfiles,primary role)

10. 72A<UDIBIED scn & BV« AZVINAICBRINTWS sen & LE T,
RRAVINAL

SQL> select APPLIED SCN from VSLOGSTDBY PROGRESS;
APPLIED SCN

2019754453

734%Y

SQL> select current scn from v$database;
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CURRENT SCN

2019754466

2 DD SCNEDED 200 MR TH 2HEFE. HiTLET,

& :REDO BBHINTEST, QDI « AZONADTS5—F - ATICUATFDLE SIS —H
RRIN TV B5EIE. /1020889894 HEEL TWBAEMLBYET,

ORA-20000:Unable to gather statistics concurrently:Resource Manager is not
enabled.

El#EE LTI, 2DV FEETL CREBEREBHALET,

SQL> exec dbms stats.set global prefs ('CONCURRENT', 'FALSE');

SQL> ALTER DATABASE START LOGICAL STANDBY APPLY immediate;

ALY FA=IN—-AIBIV s AZVINADETZAIIAN

1. BEODTZ A< UH5 DBMS_ROLLING switchover 7O —I v &R LT, OV AL« RE2Y
NAETSAY « T—EAXR=RIEHBLET,

SQL> exec dbms_rolling.switchover;

2. AVWAIYAILRTZAT « T=EN=RIcE>THEY . TGl /EAHTHT—TrENTWS
TEEHRBLET,

SQL> select database role,open mode from v$database;

DATABASE ROLE OPEN_MODE

PRIMARY READ WRITE

3. TOKRT HLWTSARY « A VARV AD | DEFEEENTVWET, RO X2
ALEELET,
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4. TATHIV » AZVINAICEBT BT FILWAZVIIN e TZ51(4<1)) BE—DT
TUNEHATVARZR VAL LTBEELET,

$ srvctl stop database -d primary

$ srvctl start instance -d primary -i primaryl -o mount

5 $ILWTZ A< T DBMS_ROLLING FHEIDSREFIEARITLET, INT. WIS UD
TSwa )N T T4 DA ARVINAANDER, LTS UAD REDO BEH
ThnET, UANUEC ROy FLERBEEIOX Y RO RIDO ZEMMEHEND L. 20O
TURIEMLEYS, COFIEORTHIC. dWTZARUDT o —F - O EERET S L%
AVALSY: S

DBMS_ROLLING TYEREN BRI E U X BT« KA Y SHFETET Bl BELENTLE
WEWEREEHO ROy 7O A/NUKHTRHEEN S & FINISH_PLAN (EHMIICRBLE T,

SQL> exec dbms rolling.finish plan;

BEGIN dbms rolling.finish plan; END;

*

ERROR at line 1:

ORA-45415: instruction execution failure
ORA-06512: at "SYS.DBMS ROLLING", line 36
ORA-06512: at line 1

HWTSARUDTZ—h - OJIE. RDOAYEZ—IDFRRENET,

Thu Apr 09 11:34:15 2015

Errors in file
/ul0l/app/oracle/diag/rdbms/primary/primaryl/trace/primaryl pr00 98452.trc:
ORA-38882: Cannot drop tablespace TS1 on standby database due to
guaranteed restore points.

Thu Apr 09 11:34:15 2015

Managed Standby Recovery not using Real Time Apply

Thu Apr 09 11:34:15 2015

Recovery interrupted!

ROBERZERTIHE. HLWLWTSARY CEEODRREWIR CEET,

DBA_ROLLING_EVENTS [Z& 2T\ FHEDFIBOFT T ETT— « AvtE—IDNESENE T,

SQL> select event time,MESSAGE from dba rolling events where TYPE='ERROR';
EVENT TIME
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09-APR-15 11.34.37.120484 AM

failed with status 45426 in instruction 62

09-APR-15 11.34.37.122758 AM

failure while executing one or more instructions from batch 44
09-APR-15 11.34.37.129782 AM

DBMS ROLLING.FINISH PLAN halted due to error

KM LIenmESZ RO VANUDENIK ETZDOMERFRLTO el EZ2HEBLET,

DBA_ROLLING_PLAN (T, BTEIDFIENRTENE T,
SQL> SELECT instid, target, phase, description FROM DBA ROLLING PLAN where
instid=62;

INSTID TARGET PHASE DESCRIPTION

62 primary FINISH Wait until wupgrade redo has been fully

recovered

6. DBMS_ROLLING TfERENTEU AR - RA Y MEEWTSARUDT S w22 - Ny 7IfE
HAENET, ZORH POV TITEHCENTEHWTSAUTU AN EZBHALET,

SQL> drop restore point DBMSRU_ INITIAL;
Restore point dropped.
SQL> recover managed standby database disconnect;

Media recovery complete.

7. DBMS_ROLLINGfinish_plan ZBRL &9, CHUIFET LTGRO SmENEd,

SQL> exec dbms_rolling.finish plan;
8. I ¥HL BVWTZARUDINRNTDA VARV RAEHLENTELT,

9. TORRT. TTOBMITAAY FINNY IV TCELTENELZLWVTT,

SQL> alter database switchover to primary;

DT AR ZBEs L ET,

$ srvctl stop database -d primary

$ srvctl start database -d primary
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10.TDRE Y IN\AZBEE L. VAN ZRBLEYS (Ffld 7O0—7BleBEHmAEY)

$ srvctl start database -d standby

Oracle Advanced Security Transparent Data Encryption |cZ#19 % Z & T, Oracle Database |[ZRE
DT —RERETCEET, ZLDT7TUTr—3 e >T 24 B 365 BOBEHITHETE
57— 2B TOCADNREE GO TVET, R/ « TR AFE->CRSLTOv
AEBREICTDET, 77V 5= a VO AENORZEZS/NRITHS LTEH 5. REFDE
BT —2DEZEAERTEE T, Active Data Guard 12c¢ 1Zl& DBMS_ROLLING PL/SQL /N & —o)
ZREOTE LOBENEEEEED D Y. CDeDICT 4 VAV « AZVINA « T—AR—XE—FOY
A - O—=U Y TORFTOAC AZIFBICEEIERTCEET,
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{J5%A - TDEICEHR T B e D Z DD T %

TDE BEELICBBT BIcid. TDORTA b~ « R=/N\—LANDFEEHVET, FHTEDT—4
N—=R ASL—=IDFA X, SrBrIeeG=ZIEFBICL > TE. ROT7 TO—FERNTEET,
fefe L. N TOREFIEDLETT,

» PIT747BTZ24 « 7—2X—RT DBMS_REDEFINITION Z{FHET %, Thid. 2>
INA » T=EAN=XEFERLEWVT —2Z2AN—ZP, DBMS_REDEFINITION 7Ot XIiEEL 28
BERITOF T 3>TY, BEAEAMKRUT. FLEFEHLO,. ERIEERICDELLEDTET
Yo el B—F v b ATV MK > TERIX MDEENT RN DY £,

» COTAXE AT, Data Pump M4 J I ALTER TABLE MOVE ZEARY 5, @AY 1 XDES
fbENfeREHEERL T FLITAY MERESEINERERIESHLET, TOHEIE
T—AN=X + A ZXHMBEBLTER N L—IDERERICESHEWEEICEL TVET,

» BLET B - TDRTA b - X=\—DTFOCvRDOENIE. BITHDT7 U r— 3 > DEIEEE
ENT =RV ANDEEHNPRITHST T ETT, fefel. TNSHABEICESEWVER
& BFHBHRICT A - T—AN—XEBEETCEET, CORBRDORTICRELT T
O—F &, DataPump ZEHT 5T & TY,
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