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2. b= Y NURT L INGA=BZDT AT LAY - AV b O— LR ICDBAD—F —&EIT 5
%Eﬁ%UE?’Zh%ﬁ5‘i)%ﬂbhvb%ﬁ%b\Z@ﬁ@%ﬂﬂ?%%bbw—w%EMLE?o
TITRENTWB R Y —> ORI TlE. “Verify user is allowed on ALTER SYSTEM" & WD JL—JLZ& BN L TWVE
To TDIV—)liF, RFEE *L—(L\%)*]Jﬁﬂft/\7>< BDEEZFAT HE0IC. Tvy¥ary - I—Y—N
DBA_ISMITHCH A &L ZMRLFT T, C C TERT B)b—)LFlid SYS_CONTEXT (USERENV','SESSION_USER)
='DBA_JSMITH' T,

Rules Associated To The Rule Set

| Create ) Add Existing Rules

| Edit )| Remove
select/Rule Name [Rule Expression |
O are System Security Parameters Allowed DVSYS DBMS_MACADM check_sys_sec_parm_varchar ='Y"
O are Dump or Dest Parameters Allowed DVSYS.DBMS_MACADM.check_dump_dest_parm_varchar = "Y'
O Are Backup Restore Parameters Allowed DVSYS DBMS_MACADM check_backup_parm_varchar = 'Y’
O Are Optimizer Parameters Allowed DVSYS.DBMS_MACADM.check_optimizer_parm_varchar ='Y"
O Are PL-SQL Parameters Allowed DVSYS DBMS_MACADM check_plsql_parm_varchar = "Y'
O are Security Parameters Allowed DVSYS.DBMS_MACADM.check_security_parm_varchar = "Y'
O Are Database File Parameters Allowed DVSYS DBMS_MACADM check_db_file_parm_varchar ='Y"
| Edit )| Remove )
(canal) (0K)

B1 : ALTERSYSTEMOR >V F « JL—ILZEHIET ZIL—Ib - £ v MBIME NI —IL OB

55, RESNTWBPEAL/NT A — 22 BHIRBAOERO I ——XIx0— )V TCEBTES L DI, BB
IW—ILEIDLUEBMT AT EHDTEET,

3. b=l -y FOFHEA T 3 & Al True"h 5 Any True"(ICZEE L. TOKI &7 1) vy LTEERBERF
[/353—0
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Diabase Insance MEPSET > RuloSel >
Edit Rule Set: Allow Fine Grained Contral of System Parameters

A Nl 5 15 0 Cofvehon of one of Mo nes Tt evakstes 10 BUe of lalse Dased on e evaluaton of each nde L contains and he evakibon ipe (A8 True of Any True)
General
* Hame Allow Fine Grained Conod of Sysem Parmeiens
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F—BN—R+I3TODRTT1—-UVY

DIVATREIN TWVWBRF—TICHLTCT—2ZR=R I 3 THAT I 1—1) ¢ B11EIL. Oracle Database
Vault CHIE g 2ELAH W E T, THTIE. BUGERAINABEEINTWSC L AR T 52BMHH Y £9, DBA
IClE. AF—RTEICAF—I T & T —ER—XALRHTT—2RN=R - I3 T& XTI 21—V TESHHER
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= Authorizing DBA_|SMITH to schedule database jobs on the HR application
Fle Edit Wiew Terminal Tabs Help
SECURITY_ADMIN= EXECUTE DVSYS.DEBMS_MACADM.AUTHORIZE_SCHEDULER USER('DBA_JSMITH','HR');

PL/5QL procedure successfully completed.

SECURITY_ADMIN=

B3 LIVLTREESNTVWAHRT T 5r—2 a7 —8NR—2R « Y37 %R7 Y 1— IV TEBHER%ZDBA_ISMITHIZ(H 5

RDAZ ) —=2NE T—EN—RRKICT 3 TH AT 21—V TESHERZDBAILNS T 2552 RLTWVET,
= Authorizing DBA_JSMITH to schedule database jobs on the entire database

Fle Edit View Terminal Tabs Help
SECURITY ADMIN= EXECUTE DVSYS.DBMS_MACADM.AUTHORIZE SCHEDULER_USER('DBA_JSMITH');

PL/5QL procedure successfully completed.

SECURITY ADMIN> [

B4 F—ER—ZRLEKILT—EN—R + I3 TERT V21—V TEBHERZDBA_ISMITHIZ 5

DBAD T —AN—A A& eELIVATREECNTVDRAF —RICHLTCT —2N=X - I3 TZ2RTIT 208
LGB EIE. FTOAY ) =VITRLTWSHEATHEREZRYETIENTELT,
[ Revoking authorization from DBA_|SIMITH to schedule database jobs on HR application

Fle Edit Miew Terminal Tabs Help
SECURITY_ ADMIN>= EXECUTE DVSYS.DBMS_MACADM.UNAUTHORIZE_ SCHEDULER USER('DBA_JSMITH®, 'HR'};

PL/SQL procedure successfully completed.

SECURITY_ADMIN= []

B15 : DBA_ISMITHONHRY U r—2 3 T —B2N—=R « V3 T% X7 21—V CESMHERDECE L
=" Revoking authorization from DBA_|SIMITH to schedule database jobs on the entire database

Fle Edit View Terminal Tabs Help
SECURITY ADMIN= EXECUTE DVSYS.DBMS MACADM.UMAUTHORIZE SCHEDULER USER('DBA_JSMITH');

PL/S0QL procedure successfully completed.

SECURITY_ADMIN=

X6 : DBA_JSSMITHRA T —ZRX—X &I T —HEN—R + V3 JERT I 21— )V TCEZHERDOBCE L
F—ANR—ZR « I—H—0DEE

Oracle Database Vaulticld, I—H—BERZR VAT —2ZX—=X - 7HU b - XZx—Y+v— (DV_ACCTMGR)
EVSRDO—)VICDBEE2F TV avhHBVET, TOHEIF. DBALT —2N—X - I—H—%/EMEfc
IEBTDCELTIAI N TR TELGLAEYET, TOBNIIR. IEERDOT AT Y MERELGLS T E. BEL
UEBARNESILESEVWKESICT BT ETY,
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ORACLE Enterprise Manager 11g Help  Logout

Database Control
Database Instance: orcl > Logged in As ACCOUNTS_ADMIN

{1 Information
This is a Database Vault enabled Database and hence enforces access control restrictions. Please ensure you have sufficient privileges.

Users
Object Type
Search
Enter an object name to filter the data that is displayed in your results set
Object Name | ] (G
By default, the search returns all uppercase matches beginning with the string you entered. Ta run an exact or case-sensitive maich, double quote the search string. You can use the wildcard symbol (%6) in a double quoted
string.
Selection Mode Geete))
Edit ) _iew )_Delete ) Actions| Create Like *)co) 1-250143 3| Next1B =
|Account Temporary User
Select|lUserName Status Expiration Date Default Tablespace . [Tablespace Profile Created Type
@ HR OPEN Jun 2, 2011 3:35:58 USERS TEMP DEFAULT Dec 4, 2010 LOCAL
PM PDT 3:19:44 PM PST
O DBA_JSMITH OPEN Jun 4, 2011 6:03:07 USERS TEMP DEFAULT Dec 6, 2010 LOCAL
PM PDT 6:03:07 PM PST
O xsENULL EXPIRED &  Aug 13, 2009 USERS TEMP DEFAULT Aug 13, 2009 LOCAL
LOCKED 11.11:44 PM PDT 1111:44 PM PDT

®7: F—2R—=X « 7HU > b « YZ—Y ¥ —HO0racle Enterprise ManagerH 57— ZN—2R + 1—H'—%EE

T—AN—R + FTI1Y OB SUEE

BUEY AT LERZRDT —424N—R - I—F—F BRPBEEDAF—TT—2N—X - FTI 17 hDIF
MEEENTEEY, el A—T—DAF—IHLUIVLATREINTWSHEF. I—T—DLIVLADFRAE
BEELTCRAIENTVWRREND Y ET, 8BAIEN TN, I—T—IFBPBEDA 7YV MIHLT
CREATE TABLE®>TRUNCATE TABLEZZ E DT — A2 EF S35 (DDL) SQALXZRITTEE T, GH. TDHBAIFSELECT
PUPDATEIR ED T —2#FE5E (DML) SQALXNDEZIEH Y LA,

Oracle Database Vaultd < > K« Jb—jbE, T—2ZN=X + A—HP—HR7—2ZX=X - TV 17 +=EHE =
IZEBCEBHOEODNCEELEZBIEENHIET, AR TF 17 DEHIRERIGEIF. 1—H—
/3‘1—*7”—5%0)%%?@] DEToNEVESITT SOy RN )b—IVAEVER TE £ 9, Oracle Database Vaultd
TR - Jb—IUE 1FE TN TDOracle Database SQLOY > RITERTEE Y, Oracle Database VaultdD-1 > X
F—IVBRICT T a‘/b bRV K - Jb—ILDEY FHMERENE T, TNUICDWTIE  FOracle Database Vault
EEEHA L) BBRBLTETY

—BZN—=ADINY I T v THEXUCYAHNY

ZDIETE. Oracle Database VaultZ 9 % O0racle Database TD/\w 7 77w & U AN ICDWTEHBBLE 9
HX Y _EFB DI, Oracle Data Pump& . Oracle Recovery Manager (Oracle RMAN) BT 2BE50tF 1) 7+
ICETBNA N - 50714 AT,

Oracle Data Pump

Oracle Database VaultZ{#F 9 %Oracle Database COracle Data Pump%{ER T 2I5aId. BINDRIEHIEANER
TNET, ZDSH. EREF DI —LNIEERDT—42 « TV AR—FRTEGLBEVET,

e ZIE HR7Z P —2 a E VIV TIRESNTWOEITHAL. DBAIKTI DDREIZHRT ) 5 — 3 21k
EIVAR—FNTDRELDDELET, CDBEIE. Oracle Database Vaultlc K ZEEDHIENER E N, DBA
ISBEDREEIHRT T r—2 a v 2ffA TV AR— M CEBERZF > TVWAHREBELH Y ET, XDOKIE
Oracle Database Vaultd&¥EZE (SECURITY_ADMIN) HDBA_JSMITHICHREMPLOYEESZRD T 7 AR— ¥R &1+
595 FaRLTVET,
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= Security Administrator authorizes DBA_|SMITH to do Data Pump export of HR schema

Fle Edit View Terminal Tabs Help
SECURITY_ADMIN> EXECUTE DVSYS.DBMS_MACADM.AUTHORIZE DATAPUMP_USER('DBA_JSMITH','HR','EMPLOYEES');

PL/SQL procedure successfully completed.

SECURITY_ ADMIN=

8 : HR.EMPLOYEES COracle Data Pump I ¥ X R— b &ZRITTE H1ER%ZDBA_JSMITHIZfF 5

HR7Z U r—> 3 v @hah T AR— b CELERZDBAICNE T AT ENTEXT,

Fle Edit View Terminal Tabs Help
SECURITY_ADMIN= EXECUTE DVSYS.DBMS_MACADM.AUTHORIZE_DATAPUMP_USER('DBA_JSMITH','HR');

PL/50L procedure successfully completed.

SECURITY_ADMIN= ]

(9 : HR2{&ITx L TOracle Data Pump T ¥ R K— b & RITTE ZHEREDBA_ISMITHILfHE

7E 1 DBAN Oracle Data Pump&E BB TESTedIcid. TNE TEEERICEXP_FULL_DATABASEZ: & D@ YIZHERR A
RETY, #L & TOracle Database1—7« U7 ) =27 )LB KT [Oracle Database VaultEEE 4
Rl =B8R L TIEEL,

T—AN—XALHEE T AR— b TEHHEREZDBAICN ST AT ENTEF T, TNUclE. Oracle Database Vault
DAF—DVSYSEDVFAEENDHED DY ET, ZDHEIE. LY AR— MERITTESHH#EREEDV_OWNER
O—)LEDBAICI ST Z2MENLN DY ET, TORIL, T—2ZN—Reh%& LY AR— h TEBERZDBAICS T
BHAEEZRLTVWET,

= Security Administrator authorizes DBA_|SMITH to export the entire database

File Edit View Terminal Tabs Help
SQL= GRANT DV OWNER TO DBA JSMITH;

Grant succeeded.

SQL=
50L= EXECUTE DVSY5.DBMS_MACADM.AUTHORIZE_DATAPUMP_USER('DBA_JSMITH');

PL/SQL procedure successfully completed.

saL |

10 : 7—2~X—X21FIcxt L TOracle Data Pump% 217 ¢ ¥ 2 #ER%ZDBA_JSMITHICfH 5

DBANO Oracle Data PumpI ¥ AR— b DEAEZHRT LTz5. Oracle Database VaultDEIRE I RIS 74 CHERR
HEEYETTENTEET,

Fle Edit View Terminal Tabs Help
SECURITY_ADMIN= EXECUTE DVSYS.DBMS MACADM.UNAUTHORIZE DATAPUMP_USER('dba jsmith','hr', 'employees');

PL/SQL procedure successfully completed.

SECURITY_ADMIN= []

B11 : DBA_JSMITHA*HR.EMPLOYEESIc3t L TOracle Data Pump L9 XK — b & RITTE ZHEROEGE L
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[= Security Administrator un-authorizes DBA_JSMITH to do Data Pump export of HR schema

File Edit View Terminal Tabs Help
SECURITY_ ADMIN= EXECUTE DVSYS.DEMS_MACADM.UNAUTHORIZE DATAPUMP_USER('DBA_ JSMITH', "HR'};

PL/SOL procedure successfully completed.

SECURITY_ADMIN= ]

[12 : DBA_JSMITHA*HRICH L TOracle Data Pump I ¥ R R— b ERITTE ZHERDOBCE L

[= Security Administrator revokes authorization from DBA_|SMITH to export the entire database

File Edit Miew Terminal Tabs Help
SQL= REVOKE DV_OWNER FROM DBA_JSMITH;

Revoke succeeded.

50L>
SQL= EXECUTE DV5YS.DBMS_MACADM.UNAUTHORIZE DATAPUMP_USER('DBA_JSMITH');

PL/S0L procedure successfully completed.

soL= I

13 : DBA_JSMITHA 7 — Z X— X 2fk|c#f L TOracle Data Pump T ¥ R K— b #RTTEBHERDEGE L

NA B« T2 7 1 ZITHEL, Oracle Advanced Security% {88 L COracle Data PumpI ¥ AR— b &BES(LT 5
TEEHELELE T, Oracle Data Pumplc DWTEEL <&, TOracle Database 1—7 1 U7 1) XZ 27 VB
LTLIEZEL,

Oracle RMANE{ERTABEDEF 1) FAICEATBANRXL « 5954 X

Oracle RMANEGER 9 BDBAIK. N\ 77w THRITTCEBFIRL—FT 4T - VAT LT O RAEERFE >TW
BT EET—ANR—RISYSDBAMERR TOY A VI BT EDPRETT  EF 1T A ICBATBRA TS0 7+
AU, Oracle RMANE(FER T BDBABRRDANL —FT 4 VT « VAT L THI Y MEER TR EA#ERL
£9., £29F5HE. SYSAUDITIC K BHDBAREDEENAIBEICE W Ed, Ffc. DBANOracleY 7 b T 7FTBE
THOYNTARL =T 27 - VATLICATA 0T 20BEERD LET, KDL, DBA_ISMITHA T —%Z
N—=AD/\w 7T v THERTT BTcITSYSDBAE L TOracle RMANEFER L TT7—42 X=X cay 1 > LIcER
POBEEL I RTY,
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dba_jsmith@dbsec-psft:/opt/foraclie/fadmin/fHRPSFT/adump

Fle Edit View Terminal Tabs Help

Audit file fopt/oracle/admin/HRPSFT/adump/new_adump/hrpsft_ora_15114 1.aud
Oracle Database 1llg Enterprise Edition Release 11.2.0.1.8 - Production
With the Oracle Label Security and Oracle Database Vault options
ORACLE_HOME = Jopt/foracle/product/11.2/db_1

System name: Linux

Node name: dbsec-psft.us.oracle.com

Release: 2.6.18-194.3.1.0.2.el5

Version: #1 S5MP Wed May 26 10:20:56 EDT 2010
Machine: 1686

Instance name: HRPSFT

Redo thread mounted by this instance: 1

Oracle process number: 30

Unix process pid: 15114, image: oracle@dbsec-psft.us.oracle.com (TN5 V1-V3)

Mon Nowv 22 11:20:12 2010 -08:80
LENGTH : "163°'

ACTION :[7] 'CONNECT®
DATABASE USER:[1] '/'
PRIVILEGE :[&] 'SYSDBA'
CLIENT USER:[10] 'dba_jsmith’
CLIENT TERMINAL:[5] ‘pts/1°
STATUS: [1] '@’

DBEID:[9] "614176382"'

(14 : SYSDBA& L TOracle RMANZEER L TTF—2N—2RICOY A~ LI L EDDBA_ISMITHOEZE L JO— F

BRHOAXRNL—FT 4T VAT LT AT b ERAZELTH L & DBAHOracle Database VaultD{RE A FESN(C
TBHEDTERLBEZAYY FEHBUET,

Oracle RMANE AT 2HBEDLF 1 T AICBETEE1DDRX b - TS50 74 RE T—EZR=AD/\wv Y
77w % Oracle Advanced Security CBES1t 9% Z & T, Oracle RMANIZ DULNTEE L < 1. MOracle Database/ v
7w ITELCUANY - TR #BRBLTIEEL,

IS5y anNv IR

HWOSCNR R A LAZ Y TNDERD T v 2/ \y ZIEBEESVICRITTEE T, fofe L. BHOracle Database
VaultD LIV A TRETNTWAIBEIE. 7o v a/\v UVBIEERTT 5E. LIVAITHT 5#ERZDBAICTS
TENELNHY ET,

Fle BB LIeRE TS v 2 /8y 79 BTl RECYCLEBINE BT T B2AEBHLH Y F 97, Oracle Database Vault
A VA S—)UF B ERECYCLEBINIFESMEL ENE T, LGS, LIVLATREINTVWAREHIRT 54, RiE
TNTWEWIZHICKRHSBEEINTLES O TY, LIeh>T. BIBRLIERET7 SV 2/\w I TEBR LD
RECYCLEBINEZBE/RICEINC LIZWLRY . HIBRLIERD T v 2 /\y JIERITTEXR A, GH. DL
TESED ) ) — XA TCOHRMEETENTVE T,

T—AN—-ZRIEHDEEDER

DBADYT —ZN—AEEREDIBEZBE TE S L DT B15513. BH. CREATE TABLESPACE, DROP TABLESPACE.
ALTER TABLESPACEZ: & D1EFR%ZDBAICAT 5 L & 9

Oracle Database VaultiE Tl&. Oracle Data Dictionary L-JU AMDPARTICIPANTE 7z (ZOWNERE L T D#EBRE DBA
IS5 2RELHVET,

10
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T—ENR—=R - LTVFr—23>

Oracle Database VaultFRIETCld. AHZFE LA THINE TEBFRICOracle Databasey O——>2 J%#R{TCE
£9, fefel. 7—A2N—XD 70— Z/ERM T 2IHFTIEEIC. Oracle Database Vault h™ B3t T T L 5 0racle
Homell I 2 EBHH Y F 9, Thid. Oracle Database Vaultlc L 21RER 7 O— -« T—AN—AIBE LT
TEBEHTT, ZDOMDOL T r— 3>« 77487« (Streams®Data Guard’zxy) ERTT BIHEIL
7z Oracle Database VaultERa] &Y — X « 7—EAN—XBITCRNETB2HELNHVE T, 2—7 v b+ 7—2ZX—
ANREAFF S BITE. 2—7 Y b« T—2ZX—ZTH0racle Database VaultE BT L TH L MELH Y &
ER

Oracle Data Guard

Oracle Data Guard|cld. Data Guard Logical Standby. Data Guard Physical Standby. Oracle Active Data Guard®
3DDEATH&H ) ET, Data Guard Physical Standby & Oracle Active Data Guardid. 75 & £ 0racle Database
VaultdH 7R — b X5 T3, Oracle Database VaultZ {82/ 9 % Oracle Database COracle Data Guard D& Al
Support Note 754065. 1WCEEEH TN TLDE LWFIEESER L T f2E WL, Oracle Data Guard Logical Standbytd:.
IR1EOracle Database VaultO 7 R— bR Tlddh Y £ Ao

Oracle Data Guard Logical Standbyld. $%D U 1) —XTHR— bERICESFETT,

Oracle Streams

Oracle Streams Cld. WIVATREETN TWVWBRXF—DT—2% L7 — FTEL T, fz12 L. Oracle Database
VaultDHITEERE R FEA B ITI&. Oracle Streams%& #8589 5 DBAICDV_STREAMS_ADMINO — /L& 59 Z4EH
HIET, TS5 BE. Oracle StreamsD 7' O+ A% Oracle Database VaultZ R L TERBICEETED L DIl
DEITH. DBAIKBE EHB Y DAETOracle StreamsZ B CE X7,

= Security Administrator grants DV_STREAMS_ADMIN role to DBA_JSMITH to configuer Oracle Streams

File Edit View Terminal Tabs Help
SECURITY_ ADMIN> GRANT DV_STREAMS ADMIN TO DBA_ JSMITH;

Grant succeeded.

SECURITY_ ADMIN=

15 : DBAHOracle Streams & TE S & 31T B f8lc. DV_STREAMS_ADMINO—/L%{15
— - -— a
T—EN=RFa—=7

ZDIAETIE. Oracle Databasex F 1 —=27(CF % & EICDBANMERT 5 —)L7 7 = v (EXPLAIN PLAN®
ANALYZE TABLEZ &) D—8ER%#8/T L. Oracle Database Vault CER E N ZREOFIEIC DOV TEHRBLE T, B
ZlE. DBAICK BT —ZR—ADF 21—V T RHFAITE—HT. BEEDOBWT T r—>3> « 7—2%F
ETBHTETT,

EXPLAIN PLAN

LIV TIREEEN TS RITH L TDBASEXPLAIN PLANZRITCE S K DICT BIcid. DBADINSERTHERS KU
SELECTHERRZRF > TN B AF —XICPLAN_TABLEZ E B MED DV E T, TORAT U —IE LIVLTRES
NTWVBRERICK L CDBALEIRE CEXPLAIN PLANOR Y RERITCEARTFERLTVET, TDT—X Tl
DBA_JSMITHR F—<C |CPLAN_TABLEZ 1EAK L fo 78, DBA_JSMITHIZPLAN_TABLEICXSJ S INSERTHERR & SELECT
HERZEREOTVET,

1"
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[= DBA_|SMITH running EXPLAIN PLAN on realm-protected table HR.EMPLOYEES

Fle Edit View TJTerminal Tabs Help

DBA_JSMITH= run
1 EXPLAIN PLAN
SET STATEMENT ID = "Raise in Tokyo'
INTO PLAN_TABLE
FOR UPDATE HR.EMPLOYEES
SET salary = salary * 1.18
WHERE department_id =
(SELECT department_id FROM HR.DEPARTMENTS
o WHERE location_id = 1280)

O~ O W W

Explained.

DBA_1SMITH= ]

E16 : DBAIZ LIV L TREET W T LN B RICH L TRIRAET < EXPLAIN PLAN%E 1T

T D —ATlE. EXPLAIN PLANZ 3179 2DBAIC LIV LNDIERZ 5T 20E1F7%5 <. LI >TUILATER
EENTVET —AN\DT7 7 AL EENE A

ANALYZE TABLE

LIV AT T 2HERMISENTLELC TH. DBAIKL VA TRESN TWLARITH L CANALYZE TABLEO X >
RESRITCELT, 272 L. DBAHLIST CHAINED ROWSHERITTCES K DITT BCIE. DBALINSERTHERR & SELECT
MERRZF > TV B X F—TICEKRCHAINED_ROWSEER T 2 EBAH W FT, FTDORAT U —VITRT EB Y.
DBA_JSMITHIZANALYZE TABLEZ3E1T L. CHAINED_ROWSZEITEHITHE ! A M L TWETH. TOXRIFEDDR
F—NCEBDTERLIEEDTT, ZDfs. DBA_JSMITHIZCHAINED_ROWSZRIZT 9 B INSERTHERR & SELECTHE
[RaF>TWET,

File Edit View Terminal Tabs Help
DBA_JSMITH=> ANALYZE TABLE HR.EMPLOYEES
2 LIST CHAINED ROWS
3 INTO CHAINED ROWS;
Table analyzed.

DBA_JSMITH= ||

B17 : DBAIE LIV L TREET N T L B RIx U TRIRET < ANALYZE TABLEZ 1T

D7 —ATlE ANALYZE TABLEZZR1TY 2DBAIC LIV LANDIERZ(N 5T 20081375 LI > TUILAT
RENTVDT—E2N\DT7 VL AELNEENE A,

REDAVTF VR

LIVATRESN TWVWBERDERF I ZDBANA Y T+ 2V ATEBLDICT BITIE. TRXTDEF |2 A 7 (Index. Index
Partition. &K UIndextype) BRI LIz LIVLEIERT HBLH U E T, £fe. DBAZ ZD L JLLDOWNER
ELCRAIT2RENHVET, TORTHERITRLET,

Z OB TIE HRRF—< 2% 1RFE T 5 HR Application Protection Realm”dfthZ. & - ZHlIndex. Index Partition.
BKUINDEXTYPED I NTDHRA 7T 7 b Z{RFET %"Index Maintenance Realm for HR Application”& LN 52D
BOUIWLEEMLET, ZD#%. DBA_ISMITHE Z DL JVLDOWNERE L CERAILE T,

12
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* Name [\ndex Maintenance realm for HR Application ]

Description  (This realm allows DBA_JSMITH to maintain indexes for the HR Application

Status © Enabled

© Disabled

Audit Options
© audit Disabled
@ audit on Failure
O Audit On Success or Failure

Realm Secured Objects

| Create
| Edit ) | Remove
Select Owner / Object Type Object Name |
@ nr INDEX %
(ST INDEX PARTITION %
O Hr INDEXTYPE %
Edit || Remave
Realm Authorizations
| Create
Edit ) | Remove
Select Grantee \Authorization Options \Authorization Rule Set Name |
@ pea_ISMITH Owner

B18 : #3114, DBABTEID X7+ AMMARDME LIV LIS
TDORV)—2ZRTHh5EEY) . DBAIMREEN TV ERORS | ZBIBETELY,

= DBA_|SMITH rebuilding an index for the realm-protected table HR.DEPARTMENTS

File Edit View Terminal Tabs Help

DBA_JSMITH= run
1* ALTER INDEX HR.DEPT_ID_PK REBUILD

Index altered.

DBA_JSMITH=

B19 : “Index Maintenance Realm for HR Application”|CERARIE N T L B DBAIG. HRESIZEETEXT

29BE TTVr=3Y TRILTVRAERT IS, DBAICRE|IDA Y TV A% TE. K5|7% X
TTYVATEBNDERBLTEE Y., HILIVAICHT BH#ERET —2X—X - A—JUIcR5L. 77U r—
AR EEEBT DI ELTERT,

NN

T—RANR=ZA\D/I\Y FEBRET VTSI L—F

Oracle Database VaultOIREHZEMNIC LA TEH DBAIEZT —EZR—X /Ny FEBRTEEZ Y, L. H5H
L& O0racle Database Vaultdd O —/)UDV_PATCH_ADMINZDBAIZAT S L THLEITNIE. T—2RX—=XI/\y F&
BRETEXZEA,

[= Security Administrator grants DV_PATCH_ADMIN to patching DBA

File Edit View Terminal Tabs Help
SECURITY ADMIN= GRANT DV _PATCH ADMIN TO DBA_ JSMITH;

Grant succeeded.
SECURITY_ADMIN> []

B20 : F—ZN—RITNY FEBATES L ST Bfsblc. DBA_ISMITHIZDV_PATCH_ADMINO— L% {15
13
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DBAIXSYSDBAMERE A DSYSE L TT —AEN—XIcOY 14 LTT—EX—=X /Ny FAEBRLET, Oracle
Database Vaultic &K 21FREEDMRIZ. T—2N—RIT/Ny FARBEBAL TV ARG LE T,

= DBA_JSMITH can patch the database whithout having access to sensitive data

Eile Edit View JTerminal Tabs Help
[dba_jsmith@dbsec-psft ~]1% sqlplus DBA_JSMITH AS SYSDBA

SOL*Plus: Release 11.2.0.1.0 Production on Tue Now 23 14:27:39 2010
Copyright (c) 1982, 2009, Oracle. All rights reserved.

Enter password:

Connected to:

Oracle Database 1lg Enterprise Edition Release 11.2.0.1.0 - Production

With the Oracle Label Security and Oracle Database Vault options

5¥5> SELECT * FROM HR.EMPLOYEES;
SELECT * FROM HR.EMPLOYEES

Ed

ERROR at line 1:
ORA-81831: insufficlent privileges

svs> |
E21: DBAK. LILATREENTVBTTUS—3Y « F—EADT YL AMELTTF—EN—R Iy FEBATEST
Iy FOBANTET LIS, DV_PATCH_ADMINO—/LZDBAL SEL U BT ELH W £ T,

[ Revoke DV_PATCH_ADMIN from DBA once patching is done

Fle Edit View Terminal Tabs Help
SECURITY_ADMIN= REVOKE DV_PATCH_ADMIN FROM DBA_JSMITH;

Revoke succeeded.

SECURITY_ADMIN=

B22 : 7=ZRN—ZAD/\y F#EALSET L. DV_PATCH_ADMINO—/L%DBAHL SEUHK L

Oracle E-Business Suite®/\w Fi&. Oracle Database Vaultd{REZENIC LA THBEETEEX Y, E-Business
Suite, KU Oracle Database Vault& DEEIAMREES N TWBZDMD T 1) r— 3 >0/ FEBICTDOWNT
L <&, Oracle Supportty 1 S CEEB S B —T 1 T4 —> 3> - /—rEBEBELTIETL,

e, 7—32R=AD7 v 7T L— ROHEIE. 7 v 7T L — RHRT 9 % % TOracle Database Vaultic K 1R
EEAEMCTARELRDYET, 7Y T L— PRl 7—aX—XEEEFEBLTINTORENRT — 2%
BRI HTEAWBELE T, 7Y ST L— RH5ET LIz, Oracle Database Vaultlc K 2135 % st DB NEIREEIC
RL. 7T—2ZXR—ADEREBEELVICRT T ENTEEY, Oracle DatabaseD5#%MD 1) 1) —X TlE. Oracle
Database VaultlC K 21REE BN LGS CET—ENR=X - 7V ST L— KRR TCEDZLDIBEIFETT,

Oracle Enterprise Manager

Oracle Enterprise Managerd2 X7 D& A ELE. Oracle Database Vaultic KB HHANARETY, T DIE Tl
Oracle Enterprise Manager\OEREDBMIC DWW TCERALE T,

14
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Oracle Enterprise Manager\DEIRE DB

Oracle Enterprise Manager Database ControllC EIRE % BNT 2F A 1. $1LWVEREICSELECT_CATALOG_ROLE
EH5TBTEEMETY, TOHA—/bidOracle Data Dictionary L)V LATIREENTWVWB TS, 2 AT ERITL
TWABI—HT—HZDLIVLDOWNERE LTERAIENTWVWEITNIEI S —HDEELE T, TOXT =ik
I——SYSMANDDBA_JSMITHZBIEE L L TEBMLE D E LTI —DEELIFETFERLTVET,

ORACLE Enterprise Manager g

----- o Poolwersem Mely Lo
Datab.

Databuse

Entorprise Manager Configuration | Management Services and Repository | Agents

Create Administrator: Properties
Lancel Eéview |
@Eror : : . .
Realm violason 1or GRANT on SELECT_CATALOG_ROLE Curent user is not auhancad 1o grant SELECT _CATALOG_ROLE

* Hame [DBA_JSMITH | #
Email Address |

Adminksrator Privilege
] Gram SELECT_CATALOG_ROLE

(23 : SYSMAN TDatabase Control IcEBEZEBML LS & L& EDIS—

T DOracle Database Vault Administration X 27 1) — > Cl&. SYSMANZ Oracle Data Dictionary L JL LsOOOWNERE L
EALTVWET,

ORACLE Database Vault

Help Leogout
Datahase
Database Instance: orcl > Realms > EditRealm: Oracle Data Dictionary = Logged in as SECURITY_ADMIN

Create Realm Authorization
( Cancel '@

Define a database account or database role as either a realm owner or realm participant. Realm owners and realm participants can use
their system privileges against realm secured objects. Only realm owners can grant or revoke realm secured database roles.

Grantee
[ SYSMAN [USER] 3

Authorization Type

O Participant
@ Owner

Authorization Rule Set

[ <Non Selected>

4

24 : SYSMAN%Oracle Data Dictionary L)L LA®OWNER & L 3B

TN T, SYSMAN(EOracle Enterprise Managerlc A7+ > L CH LWNEEE % Oracle Enterprise Manager®
AdministratorsiCGBINCEE 7,

15
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e L Confirmation
m Adminisrator DBA_JSMITH was creald successhully

HaunEaacon

Moiods Administrators

Paiching Sehip AdminiSTatons are databiads Lsers who can I0gin 1 EMSMase Manager o pemarm managoment tsks ke sot Blackouts Page Reffeshed  Now 12, 2010 152:17 PM PST Refresh

; cmail notibcalon schedules

Dlackout

Search | [}

Manpgsmen Back Sa}

ACCREy ‘iew )| Edin ), Sunscribie 1o Rules ) Delete | | | Creane

Pr Select Name Access

Tefmpkihes @ pEA_JSHTH Super Admrstralor
GO Agion O syz Super Admestiaios

R0y D BYSMAN Heposion Owner
— SYSIEM Super Admredialon

(25 : SYSMANIZDBA_JSMITH%Z &% & L TOracle Enterprise Managerd®Administratorsi &0

Oracle Database Vault) &1

T—EANOBBEOBEICHN. T—2R—XTHT 2RMEOHEZ8L T 20BENTNE TULEIIBLTWL
£, IFEAEDBENDANBODBATT —2ZN—AEBEBLTVWAEREEETSHE, T—2ZN—X - tF2
7 ABERX AT HZFNEFNERDT 2=« 7AHTY MRITTHELTENERICEETY, 7—2—
ADEF 1V FAERBICERDT —2ZX—R « TAHTY M EERT BT EIE. FHEDBAT AU MckBT7 1)
T=23Y  T=EANDT IV ADIE. FERDT—ZN—ABBOFR. 7TV r— a3y - T=RIITY
Y ATEBLFER. B BFIOFIEICRIIBE Y, Oracle Database VaultZ R NE. DBAD A LHWEWEEE
THtF1) T4 %8I TELT,

1. ¥ —D7 AT b EFERLI/N\YA—ICKET7 T r—>3y - T—20EHEEIET S
2. TEANR—ABEICRELIFTBELGEBEMMIASNGEVL D IRET S

3. 77V —3Y s TRICTVEATEDFR. K. BAzGIEY 2

4. BEOT—EN—RBEDLF 171 ZEEND D7 T r—2 3V DEBGE LIKRET 2

ZDIETIE. Oracle Database VautDEEIC DWW, B ZBEY FUFICEDWCERBELET, Thon+ 1
FlE. TETELEEEDS. PEOREDT —2X—XADOEEAEHTESNBARUISCT. EDLSIT0racle
Database VaultZITEFITRE LTEDHZERLTWET, TDHA AT 7T LIE—ARHEITERFIDH & 5B DORIE
&. Oracle Database VaultOBEEH L UAH/N\F 2V ANTREDIEBED & ZICEET 20 ERLTVET,
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thigt+aU7r
i

1—H—.
FoEvs =g

AT F— Ll DB

FF—gA—AThT D

F—RN—REF YT I

17 Fab—ilaigin

FoamEELCERIc LS

cEFa T i) —DBREE CEEL—Y—D I TS ATy — e O
R FoEdazyyd s Fa—wd - BT r—avo
cEFIF AT ERET s O—) LR YT e FRBET T —F ALFFUA,
kil e - BHLEI—Y—D s LU —a b ma At FARRETERYS/ vFO
- BRI FAORYa = - Oracle Database VaultD Lol Lo & AT R YA LT DBA DR

- Oracle Database Vaults

[N - E S =Ll wa

g lFag Lo
- BEVRAOBYE OB
LA A LEiR

BRT7oEZ ERLET I ir—az

R 1% s b 0] FARE T FEB

JAT—FoEn

- el T WP LD
AR LZEEREE O R

(26 : ITOH S 5EEFE % Oracle Database VaultD &I & i

tDEAT IS LN BEEY  TOBLEHBIIBERCF 1T (B 1Y —-TOy3 =7 77—
AN—ABE, 7—EZN—=X - LF2UT 1, BEEEQATT, FEALEDRETITEPIDREONNENEWVNDH
REBEADE. TRAZ Y TDRFIEROBEHZFRIEL VD EEZISNE T, Tlh. BAICI D LIEITOBH
EIDIDORTCWEF L&D,

1.

2.

BREFa1U T EE
. SHREEORNTELF1VT 0 RUS—DORRSIRE

o ABEF2IUT A -RUI—BRUOERRRNOIY T4 7V ARREZEN & LIeNSEEEt+ 1
U7 88 EEE L CERRRIICER

. HEBOBEEE & DEE

. TFIUTAHEZLOEEICLS. EENESEROSRE
aA—4—.Jneya=>ry

. FREI1I-—Y-oroervazZry

. FRPLUEEFEI—Y—00O— /L EEHBOEINT

. Bflfi—4Y-—or7nerya=ry

. TEAR=X-THIYV FDER

o TIAHIVE THTYRDINAT—ROEE (Oracle Database VaultD T 7 # )V kD7 Ho > N EEE
HLUtEF1 ) T BEEESE)

F—BN—=R - F2UT A

. Oracle Database Vault&E : L)V, ARV K < Jb—)b. BEKUOT 77 2DIERE. ZNE5DERRID
(=g

e TEAR=X-tFaU7q - LR—IOBE
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BEVZXADEYE & DB L BHINDEER] & BERDBIE,

B+ 1) 7« BERPIE ORETEHEIC K HNHMEEDE L EE MESBFRONE
4. FT—HAN—IEE

T—=RAN=X I\ oTvS

T—BAN—=R + F1—Z2Y

—AN=AND/\Y FBRET ==X+ 7y TIL—F

T—AR=X - LT r—2 3> &SRk

TF2VTAHEEESLOT —2FEE L DRBLEEICK SAINMLEBERT 7 L ADEE
5. IMTHAXESIURERIE (QA)

TIVr— 3 ORFEET A

Bt 7)) r—2a>DAYT VR

AEBRIBECERY /v FODBANDRM

Oracle Database VaultzER LI 7 U — 3> - 7 XA &Ny FEA

. [TEBFIDIRAE () B, K) BEGEZ3IDDREDY FUARHAL. TNZNDEETDOracle Database
Vault@mfﬁﬁ/f%ﬁﬁ LEY,

t$1U?4“%T%?ﬁ%ﬁﬁkLDO%%$EE@W%W@%@@JEUAﬁEE%ﬁ%%%ET%%Eﬁ%

AEEMEA D VKT, TcE AR BICITARZ Y IRT—2X—XZERLGHSHELQALIBLE L T\, &
®X9/7bﬂ#1U74®mﬁtT AN—ADBEERKIITOTCWY T 25800 ET, TDHEIF
TNTNOBFBICERDBII L7 AD Y b 2lET 5 EEHERL KT, fc& AL John SmithAi 2 7«
DEBE T —EN—ADEBZRKICIEET 20BN D 2501E. 525/ \AT— FERE LIHLZD2D07 —
QN—X-Tﬁﬁyk(?—QN—X%ﬁ%&LT%AﬁMW\T AN—R +t2F2UT+BERLLT
SEC_ADMIN_JSMITH) % John Smith(Cff 58 ZRBDH W E T, WERBDANL—T 1> 7 « VAT LT AY
YR ERRIE, INZTVWET, COLDICLTHELE BT AV Y ML BBFESRREL. 3072470
PEBICRITAHIENTERT, Efee NEBDNY H—IFET —EZN—R - THT Y hETHHCEOESN
FBETEHE. 77V r—23Y « 7= DTV REHETEET,

FEREDITERFIClE. £F 2 T 1 DEFICTTEDLDIFDEDAZ Y 7T TDHRLBE IFEROBHE 2 FREL
£9, EZE tF21UTEEEANDI—Y— - TOEYIZVIERELTWVBHEELNH Y XY, DBANE
EP U A7 LAEEBEN ST TVBHEHEER. BRELNFEELT A M EWVWSFEARRDBFEOMICT —2X—X
mf@%ﬁ’)’(b\%ﬁ% £& 1) £J, Oracle Database Vaultz R T NIE T — 2 X—X -7 H U > M ERESES
TNy H—ICEBHBEH SEBEEDBENT — 22 RETCEET, £l BE/ALELEEEHNSABRELRETCE
£,

FIREEITEPI Tl BEDBIFICHIADAZ Y THBN)ETHTENTESRD. TIFEDZAT I LITRL
EBEEEHEDZNZNICIESETAZ Y THRBEHINE T, TDFEIE. T—2ZX—=X - T7HTV FOEBEHI—

— - OEvazvin—EEY . TEARN—Z - X a1 U T BYEERET 1) T BYUBLUDBAD
i & BREICEE L, Oracle Database Vaultz B9 % & DBAANOracle Database A CRITCES TV 7«
ET7 427 —2RN—R - F 17 BEHNEBTELY, ThE. 7T MV —Y VI %T5EE C. A DDBA
ITHHET —AN—R - THO Y b 59 208 i%%f&@@&%)‘ HDENT—EZ DT 7 ASEZIET 55
ITHFICRIRI T,
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FT— A \DOBEOSE & HHOEMITEN. T—E2RX—IAMOE LW+ )T 1 SEOERNATNE TY
LICEBE(ICIZ > TWE T, Oracle Database Vaulticld, 7 71 7r—2 3 OB T — 2 & FRET BTcHDENH D
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