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Use the t and | keys to select which entry is highlighted. httD//DUb“C-VumOraC|eCOm/
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. Why Ksplice ?

ENTEHERG/ Ny FEANEELEH

c 90% L LD EIIELAN DM TEEZTIH-T=-tD

— [Wang 2004] Helen J. Wang, Chuanxiong Guo, Daniel R. Simon, and
Alf Zugenmaier. Shield: Vulnerability—driven network filters for

preventing known vulnerability exploits. In Proceedings of the 2004
ACM SIGCOMM Conference, pages 193—-204, 2004.
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. KspliceDFIFE

* Unbreakable Linux Network 7 A ) o+ —ZENF
- EGAV A=
— wget -N https://www.ksplice.com/uptrack/install-uptrack

sh install-uptrack YOUR ACCESS KEY
uptrack-upgrade -y

« AXVKRSAVICKBEELTYIT—F
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
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. Ksplicel2&kd7vyTT—bk
[root@server ~]# uptrack-upgrade

uptracka< >k (Ksplice 7547 ha< k)
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:
Install [1792zggh] Clear garbage data on the kernel stack when handling signals.

Install [g601587z] CVE-2011-2491: Local denial of service in NLM subsystem.
Install [rc7vca8p] CVE-2011-2492: Information leak in bluetooth implementation.
Install [rwvub2id] CVE-2011-2495: Information leak in /proc/PID/io.

[ ]
[ ]
[ ]
Install [fnOegvef] CVE-2011-2497: Buffer overflow in the Bluetooth subsystem.
[ ]
[ ]
[ ]

Install [c6tugub9] CVE-2011-2517: Buffer overflow in nl80211 driver.
Install [x4h2150b] CVE-2011-2695: Off-by-one errors in the ext4 filesystem.
Install [dOba3z30] CVE-2011-1576: Denial of service with VLAN packets and GRO.

Go ahead [y/N]?

ORACLE
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:
Install [1792zggh] Clear garbage data on the kernel stack when handling signals.

Install [g601587z] CVE-2011-2491: Local denial of service in NLM subsystem.
Install [rc7vca8p] CVE-2011-2492: Information leak in bluetooth implementation.
Install [rwvub2id] CVE-2011-2495: Information leak in /proc/PID/io.

[ ]
[ ]
[ ]
Install [fnOegvef] CVE-2011-2497: Buffer overflow in the Bluetooth subsystem.
[ ]
[ ]
[ ]

Install [c6tugub9] CVE-2011-2517: Buffer overflow in nl80211 driver.
Install [x4h2150b] CVE-2011-2695: Off-by-one errors in the ext4 filesystem.
Install [dOba3z30] CVE-2011-1576: Denial of service with VLAN packets and GRO.

Go ahead [y/N]?

B R R RETE/NT X1 TAEEDHERR
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:

Install
Install
Install
Install
Install
Install
Install

[1792zggh]
g601587z
rc/vca8p
rwvub2id

cotugub9
x4h2150b

Clear garbage

CVE-2011-2491:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.

Install

Go ahead
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

[ ]
[ ]
[ ]
[fnOegvef]
[ ]
[ ]
[ ]

d0ba3z30
[y/N]1? y

[1792zggh]
[g601587z]
[rc7vca8p]
[rwvub21id]
[fn0egvef]
[cotugub9]
[x4h2150Db]
[dOba3z30]

CVE-2011-1576:

Clear garbage

CVE-2011-24091:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:
CVE-2011-1576:
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Denial of service with VLAN packets and GRO.

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.
Denial of service with VLAN packets and GRO.
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:

Install
Install
Install
Install
Install
Install
Install

[1792zggh]
g601587z
rc/vca8p
rwvub2id

cotugub9
x4h2150b

Clear garbage

CVE-2011-2491:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.

Install

Go ahead
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

[ ]
[ ]
[ ]
[fnOegvef]
[ ]
[ ]
[ ]

d0ba3z30
[y/N]1? y

[1792zggh]
[g601587z]
[rc7vca8p]
[rwvub21id]
[fn0egvef]
[cotugub9]
[x4h2150Db]
[dOba3z30]

CVE-2011-1576:

Clear garbage

CVE-2011-24091:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:
CVE-2011-1576:

62 | Copyright © 2012, Oracle and/or its affiliates. All rights reserved.

Denial of service with VLAN packets and GRO.

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.
Denial of service with VLAN packets and GRO.
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:

Install
Install
Install
Install
Install
Install
Install

[1792zggh]
g601587z
rc/vca8p
rwvub2id

cotugub9
x4h2150b

Clear garbage

CVE-2011-2491:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.

Install

Go ahead
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

[ ]
[ ]
[ ]
[fnOegvef]
[ ]
[ ]
[ ]

d0ba3z30
[y/N]1? vy

[1792zggh]
[g601587z]
[rc7vca8p]
[rwvub21id]
[fn0egvef]
[cotugub9]
[x4h2150Db]
[dOba3z30]

CVE-2011-1576:

Clear garbage

CVE-2011-24091:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:
CVE-2011-1576:

Your kernel is fully up to date.
Effective kernel version is 2.6.32-200.19.1.el6uek
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Denial of service with VLAN packets and GRO.

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.
Denial of service with VLAN packets and GRO.
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. Ksplicel2&kd7vyTT—bk

[root@server ~]# uptrack-upgrade
The following steps will be taken:

Install
Install
Install
Install
Install
Install
Install

[1792zggh]
g601587z
rc/vca8p
rwvub2id

cotugub9
x4h2150b

Clear garbage

CVE-2011-2491:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.

Install

Go ahead
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

[ ]
[ ]
[ ]
[fnOegvef]
[ ]
[ ]
[ ]

d0ba3z30
[y/N]1? vy

[1792zggh]
[g601587z]
[rc7vca8p]
[rwvub21id]
[fn0egvef]
[cotugub9]
[x4h2150Db]
[dOba3z30]

CVE-2011-1576:

Clear garbage

CVE-2011-24091:
CVE-2011-2492:
CVE-2011-2495:
CVE-2011-2497:
CVE-2011-2517:
CVE-2011-2695:
CVE-2011-1576:

Your kernel is fully up to date.

Effective kernel version is 2.6.32-200.19.1.el6uek
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Denial of service with VLAN packets and GRO.

data on the kernel stack when handling signals.
Local denial of service in NLM subsystem.
Information leak in bluetooth implementation.
Information leak in /proc/PID/io.

Buffer overflow in the Bluetooth subsystem.
Buffer overflow in nl80211 driver.

Off-by-one errors in the ext4 filesystem.
Denial of service with VLAN packets and GRO.
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({51) uptrack—show ——available

# root@oracle:”

& AR BEZAE IEY) A+

1%
14
1%
1
1
1+
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({51]) uptrack—install ~patch—id"

FUTF—ET
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({51) uptrack—-remove " patch—id’

O—JL/\YI5ET
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. Ksplice Webf>A—2Jx1—X

o= Access key: bf8c768712874871ccbfa8ed1df
» 5 active machines are up to date.

Overview

* 4 active machines are out of date.

Active Installations

Show group: All machines ~ @Eﬂg&gm

Group  Machine Status install
Prod alpha (192.168.1.200) 20 instalied, 62 more No
Prod bravo (192.168.1.201) 46 installed, 12 more No

Pri charlie (192.168.1.202) 0 instalied, 3 more No
Prod delta (192.168.1.203) 80 installed, 2 more No
Prod echo (192.168.1.204) 31 instalied, 2 more No
Test foxtrot (192.168,1.205) Up to date! (65 instalied) No
Test golf (192.168.1.206) Up to date! (65 installed) No
Test hotel (192.168.1.207) Up to date! (65 instalied) No
Dev india (192.168.1.208) Up to date! (32 installed) No
Dev juliet (192.168.1.209) Up to date! (58 installed) No
Dev kilo (192.168.1.210) Up to date! (27 installed) No

To install Ksplice Uptrack on more systems, please see the Installation instructions.

To remove Kspiice Uptrack from a system, please see the Removal instructions.

ORACLE
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Auto

0s

Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK

2.6.32-29.16.1.el6uek
2.6.32-18.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-98.13.1.el6uek
2.6.32-74.32.1.el6uek
2.6.32-111.25.1.el6uek
2.6.32-156.19.3.el6uek
2.6.32-84.19.3 el6uek
2.6.32-128.10.1.el6uek
2.6.32-100.19.6.el6uek
2.6.32-200.16.1.el6uek

Original Kernel ~ Effective Kemel

2.6.32-100.13.1.el6uek
2.6.32-200.10.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek

102
1.21
1.21
1.0.2
1.21
1.2.%
1.21
1.21
1.2.1
1.21
121
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= Access key: bf8c768712874871ccbfa8e91df

» 5 active machines are up to date.

Overview

* 4 active machines are out of date.

Active Installations

Show group: All machines ~ @Eﬂg&gm

Group  Machine Status install
Prod alpha (192.168.1.200) 20 instalied, 62 more No
Prod bravo (192.168.1.201) 46 installed, 12 more No

Pri charlie (192.168.1.202) 0 instalied, 3 more No
Prod delta (192.168.1.203) 80 installed, 2 more No
Prod echo (192.168.1.204) 31 instalied, 2 more No
Test foxtrot (192.168,1.205) Up to date! (65 instalied) No
Test golf (192.168.1.206) Up to date! (65 installed) No
Test hotel (192.168.1.207) Up to date! (65 instalied) No
Dev india (192.168.1.208) Up to date! (32 installed) No
Dev juliet (192.168.1.209) Up to date! (58 installed) No
Dev kilo (192.168.1.210) Up to date! (27 installed) No

To install Ksplice Uptrack on more systems, please see the Installation instructions.

To remove Kspiice Uptrack from a system, please see the Removal instructions.
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Auto

0s

Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK

2.6.32-29.16.1.el6uek
2.6.32-18.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-98.13.1.el6uek
2.6.32-74.32.1.el6uek
2.6.32-111.25.1.el6uek
2.6.32-156.19.3.el6uek
2.6.32-84.19.3 el6uek
2.6.32-128.10.1.el6uek
2.6.32-100.19.6.el6uek
2.6.32-200.16.1.el6uek

Original Kernel ~ Effective Kemel

2.6.32-100.13.1.el6uek
2.6.32-200.10.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
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= Access key: bf8c768712874871ccbfa8e91df

» 5 active machines are up to date.

Overview

* 4 active machines are out of date.

Active Installations

Show group: All machines ~ @Eﬂg&gm

Group  Machine Status install
Prod alpha (192.168.1.200) 20 instalied, 62 more No
Prod bravo (192.168.1.201) 46 installed, 12 more No

Pri charlie (192.168.1.202) 0 instalied, 3 more No
Prod delta (192.168.1.203) 80 installed, 2 more No
Prod echo (192.168.1.204) 31 instalied, 2 more No
Test foxtrot (192.168,1.205) Up to date! (65 instalied) No
Test golf (192.168.1.206) Up to date! (65 installed) No
Test hotel (192.168.1.207) Up to date! (65 instalied) No
Dev india (192.168.1.208) Up to date! (32 installed) No
Dev juliet (192.168.1.209) Up to date! (58 installed) No
Dev kilo (192.168.1.210) Up to date! (27 installed) No

To install Ksplice Uptrack on more systems, please see the Installation instructions.

To remove Kspiice Uptrack from a system, please see the Removal instructions.
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Auto

0s

Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK

2.6.32-29.16.1.el6uek
2.6.32-18.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-98.13.1.el6uek
2.6.32-74.32.1.el6uek
2.6.32-111.25.1.el6uek
2.6.32-156.19.3.el6uek
2.6.32-84.19.3 el6uek
2.6.32-128.10.1.el6uek
2.6.32-100.19.6.el6uek
2.6.32-200.16.1.el6uek

Original Kernel ~ Effective Kemel

2.6.32-100.13.1.el6uek
2.6.32-200.10.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
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= Access key: bf8c768712874871ccbfa8e91df

» 5 active machines are up to date.

Overview

* 4 active machines are out of date.

Active Installations

Show group: All machines ~ @Eﬂg&gm

Group  Machine Status install
Prod alpha (192.168.1.200) 20 instalied, 62 more No
Prod bravo (192.168.1.201) 46 installed, 12 more No

Pri charlie (192.168.1.202) 0 instalied, 3 more No
Prod delta (192.168.1.203) 80 installed, 2 more No
Prod echo (192.168.1.204) 31 instalied, 2 more No
Test foxtrot (192.168,1.205) Up to date! (65 instalied) No
Test golf (192.168.1.206) Up to date! (65 installed) No
Test hotel (192.168.1.207) Up to date! (65 instalied) No
Dev india (192.168.1.208) Up to date! (32 installed) No
Dev juliet (192.168.1.209) Up to date! (58 installed) No
Dev kilo (192.168.1.210) Up to date! (27 installed) No

To install Ksplice Uptrack on more systems, please see the Installation instructions.

To remove Kspiice Uptrack from a system, please see the Removal instructions.
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Auto

0s

Original Kernel ~ Effective Kemel

Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK
Oracle Linux 6 - UEK

2.6.32-29.16.1.el6uek
2.6.32-18.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-98.13.1.el6uek
2.6.32-74.32.1.el6uek
2.6.32-111.25.1.el6uek
2.6.32-156.19.3.el6uek
2.6.32-84.19.3 el6uek
2.6.32-128.10.1.el6uek
2.6.32-100.19.6.el6uek
2.6.32-200.16.1.el6uek

2.6.32-100.13.1.el6uek
2.6.32-200.10.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.16.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
2.6.32-200.19.1.el6uek
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e Oracle LinuxJLX7HHR—k

— Unbreakable Enterprise Kernel
— Red Hat Enterprise Linux B h—=JL

ORACLE' | Ksplice [Customeriogin

Rebooting is obsolete!

Keep Linux up to date. Never reboot.

Free 30-day trial of Ksplice for Red Hat Enterprise Linux customers  How it works

ORACLE
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« 2012428 LU[%
— RHEL5/6 11— —[FIZ30 BN EE NS A7 ILIRH
— http://www.oracle.com/us/corporate/press/1529394

ORACLE' | Ksplice [Customeriogi |

Free 30-Day Trial of Ksplice
Zero-Downtime Updates
for Red Hat Enterprise Linux Customers

ORACLE

LINUX
e

You are seconds away from trying out Ksplice zero downtime kernel updates for your RHEL 5 or 6 system!

Take back your weekend and say goodbye to lengthy maintenance windows for kernel updates. With Ksplice, you can install
kernel updates while the system is running. Stay secure and compliant without the hassle.

But don't take our word for it, try it now with our 30-day free trial. Once you experience Ksplice, you'll never want to go

back. When your trial ends, we'd be happy to help you make the switch to Oracle Linux Premier Support so you can enjoy
Ksplice for as long as you want.

ORACLE
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. KsplicelZxtd % & il

“KsplicelERBSLLL 2 TDH—/N—DIURTLEBEDAUTF A
FELSKELGOARMDI1DZFHIBL, BEHEADTH—ERAREERELT
HostGator CTO Dave Collins

‘Ksplice TH#DFIMRAFYID AR DAL TFHURIZEDLTREZHEIBT 52

EMTEFET, AfbIEaR N RAEREFICHIRLZ”
FutureHosting CTO Nick Zyren

LDV ATLEREICEELRMODIEFTUVEAVR/IMTL, KU
BMICH—N\ZitFSE o TEREZRIEL
SingleHop CEO Zak Boca

ORACLE"
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T
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7yFTF—hk K /
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patch:

- if(aa) {bb} |
+ if(cc) {dd}

TR RXZERE

ORACLE
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patch:
- If(aa) {bh} | ——

+ if(cc) {dd} -

TR RXZERE

ORACLE




. Ksplice®H il
IRTE :Ksplice = 2y a ) T4V Z 2DV ) 2— 3

patch: 457146
 11(@a) {DD} | e | 20102

+ if(cc) {dd} 000100

000002
pre—post differencing 00e300

TR RXZERE
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pre—post differencing ff =
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pre—post differencing L=

| #EmaY—2a—K | | BE%Y—xa—K
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pre—post differencing L=

| BARTY—R3—F | | EE%Y—R3—F |
GCC GCC
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pre—post differencing L=

| BARTY—R3—F | | EE%Y—R3—F |
GCC GCC

| @EmENary | | EAsgaqry |
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pre—post differencing L=

| BARTY—R3—F | | EE%Y—R3—F |
GCC GCC

[\ i AR/ 1) | ER%/NFY \]

AR D /N\(F) (ELF) ZKsplice D T TLEER

ORACLE
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pre—post differencing L=

| BARTY—R3—F | | EE%Y—R3—F |
GCC GCC

[\ i AR/ 1) | ER%/NFY U

i AAT# D/ 17 (ELF) £Ksplice DBIFTLLE [
W
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pre—post differencing L=

| BARTY—R3—F | | EE%Y—R3—F |
GCC GCC

[\ i AR/ 1) | ER%/NFY \]

& FART% D/ \1F1) (ELF) ZKsplice D i ] TLL 8 :*3

BiEchh—F L OI—FEEE EREE ‘ Kspliceﬁ?:‘:ﬁ/ \ 1751 ‘
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pre—post differencing L=

ETEFEO)ZAL I3y

foo 1B IE R 2 ORI (T8
jmp | | IcREES~NmpHS

foo'
KER# xT 2R FE 21
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pre—post differencing L=

struct foo {
int a;
+ int b; BEAREEDERZELLD
}; o ISR RG AT R
struct foo Xx[3]; I a I
b 8 bytes
I= = a
‘ a \ 4 bytes b 8 bytes
a 4 pytes a
| a |4bytes b 8 bytes
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c DO EF ) TAEEIXY—RO—FHEIERICE IR EE
— Ksplicele R IZEMR T 51-DIZIEIEIZT—FZE
— OracleDIU =T HTH

o A—H[IKsplicele XD /NAFVEISATUMEBRHTAF
— pre—post differencing® N EREEHMIZBEL T —H (TEHL LY
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pre—post differencing¥Z fiTD E#a

« ETOEF2)TAIEEZEKsplice R IZE L AT BE
—~ CNETHDERE
- 88% —> BIEIE TEHATIEE
«12% —> Ksplice AIZY—ROA—KRZ{EIERIZTHATAIRE
— 1BEEH=Y(EIZCT)BLF171TDEN
* 0% —> ZHA A8
c MBS AT LR (h—r LB ES EE1IUBLLT
—FEROTIT)r—3 SRV TIZEELL
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http://www.ksplice.com/cve—evaluation—2008

ORACLE' | Ksplice

Performance on security patches

The Common Vulnerahilities and Exposures {(CVE) list identifies 64 significant Linux kernel vulnerabilities (with greater impact than
denial of service) from May 2005 to May 2008. Of the 64 corresponding patches, most—56 of 64—require no new code to be
performed as a Ksplice update. In other words, Ksplice can correct 88% of the Linux kernel vulnerabilities from this interval without
the need for rebooting and without writing any new code.

If a programmer writes a small amount of new code to assist with the remaining patches (about 17 lines per patch, on average),
then Ksplice can apply all 64 of the security patches from this interval without rebooting.

/ CVE identifier Patch Patch date Applies with Ksplice  Test kernel Modified patch! \
CVE-2005-1263 a3435605 2005-05-11 Yes 2.6.8
CVE-2003-1264 62f66Te 2005-05-13 Yes 2.6.8
CVE-2005-1535 113326 2005-05-14 Yes 2.6.11.9
CVE-2003-2458 adflbac 2005-07-26 Yes 2.6.8
CVE-2005-3276 7lael8e 2005-07-27 Yes 2.6.12
CVE-2003-2500 58fch3d 2005-08-10 Yes 2.6.13-rch
CVE-2003-2452 6dlcfe3 2005-09-19 Yes 2.6.12
CWVE-2003-317% cB75814 2005-10-03 Yes—with additional code 2.6.13-rc6 [full] [diff]
CWVE-2003-31280 05bc3gbe 2005-10-04 Yes 2.6.12
CVE-2003-270% 338d57f 2005-11-04 Yes—with additional code 2.6.13-rc6 [full] [diff]
\ CVE-2003-463% 5cl5cBb 2005-11-08 Yes 2.6.12 /

ORACLE
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