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fault: {
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ERR OVER LIMIT 413 ANVI IR HRETETRETEERA
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from restclientlib import *

host = “10.0.2.13"”
user = “root”
password = “secret”

client = RestClient (host)

result = client.login (user, password)

result = client.get (“/api/log/vl/collect/audit”)
print result.getdata()

client.logout ()

A—H—F, RRAT—FELUVRR FAELLEEESNTONEE, RV Y T FORTHRELELTRX
DABNEASNET,

Thu Apr 17 13:08:16 2014
nvlist version: 0

address = 10.0.2.15

host = 10.0.2.15
annotation =

user = root

class = audit.ak.xmlrpc.system.login success
payload = (embedded nvlist)
nvlist version: 0

iscli = 0

(end payload)

summary = User logged in

Thu Apr 17 12:10:32 2014
nvlist version: 0

address = 10.0.2.15

host = 10.0.2.15
annotation =

user = root

class = audit.ak.appliance.nas.storage.configure
payload = (embedded nvlist)
nvlist version: 0

pool = onlystuff

profile = Striped

(end payload)

summary = Configured storage pool "onlystuff" using profile "Striped"

Thu Apr 17 12:11:04 2014
nvlist version: O
address = 10.0.2.15

host = 10.0.2.15

annotation =
user = root
class = audit.ak.xmlrpc.svc.enable

payload = (embedded nvlist)
nvlist version: 0

service = rest

(end payload)

summary = Enabled rest service

Thu Apr 17 12:24:01 2014
nvlist version: 0
address = 10.0.2.15

host = 10.0.2.15
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annotation =

user = root

class = audit.ak.xmlrpc.system.session timeout
payload = (embedded nvlist)

nvlist version: 0

iscli = 0

(end payload)

summary = Browser session timed out

Thu Apr 17 13:10:28 2014
nvlist version: 0

host = <console>

annotation =

user = root

class = audit.ak.xmlrpc.system.logout

payload = (embedded nvlist)
nvlist version: 0

iscli =1

(end payload)

summary = User logged out of CLI

L31206lF. FIEDT—ILELVTAD ) MIEROEE (ZOFITIKI0) ZEKLET,

#!/usr/bin/python
from restclientlib
import * host =
"10.0.2.13"

user = "root"
password =
"secret"

pool="RlPool"

project =

"apiproj"

sharepath =
"/api/storage/vl/pools/%$s/projects/%$s/filesystems" client =
RestClient (host)

result = client.login (user,

password) for i in range(l, 10+1):

o

sharename="MyShare %d" % i

result=client.post (sharepath % (pool, project), { "name":
sharename }) if result.status != httplib.CREATED:

print result.status

print "Error creating " + sharename + ": " + result.body

client.logout ()
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v2.1 Success - A Vv —FELEIAFT—BEF’EHLE—BLTVES
v2.2 ERROR - A ¥ —FBRF—HBLTVLETHA, Y1 F—FBEN/Y—EADNA—VavEBATVET
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PABRETY, a— FRECEWO2hDTRYSI VI EBEEATEEY, BRI DHEHEE. B
FEOREICERASATWSTOI S0 - )l«—)l«b#&‘T’éELEEéhiﬁ'o
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FTELEMHIE, BIRLETOS S5 S U4 EE TJavaSeript Object Notation (JSON) A4 R— k&
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EBALRTYAR - TOFSLEBLTETT SN, AAIILLTEEETTES 7055 LEERML
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B, O—TAVIDOBXIT—F v T HHENEBMTAESNTVS I ERLSHY FET,
Z0EHA—FOFEIALL, TUS=FYLY - FIL—TRHTI—F - TR LOTBRHED
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KETIK, O—F 1 VFEEL LTIEPythonZ., IDEE L TIEPyCharm Community Edition (ZEHHER)

EFEALET, ROEIE, PyCharmDZEMEERERLTVET, ZAOFESF—2 a3y - Rq Y
ZFEALT. BA7AP ) FCTERASNA TS ZEPYthonE 2 —)LERRL, I—F-IT 4
RERLEIC, TNAYH/A2Y—IL - RAVETEIZRRTLTWET,

8 00 | listusers.py - Python - [~/D /SunDocs /d i [Rest API/ [Python]

Python ) | listusers.py )

1 Project e D 5 | % |- | @ listusers.py x | A printstats.py x | & multicallpy x | & restclientpy x
v [1Python (~/Documents/SunDocs/docs&whitepapers/R|39;
> REST API Demo 31 Jimport os
32 import sys
# addsshkey. 3 p-) - %
Y-pY 33 import restclient
Mb createscript.py 34 (Qimport restmulti
« discover.py 35
. download_filter_logs.py 36
B o 37 def usage():
Ry 38 print “usage: python listusers.py <host> [user] [password]”
& listusers.py 39 O sys.exit(2)
. multicall.py 40
41
@ printprops.py .
Bt rinkats 42 ©def main(args):
o -PY 43 client = restclient.create_client(xargs)
« restclient.py 44 if not client:
¥ restmulti.py 45 usage()
& upload_workflow.py 46 " .
v BE | b 47 result = client.get("/api/user/vl/users")
W Cxterna Liraries! 48 if result.status == restclient.Status.0K:
v @ < Python 2.7.5 (/System/Library/Frameworks/Pytl 49 users = result.getdata().get("users")
» Wl Extended Definitions 50 '} user_details = restmulti.RestMultiRequest()
» [asite-packages (I g; S et
» Eapython (ibrary home 53 for user in users:
» [ZPyObjC 54. request = restclient.RestRequest(
» [3python2.7 (library home 55 "GET", "/api/user/vl/users/%s" % user.get("Llogname"))
» [Zlib-dynioad g? user_details.add_request(client, request)
> Dlib-tk 58’ user_details.run()
» [Caplat-darwin 59, user_details.wait()
» [gplat-mac gz ) . i
re Ealbiscpipackages 62 for run in user_details. runs:
63 print str(run)
64
65 0o client. logout()
66
67 if __name__ == "__main__":
68’ main(sys.argv[1:])
69 0s._exit(@)
Run ¢ listusers - L ||EventLog
» | 4 /System/Library/Frameworks/Python. framework/Versions/2.7/bin/python "/Users/peterbrouwer/Docunent: 14:27:46 Converting old skeletons
" GET https://192.168.0.230:215/api/user/v1/users/Edinburgh Skeletons of binary modules seem to be from an older
3 1 These will be fully re-generated, which will take som

R Next time you open the project, only skeletons of new

"initial_password": "DummyPassword",
“preferences":

14:35:26

"login_screen": "status/dashboard",
= "advanced_analytics": false,
= "locale”: "C"; -
m "keys": [1, S
“href": "/api/user/v1/users/Edinburgh/preferences", ?
? "session_timeout": 15
"roles": [
"basic"
]

4. PyCharm IDEMRH J—> - Ea—

7075 5 Ll
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DI )VERRT B0LIZ A TOBRBECCURLA—T 4 U T« EFEA LGS & PythonTOsG5225
REBOIZESDORESTful APIOFERABIZHBNLET . ThELOHIT, APlaT Y FOFERAZEETRL
F9, I5—NEBELTEHEANBEILDHFEITO>TLET,
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31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

#!/bin/b
#
# Exampl

ash

e 1

# Copyright (c) 2013, 2014 Oracle and/or its affiliates. All rights reserved.

# Script

CURL=("which curl® -3 -k)
ACCEPT="application/json"

akrest

DO _FORMAT=false

PYTHON= which python"

USER=$ZFSSA USER

PASSWORD=$ZFSSA PASSWORD
SESSION=S$ZFSSA SESSION

INFILE=

CONTENT="application/json"

VERBOSE=false

usage ()
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo

exit 2

}

{

curl command options

Default returned content type accepted
Pretty print JSON output

Used for pretty printing JSON output
Login user

Login password

Login session id

POST/PUT input file

Default input content type

Print more data

H= H= e e e o HE HE S

"usage akrest [options] <host> <get|post|put|delete> <path> [Jjson]"
"options:"

" -f
" -h
—-C
-1i
—-S
P
-u
-V
-y
—Z

Format output"

Print headers"

Request CLI script"

<file> Input file to post/put"

<id> Session id"

<pass> Login password"

<user> Login username"

Verbose"

Request YAML output"

Request compressed return data (only some commands supported)"

while getopts u:p:i:s:hvbcfyz name

do

case S$name in

CURL=( "S{CURL[Q]}" "--header" "X-Zfssa-Get-Script: true" );;
CONTENT="application/octet-stream";;

DO FORMAT="true";;

USER="$OPTARG"; ;

PASSWORD="$OPTARG"

done

SESSION=; ;

CURL=( "${CURL[@]}" "-i" );;

INFILE=SOPTARG; ;

CURL=( "S${CURL[Q]}" --header "X-Auth-Session: SOPTARG" )
PASSWORD=""; ;

VERBOSE="true"

CURL=( "${CURL[@Q]}" "-v" );;

ACCEPT="text/x-yaml";;

CURL=( "S${CURL[@]}" "--header" "Accept-Encoding: gzip" );;
usage

10
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54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115

shift $((SOPTIND - 1))

echo "S{CURLI[E]}"
fi

if [ "S$#" == "3" ]; then
JSON=""
elif [ "$#" == "4" ]; then
JSON=§4
CURL=( "S${CURLI[@]}" "-d"™ "@-" "--header" "Content-Type: ${CONTENT}")
else
usage
fi
HOST=51
REQUEST=$2
PATH=$3
DATA=S4
case SREQUEST in
get) REQUEST=GET;;
put) REQUEST=PUT; ;
post) REQUEST=POST; ;
delete) REQUEST=DELETE; ;
*) usage
esac
if [ "S$HOST" == "" ]; then
usage
fi
if [ "SPATH" == "" ]; then
usage
fi
if [ "localhost" == "SHOST" ]; then
URL="http://$HOST:8215/$PATH"
else
URL="https://$H0ST:215/api/S$PATH"
fi
if [ "S${USER}" == "" ]; then
USER=root
fi
if [ "${SESSION}" != "" ]; then
CURL=("S${CURL[Q] }" --header "X-Auth-Session: ${SESSION}")
elif [ "S${PASSWORD}" != "" ]; then
CURL=("${CURL[Q@]}" --user "S{USER}:${PASSWORD}")
else
if [ "SHOST" != "localhost™ ]; then
echo "Either password or session needs to be set"
exit 1
fi
fi
if [ "S{INFILE}" == "" ]; then
CURL=( "${CURL[@]}" "-sS" )
else
CURL=( "${CURL[@]}" "=d" "Q@S${INFILE}" "--header" "Content-Type: SCONTENT" )
Fi
CURL=("${CURL[@Q]}" "--header" "Accept: ${ACCEPT}" -X "${REQUEST}" "${URL}")
if [ "${VERBOSE}" == "true" ]; then

1
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116 4if [ "${DO_FORMAT}" == "true" ]; then

117 if [ "$JSON" == "" ]; then

118 "S{CURL[@]}" SPYTHON -mjson.tool
119 else

120 "${CURL[@]}" << JSON_EOF | $PYTHON -mjson.tool
121 $JSON

122 JSON_EOF

123 fi

124 elif [ "S$JSON" == "" ]; then

125 "S${CURL[@]}"

126 else

127

128 "S{CURL[@]}" << JSON_EOF

129 SJSON

130 JSON_EOF

131 fi

132

133 echo ""

134

RDAT Y FFADHFIF, akrest RV Y T EFERLTHEDLI—Y— - 7HI L FOFMIERZEZE
/I BAHAEERLTVEY,

$ ./akrest -u root -p verysecret 192.168.0.230 get user/vl/users/Edinburgh

{"user":
{"href": "/api/user/vl/users/Edinburgh",
"logname": "Edinburgh",
"fullname": "John Edinburgh",
"initial password": "DummyPassword",
"require_annotation": false,
"roles": ["basic"],
"kiosk mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {"href": "/api/user/vl/users/Edinburgh/preferences",
"locale": "C",
"login screen": "status/dashboard",
"session_timeout": 15,
"advanced analytics": false, "keys": []
}
}}

Python & F

AETHENT HPythona— FOFITIE. PythonEL 21— LOEERZZRALTVET, £595C
& T, Oracle ZFS Storage Appliance®RESTful APIH—ERIZF Y ERTBHEZ(THSATU -
O—FT&LKERTIEEDS1A4 TS ) EERTEET, Python RESTful APIE D 2 —ILDBEHE
restclientlib.pyB & Urestmulti.pyEZ A F 2 b O—FTHERATES L SIZT BIZIL.
Python@ import X Z#FERALTCINODED 2 —ILEISATo b A—FDED 2—)LIZA VUiR—
FLET,

OB TERL TULYAPython Restful 54 751 » E¥ a—JlrestclientlibB L UPrestmulti
DIA—FKRIZDOWTIK, REOXREIZH BT ESH LTS,

Python7OSSE T DRA M- TS5HF4R
Pythona— K%k g 5 L Sk, BeZFEROaI—K - EPa—Ex8RTdEL51LT, ¥F¥o—
NILETF—AEHEIERALLENTLEEL, PythonlgA TSz MEABE OIS I VHIEETH
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5=, T—8 - VSREEEL. TOT—2Z2RETDHAV Y B FELFT. Chb
MPython RESTful APIED a—ILEBIDESYICERTEET,
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Pythona— K4l

ROPythona— FD4li%. Oracle ZFS Storage Appliancelz@4' 4 >~ L TCGETaAT Y FEHITLTS
D7 ISAT7ADA—H—FTHI U FERBTEHEERLTVET . BB . A7/ ViFHR (21—
P—BLUNRRT—F) MN—F - 3—TFT 1053 TOWETH. ABRETEHEEINGVAZE
TT/NRT—RENRRT—RED—FRIZEHHBVWESITTEHEICOVTIE, RIEFEEHRALET,
ROEIE, a—FEZDOHID—EHEZRLTVET,

&7 Project - Q = | 1= | B listusers.py x | & printstats.py x | @ multicall.py x | & restclientpy x | |& liupy x | [5| akrest x
¥ Python (~/Documents/SunDocs/docs&whitepapers | 1 # rthor o
> REST API Demo 2 # i
@ addsshkey.py i r PI library | |
. createscript.py 5
# discover.py 6
¥ download_filter_logs.py 7 d/or f ALl rights re d.
& ex.py g Z le,
¢ listusers.py 10 # fur mported by
& liu.py 11 import restclient
. multicall.py 12
. i host = "192.168.0.230"
M printprops.py 14 user = "root"
. printstats.py 15 password = "verysecret"
. restclient.py 16
. restmulti.py 17 #.Createn nstance of lent: object-amd use:its _JInit__functic
18 client = restclient.RestClient(host)
. upload_workflow.py 19 o Scltent locin method 1o creste 3 cacsion
v [l External Libraries 20 result = client.login(user, password)

v @ < Python 2.7.5 (/System/Library/Frameworks/P |21
» il Extended Definitions 42

23 # get configured users from the Appliance
» [3site-packages (Iib ome) 24 result = client.get("/api/user/vl/users")
» 3 python (library J 25 # print information
» [3PyobjC 26 print result.status
- kv haraEs 27 print result.getdata()
»._Ldpythonz 7. (Ibrary home) 28 client. logout()
Run listusers ¥ L iEventLog
> + /System/Library/Frameworks/Python. framework/Versions/2.7/bin/python [ o
""/Users/peterbrouwer/Documents/SunDocs/docs&whitepapers/Rest API/examples/Python/listusers.py" =
3 192.168.0.230 root newroot (&)
—— GET https://192.168.8.238:215/api/user/vl/users/Edinburgh =
E =
g "user": { 5]
= "initial_password": "DummyPassword",
- "preferences": {
| [ "login_screen": "status/dashboard",
e & "advanced_analytics": false,
= "locale": "C", ?
? "keys": [I,

"href": "/api/user/v1/users/Edinburgh/preferences",
"session_timeout": 15

"roles": [
"basic"
1,

"kiosk_mode": false,

“href": "/api/user/v1/users/Edinburgh”,
"logname": "Edinburgh",

"exceptions": [],

"kiosk_screen": "status/dashboard"”,
"fullname": "John Edinburgh",
"require_annotation": false

¥

GET https://192.168.8.238:215/api/user/vl/users/root
{

B5.0racle ZFS Storage AppliancelzO 4’4 > L Tgeta v > KER4TJ bPythona—F

ROFIETIE, HlOI—FEEY—MEMICL. PythonED 21— IILBEROI—T 1 VJ FRITER
SEFET, minBIFEZTEALTEREL. COEDa2—IDBASY - EDa—LELTEBEINIS
EBldmainBIAa—LENBLSICLET (23— F1T744~46) , £z, restclientF TPz b+
MDcreate clientA VY FEFEATEHLSICERLFET, COAVY RICEETSHI LT, BEEh
BN F v ENDESITQYFET (3—F1720)
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S 512, RESTfulZ 54 7> FAPI restmulti Python®EL a—I)LOTILF AL v F#ENFER L
H& 312, restmulti®EVa—ILEAVR—FLET (12978) .

1 #!/usr/bin/python

2

3 # Example 3

4 # Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.
5 #

6 """An example of using multi-threaded requests to list the details for all
7 users in a system"""

8

9 import os

10 import sys

11 import restclientlib

12 import restmulti

13

14

15 def usage():

16 print "usage: python listusers.py <host> [user] [password]"
17 sys.exit (2)

18

19 def main(args):

20 client = restclientlib.create client (*args)

21 if not client:

22 usage ()

23

24 result = client.get ("/api/user/vl/users")

25 if result.status == restclientlib.Status.OK:

26 users = result.getdata() .get ("users")

27 user details = restmulti.RestMultiRequest ()

28

29 # Create a multi-threaded request to get detail info for every user
30 for user in users:

31 request = restclientlib.RestRequest (

32 "GET", "/api/user/vl/users/%s" % user.get ("logname"))
33 user details.add request(client, request)

34

35 user details.run()

36 user details.wait ()

37

38 # Print the results for listing all user details

39 for run in user details.runs:

40 print str(run)

41

42 client.logout ()

43

44 if name == " main ":

45 main(sys.argv[l:])

46 os. exit(0)

ROFlE. 7—970—%2F7yv7O—RKLThLATLavEFERLTEI#%ET—Y JO0—IZET
HEERLTWET, 77— 78—& (&, Oracle ZFS Storage AppliancelZ7 v FA— K &h, Oracle
ZFS Storage ApplianceV 7 bz 7D T LDFHE T CTRITSNBRY Y T -a— KD ETT,
D—4278—I22WWTE#ELLIE. R"TA k- R—/3— [Effectively Managing the Oracle ZFS Storage
Appliance with Scripting] #BB LTI ZOERTA b - R—/3—(F, BEEHDIEICH
HEh Tl B0racle ZFS Storage Appliance®MRT A k « R—/X—DWebH 1 FIZHY FET,
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ROBITIE, 97— 70—DO5IHIHEELENENBBALE-LFEILET S, BELTD—TJ0—%T Y
JO—FKLET, COPythonRI Y T hiF, 79— 70—0DT7 74L& E, JSSINATSzH FEL
CTEEINBZT—HTJO— - /85 A—4 - TJOVHIEREBLET,

RIZD)—4H7A—@a—KERLET,

e and/or it ffiliate All rights reserved
var workflow = {
name: 'Slow Return',
description: 'A workflow that takes a long time to end.',
scheduled: false,

parameters: {

seconds: {
label: 'Seconds to sleep',
type: 'Integer'

}I

sendOutput: {
label: 'Send output while executing',
type: 'Boolean'

}

execute: function (params) {

"use strict";
var i = 0;
for (1 = 0; i < params.seconds; 1 =1 + 1) {
run('sleep 1');
i (params.sendOutput) {
printf ('%$s second\n', 1i);

}
}

return ('Workflow ended successfully.');

D—9 JA—E&TET— 70 —0DHMHEEELEFT. 3— F178% R3S &, scheduledhifalse

IZE%

FEINTWAT=8H, ZOT—4 70—IZRESTful APID—4 J0—THE%ZFEALTEATTSE
35?-0

Python® ¥ 1 —Jlupload workflowZERLTI—9270—%7 v Jo—FKL (2a—FK1789) .
NSGA—AFFEL, 7—970—%FTLET (3—FT101~112)

restclientlibE TV a— LD importDEXAHTNCEGD I LITEFELTLEEL, from
<libmodulename> import *&UV3Pythona—KRF#FERTHE. A VR—bLEED2—ILDY
SREFTOH FEEEI—FHSBBTEET, import <libmodulename>HEXFHERT 5
BRI FDED 2—ILDY T A%E<modulename>.<classname>& LTEBTI2HENHY FI,
ELLMAYY FEFERATINMIMEADKRATY ., BEROSATZY) - ®EDa—ILEERATHHE
[d<modulename>. W5 A— FEBR I AL EFERAT D L. 7 SR ELEHDBROEBHMMIESICH

YFET,

#!/usr/bin/python
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# Example 4b

# Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.

#

mrrnmn

Upload any workflow in your local folder/directory and run it using this script
Ensure that the workflow property "scheduled" is not set to true to execute
the workflow

from restclientlib import *
import getopt

import getpass

import sys

import jason

def readfile(filename) :
if "akwf" in filename.lower () :
try:
with open(filename, "r") as f:
return f.read()
except IOError as e:
print e
else:
print "Please upload an akwf file"

def usage():
print "upload workflow.py - Upload and Execute a workflow"
print "uses restclientlib.py - please ensure that it is in your workspace"
print "usage: upload workflow.py [options] <zfssa-host>"
print "options:"

print " -u <user> Login user. (default is root)"

print " -p <pass> Login password."

print " -f <filename> filename (neccessary)."

print " -e <TRUE/FALSE> (default is false)."

print " -c <JSON> (content to execute the workflow with). (optional)"

def main(argv) :
do_execute = "False"
execute content = ""
user = "root"
password = ""
filename = ""

try:

opts, args = getopt.getopt(argv(l:], "u:p:f:e:c:")
except getopt.GetoptError as err:

print str(err)

usage ()

sys.exit (2)

for opt, arg in opts:

if opt == "-u":
user = arg

elif opt == "-p"
password = arg

elif opt == "-f":
filename = arg

elif opt == "-e"
do_execute = arg

17
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65 elif opt == "-c":

66 execute content = arg

67

68 if len(args) != 1:

69 print "Insufficient arguments"

70 usage ()

71 sys.exit (2)

72

73 if not password:

74 password = getpass.getpass|()

75

76 host = args|[0]

77 client = RestClient (host)

78 result = client.login (user, password)

79

80 if result.status != Status.CREATED:

81 print "Login failed:"

82 print json.dumps (result.getdata(), sort keys=True, indent=4)
83 sys.exit (1)

84

85 if filename == "":

86 print "Include a filename"

87

88 body = readfile(filename)

89 result = client.post ("/api/workflow/vl/workflows", body)
90

91 if result.status != Status.CREATED:

92 print result.status

93 print result

94 raise Exception ("Failed to upload the workflow")

95 else:

96 print "Workflow uploaded"

97 workflow = result.getdata()

98 print json.dumps (workflow, sort keys=True, indent=4)
99 if do_execute.lower () == "true":

100 print execute_ content

101 result = client.put (workflow|["workflow"] ["href"] + "/execute",
102 execute content)

103 if result.status != Status.ACCEPTED:

104 print "The workflow cannot be executed. " ¥
105 "Ensure that scheduled property is not set to true"
106 print json.dumps(result.getdata(), sort keys=True, indent=4)
107

108 else:

109 print "The workflow has been executed”

110 print "output:"

111 print json.dumps (result.getdata(), sort keys=True, indent=4)
112

113

114 if name == " main ":

115 main (sys.argv)

116

O—KRZEEFTTEHEE. 7—9270—DNSA—42%EFTISINERXOTFR - TJAVIIZERE
N3 _E5IAFICHEICEETIRELNHYET, P/LTHIDERETESIAFRIEIBRI ALK S
[2FBIZI&E. JSSINTFHFR k- JAY Y CRERZESIAFENNYIRSY 2 TELRENHY F
9, PyCharm IDEZERA L CINFITOAEERDODEAICRLET,
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800 Enter script parameters

-u
root

-p

verysecret

-f

slow_workflow.akwf

-e

true

-C

"f\"seconds\": \"10\", \"sendOutput\": \"Fallse\" 4
192.168.0.230

| Cancel | | OK J

B6. 51¥ & LTELI-0— FICEFEN S5 AFNPYythonfITHIBRSABWK SNV IXFyPa2EALT
L55%F

upload _workflowRY ) T +ERITTHERDENNERESNET

/System/Library/Frameworks/Python. framework/Versions/2.7/bin/python
" /Users/peterbrouwer/Documents/SunDocs/docsé&whitepapers/Rest
API/examples/Python/upload workflow.py" -u root -p verysecret -f slow_workflow.akwf
-e true -c "{¥"seconds¥": Y¥"1l0¥" , ¥"sendOutput¥" : ¥"False¥" }" 192.168.0.230
Workflow uploaded
{
"workflow": ({

"alert": false,

"description": "A workflow that takes a long time to end.",

"href":

"/api/workflow/vl/workflows/5d29f146-0£52-6566-b443-f54ebllb5ead",

"name": "Slow Return",

"origin": "<local>",

"owner":

"root",

"scheduled":

false,

"setid":

false,

"uuid":

"5d29£f146-0£52-6566-b443-f54ebllb5ead",

"version": ""

}

{"seconds": "10" , "sendOutput" : "False" }
The workflow has Dbeen

executed output:

{

"result": "Workflow ended successfully.¥n"

}

Process finished with exit code 0

RDHIE. Oracle ZFS Storage Applianceh > OV EREMBT 5 AEFERLTLVET, Oracle ZFS
Storage Appliance TlE., RT—2 R IEWREEKXNE (Alert&Fault) &4 4 7 (System&Audit) T

PELTEERLTWLWET, PythonEY 2 —Jldownload filter logs.pyTld. RIFTHR5 D4
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AT7%&-tFTay (A—F{750) THRELFT. MGLEOTEERMTHT7 7/ LDAFNL, -£
T aTRELET,

O J o) U bW N

GO OO OO0 O SRR R D WWWWWWWWWWNNNNNNNDNNNN P PR R PR e o
o U W NE O WOoWw-Jo U b WNE O WOW-JoU & WNhE O WWOLW-=TO0 Ud WNEFE O WOW-Jo Uldbd wbdhEF~ o

#!/usr/bin/python

# Example 5

#

# Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.

#

import restclientlib
import getopt

import getpass
import json

import sys

def

def

usage () :

print "download filter logs.py - Download and filter logs"

print "uses restclient.py - please ensure that it is in your workspace"
print "usage: download logs [options] <zfssa-host>"

print "options:"

print " -u <user> Login user. (default is root)"

print " -p <pass> Login password."

print " -t <logs type> (default is audit)"

print " -f <filename> filename (default is logs.txt)."

print " -F <filter> if -F is given. Login, Logouts entries will be" ¥
" deleted."

print " only works if log type is audit"

main (argv) :

do_filter = False
filename = "logs.txt"
logtype = "audit"

user = "root"
password = ""

try:

opts, args = getopt.getopt(argv[l:], "u:p:t:f:F")
except getopt.GetoptError as err:

print str(err)

usage ()

sys.exit (2)

for opt, arg in opts:

if opt == "-u":
user = arg
elif opt == "-p":
password = arg
elif opt == "-t":
logtype = arg
elif opt == "-f":
filename = arg
elif opt == "-F" and logtype == "audit":

do_filter = True

if len(args) != 1:
20
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58 print "Insufficient arguments"

59 usage ()

60 sys.exit (2)

61

62 if not password:

63 password = getpass.getpass ()

64

65 host = args[0]

66 client = restclientlib.RestClient (host)

67

68 result = client.login (user, password)

69

70 if result.status != restclientlib.Status.CREATED:
71 print "Login failed:"

72 print json.dumps (result.getdata(), sort keys=True, indent=4)
73 sys.exit (1)

74

75 download log(client, logtype, filename)

76 if do filter:

77 remove login logout (filename)

78

79

80 def download log(client, logtype, filename):

81 result = client.get("/api/log/vl/collect/%s" % logtype)
82 if result.status != restclientlib.Status.OK:
83 raise Exception("failed to download the logs")
84 else:

85 fp = open('./%s' % filename, 'w')

86 line = result.readline ()

87 while line:

88 fp.write(line)

89 line = result.readline()

90 fp.close()

91

92

93 def remove login logout (filename) :

94 fp = open('./%s' % filename, 'r'")

95 fpl = open('./%s.filtered' % filename, 'w')
96 lines = fp.readlines()

97 i=0

98 while i < len(lines) - 1:

99 if "summary" in lines([i]:

100 if "User logged in" in lines[i] or "User logged out" in lines[i]:
101 pass

102 else:

103 for j in range(-12, 2):

104 fpl.write(lines[i+j])

105 i += 12

106 else:

107 i+=1

108 fp.close()

109 fpl.close ()

110

111

112 if name == " main ":

113 main (sys.argv)

114

BEOHIE., sshR—ZXDRHY Y THIZHRRAT—FZa—FT 405 LELTHEELTBE=HIC.
Oracle ZFS Storage AppliancelZssh¥—% 7w JO—K¥5A%EERLTLET, PythonEL 21—
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JLaddsshkey.pyld, 2 —H—D T4 LY kU ~/.ssh (T—FTB) I2HBT 741
authorized keys#EAL T, ¥EE SN=0racle ZFS Storage Appliance1—H— - 7HH > b+
(23— K4764) IZssh¥—%7 v FA—FLET, user®T 7+ /)L blErootTY (33— F{T61)

R, FREEICERAT HSSH DSAZ A TDRART T 2RENHYET

Peter-Brouwer-Mac-Pro: peterbrouwer$ ssh-keygen -t dsa

Generating public/private dsa key pair.

Enter file in which to save the key (/Users/peterbrouwer/.ssh/id dsa):
/Users/peterbrouwer/.ssh/id dsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /Users/peterbrouwer/.ssh/id dsa.
Your public key has been saved in /Users/peterbrouwer/.ssh/id dsa.pub.
The key fingerprint is:
ab:68:a6:3b:7d:d5:12:1f:ef:40:8e:74:02:0c:£6:27 peterbrouwerl@Peter-Brouwer-Mac-
Pro.local

The key's randomart image is:

+--[ DSA 1024]----+
\ 00 |
| .0 |
| E.o |
\ =+ + |
\ + A. Qo [
| + # = . |
\ o |
\

\ .

fom +

Peter-Brouwer-Mac-Pro: ~ peterbrouwers$

Python addsshkeyTl&, 1—H—®D~/.sshT1 LY FYIZ$HS T 71 JLbauthorized keysZ{E
ALT®Z7 Yy 70— FT 5. SERBLEBZI7AIILICEBMLET.

Peter-Brouwer-Mac-Pro:~ peterbrouwer$ cat ~/.ssh/id_dsa.pub >> ~/.ssh/authorized keys
Peter-Brouwer-Mac-Pro:~ peterbrouwer$

QRIZ. Python addsshkey.pyZEITL. BANZER L THE W =sshx—% 7y TO—FLET, 7V
JO—KA5ET LI=5. Oracle ZFS Storage Appliance~® B4 A ViZsshxEHRLT, 7v7O—
KLE2DDEETRAMTEET, RRT—KFIEERShAZWIT TI,

1 #!/usr/bin/python

2

3 # Example 6

4 # Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.
5 #

6

7 """Adds all public keys of the current user to an appliance"""
8

9 import getpass

10 import os

11 import restclientlib

12 import sys

13
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14

15 def add keys(appliance, user, password, filename):

16 o

17 Adds a ssh key to the specified appliance.

18

19 :param appliance: Host name

20 :param user: Appliance management login user name

21 :param password: User password

22 :param filename: Key filename

23 e

24

25 with open(filename) as key file:

26 keys = key file.readlines()

27 client = restclientlib.RestClient (appliance, user, password)
28

29 key types = {

30 "ssh-dss": "DSA"

31 }

32

33 for k in keys:

34 words = k.split ()

35 if len(words) != 3:

36 continue

37 key type = key types.get (words[0])

38 if not key type:

39 continue

40 key = {

41 "type": key type,

42 "key": words[1l],

43 "comment": words[2] 44 }

45 path = "/api/user/vl/users/%s/preferences/keys" % user
46 result = client.post (path, key)

47 if result.status == 201:

48 print "Created key %s" % key

49 else:

50 print "Error creating %s¥nError:%$s" % (key, str(result))
51

52

53 def usage():

54 print "addsshkey.py - Add public SSH keys to an appliance user"
55 print "usage: python addsshkey.py <host> [user] [password]"
56 print " If user is not supplied than 'root' is used as default"
57 print " If password is not supplied then a prompt will be used"
58

59

60 def main () :

61 user = "root"

62

63 if len(sys.argv) == 3:

64 user = sys.argv[2]

65 elif len(sys.argv) == 2:

66 pass

67 else:

68 print "usage: add_key.py <host> [user]"

69 sys.exit (2)

70

71 password = getpass.getpass|()

72

73 filename = "%s/.ssh/authorized keys" % os.environ['HOME']
74

75 print filename

76
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77
78
79
80
81
82

add_keys(sys.argv[l], user, password, filename)

if name == "
main ()

main

24
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FEDH

AETHN LI=a— FBIERESTul APIDFERAEETT OICEREN=LDTHE=H. TDELIL
AANRTGA—EZDIZT— - Fz v INFTF+AT, ATV FHARRLTHFELWVERITRBEESERA,
COREZEELTHZERLTLEZE N, XBREO IO S LEERT 2HEF. 21— —AHhE+
DIZFz VI LTERBRDREZL D+ D CEBTESREDF LVBHIIS— - Ayt—U%H
NTBES3Ga—FERRTHEIICLTLEEN, ‘T3—MRELEL, BEHICHEGETE
WY EWS RSB AyvE—UTIE, RRAROEEISEE LEWGEALNHY FT,

RESTful APIi&. Oracle ZFS Storage Appliancel=xifsd 21=pDTAHFT S LORY ) T %, #i
ATHEAINEIAR L TSIV T A ROBEEFIEICEHLDETCERENMERTES L SICT5ELH
IL—LI7—0 #RHELET,

SEERH
Oracle RESTful APID KFa A2+
https://docs. oracle. com/cd/E40258_01/pdf/E38994-01. pdf

Oracle ZFS Storage Appliance®! (&R

http://www. oracle. com/ jp/storage/nas/overview/index. html

Oracle ZFS Storage ApplianceDtT A k - R—/X— L BEFH

http://www. oracle. com/technetwork/jp/server—storage/sun—unified-storage/documentation/in
dex. html

Oracle ZFS Storage Appliance® K¥xa A k-S54 T5Y)
http://docs. oracle. com/cd/E55843_01/

[Oracle ZFS Storage Appliance Administration Guidel (%Oracle ZFS Storage Appliance®~JL
T aVvTXATCHLBEBTEET,

Oracle ZFS Storage Applianced~JL THEEEICIE, TS9O - 2 —HF— - A VBT —IAMWDBTY
TRATEET,

Python IDEIRiE

https://wiki.python. org/moin/IntegratedDevelopmentEnvironments

Python

http://www. python. jp/
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{THRA : restmulty.pyE® P a—JL®Pythona— k
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#!/usr/bin/python

The sample code provided here is for training purposes only to help you to get
familiar with the Oracle ZFS Storage Appliance RESTful API.

As such the use of this code is unsupported and is for non-commercial or
non-production use only.

No effort has been made to include exception handling and error checking
functionality as is required in a production environment.

Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.

LR R R R R R

"""Run many REST API client commands in parallel"""

import getopt

import json

import os

import restclientlib

import sys

import threading

import Queue 22

class RestWorker (threading.Thread) :
"""A worker thread that runs REST API requests from a queue'"""
def init (self, work queue):

threading.Thread. init (self)

self. work queue = work queue # Queue containing requests

self. lock = threading.Lock() # Lock to protect properties below
self. request = None # Current REST request being
processed

self. running = True # Worker will run while True
self.start () # Start this thread

def run(self):
"""Run a REST API command from a queue. This method should only be
called by the thread that is running this worker via start()
with self. lock:
running = self. running 39
while running:
request = self. work queue.get ()
with self. lock:
running = self. running
if running:
self. request = request

if running:
try:
self. request.run()
except Exception as err:
self. request.error = err

with self. lock:
self. request = None
running = self. running

def shutdown (self) :
"""Allows RestThreadPool to shutdown this thread."""
with self. lock:
self. running = False
if self. request:
26
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self. request.cancel ()
self. request = None

class RestThreadPool (object) :
"""A pool of threads that will run REST API client requests.'"""
def init (self, max threads=16):
"""Creates a REST API thread pool.

:param max threads: Max number of threads in the pool.
mrrn

self. work queue = Queue.Queue ()

self. workers = list()

self.max threads = max threads

def add request(self, *requests):

"""Adds a REST API request to the thread pool queue to be processed"""

for request in requests:
self. work queue.put (request)

num_threads = len(self. workers)
if self.max threads <= 0 or self.max threads > num threads:
if self. work queue.gsize() > num threads:

self. workers.append(_ RestWorker (self. work queue))

def stop(self):
"""Stops all worker threads when thread pool is stopped"""
for worker in self. workers:
worker.shutdown () 90

class RestMultiRequest (object) :
def init (self):
self.runs = list () 95
def add request(self, client, request):
self.add runner (restclientlib.RestRunner (client, request))

def add runner(self, runner):
self.runs.append (runner)

def run(self, pool=None):
if not pool:
pool = RestThreadPool ()
pool.add request (*self.runs)

def wait (self):

"""Wait for all requests to finish"""
done = False
while not done:

done = True

for r in self.runs:

if not r.result():
done = False

def print results(self):

"""print out all the response data from all of the requests
done = False
for r in self.runs:

setattr(r, "print results", False)
while not done:

done = True

for r in self.runs:

if not r.print results:
if r.isdone():

mn
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#

print r
r.print results
else:

done = False

# Main Program

#

def main(args):

verbose = False

pool = RestThreadPool ()
default user = "root"
default password = ""
default host = ""

try:
opts, args = getopt.getopt (args

except getopt.GetoptError as err:

print str(err)

usage ()

sys.exit (2) 148

opt, arg in opts:

if opt == "-t":
pool.max threads =

elif opt == "-u":
default user =

elif opt == "-p":
default password =

elif op "
verbose = True

elif opt == "-h":
default host =

for
int (arg)
arg

arg
== "—vy

arg

if len(args) != 1:
usage ()
sys.exit (2) 164

data file = args([0]

json_str = open(data file) .read()

json_data = json.loads(json_str)

request = RestMultiRequest ()

def add requests(config):
commands = config.get ("commands
if not commands:
return
host = config.get ("host",
user = config.get ("user",

True

, "h:u:p:t:v")

"

default host)
default user)

password = config.get ("password", default password)
password)

client =
for command in commands:
req =
runner =
request.add runner (runner)
if isinstance(json _data, dict):
add requests (json_data)
elif isinstance(json_data,
for c in json data:
add requests (c)

list):

restclient.RestClient (host,

184

user,

restclient.RestRequest (*command)
restclient.RestRunner (client,

req,

verbose=verbose)
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190

191 request.run (pool)

192 request.print results()

193

194 failed = 0

195 succeeded = 0

196 tried = len(request.runs)

197 completed = 0 198

199 for r in request.runs:

200 result = r.result()

201 if result:

202 completed += 1

203 status = result.status

204 if status > 299 or status < 200:

205 failed += 1

206 else:

207 succeeded += 1

208

209 print "Completed %d of %d REST API calls" $ (completed, tried)
210 print "Succeeded: %d" % succeeded

211 print "Failed: %d" % failed 212

213 os. exit(failed)

214

215

216 def usage():

217 print "restmulti.py - Make many REST API calls"
218 print "usage: restmulti.py [options] <config-file>"
219 print "options:"

220 print " -t <threads> Max number of threads. (Default is 10)"
221 print " -v Turn on verbose output."”
222 print " -u <user> Login user name"

223 print " -p <passwd> Login user password"

224 print " -h <host> ZFSSA host"

225

226 if name == " main ":

227 try:

228 main(sys.argv([l:])

229 except KeyboardInterrupt:

230 os._exit(0)
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# The sample code provided here is for training purposes only to help you to get
# familiar with the Oracle ZFS Storage Appliance RESTful API.
# As such the use of this code is unsupported and is for non-commercial or
# non-production use only.
# No effort has been made to include exception handling and error checking
# functionality as is required in a production environment.
#
# Copyright (c) 2014, Oracle and/or its affiliates. All rights reserved.
#
"""A REST API client for the ZFSSA"""
import base64
import json
import httplib
import threading
import urllib2 20
class Status:
"""Result HTTP Status"""
def init (self):
pass
OK = 200 #: Request return OK
CREATED = 201 #: New resource created successfully
ACCEPTED = 202 #: Command accepted
NO_CONTENT = 204 #: Command returned OK but no data will
returned
BAD_REQUEST = 400 #: Bad Request
UNAUTHORIZED = 401 #: User is not authorized
FORBIDDEN = 403 #: The request is not allowed
NOT_ FOUND = 404 #: The requested resource was not
found
NOT ALLOWED = 405 #: The request is not allowed
TIMEOUT = 408 #: Request timed out
CONFLICT = 409 #: Invalid request
BUSY = 503 #: Busy

class RestRequest (object) :

def

class R

def

def

init (self, method, path, data=""):

self.method = method

self.data = data

if not path.startswith("/"):
path = "/" + path

if not path.startswith("/api"):
path = "/api" + path

self.path = path 49

estResult (object) :
Result from a REST API client operation”""

init (self, response, error status=0):
"""Initialize a RestResult containing the results from a REST call"""
self.response = response
self.error status = error_status
self. body = None 59
str (self):
if self.error status:
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return str(self.response) 63
data = self.getdata()
if isinstance(data, (str, tuple)):
return data
return json.dumps (data, indent=4, default=str) 68

@property

def

body (self) :
"""Get the entire returned text body. Will not return until all
data has been read from the server."""
self. body = ""
data = self.response.read()
while data:
self. body += data
data = self.response.read()
return self. body

@property

def

def

def

def

status (self):
"""Get the HTTP status result, or -1 if call failed"""
if self.error status:
return self.error status
else:
returnself.response.getcode ()

readline (self) :
"""Reads a single line of data from the server. Useful for
commands that return streamed data.

:returns: A line of text read from the REST API server
won
if self.error status:
return None
self.response.fp. rbufsize = 0
return self.response.readline ()

getdata (self) :
"""Get the returned data parsed into a python object. Right now
only supports JSON encoded data.

:return: Data is parsed as the returned data type into a python
object. If the data type isn't supported than the string value of
the data is returned.
mrren
if self.error status:

return None
data = self.body
if data:

content type = self.getheader ("Content-Type")

if content type.startswith("application/json"):

data = json.loads (data)

return data

getheader (self, name):
"""Get an HTTP header with the given name from the results

:param name: HTTP header name
:return: The header value or None if no value is found
mrrn
if self.error status:
return None
info = self.response.info ()
return info.getheader (name)
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def

debug (self) :
"""Get debug text containing HTTP status and headers
if self.error status:

return repr (self.response) + "¥n"

mn

msg = httplib.responses.get (self.status, "Unknown")
hdr = "HTTP/1.1 %d %s¥n" % (self.status, msg)
return hdr + str(self.response.info())

class RestRunner (object) :
"MWU'REST request runner for a background client call. Clients can obtain

the

men

def

def

def

def

def

result when it is ready by calling result()

init (self, client, request, **kwargs):

self. result = None # REST result from request
self. called = threading.Condition() # Result available condition
self.client = client # Client used to run request
self.request = request # REST Request

self.verbose = kwargs.get ("verbose")

str (self):
url = self.client.REST URL % (self.client.host, self.request.path)
out = "%s %s %$s¥n" % (self.request.method, url, self.request.data)
if self.isdone():
if self.verbose:
out += self. result.debug()
out += "\n"
out += str(self. result)
out += "\n"
else:
out += "waiting"
return out

run (self):
"""Thread run routine. Should only be called by thread"""
try:
result = self.client.execute(self.request)
except Exception as err:
result = RestResult (err, -1)
with self. called:
self. result = result
self. called.notify all()

isdone (self) :
"""Determine 1f the REST call has returned data.

:return: True if server has returned data, otherwise False
mrrn
with self. called:

return self. result is not None

result (self, timeout=0):
"""Get the REST call result object once the call is finished.

:param timeout: The number of seconds to wait for the response to
finish
:returns: RestResult or None if not finished.
mrrn
with self. called:
if self. result:
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188 return self. result

189 else:

190 self. called.wait (timeout)

191 return self. result

192

193 def cancel (self):

194 if self.isdone():

195 result = self.result ()

196 if result:

197 result.fp.close()

198

199

200 class RestClient (object):

201 """A REST Client API class to access the ZFSSA REST API"""

202 REST URL = "https://%s:215%s"

203 ACCESS _URL = "https://%s:215/api/access/v1l"

204

205 def init (self, host, user=None, password=None, session=None):
206 """Create a client that will communicate with the specified ZFSSA
207 host. If user and password are not supplied then the client must
208 login before making calls.

209

210 :param host: Appliance host name/ip address

211 :param user: Management user name

212 :param password: Management user password.

213 :param session: Create a client using an existing session
214 i

215 self.host = host

216 self.opener = urllib2.build opener (urllib2.HTTPHandler)
217 self.services = None

218 if session:

219 self.opener.addheaders = [

220 ("X-Auth-Session", session),

221 ('Content-Type', 'application/json')]

222 elif user and password:

223 auth = "%s:%s" % (user, password)

224 basic = "Basic %s" $ base64.encodestring(auth) .replace('¥n', '")
225 self.opener.addheaders = [

226 ("Authorization", basic),

227 ('Content-Type', 'application/json')]

228

229 def login(self, user, password):

230 i

231 Create a login session for a client. The client will keep track of
232 the login session information so additional calls can be made without
233 having to supply credentials.

234

235 :param user: The login user name

236 :param password: The ZFSSA user password

237 :return: The REST result of the login call

238 o

239 if self.services:

240 self.logout ()

241

242 auth = "%s:%s" $ (user, password)

243 basic = "Basic %s" % base64.encodestring(auth) .replace('¥n', '')
244 url = self.ACCESS URL % self.host

245 request = urllib2.Request (url, '")

246 request.add header ('Authorization', basic)

247 request.get method = lambda: 'POST'

248

249 try:
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result = RestResult (self.opener.open (request))
if result.status == httplib.CREATED:
session = result.getheader ("X-Auth-Session")
self.opener.addheaders = [
("X-Auth-Session", session),
('Content-Type', 'application/json')]
data = result.getdata()
self.services = data["services"]
except urllib2.HTTPError as e:
result = RestResult (e)
return result

def logout (self):
"""Logout of the appliance and clear session data"""
request = urllib2.Request (self.ACCESS URL % self.host)
request.get method = lambda: "DELETE"
result = self.call (request)
self.opener.addheaders = None
self.services = None
return result

def service url(self, module, version=None) :
url = None
for service in self.services:
if module == service['name']:
if version and service['version'] != version:
continue
url = service['uri']
break
return url

def url (self, path, **kwargs):

Get the URL of a resource path for the client.

:param path: Resource path
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286 :key service: The name of the REST API service

287 :key version: The version of the service

288 :return:

289 o

290 service = kwargs.get ("service")

291 if service:

292 url = self. service url(service, kwargs.get("version")) + path
293 else:

294 url = self.REST URL % (self.host, path)

295 return url

296

297 def call(self, request, background=False):

298 """Make a REST API call using the specified urllib2 request"""
299 if background:

300 runner = RestRunner (self, request)

301 thread = threading.Thread (target=runner)

302 thread.start ()

303 return runner

304 try:

305 response = self.opener.open(request)

306 result = RestResult (response)

307 except urllib2.HTTPError as e:

308 result = RestResult (e)

309 return result

310

311 def get(self, path, **kwargs):

312 """Make a REST API GET call

313

314 :param path: Resource path

315 :return: RestResult

316 o

317 request = urllib2.Request (self.url (path, **kwargs))
318 return self.call (request, kwargs.get ("background"))
319

320 def delete(self, path, **kwargs):

321 """Make a REST API DELETE call

322

323 :param path:

324 :return: RestResult

325 o

326 request = urllib2.Request (self.url (path, **kwargs))
327 request.get method = lambda: "DELETE"

328 return self.call (request, kwargs.get ("background"))
329

330 def put(self, path, data="", **kwargs):

331 """Make a REST API PUT call

332

333 :param path: Resource path

334 :param data: JSON input data

335 :return: RestResult

336 e

337 url = self.url(path, **kwargs)

338 if not isinstance(data, (str, unicode)):

339 data = json.dumps (data)

340 request = urllib2.Request (url, data)

341 request.get method = lambda: "PUT"

342 request.add header ('Content-Type', "application/json")
343 return self.call (request, kwargs.get ("background"))
344

345 def post(self, path, data="", **kwargs):

346 """Make a REST API POST call

347
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def

:param path: Resource path
:param data: JSON input data
:return: RestResult
mrrn
url = self.url (path, **kwargs)
if not isinstance(data, (str, unicode)):
data = json.dumps (data)
request = urllib2.Request (url, data)
request.get method = lambda: "POST"
request.add header ('Content-Type', "application/json")
return self.call(request, kwargs.get ("background"))
execute (self, request, **kwargs):
"""Make an HTTP REST request

:param method: HTTP command (GET, PUT, POST, DELETE)
:param path: Resource path
:param data: JSON input data

if request.method.lower () == "get":

return self.get (request.path, **kwargs)
if request.method.lower () == "put":

return self.put (request.path, request.data, **kwargs)
if request.method.lower () == "post":

return self.post(request.path, request.data, **kwargs)
if request.method.lower () == "delete":

return self.delete(request.path, **kwargs)
raise Exception(
"Invalid HTTP request '$%s' "
" (Should be one of GET, PUT, POST, DELETE)" % request.method)
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