Configuring Oracle® Hyperion
Enterprise Performance Management System 11.1.2.x
for Kerberos Authentication



Assumptions

This document, which contains application level Kerberos configuration steps,

assumes k nowledge of Kerberos configuration at the system level . Before you start
the procedures contained in this document, confirm that the prerequisites for these
tasks have been completed

Note s:

e The Oracle Hyperion Planning Web application for Release 11.1.2.1 is not
supported for Kerberos.

e Starting in release 11.1.2.2, Smart View supports Kerberos integration for
Essbase, Planning , and HFM providers only

Prerequisites Tasks

1. Corporate Active D irectory is configured for Kerberos authentication
(http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/d

efault.mspx )
2. Windows client machines are configured for Kerberos authentication

(bhttp://support.microsoft.com/kb/295017 )
3. The Client and Server are in Time Sync with a sk ew of not more that 5 minutes.
(http://technet.microsoft.com/en -us/library/cc780011(WS.10).aspx ).

4. Browsers are configured to negotiate using Kerberos tickets: IE
(http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#il
102444 ) or Firefox ( http://docs.redhat.com/docs/en -

US/Red_Hat Enterprise_Linux/5/html/Deployment Guide/sso -config -
firefox.html )

5. lISissetupiflIS is used as the front -end Web server -
http://download.oracle.com/docs/cd/E12839 01/apirefs.1111/
e14395/isapi.html#wp101184 and disable Windows Integrated Authentication -
http://s _upport.microsoft.com/kb/215383

Kerberos Authentication Flow Diagram for EPM System

The configuration of EPM System with Kerberos is supported using the WebLogic
Negotiate Identity Asserter. The basic communication is as follows:

Windows Client ‘

_ ‘ Kerberos Ticket

Kerberos
Ticket

EPM Weblogic Domain

v

Username
Tokgn
Authenticate
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Stepl:#1 1 AFECOOA %0 - 3 UDothdir fér RerberdsA , T CE A
Authentication
1. Install all the products you wish to use but only deploy and configure Foundation

Services. This create s a WebLogic domain. The default domain name is

EPMSystem.

2. Upgradet he deployed JRoc kit 1.6.29 under EPMSystem to JR ockit 1.6.29 R28.2.2
to support RC4 -HMAC encryption for both Web logic and IIS.

A common encryption type T RC4-HMAC, should be used for both Web logic and

IIS installed on the same host; for example , MYHOST.

a. Download and i nstall the latest JRockit (Oracle JRockit 6 - R28.2.2 ) from
http://www.oracle.com/technetwork/middle ware/jrockit/downloads/index.htm I

b. Stop all EPM Servers
c. Copy the contents of the newly installed JRockit R28.2.2

File Edit Wiew Favorites Tools Help

QBack - ) - (¥ | ) search | Folders | B B X i) | 2]~

fddress |\ C\Program Files! Javaljrockit-idkl .6.0_29-R25.2.2-4.1.0

Folders X || Mame =~
I bea ;I
) Documents and Settings || SOEEEGGEN
I3 1386 {4  Explore

I3 Inetpub OpEn
) Kerberoskeys Search...
+
M I3 Oracle Send To R

= I5) Program Files

|5 Apache Directory Studio 2
I25) cmak Copy

I Common Files
I ComPlus Applications

Create Shorkout

Delete
IC5) Inkernet Explorer n
Rename
= ) Java
I jdk1 6,031 Properties
I jreé
= 2 jrockit-jdkl.6.0_29-R28.2.2-4.1.0
d. Replace the contents of the JRockit folder under EPM ORACLE_HOME with the

contents copied from JRockit R28.2.2 folder.
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e.

Folders X || Name = |

B 9 BLRz230Z3Z |
[=] “e Local Disk {C:)
£ 4bcid1a2de1289551 1b0cd
D app
& AU
I bea
Ih bealnzz
£ BUILDS
I=h Clean

opkrol

Explore

Open

Command Prompt: Here

£ com Sga.rch‘..
I ctg-pitstop ) z-le 3
5 CUSTOMER-ISSLES iy Shred File
|2 Documents and Settings [ Scan for threats. .
|2 Downloads
[ e7F45b861172cdcaS2e60126dd043625 &k Unlocker
I Inetpub Send To R
= jdkie0_21
= I race Cut
=) Middleware Copy

I EPMSystem11R1
5 jok160_29
=2 jrockit_160_29

Create Sharkcut
Delete

Satin Rename
I demo e
I inchude Properties
Note : Name of the root folder; jrockit_160_29; should be retainedt o

ensure that the startup scripts work properly. Only the contents are upgraded
to a newer version.

Restart EPM Servers.

3. Configure the EPMSystem domain for Kerberos authenticati  on

a. Create an LDAP Authentication Provider -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/atn.htm#
11216261 .

Create a Negotiate asserter -
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/atn.htm#
11208059 .

Note: Setthe JAAS optionto  OPTIONAL for all of the Authenticators. See
http://download.oracle.com/docs/cd/E12839 01/apirefs.1111/e13952/taskhel

p/security/SetTheJAASControlFlag.html for more details.

Create ser vice principals and map them to user objects that represent the
WebLogic server and  Financial Management [IS Server 1
http://download.oracle.com/docs/cd/E1283 9 01/web.1111/e13707/sso.htm#
1101993 .

An example of a Service Principal:

Create a User object; for example, EPM_HOST, in Active Directory to
represent W ebLogic server and IIS services running on h oSt MYHOST.
This service principal is used while enabli ng Kerberos on 1IS for EPM

products deployed on IIS. Refer to Step 7 on how to configure IIS for
Kerberos authentication.

An example of the command for creating the key tab file
ktpass -princ HTTP/myhost.mydomain.com@MYHOST.MYDOMAIN.COM -pass
password -mapuser EPM_HOST -out c:\myhost.keytab
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e JDK5onwards , the com.sun.security.jgss.accept package has
changedto com.sun.security.jgss.krb5.accept.

e Use the Kerberos admin commands like kinit, ktab, create the krb5.ini
file as describ ed in
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso0.

htm#i1103676

e Configure WebLogic start scripts -
http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/ss0.htm#

1102021

i. In Windows environments the EPM Managed servers are run as Windows

Services. The startup JVM options have to be set as described as follows

for each of the EPM Web Logic managed servers. Perform this step for
FoundationServices managed server only at this time

e Start the Windows regedit utility.

e Navigate to
My Computer->HKEY_ LOCAL_MACHINE->SOFTWARE
->Hyperion Solutiong->FoundationServicesO
->HyS9FoundationServices

EH_—I HEEY _LoiZal_MACHIME Enan:uunt RE
D HARDWARE JavaDII RE
g ;:?URIW J‘n.-'MOptil:unl RE
ECI SORTWARE J'l.-'MOptiDnID RE

50 corfesy (ab] 1mMoptiont 1 RE
B1- B3 Classes J'-.-'MOptiu:unlz RE
501 Clients J'-.-'MOptiu::nlS RE
-] Gerplus (28] 3utcption 14 RE
{:I Hyperion Java Service J""'MOpti':""IE RE
I_'—_H:l Hyperion Salutions :|"-"|“"|OII"Ii'I'I'I1'5I RE
H-20 AnalyticProvider Servicesn J"."MOI:"IiDI'Il? RE
{:I Esshasefdmingervicesd J'-.-'MOptiu:unIB RE
=1 FoundationServicesn (ab] WMOption19 RE
| SFoundationSegy J'n.-'MOptiu:un2 RE
l:l Hyperion Inkegration S I [aB1 it ebicen 20 o
l:l Hyperion Shared Servi Eey
l:I Planningd String Walue
{:l RaFrameworkn Delek _ = el
-] RaFrameworkagent el Sty el
) 1M Fename D ORD Yalue
(7 Installshield Export AR e Ve 103
F-20 Javasoft ;ermissicnns Expandable String Yaluez
r_\-l IreMetrics 5 [ L L U L ) g .
- Microsaft Copy Key Mame (28] 3vMOption2a RE
e [ab] 3ymO0tionzg RE
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e Create additional String values for JVMOptions; and add Kerberos JVM

options as shown

ab] MOption40
ab) yMoption
ab) Moption4z
ab) WMoption3
ab) yMoption<4

REG_S?
REG_SZ
REG_S?
REG_SZ
REG_ST

-Djava, security krbS.realm=KERBERODS. TEST. COM
-Djava.security kb5 kdc=10,175.48.67

-Djava, security . auth.login.config=F: | krbSlagin, conf
-Dijavax, security, aukh, usesubjeckCredsOnly=Falze
-Dwweblogic, security, enableMeqgotiate=true

e Modify the JVMOptionCount to reflect the new sum total of JVMOptions
by adding 5 to the current OptionCount.

ARG Edit DWORD Yalue BE
jJVMOpt Y alue name:
Mot

aJ'u'MOpt IJVMDptionCnunt

UJVMODt Yalue data:

| Mot

Mot |44
| Mot
Mot
| Mot
Mot

Base

"~ Hexadecimal

{* Decimal

[ o |

Cancel |

a2 = 2 &

(CptionCaunt REG_DWORD
P e -

000000027 (39

e Configure authorization policies for Active Directory users that will access the

EPM products -

http://download.oracle.com/docs/cd/E12839 01/web.1111/el 3747/secejbwa

r.ntm#i1242796 . Refer to the section

Kerberos Configuration

Deploy Diagnostics Web App to test

for an example of how to configure a Policy.

Step 2: Deploy Diagnostics Web Application to T est the Kerberos

Configu ration

EPM System provid es a test Web Application that can be used to test whether
WebLogic is properly configured for Kerberos authentication.

For11.1.2.0, download the patch 11678653 from http://support.oracle.c _om and
Diagnostics Web App  ssODiag.war. Launch the EPM

apply it, which contains the

domain WebLogic Administration Console

to deploy the reference implementation

SSODiag.war web application to the Foundation Services managed server.

1. Deploy ssobiag.war.

a. Log into WebLogic Administration Console

, and select | nstall
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OIRACLE WebLogic Server® Administration Console

Change Center

Yiew changes and restarts

Mo pending changes exist. Click the Release
Configuration button to alow obhers to edit the
domain,

Lock & Edit

Release: Configuration

Domain Structure

EPMSystem
-Enwiranment

eriies
~Security Realms
& Inkeroperability
~Diagnostics

A S YYBULUYIL UBI Vel

Change Center

Yiew changes and restarts

Ho pending changes exist. Click the Release:
Configuration button ko allow athers to edit the

domain,

Lock & Edit

Release Configuration

Domain Structure

@) Hoe Log Out Preferences Record Help Q Welcome, epmjdmin|tannected ta:
Harne >Summary of Deployments
Summary of Deployments

Control | Menitaring

This page: displays a list of Java EE applications and stand-alone application modules that have been instaled to this domain, Installed applications and modules can be started, stopped, updated {redeploved), or deleted F
damain by first selecting the application name: and using the cantrols on this page.

Toinstal a new application or module for deployment to targets in this domain, click the Install buttan,

[ Customize this table

Deployments

lpdete | [ el || St | [ Ston

Showing Lto B of & Previor

Select SSODiag.war .

‘ D Name ¢ ‘State Health ‘ Type Deployment Order
[T I I I I
st wonsue ]
18 Home Log Out Preferences Record Help Q Welcome, epm_admin | Connected to: Bl

Home »Summary of Deployments

Messages

) Vou must select an application before continuing,
Install Application Assistant

Back | | Next ‘ Firish | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application raot directory, archive file, exploded archive directory, or application module descriptor that you want to install. Vou can also enter the path of the application directory or F

EPMSystem
et the Path field,

“Erwiranment

Note: Crly valid file paths are displaved below, If vou cannot find vour deployment Fles, upload your File(s) andfor confirm that vour application contains the required deployment descriptors,

Path: hormefarkkurmay S50Diag/S50Diag.war

Recently Used Paths: (none)

dadvmh0362.us.oracle.com [ home: [ arldwumnar | SS0Diag

Current

Biack ‘ Finish | Cancel
— =y

C. , and then click Next.

Select Install this deployment as an application
Install Application Assistant

Back Mest | Firizh | Canicel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways vou can target an application,

t9) Install this deployment as an application

The application and its components will be targeted to the same locations. This is the mosk common usage.

CJ Install this deployment as a library

Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.

Back | Finizh | Cancel

d. Deploythe SsoDiag.war application to the FoundationServices managed
server.

Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authen tication Page |7



Servers

l:‘ AdminServer

Clusters

l:‘ AnalyticProviderServices
) all servers in the cluster

'_/ Part of the cluster
l:‘ AnalyticProviderServices0

D EssbaseAdminServices
) All servers in the cluster

‘. Part of the cluster
D EssbaseAdminServices0

oundationServices

All servers in the cluster
— Part of the cluster
FoundationServices0

l:‘ P_!anning

e. Select Custom Roles and Policies as the security model.

becurity

Wwhat security model do vou want to use with this application?

:‘ DD Only: Use only roles and policies that are defined in the deployment descriptors.

‘:‘ Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

-_I_.A.j Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

‘:‘ Advanced: Use a custom model that you have configured on the realm's configuration page.

Sntwre arressihility

f.  Complete the deployment.

Install Application Assistant
Back et | Finizh | Cancel

Review your choices and click Finish

Click. Finish to complete the deployment. This may take a few moments to complete.,
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration after completing this assistant?

IZ':'Z' Yes, take me to the deployment's configuration screen.

] o, I will review the configuration later.

Summary
Deployment: Thomefarkkumar/SS0Diag)5S0Diag. war
Name: 550Diag
Staging mode: Use the defaults defined by the chosen targets
Security Model: CustomRalesandPolicies: Ignare all roles and policies in deployrment descriptors, Create custom roles and policies later,

Target Summary

Components & Targets

S550D0iag FoundationServices

Back Mext || Cancel
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2. Configure O racle HTTP Server (O HS) and add a forwarding request for SSODiag
URL.

3. Add the following lines into
EPM_ORACLE_INSTANCE/httpConfig/ohs/config/0OHS/ohs_component/mod_wl_oh

s.conf to forward request to WebLogic Server from OHS. Restart OHS after
updating mod_wl_ohs.conf.
<LocationMatch ~/SSODiag/>

SetHandler weblogic-handler

WeblogicCluster HSS Server Name:HSS port
</LocationMatch>

4. Protect the URL by creating a policy in the WebLogic Administration Console  for
the URL http://OHS server name:port/SSODiag/krbssodiag

{2} Home Log Out Preferences Help ]

Harne =Suramary of Deployrients =5500iag =Roles =Policies

Create a Mew Stand-Alone Web Application URL Pattern Scoped Policy

ak ‘ Cahicel

Create a Mew Policy URL Pattern
The Following property will be used to identify vour new Palicy URL pattern,

Wwhat would wou like to name your new Policy URL pattern?

URL Pattern: A

WWhat Authorizer Provider would wou like to seleck?

Provider Mame: soaChdLautharizer

Cancel

@ Home Log 2wt Preferences Help Q

Hore =Summary of Deployments =5500iag =Roles =Policies =Edit a Stand-Alone Web Application URL Pattern Scoped P
Edit a Stand-Alone Web Application URL Pattern Scoped Policy

Back Mext | Finizh ‘ Cancel

Choose a Predicate
“hoose the predicate you wish ko use as your ness condition

The predicate list is a lisk of available predicates which can be used to make up a security policy condition

Predicate List: User o

Back Mext | Finish ‘ Cahicel
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Haorme =Summary of Deplowments =5500iag =Roles =Policies =Edit a Stand-Alone Web Application URL Pattern Scoped Policy

‘dit a Stand-Alone Web Application URL Pattern Scoped Policy
Back Mext | Finizh ‘ Cancel

Edit Arguments
Zin this page you will fill in the arguments that pertain bo the predicate vou have chosen,

User Argument Description

User Argument Name:

krbuserl

Femove

Back Mext | ‘ Cahicel
R .

krbuserl is a sample domain user that will access the browser from the Desktop.
This can be an Active Directory user ID or an Active Directory group.

krhuser] ds the AT user who will authenticate to the Desktop

Start Foundation Services and the SSODiag utility.

Ingtall Update Delete Stop

I:‘ Name & Servicing all reguests
Servicing only administration requests

F FRAPS (11.1.2.0)
D @DMS Application {11.1.1.1.0)
F FREAS (11.1.2.0)
D E‘TIFMW Welcome Page Application {11.1.0,0.0)
F ] R PLANKING (11.1.2.0)
l:‘ E'TISHF\REDSERVICES (11.1.2.0)
) 550Diag

Login as avalid provisioned active directory user into the client machine
configured for Kerberos authentication and access the page
http://0HS server name:port/SSODiag/krbssodiag from a browser.

If the Kerberos configuration is done correctly the followi ng page is shown.

©) Mozilla Firefox

Fle Edit View Hstory Bookmarks Tools Help

@ - N 9 E @. Gar | [ httpe/ebsry2 us oracke.com/SS0Diagkrbssodiag 3 - | [G-|E12825 01 orack

L Mylnterops || Orade-Links | Cracle Diocs | SecCode-tpt | Sec-code | Inguiphlle | WidLife Conservation | Ervronment | Sec Complance || My-Infra-watch 3 World Clock | ] TnyURL! L Sec-bugs
_McAfee [

Oracle Hyperion Kerberos SSO diagnostic Utility V 1.0

Retrieving Kerberos User principal name... Success.

Kerberos Principal name retrieved... bea_sso_ad.
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If the Kerberos configuration is not done correctly the following page is seen.
Take corrective steps.

Ele Edt View Hstory Bookmarks Tools Help
QO cx0@%al

LI MyInterops | Cracle-Links | Oracke Docs | SecCode-tpt || Seccode | Inguiphile || WikdLife Corgervation | Enviroriment | Sec Compliance | My-Infra-watch % world Clock | TnyURL! || Sec-bugs
0 Mcifec (I

+ -+ [G-/E12825_01 oracke

Oracle Hyperion Kerberos SSO diagnostic Utility V 1.0

Retrieving Kerberos User principal nane.., Failed.

To debug failure, please

Check if the SPNEGO/Kerberos token challenge/response is taking place between the browser and the Weblogic Server.
o Check www-authorization HTTP header to verify Kerberos SPNEGO challenge/response. Use any HTTP trace utility like Fidler, Live HTTP Header or ieHTTPHeaders.
o Check if the browser is configured for Kerberos authentication,
o Check the Weblogic logs to see if the Negotiate Asserter is enabled.
o Check if Active Directory Authenticator is working and the AD users are visible under Users and Groups tab on the Weblogic Administrative cansole.
o Check allovi/deny roles and policies for the URL on the Weblogic Server.
In case the Forwarding proxy is 115, check if 115 is forwarding the Kerberos token back to Weblogic Server. Refer to http://support.microsoft. com/kh/326985 for more information
Check if this is one of these common Kerberos issues like clock skew et.al. Refer to the Website http://technet.microsoft. com/en-us/library/cc722430

5.10). aspx for more info

After Kerberos Diagnostics Utility is run successfully, go to Step 3

Step 3: Configure and deploy the rest of EPM System to this d omain.

Configure all EPM System products and deploy them to the EPM domain using the
EPM System Configurator

Step 4: Configure EPM products for Kerberos authentication

In Windows environments, EPM managed servers are run as Windows services. You
must set the start up JVM options for each EPM WebL  ogic managed server.

Here is a comprehensive  list of EPM Web Logic managed servers  for which you must

set the startup JVM options in hon -compact deployment mode:
AnalyticProviderServices0 CalcMgr0 DisclosureManagem entO
EpmaDataSync0 EpmaWebReports0 ErpintegratorO
EssbaseAdminServer0 FinancialReporting0 FMWebServicesO
FoundationServices0 HpsAlerter0 HpsWebReports0
hsfweb0 Planning0 ProfitabilityO
RaFramework0O WebAnalysisO

If web applications are  deployed in the compact deployment mode , you need to

update the startup JVM options of EPMSystem0O managed server  only . If you have

multiple compact managed servers, you must update the startup JVM options for all
man aged servers.

1. Configure WebLogic start scripts -

http://download.oracle.com/docs/cd/E12839 01/web.1111/e13707/sso.htm#ill
02021
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The following example describes how
Foundati onServices managed server.

a. Start the Windows regedit utility.
b. Navigate to My Computer

to set the startup JVM options
You need to perform this task for
Web Logic managed server in the deployment

Solutions ->HyS9FoundationServices

=] HEEY_LOCAL_MACHIMNE
-] HARDWARE

-] SAM

----- 1 SECURITY

B {1 SOFTWARE

& co7fsy

I:l Classes

l:l Clients

-1 Gemplus

I:l Hwperion Java Service
I_—__H:l Hyperion Solutions
{:l AnalvticProviderServicesd
#-{_7 EssbaseadminServicesd
E| D Foundation3ervicesn

i S9FoundationSegyi
l {:l Hyperlun Inkegration £
-2 Hypetion Shared Servi
D Flanninga

EnwCount
Jawalll

(ab] 1Moption1
(ab] 1yMoption10
WMOption1 1
(ab] 1yMoption1 2
(ab] 1yMoption13
[@b] ¥MOption 14
[ab] 1yMOption15
[ab] 1yMOption16
[@b] ¥MOption17
MOption 13
MOptian19
WMOptianz

abl 1rarinbine 0

ey

for the

each

-> HKEY_LOCAL_MACHINE ->SOFTWARE ->Hyperion

l:l RaFramewark
#-[_1 RaFramewarkagent

D IEM

Delete
Fename

-7 Instalishield
-1 Javasoft
-7 IreMetrics

Expork
Permissions. ..

Skring Yalue

Einary Yalus
DWORD Yalue
Mulki-Skring Walue

Expandable String Yalue

-7 Microsaoft

Copy key Mame

L TN T [

c. Create String values for the JVMOptions shown below.

Be sure to replace

with your domain controller
;_iE]J'u'Mr:thiunm REG_SZ
;_iEjJ'nfMDptiunf’rl REG_SZ2
Eth'u'MOptinndrz REG_SZ2
;_iEjJ'n-'MDptinnf-}S REG_SZ
;_iE]JVMDptiun% REG_SZ2

d. Modify the JVMOptionCount to reflect the new sum total of JVMOptions by
ent OptionCount

adding 5 to the curr

L_"'"._‘u AN I"'I'-JIJLIUI | iy
(ab] 1MOptionzE
[ab] 1yMootionza

krb5.realm is with your K erberos domain name,
IP address .

RE

krb5.kds

-Drjava. security. krbS . realm=KERBERDI, TEST, COM
-Dijava,security kb5 kdc=10,175.458.67
-Diava, security, auth.login. config=F:\krbSlogin, conf
-Drjavay. security . auth, useSubject CredsOnly=False

-Dwweblogic, security, enableNegokiate=true

Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authen
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ARl e=q Edit DWORD Value EE|
| 2ot

| 2ot
ﬂJ'-.-'MOpt IJ\-"MEIptiu:unEu:uunt

Yalue name:

%JHMOpt Walue data: Baze
| Mot

| 2ot |44
| 2ot

| 2ot

ﬂJﬂMOpt o, I Cancel |

| 2ot
OptionCount  REG_DWORD 000000027 (33
b = ——— —— — f

e. Configure authorization policies for Active Directory users that will access the
EPM products -
http://download.oracle.com/docs/cd/E 12839_01/web.1111/e13747/secejbwa
r-htm#i1242796 . Refer to the section 1 Deploy Diagnostics Web App to test
Kerberos Configuration - for an example of how to configure a policy .

{~ Hexadecimal

* Decimal

U= ==

2. Edit EPM_ORACLE_INSTANCE/domains/EPMSystem/config/config.xml to change
the default security model from DDOnly t0 CustomRolesAndPolicies (case -
sensitive).

config.xml (c$/work/OracleDTEfuser_projects/domains/DTEDomain/conFfig.xml

o _ODE“ v ESave I.'g.'l E q %

config.xml $§

603 <name>PLANNING#11.1.2.0</name>

604 <target=Planning</target=>

605 <module-type=ear</module-type>

606 <source-path=c:\work\0racleDTE\EPMSystem11R1/products/Planning/AppServer/
InstallableApps/Common/HyperionPlanning.ear</source-path=

667 <security-dd-model=CustomRolesAndPolicies</security-dd-model>

608 <staging-mode>nostage</staging-mode>

609 </app-deployment=

618 <app-deployment>

611 <name>RAFRAMEWORK#11.1.2.08</name>

612 <target>RaFramework</target>

613 <module-type=ear</module-type>

614 <source-path=c:\work\0racleDTE\EPMSysteml1lR1/products/biplus/
InstallableApps/raframework.ear</source-path=

615 <security-dd-model>CustomRolesAndPolicies</security-dd-model>

616 <staging-mode>nostage</staging-mode>

617 </app-deployment>

618 <app-deployments|

619 <name>5HAREDSERVICES#11.1.2.0</name=

620 <target=FoundationServices</target=>

621 <module-type>ear</module-type>

622 csource—path>c:\work\DracleDTE\EPMSystem11R1!pr0ductS/F0uﬂ}ation/
AppServer/InstallableApps/common/interop.ear</source-path=

623 <security-dd-model=CustomRolesAndPolicies</security-dd-model>
624 <staging-mode>nostage</staging-mode>
625 </app-deployment=>
< = =
XML v TabWidth: 8 + Ln618,Col19 IN5
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If EPM System is not deployed in compact mode , you must change the default
security model from  DDOnly t0 CustomRolesAndPolicies for each EPM System

web application recordedin config.xml. The preceding screen shot lists a partial
list of the entries  only .

The following isa comprehensive list of EPM  System WebLogic enterprise
application s that may be identified in config.xml.

AlF APS CALC
DISCLOSUR EMANAGEMENT EAS EPMADATASYNCHRONIZER
EPMAWEBTIER FINANCIALREPORTING  HPSAlerter
HPSWebReports HSFWEB PLANNING
PROFITABILITY RAFRAMEWORK SHAREDSERVICES
WEBANALYSIS WORKSPACE

3. Create a URL protection policy , for each EPM System enterprise application

a. Logintothe WebLogic Administration Console  as an admin.

b. Click Deployments.

c. Create a URL protection policy for each deployed EPM System enterprise
application .

AlF APS CALC
DISCLOSUREMANAGEMENT EAS EPMADATASYNCHRONIZER
EPMAWEBTIER FINANCIALREPORTING  HPSAlerter
HPSWebReports HSFWEB PLANNING
PROFITABILITY RAFRAMEWORK SHAREDSERVICES
WEBANALYSIS WORKSPACE
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=
Click the Lack & Edit button to modify, Summary of Deployments
add or delete items in this domain.
Contral | Monitoring
Lock & Edit
Release Configurat
e This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started,
stopped, updated (redeployed), or deletad from the domain by first selecting the application name and using the contrals on this page.
Domain Structure
To install a new application or module for deployment to targets in this domain, click the Install button.
DTEDomain
Environment
Deployments  Customize this table
-Services
—Security Realms
B Interoperability e b
~Diagnostics Number of rows displayed per page: 100 &
M Exclude libraries when displaying deployments
Apply || Reset
Deployments
install | [Update | [Delete | | [Start~ | [Stop~ Showing 1 o 24 of 24 Previous | Next
How do L... B =
| Name & State | Health Type Deployment Order
 Install an Enterprise application -
i P 0| Bgararizn active | & warning Enterprise Application 100
+ Configure an Enterprise
# Update (redeploy) an Enterprise (m] [gAPS (11.1.2.0) Active « oK Enterprise Application 100
application
+ Start and stop a deployed Enterprise 0 | BgeaLe (11.1.2.0) New Enterprise Application 100
application
«+ Monitor the modules of an Enterprise (]| E [EDISCLOSUREMANAGEMENT (11.1.2.0) New Enterprise Application 100
application
« Deploy BB modules m] (@) DMS Application (11.1.1.1.0) Active « 0K Web Application 5
* Install 2 Web application 0 | Brgeas (11.1.2.0) Aciive | 0K Enterprise Application 100
System Status =] [m] g Active « oK Enterprise Application 400
Health of Running Servers a [ EPMADATASYNCHRONIZER (11.1.2.0) Active ¥ 0K Enterprise Application 100
[ Failed () -
(| E [REPMAWEBTIER (11.1.2.0) New Enterprise Application 100
Critical (0)
Overloaded (0) (m} EHNANC!ALREPDRT!NG (11.1.2.0) New Enterprise Application 100
Warning (0)
. ok (11 () | B FFMW Welcome Page Application (11.1.0.0.0) Active  |# OK Enterprise Application 5
0O [F FMWEBSERVICES (11.1.2.0) Active + oK Enterprise Application 100
(| B ggHPsalerter (11.1.2.0) New Enterprise Application 100
(]| E (gHPSWebReparts (11.1.2.0) New Enterprise Application 100
[m] [RHSPWEB (11.1.2.0) Active « 0K Enterprise Application 100
(]| B (RPLANNING (11.1.2.0) Adive  |# OK Enterprise Application 100
m] [FPROFITABILITY (11.1.2.0) Active + oK Enterprise Application 100
a [Rproxyserviet (11.1.2.2) Active ¥ 0K Enterprise Application 100
(1| Bl s RAFRAMEWORK (11.1.2.0) Adive |# oK Enterprise Application 100

d. Expand an enterprise application suchas PLANNING (11.1.2.0), and then
select the web application ; for example, HyperionPlanning.

® Install 2 Web application | [Es) e ~ Application i
[ | El 2 EPMADATASYNCHRONIZER (11.1.2.0) Active | ¥ OK I 100
System Status =] Application
Health of Running Servers O EEPMAWEBTIER (11.1.2.0) New i:;anr:;is:n 100
Failed (0) i
. prise
] [+ 1.2,
[ critieal (o ) £ FINANCTALREPORTING (11.1.2.0) New Application 100
Overloaded (0) . Enterprise
B} i "
'7 Warning (0) [+ EFMW Welcome Page Application (11.1.0.0.0) Active | % OK Application 5
I o 1 N ;
on [ | @ FBFMWEBSERVICES (11.1.2.0) Active | % OK Entarprise 100
Application
— Enterprise
] [+
¥ FRHPSAlerter (11.1.2.0) New Application 100
— Enterprise
] d
2] EHPSWEbREpDF& (11.1.2.0) New e 100
. ) Enterprise
]
B FRHSFWEB (11.1.2.0) Active | % OK Application 100
— Enterprise
[J | © FRPLANNING (11.1.2.0 <
B ( ) Active OK Arreton 100
El Modules
@ﬂwﬂm ‘Web Application
E ElBs
None to display
El Web Services
None to display
[ | & [EPROFITABILITY (11.1.2.0) Active | ¥ 0K Enterprise 100
Application
N Enterprise
[} 1.2,
B gproxyserviet (11.1.2.2) Active | % OK Application 100
http://rchakrava:7001/console/console....g.war;HyperionPlanning;<none> WEBAPP") N o e Enterprise .
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e. Click the Sec uritytaband then select Policies.

If the following message is displayed, it means that the security model of

the web application was not changed from DDOnly to
CustomRolesAndPolicies. Complete step 2 .

If you are using the DD Only security model for this deployment,
you cannot use the Administration Console to modify its security

roles.

ORACLE WebLogic Server® Administration Console

@ Home LogOut Preferences Help Q

Herme =Gurnmary of Deplaymarks =HypariorPlanring >Role: ~Policies

Change Center
View changes and restarts

Click the Lock & Edt button to modify, add or

Settings for HyperionPlanning
delete tems in this domai,

Overview | Configuration | Security | Testing | Monitoring
Lock & Edit

Roles | Policies
Release Configurstion
Domain Structure
EPMSystem

This page summarizes the policies that secure speckic URL patterns in'this Web application modue.

Welcome, epm_admin ‘ Connected to; EPMSy

BH-envronment IF you are using the DD Only or Custom Ro 1es securty model for this deployment, then you cannot use the Administration Console to modfy s security poiies.
~Deployments
“Serices
~Security Realms b customize this table
- Interoperabilty
Diagnostics wieb Application Module URL Patterns
Newr | [Delete Showing 1 to 1 of 1 Previous | Hes
I | URL Pattern & Provider Name
r [rn *ACMLAuthorizer
Newr | [Delete Showing 1 to 1 of 1 Previous | Hes
How do L., =1 | —

f.  Click New.
g. In URL Patterns ,type /* and then click OK .

ORACLE WeblLogic Server® Administration Console

Change Center & Home Log Out Preferences Help Q

TS e S Home »Summary of Deployments =HyperianPlanning =Roles >Policies

Click the Lock & Edit button to modify, add or

Create aNew Web Application Module URL Pattern Scoped Policy
delete irems in this domain,

Lock & Edit Ok | | Caneel

Release Configuration Create aNew Policy URL Pattern

The following property will be used to identify your new Policy URL pattern.
Domain Structure

EPHSysten

HEnvironment

- Depioyments URL Pattern: A
“Services

- Security Realns

- Interoperabiliy
“Diagnostics Provider Name:

What would you ke to Rame your new Policy URL patterm?

Whiat Autharizer Provider would you ike to select?

FYACMLAuthorizer ¥

oK ‘ Cancel

‘Welcome, epm_admin |

h. Clickthe /* link.

ORACLE WebLogic Server® Administration Console

Change Center &) Home Log Out Preferences Help Q

view changes and restarts

Click the Lock & Edit button to modify, add or Settings for HyperionPlanning
delete items in this domain.

_ Overview | Configuration | Security | Testing | Menitoring
Lock & Ecit

Roles | Policies
Release Canfiguration

Domain Structure
EPMSystem
E-Erwvirarment
~Deploymerts
[H-Services
~-Seaurity Realms
F-Interoperability
[-Biagnostics

This page summarizes the policies that secure: specific LRL patterns in this Web application module,

B Customize this table

web Application Module URL Patterns

Mewe || Delete

Home »Summary of Deployments =HyperionPlanning =Roles =Palicies =Edit a feb Application Madul LRL Pattern Seoped Policy =Policies

1f you are using the DD Onlyor Custom Roles security model for this deployment, then you cannot use the Administration Console to modify its security policies.

I~ | URL Pattern &

Provider Name

- |*in “ACMLAUtharizer
o - #“ACMLAUthorizer
How do L..

New || Delete
® Creats policies for resource instances (=t

@ Useroles and policies o secure resources

& Combine Conditions

Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authen tication
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Click Add Conditions under Policy Conditions.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Click the Lock & Edit buttan ko madify, add or
delete icems in this domairn,

Lock & Edit

Release Configuration

Domain Structure
EPMSystem
#H-Erwironment:
~-Deploymenis
“Services
~Security Realns
HInkeroperability
“Diagnostics

Howdo I...
o Create poliies for resaurce instances
& Use roles and polices to secure resaurces

 Combine Condtions

System Status
Health of Running Servers

[ Failed (1)

[ ritical (0}

In Predica te List,

recommends that you use the Group condition
policy to all members of

ORACLE Weblogic Server®

Change Center
¥iew changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuratian

Domain Structure

EPMystem

Diagnestics

In Group Argument Name, t

Active Dire ctory

users who need access to
name in Active Directory, it displays

Finish button .

ORACLE WebLogic Server®

Change Center
Wiew changes and restarts

Click the Lock & Edit button to modify, add or
dedete items in this domain,

Lock & Edit

Release Comfiguration

&) Home Log Out Preferences Help Q Welcome, epr
Horme =Sunmary of Deployments sHyperiorPlanring =Roles =Policies =Edit 5 Web Application Madule URL Pattern Seoped Policy =Policies =Edit a Web Application Module URL Pattern Scoped Policy

Edit a Web Application Module URL Pattern Scoped Policy

Save
Use this page to edit the security policy For a URL pattern in this Web application madule. This policy averrides the parent application's policy (F ane has been defined).

Mote:
I you are using the DD Gnlyor Custom Roles security model for this deployment, then you cannat use the Administration Console to modify its security policies,

URL Pattern
This s the URL pattern to edit security policy For
URL Pattern:

Providers
These are the authorization providers an administrator can select from.

HACMLAuthorizer ¥

authorization Providers:
Methods
This is the list of avaiable methods for this URL pattern,

Methods: AL

Policy Conditions
These conditions determine the access cantrol to your web madule url patter resources,

Add Coneftions  Combine || Uncombine | Move Up | Move Down  Remove  Megste
Ho Policy Specified

Add Coneftions  Combine || Uncombine | Move Up | Move Down  Remove  Megste
Save

Oracle
grants th is security

¢ hoose a condition and then click Next.
which

a specified group .

Administration Console
welcome, epm_

@ Home Log Out Preferences Help Q
Horme =Summary of Deplaymants sHyparionPlanring sRoles =Folicies >Edit a Wieb Application Module URL attern Scoped Policy =Policiss ~Edit a Web Application Module URL Pattern Scoped Policy

Edit a Web Application Module URL Pattern Scoped Policy
Beck | | Next | Firish ‘ Cancel

Choose a Predicate
Choose the predicate you wish ko use as your new condition

The predicate list is a st of available predicates which can be used to make up 2 security policy condition

Predicate List: [Grovp

Back | | Next

| Firish ‘ Cancel

ype in agroup name exactly as it appears in

, and then click Finish. This group should contain all the
EPM products. If WebLogic cannot find this group
an error message after you click the

Administration Console
Welcome, epm_admin

&) Home Log Out Preferences Help Q
Home =Summsry of Deployments sHyperionFlsnning =Reles >Folicies =Edit 3 Web Applicstion Module URL Pattern Scoped Policy Folicies >Edit a Web Application Module URL Pattern Scoped Policy

Edit a Web Application Module URL Pattern Scoped Policy

Back | [niext ‘F\msh ‘Cance\

Edit Arguments

Domain Structure
EPM3ystem
I-Environment
~Deployments
“Services
“Sacurity Realms
HInteroperability
“Diagnastics

On this page you willfil in the arguments that pertain ko the predicate you have chasen.

Add one or more groups to this condition. If you add multiple groups, the condition evaluates as true if the user is a member of ANY of the groups.

Ak

Group Argument Name: EPM Users

Remave

Back | | nledt ‘F\msh ‘Cance\
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I.  Repeat the preceding step s to creat e policy for each web application.

4. Restart WebLogic Administration Server.

Step 5: Modify EPM Web Applications to Enable Cient Cert Based

Authentication in  WebLogic
Note: This stepis required for EPM versions 11.1.2.1.00 or earlier only.

To modify EPM Web Applications to Enable Client Cert Based Authentication in
Web Logic, you must m odify the following application archives (located in
EPM_ORACLE_HOME/EPMSystemR11l/products) toinserta login-config entry :

o DisclosureManagement/AppServer/Instal lableApps/common/DisclosureManag
ement.ear

o Essbase/eas/server/AppServer/installableApps/Common/eas.ear

¢ FinancialDataQuality/AppServer/InstallableApps/aif.ear

o financialreporting/InstallableApps/HReports.ear

e Foundation/AppServer/InstallableApps/common/interop .ear
o hsf/AppServer/installableApps/hsf.ear

o PerformanceScorecard/AppServer/installableApps/common/webapps/HPSAler
ter.ear

e PerformanceScorecard/AppServer/InstallableApps/common/webapps/HPSWeb
Reports.ear

e Planning/AppServer/InstallableApps/Common/HyperionPlanni ng.ear

o Profitability/AppServer/InstallableApps/common/profitability.ear

1. Stop EPM System products and processes.

2. Using 7 Zip, e xtractthe contents of each enterprise archive.

3. Using 7 Zip, o pen the .war file inside the enterprise archive.

4. Using atext editor , openthe web.xml file underthe WEB-INF folder inside the
.war file .

5. Add the following lines just above the </web -app>tag atthe end of the file

<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>

6. Save web.xml file. 7zip queries whet her you want to update the archive. Choose
Yes.

7. Close 7zip.

Step 6: Enable Shared Servicesthe Security Configuration to Perform
SSO withKerberos -enabled WebLogic

1. Launch Shared Services and login as an Administrator user.

2. Add the Active Directory domain t hat is configured for Kerberos authentication as
an external user directory.
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Ensure that the login attribute you set (for example, samAccountName) is identical
to that you setin ~ WebLogic authenticato r configuration

3. On the Security Options tab, enable sin gle sign -on configuration, and choose Get
Remote User from HTTP Request asthe SSO mechanism.

Provider Configuration | Security Options | Encryption Options

Basic Configuration

Token Timeout: 480 mirs
SAP Keyskore Timeout: SEC5
550 Compatibility: | Current Yersion ~

Show Advanced Options
Delegated User Management

Enable Delegated User Management Mode: I:‘

Single Sign-0On Configuration

Enable 550¢

S50 Provider or Agent: | Other w

550 Mechanism: | Get Remote User from HTTP Request S

Custom Module

Authentication Module:

4. Restart EPM System products and processes.
Test the configuration by accessing Shared Services Console.
If Kerberos is configured properly, Shared Services doe s not prompt you for your
user name and password to access the Shared Services Console.

Step 7: Configuring Financial Management IS Servers for Kerberos

Authentication
Perform this step on all Financial Management  IIS Servers

1. Launch Internet Information Services Manager.

2. Rightclick on Financial Management web site hfmofficeprovider, and then
select Properties.
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3. Click Edit on Directory Security

( Internet Information Services (115) Mz

‘TQ File  Action  Wiew window Help

e EIREETEEE

?g Internst Information Services

E1-5 8 WINZKIENTR2 {local computer)
[ Application Poals

EI_,_J Web Sites

- Defauit Web Ste

H:: CertControl

g CertEnral

“f" Cerksry

-‘f'; hFm

~.f'; hfmapplicationservice
and bFmlcrmservice

) hFmofficeprovider

Com)
2w

[#-__) Web Service Extensions

ki

tab .
S[=[F31
hfmofficeprovider Properties 2 x|
HTTF Headers | Custom Errars | ASP.T, |

‘irkual Direckary | Docurnents

Direckory Security

1~ Authentication and access control

4

Enable anonymous access and edit the
suthentication methods For this resource.

i~ IP address and domain name restrictions

@ Grant or deny access ko this resource using

1P addresses or Internet domain names.
Edit. .. |

[~ Secure communications

Require secure communications and
enable dient certificates when this
resource is accessed,

Server Cetbificate, . |
‘iew Cettificate. .. |
Edi... |

(o4 | Cancel | Apply | Help |

4. Enable Integrated Wind ows Authentication

Authentication Methods E

—I Enable anonymous access

Use the Following MWindows user account For anonymous access:

User name: | 1UsR_panT-yiD0L

Bravse. ., |

Password: I sssssssens

- Authenticated access

are required when:
- anonymous access is disabled, or

(v Inkegrated Windows authentication
[ Digestao it

[~ MET Passport authentication

For the Follmwing authentication methods, user name and password
MTFS access control lisks

stiorrfor Windaws domain servers
[™ Basic authentication {password is sent in clear bext)

Default domain: I

Select, .

Realm I

i

Select, .

Help |

5. On the corresponding

Identity.

Application pool, right click, select
Properties tab, add the Kerberos Service Prin

cipal created in Step 1 as the

Properties . On the

Pool
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-~ Internet Information Services (I15) Manager

A File Action Wew indow

Help

=101x]

BETES

- |m B 2m| 8> .

t' Internet Information Services

EI---_&H WINZKIENTRZ (local computer)

=_J Application Pools

“',;h DefaultAppPool

“',;h hfmappPacl

“',;h hfmAppServiceAppPool
B4 hfmLemServiceAppPool

[=+_J ‘Web Sites

= Defaul Web Site

: G- CertControl

g CertEnral

T‘Ei CerkSry

‘f’ hfrin

‘fi hfmapplicationservice

H

H

hfmlcmservice

4 hFranFfireresidar

H

.4

I Computer

Recycling I Performancel Health Identity |

| Local

| Version

hfmSmartY¥iewAppPool Properties

—Application poaol identiky

Select a security account Faor this application poal:

"~ Predefined INetwork Service

%' Configurable

]

User name:

| KERBREALMSPRING _MYHOST|

Password: I TITIT I IIT

Browse |

6. Restart IS and Financial Management
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