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Assumptions  
This document, which contains application level Kerberos configuration steps, 

assumes k nowledge of Kerberos configuration  at the system level . Before you start 

the  procedures contained in this document, confirm that the prerequisites for these 

tasks have been completed . 

Note s:   

 The Oracle Hyperion Planning Web application for Release 11.1.2.1 is not 

supported for Kerberos.  

 Starting in release 11.1.2.2, Smart View supports Kerberos integration for  

Essbase , Planning , and HFM providers only  

Prerequisites  Tasks 
1.  Corporate Active D irectory is configured for Kerberos authentication  

(http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/d

efault.mspx )  

2.  Windows client machines are configured for Kerberos authentication  

(http://support.microsoft.com/kb/295017 ).  

3.  The Client and Server are in Time Sync with a sk ew of not more that 5 minutes. 

(http://technet.microsoft.com/en -us/library/cc780011(WS.10).aspx ).  

4.  Browsers are configured to negotiate using Kerberos tickets: IE 

(http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1

102444 ) or Firefox ( http://docs.redhat.com/docs/en -

US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/sso -config -

firefox.html )  

5.  IIS is set up if IIS is used as the front -end Web server -  

http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/ 

e14395/isapi.html#wp101184  and disable Windows Integrated Authentication -  

http://s upport.microsoft.com/kb/215383  

Kerberos Authentication Flow Diagram for EPM System  
The configuration of EPM System with Kerberos is supported using the WebLogic 

Negotiate Identity Asserter. The basic communication is as follows:  
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http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/security/kerberos/default.mspx
http://support.microsoft.com/kb/295017
http://support.microsoft.com/kb/295017
http://technet.microsoft.com/en-us/library/cc780011(WS.10).aspx
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm%23i1102444
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm%23i1102444
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/sso-config-firefox.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/sso-config-firefox.html
http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/sso-config-firefox.html
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/%20e14395/isapi.html#wp101184
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/%20e14395/isapi.html#wp101184
http://support.microsoft.com/kb/215383
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Step 1: #ÏÎÆÉÇÕÒÅ %0- 3ÙÓÔÅÍȭÓ 7ÅÂ,ÏÇÉÃ Domain for Kerberos 

Authentication  
1.  Install all the products you wish to use but only deploy and configure Foundation 

Services. This create s a WebLogic domain. The default domain name is 

EPMSystem.  

2.  Upgrade t he deployed JRoc kit 1.6.29 under EPMSystem to JR ockit 1.6.29 R28.2.2 

to support RC4 -HMAC encryption for both Web logic  and IIS.  

A common encryption type ïRC4-HMAC, should be used for both Web logic  and 

IIS installed on the same host; for example , MYHOST.  

a.  Download and i nstall the latest JRockit (Oracle JRockit 6 -  R28.2.2 ) from 

http://www.oracle.com/technetwork/middle ware/jrockit/downloads/index.htm l 

b.  Stop all EPM Servers . 

c.  Copy the contents of the newly installed JRockit R28.2.2 . 

 

d.  Replace the contents of the JRockit folder under  with the 

contents copied from JRockit R28.2.2 folder.  

 

http://www.oracle.com/technetwork/middleware/jrockit/downloads/index.html
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Note : Name of the root folder; ; should be retained t o 

ensure that the startup scripts work properly. Only the contents are upgraded 

to a newer version.  

e.  Restart EPM Servers.  

3.  Configure the EPMSystem domain for Kerberos authenticati on  

a.  Create an LDAP Authentication Provider -  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#

i1216261 . 

b.  Create a Negotiate asserter -  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#

i1208059 . 

Note:  Set the JAAS option to  for all of the Authenticators. See 

http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e13952/taskhel

p/security/SetTheJAASControlFlag.html  for more details.  

c.  Create ser vice principals and map them to user objects that represent the 

WebLogic server and  Financial Management  IIS Server  ï 

http://download.oracle.com/docs/cd/E1283 9_01/web.1111/e13707/sso.htm#

i1101993 .  

 

An example of a Service Principal:  

Create a User object; for example, , in Active Directory  to 

represent W ebLogic server and IIS services running on h ost .  

This service principal is used while enabli ng Kerberos on IIS for EPM 

products deployed on IIS. Refer to Step 7 on how to configure IIS for 

Kerberos authentication.  

An example of the command for creating the key tab file :  

 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1216261
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1216261
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1208059
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/atn.htm#i1208059
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html
http://download.oracle.com/docs/cd/E12839_01/apirefs.1111/e13952/taskhelp/security/SetTheJAASControlFlag.html
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1101993
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1101993
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 JDK5 onwards , the  package has 

changed to . 

 Use the Kerberos admin commands like kinit, ktab, create the krb5.ini 

file as describ ed in 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.

htm#i1103676  

 Configure WebLogic start scripts -  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#

i1102021  

i.  In Windows environments the EPM Managed servers are run as Windows 

Services. The startup JVM options have to be set  as described as follows 

for each of the EPM Web Logic managed servers. Perform this step for 

FoundationServices managed server only at this time  

 Start the Windows regedit utility.  

 Navigate to :   

  

 

 
 

 

 

 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1103676
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1103676
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102021
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102021
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 Create additional String values for JVMOptions; and add Kerberos JVM 

options as shown  

 

 Modify the JVMOptionCount to reflect the new sum total of JVMOptions 

by adding 5 to the current OptionCount.  

 

 

 Configure authorization policies for Active Directory users that will access the 

EPM products -  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e1 3747/secejbwa

r.htm#i1242796 . Refer to the section Deploy Diagnostics Web App to test 

Kerberos Configuration  for an example of how to configure a Policy.  

Step 2: Deploy Diagnostics Web Application to T est the Kerberos 

Configu ration  
EPM System provid es a test Web Application that can be used to test whether  

WebLogic is properly configured for Kerberos authentication.  

For 11.1.2.0, download the patch 11678653 from http://support.oracle.c om  and 

apply it, which contains the Diagnostics Web App . Launch the EPM 

domain WebLogic Administration Console  to deploy the reference implementation 

 web application to the Foundation Services managed server.  

1.  Deploy  

a.  Log in to WebLogic Administration Console , and select I nstall .  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13747/secejbwar.htm#i1242796
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13747/secejbwar.htm#i1242796
http://support.oracle.com/
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b.  Select  SSODiag.war .  

 

c.  Select Install this deployment as an application ,  and then click Next.  

 

d.  Deploy the  application to the FoundationServices managed 

server.  
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e.  Select Custom Roles and Policies  as the security model.  

 

f.  Complete the deployment.  
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2.  Conf igure O racle HTTP Server (O HS)  and add a forwarding request for SSODiag 

URL. 

3.  Add the following lines into 

 to forward request to WebLogic Server from OHS. Restart OHS after 

updating  . 

4.  Protect the URL by creating a policy in the WebLogic Administration Console  for 

the URL  
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 is a sample domain user that will access the browser from the Desktop. 

This can be an Active Directory user ID or an Active Directory group.  

5.  Start Foundation Services and the SSODiag utility.  

 

6.  Login as a valid provisioned active directory user into the client machine 

configured for Kerberos authentication and access the page 

 from a browser.  

If the Kerberos configuration is done correctly the followi ng page is shown.  
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If the Kerberos configuration is not done correctly the following page is seen. 

Take corrective steps.  

 

After Kerberos Diagnostics Utility is run successfully, go to Step 3  

 

Step 3: Configure and deploy the rest of EPM System to this d omain.  
Configure all EPM System products and deploy them to the EPM domain  using the 

EPM System Configurator .  

 

Step 4: Configure EPM products for Kerberos authentication  
In Windows environments, EPM managed servers are run as Windows services. You 

must set  the start up JVM options for each EPM WebL ogic managed server.  

Here is a comprehensive list of EPM Web Logic managed servers for which you must 

set the startup JVM options in non -compact deployment mode:  

 

AnalyticProviderServices0  CalcMgr0  DisclosureManagem ent0  

EpmaDataSync0  EpmaWebReports0  ErpIntegrator0  

EssbaseAdminServer0  FinancialReporting0  FMWebServices0  

FoundationServices0  HpsAlerter0  HpsWebReports0  

hsfweb0  Planning0  Profitability0  

RaFramework0  WebAnalysis0   

 

If web applications are deployed in the compact deployment mode , you need to 

update the startup JVM options of EPMSystem0 managed server  only . If you have 

multiple compact managed servers, you must update the startup JVM options for all 

man aged servers.  

1.  Configure WebLogic start scripts -  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i11

02021  

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102021
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13707/sso.htm#i1102021
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The following example describes how to set the startup JVM options for the 

Foundati onServices managed server. You need to perform this task for each 

Web Logic managed server in the deployment .  

a.  Start the Windows regedit utility.  

b.  Navigate to My Computer -> HKEY_LOCAL_MACHINE ->SOFTWARE ->Hyperion 

Solutions ->HyS9FoundationServices . 

 
 

c.  Create String values for the JVMOptions shown below.  

 

Be sure to replace  is with your K erberos domain name,  

with your domain controller IP address . 

 

d.  Modify the JVMOptionCount to reflect the new sum total of JVMOptions by 

adding 5 to the curr ent OptionCount . 
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e.  Configure authorization policies for Active Directory users that will access the 

EPM products -  

http://download.oracle.com/docs/cd/E 12839_01/web.1111/e13747/secejbwa

r.htm#i1242796 . Refer to the section ï Deploy Diagnostics Web App to test 

Kerberos Configuration  -  for an example of how to configure a policy . 

2.  Edit  to  change 

the default security model from  to  (case -

sensitive).  

 

 

http://download.oracle.com/docs/cd/E12839_01/web.1111/e13747/secejbwar.htm#i1242796
http://download.oracle.com/docs/cd/E12839_01/web.1111/e13747/secejbwar.htm#i1242796
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If EPM System is not deployed in compact mode , you must change the default 

security model from  to  for each EPM System  

web application recorded in . The preceding screen shot lists a partial 

list of the entries  only .  

 

The following is a comprehensive list of EPM System WebLogic enterprise 

application s that may be identified in . 

AIF  APS CALC 

DISCLOSUR EMANAGEMENT  EAS EPMADATASYNCHRONIZER  

EPMAWEBTIER FINANCIALREPORTING  HPSAlerter  

HPSWebReports  HSFWEB PLANNING  

PROFITABILITY  RAFRAMEWORK SHAREDSERVICES  

WEBANALYSIS  WORKSPACE  

3.  Create a URL protection policy , for each EPM System enterprise application . 

a.  Log in to the WebLogic Administration Console  as an admin.  

b.  Click Deployments.  

c.  Create a URL protection policy for each deployed EPM System enterprise 

application .  

AIF  APS CALC 

DISCLOSUREMANAGEMENT  EAS EPMADATASYNCHRONIZER  

EPMAWEBTIER FINANCIALREPORTING  HPSAlerter  

HPSWebReports  HSFWEB PLANNING  

PROFITABILITY  RAFRAMEWORK SHAREDSERVICES  

WEBANALYSIS  WORKSPACE  
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d.  Expand an enterprise application such as  , and then 

select the web application ; for example,  . 
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e.  Click the Sec urity tab and then select  Policies . 

If the following message is displayed, it means that the security model of 

the web application was not changed from  to 

. Complete step 2 . 

 
 

f.  Click New.  

g.  In URL Patterns , t ype  and then click OK . 

 

 

h.  Click the  link.  
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i.  Click  under . 

 

 
 

j.  In Predica te List, c hoose a  condition and then click Next. Oracle 

recommends that you use the Group condition  which grants th is security 

policy  to all members of a specified group .  

 

 

k.  In Group Argument Name, t ype in a group name exactly as it appears in 

Active Dire ctory , and then click Finish. This group should contain  all the 

users who need access to EPM products. If WebLogic cannot find this group 

name in Active Directory, it displays  an error message after  you click the 

Finish button . 

 



Configuring Oracle Hyperion EPM System 11.1.2.x for Kerberos Authen t ication  P a g e  | 18  

l.  Repeat the preceding step s to  creat e policy for each web application.  

4.  Restart WebLogic Administration Server.  

Step 5: Modify EPM Web Applications to Enable Client Cert Based 

Authentication in WebLogic 
Note:  This step is required for EPM versions 11.1.2.1.00 or earlier  only.  

To m odify EPM Web Applications to Enable Client Cert Based Authentication in 

Web Logic , you must m odify the following application archives (located in 

) to insert a  entry :  

 DisclosureManagement/AppServer/Instal lableApps/common/DisclosureManag

ement.ear  

 Essbase/eas/server/AppServer/InstallableApps/Common/eas.ear  

 FinancialDataQuality/AppServer/InstallableApps/aif.ear  

 financialreporting/InstallableApps/HReports.ear  

 Foundation/AppServer/InstallableApps/common/interop .ear  

 hsf/AppServer/InstallableApps/hsf.ear  

 PerformanceScorecard/AppServer/InstallableApps/common/webapps/HPSAler

ter.ear  

 PerformanceScorecard/AppServer/InstallableApps/common/webapps/HPSWeb

Reports.ear  

 Planning/AppServer/InstallableApps/Common/HyperionPlanni ng.ear  

 Profitability/AppServer/InstallableApps/common/profitability.ear  

1.  Stop EPM System products and processes.  

2.  Using 7 Zip, e xtract the contents of each enterprise archive.  

3.  Using 7 Zip, o pen the .war file inside the enterprise archive.  

4.  Using a text editor , o pen the  file under the  folder inside the 

.war file . 

5.  Add the following lines just above the </web -app> tag  at the end of the file  

6.  Save  file.  7zip queries whet her  you want to update the archive. Choose 

Yes. 

7.  Close 7zip.  

Step 6: Enable Shared Services the Security Configuration to Perform 

SSO with Kerberos -enabled WebLogic 
1.  Launch Shared Services and login as an Administrator user.  

2.  Add the Active Directory domain t hat is configured for Kerberos authentication as 

an external  user directory.  
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Ensure that the login attribute you set ( for  example,  ) is identical 

to that you set in WebLogic  authenticato r configuration . 

3.  On the Security Options tab, enable sin gle sign -on configuration, and choose 

 as the SSO mechanism.  

 

4.  Restart EPM System products and processes.  

5.  Test the configuration by accessing Shared Services  Console.  

If Kerberos is configured properly, Shared Services doe s not prompt you for your 

user name and password to access the Shared Services Console.  

Step 7: Configuring Financial Management IIS Servers for Kerberos 

Authentication  
Perform this step on all Financial Management  IIS Servers . 

1.  Launch Internet Information  Services Manager.  

2. Right click on Financial Management  web site , and then  

select .  
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3. Click Edit on Directory Security  tab .  

 

4.  Enable Integrated Wind ows Authentication . 

 

 
 

5.  On the corresponding Application pool, right click, select  Properties . On the 

Properties tab, add the Kerberos Service Prin cipal created in Step 1 as the Pool 

Identity.  
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6.  Restart IIS  and  Financial Management . 
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