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Single Sign-on using CSS Token for external user directories

Introduction

Implementation of Single Sign-on between Hyperion Financial Management and OBIEE
provides seamless access to data by leveraging the security access rights defined within the
EPM System. The user credentials stored in the external authentication providers
(OID/MSAD) ate passed to the EPM System from OBIEE in a secured manner using
CSS Token without having to login multiple times. This setup completes the real time
integration between a Hyperion Financial Management data source and OBIEE.

Pre-requisites

Oracle BI EE and Oracle Hyperion Shared Services must be connected to a common
OID \MSAD store
If OBIEE11.1.1.5.x version is used, then the below Opatch needs to be applied.

a.

[=] B1 Admiristration Help File
[=] B1 Admiristration

E Catalog Manager

E Deinstall

E Job Manager
E Start BI Services

Shutdown BI Domain including Admin Server and Managed Server(s) and any
dependent OPMN Processes.

Cormpuker

Metwork,

Control Panel

Devices and Prir

. Oracle Comfshisricut To D:\Oracle\OBIEE inst ances|inskance 1 bifo

| (rracle EPM [2racleBIapplication)coreapplication StarkStopServices

| CQracle Financial Management Analykics
| Oracle Weblogic
, Skartup

J Symantec Endpoink Proteckion ;l

1 Back.

Help and Suppaor

Run...

Windows Securit

Search programs and files

@J Log aff Fl

b. Download 13059356.zip from bug 13059356 and extract it under

%BI_ORACLE_HOMEY%/OPatch/
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j 23| I Search OPatch

Organize v - Open  Include inlibrary »  Share with = Mew folder
_ ) 21 Mame - | Date modified
- Favorites
Bl Deskbop | 1258775683 5/10/2012 11:09 AM
4 Downloads
1= Recent Places y
n . 13358257 5/10/201Z2 1:01 PM File folder
— = 5/9/2012 5:22 PM File folder
. Libraries
3 Documents . docs 5/9/2012 5:22 PM File folder
J“. Music . Frows 5/9/2012 5:22 PM File folder
= Pictures L lib 5/9/2012 5122 PM File folder
B videos | acm 5/9(2012 5:22 PM File falder
_ . opatchpreregs 51912012 5:22 PM File folder
1 Computer dpatch.pl 71158/2010 5:54 &M PL Fil
P emdpatch, : ile
&L Local Disk (C:) L Emep P
. Data (D) || opatch 3/14/2011 5:30 AM File:
o Metwark Drive (Gt = opatch 5/19/2010 5:22 AM Windows Batch F__|
S t-marreu (YCHMNAS 101 Home$ DUFRY) (G2 4% | opatch 5/9/2012 522 PM Configuration sef -
. ][ | i
13059356 Date modified: 6/20/2012 2:10 PM

File folder

e Ensure ‘$BI_ORACLE_HOMES%’ has oralnst.Loc file. If it does not,

e Browse to
%BI_ORACLE_HOME%\bifoundation\provision\sctipts\bidomain\inst
folder.

e Copy the oralnst-template.Loc to the “%eBI_ORACLE_HOME?%0’ location.
e Rename it to oralnst.Loc

BI1Ybif oundal

I Search inst

Organize * | Open  Mew folder

| v

r Favorites Mame | Date modified | Type

Bl Desktop
4 Downloads
5| Recent Places

|| ronfiguration-template.rsp

4/18/2011 10:54 PM RSP File

|| response-template.rsp 4/18/2011 10:54 PM RSF File

| rpdDWEnippet-kemplate 4118/2011 10:54 PM Text Docurnent

- Libraries
5] Documents || rpdSnippet-template 4/18/2011 10:54 FM et Document
,J‘: Music i | skaticports 4/18/2011 10:54 PM Configuration setking
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. Oracle_BI1 M=l
g.\ )= - Computer = Data (Dt = Oracle = OBIEE = Oracle_BI1 - - l;'zjj | Search Oracle_BI1 D]
Crganize v | Cpen  hew Folder SEE _|J lt)
! Mame | Date modified | Tvpe d
¢ Fawvorites —
B Desktop sla 5/9/2012 5142 PM File folder
4 Dawrloads srvm 5/9/2012 5:42 PM File folder
=R kPl
Seent faces sysman £Ja}2012 543 PM File Folder
L upgrade 5/9/2012 5:41 FM File Folder
- Libraries
: wIleinsﬂer 5/9/2012 5:47 FM File Folder
=| Documents
‘ Music wdk. 5/9/2012 5:42 FM File Folder
= Pictures | durnmy.ic 4712008 7:55 PM Text Document
E videns | dumirmy.ic.win32 4712008 7:55 PM Text Document
| durnrmy . ssl 4712008 7:55 PM Text Docurment
18| Computer B oratnst loc 4/18{2011 10:54PM  LOC File B
f__"u Local Disk (C:) j 4
oralnst.loc Dake modified: 4/18/2011 10:54 PM Date created: 6/20/2012 2:20 PM
LOC File Size: 93 bytes

e Invoke command prompt and change directory to
%BI_ORACLE_HOME%/OPatch folder. Apply OPatch using following Opatch
command:
opatch apply 13059356 -oh %BI_ORACLE_HOME% -jdk
$BI_ORACLE_HOMES%/jdk -invPtrLoc
$BI_ ORACLE HOME%/oralnst.loc

.| Administrator:

Microzoft Windows [Uerszion 6.1.76011
Copyright (c> 28087 Microsoft Corporation. HAl1ll rights rezerved.
C:wUserssT-MarReurcd D:Oracle~OBIEE~Oracle_BI1~0Patch

CiwlUserssT-MarReurd:

D:~0racle~0Bl EEx0Oracle_BI1“0PatchXopatch apply 13852356 —oh D:s0Oracle~0BIEE“0Orac
le_BI1 —jdk D:“0racle~0OBIEE“Oracle_BI1l-jdk —-invPtrLoc D:“0Oracle~0BIEE-Oracle_BI1
soralnst.loc

e A message is displayed saying that the patch is applied successfully.
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[c4.| Administrator: C:hWindows' system32' cmd.exe

Running prereguisite checks...

OPatch detected non—cluster Oracle Home from the inventory and will patch the lo
cal system only.

Backing up files and inventory <not for auto-rollbhack?} for the Oracle Home
Bai:]_cing up files affected by the patch *13852356° for restore. This might take a
while. ..

Backing up files affected by the patch *13852356° for rollback. This might take
a while...

Patching component oracle.bi.bifndnepm, 11.1.1.5.8...
Copying file to J'D:“0Oracle~O0OBIEE“Oracle_Bli“common~C55%~11.1.2_8~1lib~css.jar"
ApplySession adth.ng interim patch '1385%935%6"' to inventory

Verifying the update...

Inventory check OK: Patch ID 13857356 iz registered in Oracle Home inventory wit
h proper meta—data.

Files check 0K: Files from Patch ID 138592356 are present in Oracle Home.

OPatch succeeded.

D:~0racle~0BIl EExOracle_BIi~0PatchX>_

Note: In case the above command does not work and errors out with the following:

The response file for OCM confignration does not exist (or) is not readable. Please provide a valid
response file.

Please run the following command.
o %ORACLE_HOME%\ccr\bin\emocmrsp.bat -no_banner -output c:\out.rsp

» Rerun the opatch command as below:

opatch apply 13059356 -oh "c:\obieeloracle_bil" -ocmrf
c:\out.rsp -jdk "c:\obieeloracle_bil\jdk" -invPtrLoc
"c:\obilee\oracle bil\oraInst.loc"

o The opatch should get applied successfully.

Confirm that BI Domain, mainly Admin Server is up and running.

Run wlst.sh/wlst.cmd available at $MW_HOME /oracle_common/common/bin

For Example: C:\OBIEE\oracle_common\common\bin>wlst

Execute WLST connect command as shown below:
connect("<WLS_ADMIN_USERNAME>""<WLS_ADMIN_PASSWORD>""t3://<
HOSTNAME>:<ADMIN_PORT>")

For Example: wls:/offline> connect("biadmin","biadmin1_2","t3://localhost:7001")
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Execute WLST runtime command as shown below:
runtime()

Execute WLST grantPermission command as shown below:
grantPermission(codeBaseURL="file:$ {hypetion.home} /common/CSS/11.1.2.0/1ib/css.jat" ,permCla
ss="oracle.secutity.jps.JpsPermission” ,permTarget="IdentityAssertion")

For Example:
wls:/bifoundation_domain/runtime>grantPermission(codeBaseURL="file:$ {hypetrion.home} /commo
n/CSS/11.1.2.0/1ib/css.jat" ,permClass="oracle.secutity.jps.JpsPermission" ,permTarget="IdentityAsse

rtion"

Output after successful execution of grantPermission() should be something similar to:
“Location changed to domainRuntime tree. This is a read-only tree with DomainMBean
as the root. For more help, use help (domainRuntime)”

Note: If the Identity Assertion Permission has already been granted to css.jar, after
executing the above commands, a message will come up to that effect.
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Steps to Enable SSO in OBIEE

1. Open the rpd file in online mode, using the Oracle BI Administration tool with
appropriate password.

© {Online) Oracle BI Administration Tool - coreapplication_OH1207536310 {Server CHWEBO46.dufry.net)
File Edit Yiew Manage Tools Actions ‘“Window Help L

D@ @E EELREEEE YL LS

A_Baszel2006_2010
FCh
FCM Prior Period Analyzis
FCM Roadblock

FCh Schedule Comparizon
il HFM

@ HFt4 [Essbase]

[ FCM Prior Perind Analysis
[ FCM Schedule Comparizon

Connection Pool
HFM Application

[ OFM& - FCM Roadblock
G0 OFMA - HFM

2. Expand the HFM node, and then double click on the Connection Pool icon to view
the properties. Under the Connection properties box, select the SSO using CSS
token as shown below.

Screenshot Before/After change:

Connection Pool - Connection Pool M=l &3 . ! Connection Pool - Connection Pool [_ [0 x] .
|
Gensral |Eﬂnnecliﬂn Seripts I HML | “irite Back I Miscellaneous I ' General IEU””EC“U” Seiipts | HML | wite Back. I Miscellaneous I
MNarne: Permissions... I Marne: |Connect\on Fool Permiszions..
|
| .
Call interface: IDelau\l [Hyperion ADM) j I Call interface: IDefauIt [Hyperion A j
Maximurn connections: WDE Mawirmurn connections: 1 033
URL: [facim:native: HswDMDriver HFMPROD:BASEL LIS |adrnative:HswADMD river HFMPROD BASEL
Connection properties | Connection properties
™ 550 using C55 Token J ¥ 550 using £S5 Token
¥ Shar logon I~ | Shared logon
User name: admin Password User mame: Faszwond:
™ Use session ™ Use session
¥ Enable connection pooling ¥ Enable connection poaling
Timeaut: 3 | fminutes) = Timeout: 5 | [minutes) x|
v Use multithreaded cannections [V Use multithreaded connections
Descriptian: Drescription;
= =
[-| =
Ok I Cancel | Help | Ok Cancel | Help |
L
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RPD screenshot after the selection of SSO option is done.

O (Online) Oracle BI Administration Tool - coreapplication_0H1207536310 {Server CHWEBD46.dufry.net)
File Edit View Manage Tools Actions ‘Window Help

Dewed K@ EERNEEEEL LT

4_Basel2005_2010
[ FCM Prior Perind &nalysis
[ FCM Schedule Camparisan
[ HFM [Essbase)

[ OFMa - FCM

[ OFM4 - FCM Roadblock
) DFMA - HFM

FCM Prior Period Analysis
FC Roadblock
FCH Schedule Comparizon

5 HFM Application

f@) HFM [Essbase)

3. Save the RPD and if it prompts for check-in the changes (as below), click Yes.

Check in Changes | x|

l-\ Check in changes to
—  coreapplication_COH12075363107

¥ | Save changes bo disk

Yes Mo | Cancell Help |

4. A message is displayed indicating that the BI server needs to be restarted for the
changes to take effect. Click OK.

Oracle BI Administration Tool

In order For your onling changes to take effect, vou will have to
4, manually restart each non-masker Oracle BI Server instance in the
- cluster,
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5. Restart BI services:

From the Start menu, select Stop BI Services. See below screenshots for the steps.

(=2 Inkernet Explorer (64-hit) =
(= Internet Explorer
Windows Update

ACCEssOrEs

Administrative Tools
Marc Reuter

Maintenance
Cracle - OH1207536310

R X Docurnents
Oracle Business Inteligence
E EI administration Help File

. Computer

E ET Administration
[&] Catalog Manager Nebwark

E Dinstall

[S] 10b Manager
E Skart BI Services

Cantrol Panel

Dievices and Printers
P PPV
Shorteut To Dn\Oracle)\OBIEE instancesiinstance 1\ bifoundation',

Oracle Carnre

Configur CracleBIApplication!coreapplication!,Start StopServices. cnd
B uninstal
Cracle EPM System Help and Support
Oracle Financial Management. Analytics
Oracle WeblLogic x| Run.
4 Back Windows Security

Log off | »

| Seatch programs and files

Buildfile: StartStopServices.x
zset.is.stop.all:
get.credentials.available:
get.credentials:
[input] Please enter the username of a WebLogic admin user:
weblogic
Please enter the password for WebLogic user weblogic:

create.admin.server.credentials.file:

create.managed.server.credentia ile:

find.or.get.credentials:

opmn.stop:
[echo]l Waiting for OPMN managed services to stop...
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From the Start menu, select Start BI Services.

[=] B1 Admiristration Help File
[=] B1 Administration
E Catalog Manager

E Deinstall

E Job Manager

E Stop BI Services k
, Oracle Common Home 11g - Homel
| Oracle EPM Syskem
, Oracle Financial Management Analytics
| Qracle ‘WeblLogic
. Startup

. Symantec Endpoint Prokection

Compuker

Metwark

Control Panel
Devices and Printers
Administrative Tools

Help and Support

x| Run.

4 Back

Windows Security

Search programs and files

@J Log off >|

10
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EPM System related configurations in OBIEE

Changes if using EPM 11.1.1.x series

1. Note: This step of compatibility setting is NOT required when using EPM 11.1.2.x
2. From the command prompt, run the following command from OBIEE installation
path to set the CSS backward compatibility tag to true in OBIEE
For Example:

C:\OBIEE\instances\instancel\config\ foundation\11.1.2.0>
epmsys_registry.bat updateproperty
SHARED_SERVICES_PRODUCT/@COMPATIBILITY 11120-

3. Make these changes to the epmsys_registry.bat located at:
<C:\OBIEE>\instances\instancel \config\ foundation\11.1.2.0

e Alter the script from ...... X7%17==....... tO v, KYl17==........ as
shown in the screenshot below.
.epmsys_registry - Notepad !li[ E

File Edit Format Wiew Help
. ORACLE_HOME=D:%“oraclewOBIEENOracle_BIlset ORACLE_IMSTANCE=D:“OraclewoBIEEWInsTancesyinstancelset JAV,LHOME=D:\Orac';|

fl"=="/u" goto usageif /I "%¥1"=="/h" goto helpif /I 1"=="x" (goto genreport) else ( goto regedit):regeditecho. !
sowm' oA %REPORT_DIR%\%REPORT%"gotD exit:iusageecho. Usage: %SCRIPT_MAMEX A[/hA|/ur] A<OPTIONSArecho. echo.OPTIONS:ecl
s Invalid ¥lpauseexit /b Ll:iexitendlocalexit /b0

e Include the highlighted Jar file in the CLASSPATH:

Hame iew L2
/
jl Cut ok = e T BT £ Find
& v Courier Mew 11 <A A 1= | _'-_‘_,{F_.' BT e

2 Copy Sac Replace
Paste B 7 U ahe X: x| &7 ~ A~ =5 | Ficture  Paint  Dateand Insert | ..
- L = -~ drawing time ohbject | (L) Selectall
Clipboard Faont Paragraph Ihsert Editing
1 1 & [ 1 1 2 1 3 4 1 5 1 s | 7

if not exist "$REPORT_DTR%" mkdir "$#REFCRT_DIR:"

set CLASSPATH=$~dp0

set CLASSPATH=%CLASSPATH
11
11,
set CLASSPATH=%CLASSPATHE;D:%OraclebOBIEEYZOracle BI1%\common
“Welosityhl.4hvelocity-1.4.jar

set CLASSPATH=%CLASSPATHE;D:%\Oracleh\OBIEE“Oracle BT1%common'.JDEC
“DataDirecth4.0%1ib\hyjdbe. jar

set CLASSPATH=%CLASSPATHE;D:%\Oracleh\OBIEE“Oracle BT1%common'.JDEC
“oracleh11.1.2.0%1libYvojdbed. jar

%;D:

Changes if using EPM 11.1.2.x series

11
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Note: This syncing of keys in the registry is only required when using EPM 11.1.2.x
1. Get the regSyncUtil_OBIEE-TO-EPM.zip from details in bug 11725145.

2. Unzip the file to local machine.

l Oracle =]
G( )vl i Oracle) j 23 I Search Oracle 1O
Organize ¥ - Open  Includeinlibrary »  Sharewith = Mew folder B - EJ i@l

“r Faworites Mame ~ | Drate modified I Tvpe
B Desktop . Middleware 5/10/2012 10:41 &M File folder
& Dowinloads | OBIEE 5/9/2012 557 PM File Folder
5l Recent Pl
4 Recent Haces | ServicesStartManager 5/21/20125:36 FM File Folder

6/19/2012 4:25 PM File: Falder

- Libraries
S

3. Copy contents of the folder into ${ORACLE_HOME}/common/CSS/11.1.2.0
Biiizo 0] %]

9( ;Jv I B\ Cracle| OBIEE! j 23| I Search 11,1,2.0 F=)
Organize *  Includeinlibrary =  Share with »  New Folder B m IZE}I
‘v Favorites Mame = | Date modified | Type
B Desktop | lb 5i9f2012 5:24 PM File Folder
4 Dowirloads | reasyncli 6i20/2012 11:13 &M File Folder

Ll Recert Places

4. Copy the ‘reg.properties’ file in EPM environment located at
C:\Oracle\Middleware\user_projects\epmsysteml\config\fo
undation\11.1.2.0\reg.properties to the OBIEE server box at
$S{ORACLE_HOME} /common/CSS/11.1.2.0/regSyncUtil/src

5. Edit ${ORACLE_HOME}/common/CSS/11.1.2.0/regSyncUtil/runRegSyncUtil.bat
to update the environment variables related to the OBIEE environment.
e ORACLE_HOME

e ORACLE_INSTANCE
For example : open the
“C:\TESTOBIEE\Oracle_BI1\common\CSS\11.1.2.0\regSyncUtil”

set ORACLE_HOME="........ \Oracle_BI1"
set ORACLE_INSTANCE=".......... \instancel"

12
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REM set following Environment variahles

REM For Example:-

REM Set ORACLE_HOME=C: \Orac'le\M'lddWeware\EPMSystemllRl
REM set ORACLE_INSTAMCE=C:“woraclewmiddlewarehwinstancel

set ORACLE_HOME=D:“oracleMwoBIEEWOracle_BILl
Set ORACLE_INSTANCE=D:ZOracleNoBIEENWInstanceshinstancel|

IF "" == "¥1" GOTO ENV_VARIABLE_CHECK

set %l

IF """ == "%2" GOTO EMV_WARIABLE_CHECK

set X2

JEMNV_VARIABLE_CHECK

IF ¥ORACLE_HOMEX == "" GOTO MNO_ORACLE_HOME

IF %ORACLE_IMSTANCE% == "" GOTO NO_ORACLE_IMNSTANCE

T CONTINUE
set JAavA_HOME=%ORACLE_HOMEX:Y] dk

6. Start Command prompt and run the Regsyncutility.bat using the command below.
${ORACLE_HOME}/common/CSS/11.1.2.0/regSyncUtil/runRegSyncUtil.bat

[c+] Administrator: ndows' system32 cmd.exe

D:v>ed DisOracle~OBIEESOracle_BIilscommon~CG55+11.1.2 _BsregSyncltil

D:=~0racle~0BI EE~Oracle_BIi~common~C55~11.1.2 8~regSyncltil>runRegSynclUtil._hat
Location of Source reg.properties::-D:sOracle~O0BIEEwOracle_Bliscommon“~C55%11.1.2
.BsregSyncltilssrc

Location of Destination reg.properties::—-D:x0Oracle~0BIEEsinstances~instancel~con
figsfoundation~11.1.2.8

Hot doing any maintenance

OPERATION STATUS: :—Required Key was successfully read from the Source EPH Regist

Ty
OPERATION STATUS::—Required Key was successfully imported into the Destination E
PM Registry

D:=s0racles0BI EExOracle_BIl1scommon~CS85%11 .1 _2 . B“regSyncltil_

7. Make these changes to the epmsys_registry.bat located at:
<C:\OBIEE>\instances\instancel \config\foundation\11.1.2.0

e Alter the script from ...... X7%17==....... O viieiann, “X%17==........ as
shown in the screenshot below.

‘e|:ums'_|rs_regisl:r'_|r - Notepad
File Edit Format Wiew Help

M=1 E3

: ORACLE_HOME=D: \orac'le\OBIEE\or'ac'Ie BIlset ORACLE _TMSTANCE=D: \orac'le\OBIEE\'l nstanceshinstancelset JAVA_HOME=D:“Orac

"/u" goto usageif /I "%1"=="/h" goto helpif /I ME¥1"=="x" (goto genreport) else ( goto regeditl:regeditecho.
‘. Vm” A %¥REPORT _DIR%\%REPORTHR" goto exit:usageacho. Usage: %SCRIPT_MAMEX A[/hA|/uA] A<OPTIONSA»echo. echo.OPTIOMS:ecC
. Invalid %lpauseexit /b l:exitendlocalexit /b 0 ]:

e Include the highlighted Jar file in the CLASSPATH:

13

il runRegSyncUtil - Notepad [=1CT]
File Edit Format Wiew Help

@echo off =]
setlocal
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[N

7
ﬂ & cut Courier Mew 1 <A & :f' - <) _J ‘R 3 Find
2 Copy _ - =" 3 Replace
IEaE AT P S | e S P B e
Clipboard Font Paragraph Insert Editing
-1---|---g---u---l---u---z---u‘“3‘”“‘4---|---5---|---a- 1 7
=

if not exist "$REFORT_DIR%" mkdir "$REPORT DIR%"

set CLAJIPATH=%~dp0
set

set CLAMSPATH=%CLASSPATHS;D: \COracle\OBIEE\Cracle EI1%common
WWeloeityhl.4hvvelocity-1.4.7ar

set CLAMSPATH=%CLASSPATHS;D:\Cracle\OBIEE\Cracle BIl\common“JDEC
“WDataDirecth4.0%1ibVhyjdbe.jar

set CLAMSPATH=%CLASSPATHS;D:\Cracle\OBIEE\Cracle BIl\common“JDEC
YWoraclehl11l.1.2.0%1ibNojdbed. Jar

Note: This step is only applicable for OBIEE 11.1.1.5.x installation on Windows Operating System.

8. In BI Shiphome environment, start command prompt and run following
epmsys_registry.bat command:

${ORACLE_INSTANCE} /config/foundation/11.1.2.0/epmsys_registry.bat
removeproperty SHARED_SERVICES_PRODUCT/@applicationld

On Linux run the following command

${ORACLE_INSTANCE} /config/foundation/11.1.2.0> sh epmsys_registry.sh
removeproperty SHARED_SERVICES_PRODUCT/@applicationld

¢ “Oracle~OBIEE~instances™instancelsconfig™nfoundation~il. 1.2 B epmsys_registry.h
t removeproperty SHARED_SERUVICES_PRODUCT /Rapplicationld
removeproperty SHARED_SERUICES _PRODUCT /Rapplicationld

ot doing any maintenance

he property has been removed from the component.

[D:=“0Oracle~OBIEE~instances“instancel“config"foundation~i1.1.2.08>

9. Stop all BI services and start all BI services.

14
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OBIEE Related Changes

OBIEE domain configurations

1. Login to http://localhost:7001/em.

2. Right click on bifoundation_domain and select Security > Security Provider
Configuration.

3. Click on the Configure button below the Identity Store Provider.

4. Click Add, set Property as virtualize, value as true. Click OK.

{2 Identity Store Configuration: /Farm_bifoundation_domain/bifoundation_domain (Oracle WebLogic Do - Windows Internet Explorer

—
6; ) < [&] retp:/iskotfro:7001 o

File Edt View Favortes Toos Help

arget=Farm_bifound:

maingtype=oracle_ias_farmé_sfrloop=6158076700480054%:2F a

52FFarm_bifoundation_domainsz52Fbifoundat ] |2 [ | [ sing L=

e Favortes |5 (2] suggested Sites + @] Web Sice

Gallery +

EE| ~| [&] oracle Enterprise Performan... | (& Oracle Business Intelligence ... | (@ Ci\obiee|user_projectsidom. .. | (@ 1dentity Store Configurat... X | | X3 v B) - 0 s - Page~ Sefety~ Toos~ @~

X Find: [virtual Previous Next || 7 options ~ |
ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Helpv LogOut
SiFarm | Topology.
- bifoundation_domain ® Loggedin as weblogic
[ 5 Farm_bifoundation_domain ] WebLogic Domain Page Refreshed Jun 16, 2012 2:57:04 aM DT (2
i [3 Application Deployments
= (23 Weblogic Domain Securty Provider Configuration > Oracle Identity Manager

& (il bifoundation_domain| (@) tnformation
&) adminserver
51 (23 Business Inteligence
1 [2] Metadata Reposicories

Identity Store Configuration

ok | ancel
The User and Role APLis automatically configured to use the fist Oracle Weblogic Server authenticator and does not require any special configuration. To fine-tune the behavior of all types of d the store
instance.

Use WebLogic Authentication Provider Configuration I
Custom Properties

e add 3¢ Delete.

Froperty Name. Value
Ra0LCl L

Ey Ain oV Stotap Ao
| T |

o : [T [T [ [ G ocalintrane | Protected Mode: off [~ R~
ol & & 2l afe m :

301
FPEG eftajzotz =

5. Set the Java system property:
-Didstore.identityAttribute=<Identity_Attribute_Name> should be set in
setDomainEnv.sh as below -

Edit the setDomainEnv.cmd (path - <BI_DOMAIN_HOME>/bin/) and add this:

15
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Set EXTRA_JAVA_PROPERTIES=-
Dcommon.components.home=%COMMON_COMPONENTS_HOME% -
Didstore.identityAttribute=objectguid %EXTRA_JAVA_PROPERTIES%o

export EXTRA_JAVA_PROPERTIES
On Linux :

EXTRA_JAVA_PROPERTIES="-
Dcommon.components.home=${ COMMON_COMPONENTS_HOME} -
Didstore.identityAttribute=orclguid ${EXTRA_JAVA_PROPERTIES}"

export EXTRA_JAVA_PROPERTIES
Note:

For 11.1.1.5.x OBIEE release and 11.1.2.1 (Prior to Talleyrand PS1) EPM release,
when virtualize is set to “true” in BI Domain. Supports SSO between OBIEE and
EPM for one of more LDAP User directories of same type.

For 11.1.1.6.x OBIEE release and 11.1.2.2(Talleyrand PS2) EPM Release, when
virtualize is set to “true”. Supports SSO between OBIEE and EPM for one or more
LDAP User directories of same or different types. For SSO between OBIEE and
EPM to work following Java System property should be set in setDomainEnv.sh of
the BI Domain: -Doracle.epm.css.identity.type=fusion

M=l
\domains|bif oundation daomain' bin| j [mjl Search bin @
Organize » | | Open  New folder H== W E] 9
N - . a
' Favorites Tarmne % | Date modified Type | Size =
B Desktop . nodemanager 5/9/2012 5:50 PM File: Folder
g Downloads . Server_migration SI9I201Z2 5:50 PM File Folder
=l Recent Places | service_migration 5i9/2012 5:50 PM File: Folder
secureieblogic SI201Z2 5:53 PM ‘Windows Batch File
Libraries
- setDamainEny 51972012 6:00 PM Windows Command ...

3 Documents
J’. FMusic

1 Pk e -

ﬂ setDomainEny, sh

[ setOBIDOmainEny 5/9j2012 6:00 PM windaws Carmmand ...

set ExXTRA_JAVA_PROPERTIES=X%EXTRA_J1AVA_PROPERTIESH -Dem.oracle.home=D:wWraclenOBIEEMNOracle_common -Djava.awt.headless
set EXTRA_JAVA_PROPERTIES=-DCOmmOon. COMponents. hOmEe=%COMMON_COMPONENT S_HOME -pjrf.version=11.1.1 -Dorg.apache.commor

Set EXTRA_JAVA_PROPERTIES=-Dcommon. components. home=%¥CoMMON_COMPONENTS_HOMEX -Didstore.identityattribute=objectguid %
lexport EXTRA_JAVA_PROPERTIES

set JAVA_PROPERTIES=S]AVA_PROPERTIESH® XEXTRA_JAVA_PROPERTIESH
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Note: Based on the type of External user directory (OID/MSAD) configured, the
value of Didstore.identityAttribute needs to be set differently as below:

e Microsoft Active Directory = objectguid

e Oracle Internet Directory | Oracle Virtual Directory = orclguid

Restart BI Domain including Admin Server and Managed Server(s)

Restart OPMN Processes dependent on Admin/Managed Server(s).

Login using the external directory user credential to OFMA and the user should be
able to view the dashboards(MMSAD must be configured on OBIEE and HSS and

users must be available)
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