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ORACLE ENTERPRISE MANAGER Cloud Control 12c

Database Testing & Test Data Management

The objective of this lab to provide exercises designed to showcase the
new Real Application Testing and Test Data Management capabilities in
Oracle Enterprise Manager Cloud Control 12c.

Database Performance Testing (70 minutes)

A. SQL Performance Analyzer Optimizer (SPA) Statistics Refresh
Validation (20 minutes)

A1l. Overview of Gathering Statistics Option
A2. SPA Optimizer Statistics Refresh Validation
B. Real Application Testing and Data Masking (50 minutes)

B1. Generate Application Data Model
B2. Define Data Masking Definition
B3. Replay Masked Workload

Test Data Management (50 minutes)
C. Data Masking (30 minutes)

C1. Generate Application Data Model

C2. Create Data Masking Definition

D. Data Subsetting (20 minutes)
D. Define and Execute Subset Based on Application Data Model
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Getting Started

I-Pre-requites -
Enterprise Manager (EM) should be running on your lab VM. To verify that EM is running - go to the EM URL
provided, you should get the EM login page. If you get an error page, please contact your lab administrator or
start Enterprise Manager yourself by following the instructions provided in the lab cheat sheet.

ll- Starting lab environment.

Before you start with this lab, you‘ll need to start the necessary targets and other processes (as applicable). All
the steps have been automated in an EM job '2-START DB TESTING LAB’. To execute this job follow the
following steps.

1. Login to Enterprise Manager using username and password dbuser / oraclel2.

ORACLE' Enterprise Manager Cloud Control 12¢ o

N s —

Passworl |

2. Navigate to ‘Job Library’ page by clicking on menu — Enterprise = Job = Library

ORACILE Enterprise Manager Cloud Control 12¢ Setup v Helpv | 3§ DBUSER v | LogOut
<

Summar:

v Page Refreshed Dec 14, 2012 4:52:02 AM EST c
Monitoring 3
Job > Activity || All Targets v | Inventory and Usage N
Reports » Library See Details
Configuration > Show | Hosts v Platform v
Compliance v Platform Hosts

Oracle Linux Server release 5.6 1

Provisioning and Patching  *
Quality Management 3
My Oracle Support 3
Cloud v Hlp @)
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Database Testing & Test Data Management
3. Select job '2-START DB TESTING LAB’ and click ‘Submit’ button.

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ Help» | 3 DBUSER » | LogOut
& d 3|
Page Refreshed Dec 14, 2012 5:05:32 AM EST O
Job Library
Job Type | Al v Name Cwner | Al v Go
I Submit |I Create Like | Edit | Delete | | Create Library Job | OS5 Command v  Go
Select |Name e Job Type | Owner |Target5 Target Type
O 1-START DB PERFORMAMCE MGMT LAB 05 Command ORACLE em12.oracle. com Host
O 1-5TOP DB PERFORMANCE MGMT LAB O3 Command CRACLE em12,oracle.com Host
@ 2-5TART DB TESTING LAB 05 Command ORACLE em12.oracle. com Host
05 Command ORACLE em12.oracle. com Host
O BEFORE AND AFTER. MASKING 50L Script DBUSER 2 Database Instance

4. Click on ‘Submit’ button again.

ORACLE Enterprise Manager Cloud Control 12¢ Setup = Help ~ | gf DBUSER ~ | LogOut

& d -

®

Submit '0S Command' Job From Library Job '2-START DB TESTING LAB’

Cancel | Submit

General | Parameters  Credentials = Schedule  Access

*MName |2-START DB TESTING LAB. 1 ‘
Description |Starts Database targets for database testing lab ‘

Target Type |Host R
Changing the targst type will cause any specified Targsts, Parameters and Credentizls 1o be removed,

Target
Add individual targets or one compaosite target, such as & Group.

Remove I ﬂ

Select All I Select None
Select |Nama -~ Type Host Time Zone |

I:‘ em12.orade.com Host em12,oracke.com Eastern Standard Time

Cancel | Submit

5. To ensure that job ran successfully, click on the job activity link provided in the confirmation message.

ORACLE Enterprise Manager Cloud Control 12c

g Enterprise ~ (@) Targets v oy Favorites ~ @ History =

Job Library

Confirma tion

job w fully
2-5TART DB TESTING LAE. 1
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6. Look for the status ‘Succeeded’. Job takes ~30 seconds

Database Testing & Test Data Management
. Therefore you might need to refresh page a few times.

ORACILE Enterprise Manager Cloud Control 12¢

g Enterprise @ Targets ~ o Favorites ~ (@ History

ART DB AB

Job Activity > Job ESTI 1
Job Run: 2-START DB TESTING LAB.1

Run: £-5

Scheduled Dec 14, 2012 5:06:42 AM GMT-05:00
Targets em12.orade.com

Executions
Targets

Status | Al

o
Log Report

Show All Details | Hide All Details

Select | Details | Targets | Status | Started

Setup v Help - '3 DBUSER -

Search Target Name +

Page Refreshed Dec 14, 2012 5:07:09
Type OS5 Command

Delete Run | Create Like | Edit
Owner DBUSER

Description  Starts Database targets for database testing lab

Ended

[ Show em12,orade.com

@. ' Succeeded I

Dec 14, 2012 5:06:49 AM GMT-05:00

Dec 14, 2012 5:06:59 AM GMT-05:00

7. You can now move on to the lab exercises. Enterprise Manager login has been provided at the beginning of

exercise.

llI- Shutting down lab environment

After you complete this lab and before moving to next
running the EM job ‘2-STOP DB TESTING LAB’. Torun't
environment, and select stop job.

lab, please make sure to stop this lab environment by
his EM job you can follow the steps for starting lab
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Al. Overview of Gathering Statistics Option

Estimated Time to Complete Use Case: 5 minutes

Business Problem/Use Case

Database Testing & Test Data Management

This Use Case is intended to familiarize the user with how to use SQL performance analyzer and to manage
changes in a confident manner. Users will also get familiar with how to manage Optimizer statistics though

Enterprise Manager 12c

1.1 Login using username and password dbuser / oracle12

ORACLE' Enterprise Manager Cloud Control 12¢

1.2 Navigate to Databases: From the menu, Targets -> Databases

ORACILE Enterprise Manager Cloud Control 12¢

& Enterprise ~ @) Targets ] fr Fa + @ Hstory =

Enterprise S All Targets Ctrl+5hift+T|

Groups
| Overview  guum v

Targets Monitor g oo

Stah
e Hosts

Targets with !
I Datzbases

Middleware

Composite Applications hetric

‘Collection
Errar(3)
WUpio4)
97%

Incidents

Open 15
Updated inlast 24 hours 8
Category| @ | @ | A | P |
Aualabiity - - - -
Performance -
Security - 2
Others - 15

setp = Help + | 38 ORACLE | Logout O

Search Target Name ~

|

Page Refreshed Dec 21, 2011 12:39:37 AM EST 0

A

| Inventory and Usage
Show See Detals

view -
Platform Hosts|0S Patches |

Enterprise Linux Server release 5.6 (Carthage)

| Compliance Summary
Compliance Frameworks Compliance Standards

View v | | View Trends

4 No

. T?’gft Violations
Hame ‘ u ‘ n: Al Average Compliance Score (%)
PCIDSS (Version 2.0) 1 1 0 3 0 0 50
Oradle Generic Compliance Framework 1 1 0 3 0 0 50

| Least Compliant Targets

View v | | View Trends
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1.3 Click on Database Name: prod.oracle.com

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Confrol 12¢

& i v @ b i Bevoites = (@ Halgry ~
Databascs

o Oracle Load Man i Sharch List

- Ga | Advanced Search

e T ——
Related Links

Customize Table Co
Dita Magking Format Libeary
Schema Bassires

Schema Synchvoni

Selact | Name & Stane QOTaTF Comphance Vielabons | Aversge Complance siore
enven.orade.com +* 0 [
& (oot | * 0 3 [ [
beidcrihe com & 1 ] o

Poge fiefeshed 19-Sep-2012 082324 EDT G

Sessons: 10 Sessans: Other Instance CPU ()
o 04 oE
Q Q

Data Matking Defritons
R 59
Schema Comparsons

14

This will take you to the database home page for prod.oracle.com

ORACLE Enterprise Manager Cloud Contrel 12¢

Logout O

+

Setup = Help v | 48 oRACLE

[E em12.orade.com

¢+ prod.oracle.com @
Grade Database = Performance v Availability ~ Schema ~ Administration @ | Page Refreshed Dec 21, 2011 12:52:49 AM EST
Auto Refresh [ 30 Seconds | v
~| Summary LR ~| Performance e
Status Activity Class Services
UpTime 0days, 16 hrs R
Version 11.2.0.3.0 .
Load 4.67 average active sessons g, = wat
Total Sessions 47 o g, DL . 4 |museio
LastBackup Dec 20, 2011 9:18:43 AM g CPU
Avaiable Space 6.59GB v
H —cruc
Total SGA 1,019.42 MB 25 ores
Diagnostics 1
i
R O . 1L52PM  1202AM  1212AM 1222 AM  12:32AM  1242AM  1252AM
nadents @ @5 Ay Py
~| Resources T
Host CPU Active Sessions Memory (GB) Data Storage (GB) B
12
1.00
~| Compliance Summary 1 mrca 10
Compliance Standards ' fmwait 0.75 Wshare
v Other s Wouffer ... 8
View = View Trends Minstance 170 0.50 WLarge .
= mcru Wava P
MName | Average Score 0.25 WOther 4
Mo data to display
0 0 0.00 2
n
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1.5

1.6

1.7

Navigate to Optimizer Statistics page “Performance -> SQL -> Optimizer Statistics”

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Conlrel 12¢

senp » peb - | of RATHOL -

o O

@ Toeis~ B

4 prod.orade.com @

Logged 1 & 5v8 (31 5 emizerade.com

Prerfermaner Home

Grace Cilabase - [FETGRMEREET Avaisbaly = Schema = Adristaton =

Bl roage nefreshed 10-Sep-2012 07:24:59 0T (G

tn Redresh | OF B
Tep Acthity |
ASH Arlyties [ Perfnemanee oY
S Mo Actwvity Ulass Services
i Y SOk Tuning Advisor 2
R * SQL Performance Anslyzer
¥ 1 W
Nabisns Fome: L Access Advisar E WU /0
omon Advrs 5L Turiny Sels E o
Emesgency Monitnnng SGL Flan Cortbrol E = CPU Cores
" 5
Y 8 X
Aidaptye Threshokds Cloud Conral SQ1 Hatery a
Search Gessions Search 50L... G24AM B34 AM Gaa AN 724 AM
Blocking Sessions A S E
LR — 50U Worksheet | s ol

Active Sessions. Hemuory (GE) Dala Storage (GB)

2

1.00
19
Wk - M Other
Lo 0iTE 8 Shared 15
1 e W outrer z WOthers
Iyo 0.50 HLarge F.. 12 S UNGGTES
cPU 8] ava Fool Il B VSALX
" 0.2% WFCA W IVITEM
0
o 0.00 y

Husl CPU
= Complianve Summary e
1
Comphance Standards Other
R Minstance
Home Aversge Soore
P datn b chsplay o

For Credentials select:
Preferred SYSDBA Database

Click ‘Login’

ORACLE Enterprise Manager Cloud Control 12c setp - tebe | gloeusRe | wgos O

o Enterprise ~ ) Targets = oy Faverites ~ (@) Hatgry =
& prod.orade.com @

Oracle Database = Perfrmance = Avalasblity = Schems = Administraton =

 ent2oracde.com
Page Refieshed 19-Sep-2012 08:26:11 EDT Cr

Database Login

sl Prefered ) Named ©) bew

This is the home page for managing optimizer statistics. You have the ability to manage both old and new

statistics as well as modify statistic gather option. First, we are going to take a look how to modify the
statistics gathering option to make sure that new statistics don’t give us any surprises like performance
regression due to plan changes. We can either change preferences for the complete database or we can
modify it for individual objects. We will first look at the global option
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ORACLE ENTERPRISE MANAGER Cloud Control 12c

1.8

1.9

1.10

Click on “Global Statistics Gathering Option

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12¢

@ Tarcets ~ o

Setup - Hep - | 1§ RATHOL ~

Logout O

4@ prod.oracle.com @

Manage Optimizer Statistics

Datzbase prod.orade.com

Operations

Gather Optimizer Statistics
Restore Optimizer Statistics
Lock Optmizer Statistics
Unlock Optimizer Statistics
Delete Optimizer Statistics

Related Links

Object Statistics.
mm\ubal Statistics Gathering Opfions

Object Level Statistics Gathering Preferences

Job Scheduler

Automated Maintenance Tasks

Orade Database ~ Performance ~ Availabiity ~ Schema ~ Administration ~

Optimizer Statistics are used by the query optimizer to choose the best execution plan for each SQL statement. Up-to-date optimizer statistics can greatly improve the performance of SQL statements.

Search Target Name +

Loggedin as 5¥5 (| [F em1z.orade.com

Logged in As SYS

On this page we have all the options for how to manage statistics for the database in total. We are going
to work with pending statistics. We have the option to gather statistics in pending mode, this together
with SQL Performance Analyzer gives us the opportunity to validate how the optimizer will react and if
there will be any new plans, and how they will impact application performance.

The option for pending statistics is “Publish”. Currently the database has “Publish” set to FALSE so
statistics will not change after a new gathering. Let us change it to TRUE. Then click on “Apply”

4 prod.orade.com ©
frace Datshase = Performance = Avalsbity = Schems - Admnistraton =

Mansge Cptm:
Global 5

s > Giobal Sta9s%cs Gathering Optons
ics Gathering Options
ase prod.orade.com

Statistics Hetory

Ratmtion Period (days) 11
Tha b of days for whch sptemiser masencs Ry il b4 sutainad

‘Gather Optimizer Statistics Default Options

# @ Auto (Orade recommended)

¥ [auto -

& Aubs (Orace recommended)
@ Auts (Oracke recommerded)
& Auto (Orade recommended)
]

True & Faise

( Trve @ Foe |

% [FOR ALL COUUMIG S AUTD

100% ) Percentage

& Table defaut ) Auto () System default ) Degree

Immedate - Here
True () Fiies
Al (7 Orace

Cradie recommends that you Lse the Gather Autn chewoe for the Gather Oiiects optiens when you use the Gather Cpsmirer Statisics orocess for Database and Scheman, [F you chonse net in use Gather Jutm, the defauits for the ather oobons are set here. Changng e s Defite
ephors wil impact the automated Dptimicer Stakiics Gafhering task and user defined jobs.

Cancel | Show SQL

Sgply
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ORACLE ENTERPRISE MANAGER Cloud Control 12c

1.11

1.12

1.13

Database Testing & Test Data Management

Unfortunately this database has one application where new statistics often cause performance regression

so let us make sure that new statistics are not published for its schemas.

Click on “Object Level Statistic Gathering Preferences”

ORACLE Enterprise Manager Cloud Conlrol 12¢

o} Eriemprise = @) Targets = oy Favorites = (@) Hslgry =

4 prod.orade.com @

Orace Datahase ~ Prrformance - Avalablity = Schema «  Adminstration -

Manane Optimizer Statistics
Datsbase prod.orade.com

Optimizer Statstics are used by the query optmizer to choose the best execution plan for each 0L statement. Up-to-gate optimizer statstics can oreaty monove the performance of S0L statements,
Operations

Gather Oplimiver Slalistics
Restoor Opbmirer Stasstic

Automated Mandenance Tasks w

eml2.oomcle.c ¥,

JoptionsMtarget=prad.oracle.comAaype=oracle_database

seno - pep- | glRamol . | wgon O

B —

Logged m as s (8| [ emizosde.com

Logged in As Y5

Click on “Edit Schema Preference”

ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise ~ (@)

4 prod.oracle.com @

Oracle Datzbase + Performance ~ Availability ~ Schema - Administration

Manage Optimizer Statistics >
Object Level Stati

ics Gathering es
Search
Optionally enter a schema name and a table name to search tables with object level statistics gathering preferences.
Schema Q
Table Name

Iy

By default, the search retums 3ll uppercase matches beginning with the string you entered, To run an exact or case-sensitive match, double quote the search string. You can use the wikicard symbol (%) in 2 double quoted string,

setup - e~ | pf RATHOL - | Logout ©O

Search Target Name ~ +

Loggedinas svs (3 | [ em12.0orade.com

Logged in As SYS

Table Name
No table found

Add Table Preferences |[Edit Schema Preferences |
Select | Schema |
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1.14

1.15

In the Schema field enter “STAT1”.

Click on “False” for Publish and click OK.

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12c

& Enterprise + (@) Tarcets v oy Eavorites » @ History +

Setp ~ Heb v | @ RATHOL~ | Logout O

4 prod.orade.com @

Oracle Database v Performance + Availsbiity v Schema +  Administration ~

Object Level Statistics Gathering Preferences >
Edit Schema Preferences

Select schema and options. The options will be applied to al the tables under the selected schema.

a

Estmate Percentage ) uo Change () Inherit Global (=) Auto (Oracle recommended) () 100% () Percentage

Degree of Paralielsm ) No Change (=) Inherit Global (=) Table default &) Auto () System default ) Degree
Granularity [No Change [+l
Cursor Invalidation (@) No Change (©) Inherit Global

Cascade @) No Change (©) Inherit Global () Auto (Orade recommended) () True (©) False

(@) Auto (Oracle recommended) () Immediate () None

Stale Percentage

@ No Change () Inherit Global () Pereentage
Incrementzl @) No Change () Inherit Global ()

Publish %) No Change () Inherit Global ()

Histograms @) No Change (2 Inherit Global () [FOR ALL COLUMNS SIZE T

Search TargetName - [ £

Loggedinas 5Y5 (@ | [ em12.orade.com

Logged in As SYS

showsQL | Cancel

showsqL | Cancel | ok |

We have now changed the statistics gathering option for schema STAT1. Let us gather new statistics for

this schema.

Click on the “Manage Optimizer Statistics” bread crumb

ORACLE Enterprise Manager Cloud Contral 12¢

@ Enterprise ~ (@) Targets ~ o Eavorites ~ @ History ~

4 prod.oracle.com @

Oracle Database ~ Performance ~ Availabiity ~ Schema - Administration ~

Dconfirmation
Object Level Statistics Gathering Preferences for STAT2 has been added successfully,

Object Level Statistics Gathering Preferences

Search

Optionally enter a schema name and a table name to search tables with object level statistics gathering preferences.
Schema Q

Table Name

o]

By default, the search rewms all uppercase matches beginning with the string you emered, To run an exact or case-sensitive match, double quote the search string. You can use the wikicard symbol (%) in  double quoted sring,

Add Table Preferances | Ecit Schema Preferences |

Edit Preferences | Inherit Global

% cvious [ 1-250F50 [=] Next25
select all | select None

Select | Schema Table Name |
] APEX_030200 WWV_FLOW_MAIL_LOG

[ apex_o3ozo0 WWV_FLOW_REPORT_LAYOUTS

[ APEX_030200 WWN_FLOW_WORKSHEETS

[ apex_o3oz00 WWV_FLOW_WORKSHEET_CONDITIONS

[ APEX_030200 WW_FLOW_WORKSHEET_RPTS

[ exrsrs

RLMEPARSEDCOND

Ssetup ~ Help v | (R RATHOL» | Logouwr O

Loggedinas 5vS (3 | [F em1z.orade.com

Loggedin AsSYS *

m,
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Database Testing & Test Data Management
1.16 Click on “Gather Optimizer Statistics”

ORACLE Enterprise Manager Cloud Cantrol 12c Setp - Hepv | g RATHOL~ | Logout O

4 prod.oracle.com @

Logged in a5 5VS (8 | [F em12.orace.com
Oracle Database = Performance  Avalabiity » Schems +  Administration =

ites « (@ History ~

Logged in As 5Y5
Manage Optimizer Statistics
Database prod.orade.com

Optimizer Statistics are used by the query optimizer to choose the best execution plan for each SQL statement. Up-to-date optimizer statistics can areatly improve the performance of SQL statements.
Operations
(Gather Optimizer Statistics
Restore Opbmizer Statstcs
Lock Optimizer Statistics
Unlock Optimizer Statistics
Delete Optimizer Statistics

Related Links

Object Statistics

Global Statistics Gathering Options

Chject Level Statistics Gathering Preferences
Job Scheduler

Automated Maintenance Tasks Y

1.17 Let us gather statistics on schema level

Select Object Type “Schema”. Click on “NEXT”

ORACLE Enterprise Manager Cloud Control 12¢

Setup + Help + | 3@ RATHOL ~ | Logout o

@ Enterprise ~ @) s s v @ Hslgry v +
4 prod.orade.com @ Logged inas S¥S (3 | 3 em12.orade.com
Orade Database » Performance + Availabiity + Schema ~ Administration ~

8——C
Scope  Objects  CustomizeOptions  Schedule  Review

‘Gather Optimizer Statistics: Scope
Database prod.orade.com Logged In As sys Cancel |Step 10f 5
Task Status Enabled Scope Schema Cance [step 10

Select the type of object for which you want to gather optimizer statistics.
Object Type

memary strectures/varisbles of the RDBMS that are exposed in the form of dynamic performance tabies,
%mnnnary Objects
Objects in 'S¥S), 'SYSTEM' and sll non-usar defined schamas.
( TIP The Objects step wil be skipped when Database, Fixed Chjects or Dictionary Objects is selected.

Options for Scope: Schema

@) Use Oraclerecommended option settings
Oracke will select objects for which 1o gathes optimizer statistcs based on the acivity on the objects, Ao, Oracke will usa the best optans for ganerating the statistis, The Customize Options step

will ba skipped i you choose this optian,

[ View Orade-recommended option settings

(©) Customize Options
You can cussamize oprions on the Customize Options siep

Cancel |Step 10f 5 Next
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1.18 Click on “Add”

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12c

Sep - Hep v | sf RATHOL+ | Logout ©

4t prod.oradle.com @
Cracke Database ~ Performance + Availabiity ~ Schema ~ Administration ~

—8—0
Scope  Objects  Customize Options  Schedule  Review

Gather Optimizer Statistics: Objects
Database prod.orade.com Logged InAs sys
Task Status Enabled Scope Schema

This table contains the schemas for which optimizer statistics will be gathered. Click Add to add schemas to the table.

B

Name

Logged in as s¥s (3 | [3] em12.orade.com

Cancel | Back | Step 20f5 Next

Remove |

{No objects)

[ Lock optimizer statistics of ohjects after gather

Cancel | Back | Step 20f5 Next

1.19 In name field enter “STAT1” and click “Search”
Click “Select All”.

Click “OK”

OIRACLE Enterprise Manag:

# prod.oracke.com

Cracke Database = Performance « Aundablity = Schesa »  Admrisirabion «
L]
5006 Dbjects  Customoe Optors Schedule Revie

Objects: Add Schemas

Search

sexc

Seiect | Name &
d|  sTamy

(¥ TIP The olrject selecton vl be daabled o vou do et have suffy . Sae Help for nfs
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1.20 Click “Next”

Database Testing & Test Data Management

CRACLE Enterprise Manager Cloud Control 12c
o Enterzrise + i Troetn + oy Fane
# prod.orade.com @

Oracke Datsbase + Performance » Avalabdty v

ara v @ Hatory v

Schema ~  Adminstration =

- =
L

Scope  Objects  CustomzeOptions  Schedu  Revers

Gather Optimizer Statistics: Objects
C orade. com s £y

Th table comtans mas for ot sintistics il be gathered, Clck Add 1o 10 the table
Hame &
STATL

oo tepe | loeuERe | Lgow O
R e—

Logged n o ST (3

1 d emiz.onacte.com

Carcel | Back | st 2efs meyt |

1.21 Click “Next”

ORACLE Enterprise Manager Cloud Centrol 12¢

@ Enterprise ~

tes~ (@ History »
4 prod.orade.com ®

Orade Database ~ Performance + Availabilty v Schema ~  Administration +

88—
Scope Objects Customize Options Schedule Review
Gather Optimizer Statistics: Schedule
Database prod.orade.com LoggedIn As sys
Task Status Enabled Scope Schema

* Job Name  |GatherStats_6541270
Description |Gather optimizer statistics for selected schemas
Scheduling Option

Schedule Type | Standard [+
Time Zone  |(UTC-05:00) US Eastern Time. Q,
Repeating

Repeat | Do NotRepeat [=]

Date [10-Sep-2012 62
(2xmmple: 10-Sep-2012)

Time [8 [=][ 10 [=][00[=] @AM @ PM

Setipv Hep~ | 3@ RATHOL~+ | logout O

Cancel | Back [ Step 4 of 5

,

1.22 Click “Submit”

ORACLE Enterprise Manager Cloud Control 12¢

& Erterprise v (@) Targets s+ @ History ~

Setup + Hep - | 3R RATHOL » | Logout o

4 prod.orade.com @

Orade Database v Performance v Availabiity » Schema ~ Administration »

—a
Scope  Objects  Customize Options  Schedule  Review
Gather Optimizer Statistics: Review

Database prod.orade.com LoggedIn As sys
Task Status Enabled Scope Schema

A job will be submitted to gather optimizer statistics and willbe run when scheduled.

Job Name  GatherStats_6541270
Description Gather optimizer statistics for selected schemas
Scope Schema
Selected Objects 2
Lock optimizer statistics of objects after gather False
Gather Objects GATHER AUTO
Seheduled Start Time  Run Immediately

Logaed in 25 SvS (3 | [ em1z.orade.com

Cancel | Show SQL | Back | Step 5of 5_Submit

Cancel | Show SQL | Back | Step 5of
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Database Testing & Test Data Management
1.23 You should now get a confirmation that the job has started.

ORACLE Enterprise Manager Cloud Control 12c Setup v Helpv | 3§ RATHOL v | LogOut o

ise v (@) Iargets v o Eavorites + (@) History = search Target Name ~ | R £
4 prod.oracle.com @
Oracle Database ~ Performance + Availzbiity ~ Schema + Administration +

Logged inas 5vS (3 | [F em12.0rade.com

Logged in As SYS
Manage Optimizer Statistics

Database prod.oracle.com

Erconfirmation
The Gather Optimizer Statistics job has been successfully submitted.

Job Name (GatherStats_6541270

Optimizer Statistics are used by the query optimizer to choose the best execution plan for each SQL statement. Up-to-date optimizer statistics can greatly improve the performance of SQL statements.
Operations

Gather Optimizer Statistics

Restore Optimizer Statistics

Lock Optimizer Statistics I}

Unlock Optimizer Statistics

Delete Optimizer Statistics

Related Links

Object Statistics

Global Statistics Gathering Options

Chject Level Statistics Gathering Preferences
Job Scheduler

Automated Maintenance Tasks
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Database Testing & Test Data Management

A2. SPA Optimizer Statistics Refresh Validation
Estimated Time to Complete Use Case: 15 minutes

Business Case

When gathering new statistics it is not uncommon that the new statistics cause the optimizer to choose a new

query plan. In most cases the new plan will be more efficient but it can also be that sometimes it causes query
regression.

As a DBA it is important to proactively predict how new statistics will change the overall performance in the
database. With SPA you have the ability to execute most of your SQL statement that occurs in your database.
We have the possibility to gather production SQL statements into SQL Tuning Sets from either Cursor Cache or
AWR history for a time period that we want to validate.

We have one pre created SQL Tuning Set which is representative for the peak workload of this application.
So, let’s see if the new statistics will change the performance for this application.

3. Execute SPA task using Optimizer statistics workflow

2.1 You should already be logged on to Enterprise Manager. If you are not, please follow the instructions
detailed in earlier section of this workbook.

2.2 In prod database Navigate to Performance -> SQL -> SQL Performance Analyzer

ORACLE Enterprise Manager Cloud Control 12¢ Setp - Hep~ | 3§ RATHOL = | Logout O

& Erterore + () Toraets + oy Eavorites ~ @ Fistry - scarch Tarsetiame ~ |
4 prod.oracle.com

Oracle Database ~ ([REIGMENEERg) Avalabity + Schema - Administration +

Performance Home

Loggedinas 5vS (3 | 3 em12.0radle.com

Logged in As Y5
. TopAct
Manage Optimr %P A<ty
ASH Analytics
SQL Monitoring
Elconfirmatic N .
The Gather 0] SGL Tuning Advisar
JobName Ga  AWR * [ sQLPerformance Analyzer
Advisors Home QL Access Ativisor
Optimizer Statistics: ~ Memory Advisars SQL Tuning Sets for each SQL statement. Lp-to-date optimizer statistics can areatly mprove the performance of SQL statements.
‘Operations Emergency Monitoring SQL Plan Control
Gather Optimizer 5t peql Time ADDM .
Restore Optimizer £ Optimizer Statistics
Lock Optimizer Stafi  Adaptive Thresholds Cloud Control SQL History
Unlock Optimizer St
Delete Optimizer 5t~ Search Sessions Search 5QL...
Related Links Blacking Sessions RUNSQL...
Object Statistics Database Replay SQL Worksheet

Global Statistics Gatrrerng uptans

Object Level Statistics Gathering Preferences
Job Scheduler

Automated Maintenance Tasks
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2.3

Click login “Optimizer Statistic” link.

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12¢

Setp v e+ | gR RATHOL» | Logour O
@} Enterprise v (@) Targe orites » (@) Hisl

search Target Name - [T
4 prod.orade.com @

Orade Database » Performance ~ Availabiity ~ Schema »

Logged inas 5v5 (3 | [ em12.orade.com
Administration +
Advisor Central > SQL Performance Analyzer Logged in As SYS
SQL Performance Analyzer

Page Refreshed 2012-sep-10 08:03:25 EDT  Refresh | View Data |Real Tme: 15 Second Refresh [
SQL Performance Analyzer alows you to test and to analyze the effects of changes on the execution performance of SQL contained in a SQL Tuning Set.

SQL Performance Analyzer Workflows
Create and execute SQL Performance Analyzer Task experiments of different types using the following ks,
Upgrade from Sior 10.1

Upgrade from 10.2 or 11g
Parameter Change

Test and analyze the effects of database upgrade from Gi or 10,1 0n SQL Tuning Set performance,
Test and analyze the effects of database upgrade from 10.2 or 11g on SQL Tuning Set performance.
Test and compare an initialization parameter change on SQL Tuning Set performance.

mizer Statstc: Test and analyze the effects of optimizer statistics changes on SQL Tuning Set performance.
x: e Simulate the effects of a Exadata Storage Server installation on SQL Tuning Set per formance.
Guided Workflow

Create a SQL Performance Analyzer Task and execute custom experiments using manualy created SQL trials.

SQL Performance Analyzer Tasks
Select | Name

Onrer Last Mocified Current Step Name: Type Last Run Status SQLs Processed Steps Completed
No SQL Performance Analyzer Tasks avalable.
(& TIP For an explanation of the icons and symbols used in the following table, see the Icon Key
eml2.oracle.com:7000/em/ console/database/i &/SPIAO] event=dol d.oracle.c le_database

2.4 Enter:

Task Name : VALIDATE_OPTIMIZER_STATS_NN

(where NN is your initials).

sQlL Tuning Set  : SYSTEM.PENDING_STATS_WKLD (use )

ORACILE Enterprise Manager Cloud Gonfrol 12c

& Enterprise v (@) Targets ~ o

setpv Hep~ | L RATHOL~ | Logout O

4 prod.oracde.com @

Oracle Database ~ Performance ~ Availabiity ~ Schema ~ Administration +

Advisor Central > SQL Performance Analyzer > Optimizer Statistics

Optimizer Statistics

Task Information
#Task ame([vauDaTe_oPTmvizEk_sTars]
* 501 Tuning Set Q

Desaription
Creation Method | Execute SQLs =]
Per-5QL Time Limit | 5 minutes [=]
(& TIP Time limit is on elapsed time of test execution of SQL.

Trial Comparison
Comparison Metric| Elapsed Time [=]
Schedule
Time Zone | AmericafNew_York =]

@ Immediately

© Later

Date |10-5ep-2012 ) By
{@ample: 10-Sep-2012)

Time |8 []|0s [=]/ 00 [=] @AM @y pm

Loggedinas 5¥S (3 | [3 em12orade.com

Logged in As SYS
Cancel | Submit

SQL Performance Analyzer can test the effect of new optimizer statistics on SQL performance by
enabling pending optimizer statistics in the testing session only.

Measuring the effects of optimizer statistics changes

* Click here to change the "Publish” global option of statistic collection to False” before
you gather new statistics,
* Click here or run your custom seript to gather new statistics.

* Afirst SQL trial is created to measure the baseline SQL tuning st performance.

* Asecond SQL trial is built using the newly collected pending statistics.

A comparison report is run for the two SQL trials.

+ SQL plan baselines and SQL tuning advisor can be used to fix any regressions.
+ The pending statistics can be published if they yield satisfactory performance.

NOTE: Be sure new optimizer statistics have been collected and saved as pending.

‘ending optimizer statistics collected
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2.5 Mark the “PENDING_STATS_WKLD” Tuning Set and click select.

Search And Select: SQL Tuning Set
[ Cancel | Select

To filter the list or to search for a specific item in the list, enter textin the text field and dick Go. To see allitems, dear the search box
and dick Go.

Schema

Search

Name
™

By defaul, the saarch returns all uppercase matches beginning with the string you emered. To run 2n exac or case-sensitive match, double quote the search
tring. You c2n use the wikdeznd symbal (3%, *) in = double-guon=d swing.

Select | Schema | Name Description |

SYSTEM l PENDING_STATS_WKLD l Tuningset for STAT application

Cancel

2.6 Mark the “Pending Optimizer Stats Collected” and click Submit

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ Help v | g RATHOL ~ | LegOut o

@} Enterprise v (@) Targets ~ oy E: s v (@ History v

rch Target Name +
4 prod.oracle.com @

Loggedinas Svs (3 | [F em12.oracle.com
Oracle Database + Performance + Avalabiity + Schema + Administration ~

Advisor Central > SQL Performance Analyzer > Optimizer Statistics Logged in AsSYS *
Optimizer Statistics

Cancel
Task Information

Measuring the effects of optimizer statistics changes

* Task Name [VALIDATE_ GPTIVIZER. STATS SQL Performance Analyzer can test the effect of new optimizer statistics on SQL performance by

enabling pending optimizer statistics in the testing session only.
* 5QL Tuning Set [SYSTEM.PENDING_STATS_WKLD Q * Click here to change the "Publish” global option of statistic callection to False” befare
. You gather new statistics.
+ Click here or run your custom scrpt to gather new statistcs.
Creation Method |Exeate 5QLs [=] o AfirstSQL trial is created to measure the baseline SQL tuning set performance.
Per-5QL Time Limit | 5 minutes [=]

* A second SQL trialis built using the newly collected pending statistics

(& TIP Time limit is on elapsed time of test execution of SQL. * A comparison report is run for the two SQL trials.

n

- , * SQL plan baselines and SQL tuning adviser can be used to fix any regressions.
Trial Comparison QL pl Ql q ¥ rege

* The pending statistics can be published if they yield satisfactory performance.
Comparison M&tic| Elapsed Time =
NOTE: Be sure new optimizer statistics have been collected and saved as pending.

Schedule Pending optmizer statistics collected
Time Zone | AmericafNew_York  [=]

@ Immediately

© Later

Date |10Sep-2012 Y

(sample: 10-52p-2017)

Time [& [=][05 [=][00[=] @ am @ pm
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2.7 The SPA task is now in progress and it will take a minute or two to complete.

When Last Run Status have changed to Completed:

Click on your SPA task name.

ORACLE Enterprise Manager Cloud Control 12¢

Setup ~ Heb~ | g RATHOL = | Logout O
g Enterprise ~ (@) Targets » iy Favorites ~ @

B —
4 prod.orade.com @

Logaed inas svs (3 | [ em12.oracke.com
Orade Database v Performance » Availabiity v Schema » Administration +

Advisor Central > SQL Performance Analyzer

Logged in As 5Y5
SQL Performance Analyzer
Page Refreshed 2012-sep-10 08:13:31 EDT  Refresh | View Data | Real Time: 15 Second Refresh EI
5QL Performance Analyzer allows you to test and to analyze the effects of changes on the execution performance of SQL contained in a SQL Tuning Set.
SQL Performance Analyzer Workflows
Create and exsaute SQL Performance Analyzer Task of different types using the following links.
Upgrade from i or 10.1 Test and analyze the effects of database upgrade from i or 10.1 on SQL Tuning Set performance.
Upgrade from 10.2 or 11g Test and analyze the effects of database upgrade from 10.2 or 11g on SQL Tuning Set performance.
Parameter Change Test and compare an initialization parameter change on SQL Tuning Set performance.
Optimizer Statistics Test and analyze the effects of optimizer statistics changes on SQL Tuning Set performance
Exadata Simulation Simulate the effects of  Exadata Storage Server installation on SQL Tuning Set performance.
Guided Workflon

Create a SQL Performance Analyzer Task and execute custom experiments using manually created SQL trials,
SQL Performance Analyzer Tasks

Delete | View Latest Report

Select | Name Owner Last Modified ¥ Current Step Name Type Last Run Status sQLs Processed Steps Complet=d
@  [VALIDATE_GPTIMIZER_STATS 55 Sep 10, 20128:13:30 AM EXEC_832

Compare Completed 256 of 256

4of4
(& TIP For an explanation of the icons and symbols used in the following table, se= the Tcon Key

2.8 Statement in the Tuning Set have now been executed using both current statistics and the statistics that

we gathered in previous exercise

Click on the glasses for Comparison Report

ORACLE Enterprise Manager Cloud Gontrol 12¢

Setp - Help~ | g RATHOL v | Logout O
¥ Enterprise v (@) Targets ~ i Eavorites = @ History »

Search Target Name + +
4 prod.oracle.com ®

Loggedinzs 5¥5 (3| [ em12.orade.com
Orade Database ~ Performance » Availabiity ~ Schema ~ Administration -~

Advisor Central > SQL Performance Analyzer > SQL Performance Analyzer Task: SYS.VALIDATE_OPTIMIZER_STATS

Logged in As 5YS
SQL Performance Analyzer Task: SYS.VALIDATE_OPTIMIZER_STATS
View Latest Report

Page Refreshed 2012-sep-10 08:15:26 EDT  Refresh
The SQL Performance Analyzer Task s a container for experimentsl results of executing a specific SQU Tuning Set under changed environmental conditions and assessing the impact of environmental changes on STS execution performance.
[> SQL Tuning Set

7 SQL Trials

A SQL Trial captures the exscution performance of the SQL Tuning Set under specific envirenmental conditions.

SQL Trial Name

Create SQL Trial
Description

‘ Created SQL Executed | Status |
INITIAL_SQL_TRIAL parameter optimizer_use_pending_statistics set to FALSE 10/09/12 08:13 Yes COMPLETED
SECOND_SQL_TRIAL parameter optimizer_use_pending_statistics set to TRUE 10/09/1208:13 Yes COMPLETED

7 SQL Trial Comparisons

Compare SQL Trials to assess change impact of environmental differences on SQL Tuning Set execution costs.

N Run 5L Trial Comparison
Trial 1 Name | Trisl 2 Hame Compare Metric | created

status | Comparison Report | sQu Tune Report |
INITIAL_SQL_TRIAL SECOND_SQL_TRIAL Elapsed Time 10/03/12 08:13 COMPLETED
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2.9

Database Testing & Test Data Management ~———
As you can see the new statistics gave us a performance improvement that was significant. It could easily

be said that we can safely implement the new statistics. You can also drill down on individual statements
to see details on execution plans and execution statistics.

This comparison shows same good result so let us publish the new statistics.

Click on “Publish Object Statistics”

DIRACLE Enterprise Manager Clood Canhal 17 Setur » Heln - o RATHOL = | Log Cut o
& Enterprise + () T Emnverites Hnry

e e—
4 prod.orace.com &

Loged in 2 SVS (Y | 5 emiZorace.com
Orade Database = Performance = Avalsbity = Schema = Admnstration =

Madvisor Cenbral > SQU Performance Andlyrer > SQU Perfurmance Analyser Task: SYS.VALIDATE_CPTIMIZER _STATS > SQU Performanxe Analyrer Task Report: SYS.VALIDATE_OPTIMIZER _STATS Logyedin As 5Y8 %
SQL Perlormance Anabyzer Task Reporl: SYSVALIDATE OPTIMIZER STATS

TIING_STATS_Wadn
FEM

s
&

Global Statistscs

Projected Warkload Buffer Gets S0 Sratement Connt

Recammendatinns
|
300,000,000 300 Publish futw opirezes
- slatixs.
& 200,000,000 T

Pubeh ot satens ||

SOL Caunt.

g 100,000,000
5
a2

o Imnpraved Fegressed Unchanged [+

Change in Euffer Gets

W S0LTrial 1 W SOL Trist 2 I New Plan [l Same Plan

Top 10 801 Statements Based on Tmgact on Workkoad

Busffer Gets
5L Net Tmpact e Wirdead (%)

S0 Trial 1 508 Trial 2 Net Tmpact on SQL (%) | Mew Plan
1 o 2wz tam 63.330 2,651,362 1,987 9830 1
TG 17.3%0 2,187,569 4,794 2780 ¥

Now in the interest of time we’ll skip the obvious step of publishing the stats, we will move on to the next
section of the lab.

Please only read through the following steps: You Click on the Publish Object Statistics button and select

the object that you want to publish and change Action (from drop down list) to Publish, repeat this for all
objects of interest.
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B. Secure testing with Real Application Testing

Lab Overview

Objective:

The objective of this document is to provide high-level guidelines on new features associated with test
data management in Oracle Enterprise Manager Cloud Control 12c.

To perform real-world testing of Oracle databases, by capturing production workloads and replaying them
on test systems enables you to perform real-world testing quickly and accurately. This allows enterprises
to assess the impact of any planned system change before deploying it in production reliably.
Additionally, enterprises run the risk of breaching sensitive information when copying production data
into non-production environments for the purposes of application development, testing or data analysis.

Oracle Real Application Testing and Oracle Data Masking Pack provides end to end secure automation for
provisioning test databases from production in compliance with regulations and to enable businesses to
significantly reduce the risk of database application instability due to systems changes
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B1l. Generate Application Data Model for the Applications Deployed on the
Target Databases

Estimated Time to Complete Use Case: 10 minutes

Business Case

1.2

When a new application has been provided to the application users, it can be a daunting task to construct
the application relationships that make up the application. Fortunately, the process of creating the
application data model has been greatly simplified for application schema where the application
relationships are enforced through database constraint. In this use case, you will construct the application
relationships for the TPC-H workload schema. This application data model will be the basis for performing
the rest of the test data management operations.

Generating the ADM

You should already be logged on to Enterprise Manager. If you are not, please follow the instructions
detailed in earlier sections of this workbook.

Navigate to the Application Data Models screen.

From the Menu, Enterprise—> Quality Management - Data Discovery and Modeling

ORACILE Enterprise Manager Cloud Control 12c Setup + Help ~ | 28 ORACLE | LogOut o

@) Targets = W Eavorites ~ @ History v Search Target Name

Summary Page Refreshed Jan 4, 2012 5:28:08 AM EST C’
Monitoring b 2
Job v Wl Targets v ~| Inventory and Usage A
Reparts » Show | Hosts v See Details
Configuration 3 View = Platform ~
Compliance b Platform Hosts [0S Pat
Provisioning and Patching * | - Enterprise Linux Server release 5.6 (Carthage) 4 No
’ Application Replay

My Oracle Support LS Database Replay

SQL Performance Analyzer ]

l Data Discovery and Modeling I . -
. Data Subset Definitions v ¥ :
Data Masking Definitions Compliance Frameworks Compliance Standards
Incidents Data Masking Formats \';‘E'N » | [ View Trends
Tacoat
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1.4

Database Testing & Test Data Management

Click “Create” to create a new Application Data Model.

%RACI_E Enterprise Manager Cloud Contral 12¢

Data Discovery and Modeling &

7 Hide Secure Test Data Management Overview

Collect.
Metadata
LA
u

Application

Production
Environment

Saurce

- (@

Create Application
Data Model

Create Dats Subset

Create Data Masking
Definition

Run Data Masking
Job

4 RATHOL ~

Page Refreshed 10-Sep-2012 09:39:39 0T &

Secure Test Data Management uses Enterprise Manager's Data Discovery and Modeling (DDM) capability to enable operations such as Sensitive Data Discovery, Data Masking and Data Subsetting, DOM enables scanning and tagging of sensitive data and modeiing of data
relationships that are encapsulated within an Application Data Model. The Application Data Model stores the st of appiications, tables and relationships between table columns that are either deciared in the data dictionary, imported from application metadata or
user-specified. The Application Data Mol maintains sensitive data types and their associated columns and is used by Secure Test Data Management features such as Data Masking and Data Subsetting, to produce test data securely.

Application

Test
Database

Test
Environment

Logout O

Database Definition
‘ | U’ H Update Data
N
Fetch Dats To Include Insert/Delete Data
Run Data
Subset Job
Application Data Models
Actions ~ View = | [{Create..] ZEdt. $gDekte.. | B
Name Source Database ‘Appll:annn Suite Applications |Source Owner

Source Database
verification Status |Status

Most Recent Job

Most Recent Job Ended Description

No application data models

On the pop-up window, enter details about the new ADM:

Name

ADM_RDTPCH_XX

(Note: If an ADM with this name already exists on your environment, you can create ADM with
new name, such as ADM_TPCH_<Your Initials>)

Source Database :
Click ‘Continue’

test.oracle.com (use search A option)
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Create Application Data Model

Application Data Model Properties: General

"‘Namel ADM_ROTPCH_STUDENTX I

Description
Application Suite
Type “ Custom Application Suite
[#] dreate One Application For Each Schema

(@ Oradle Application Suite
@ Oracle E-Business Suite

Orade Fusion Applications

Continue | Cancel

1.5 Select the ‘TPCH’ schema and click the FY button. Click Continue.

Create Application Data Model

Application Data Model Properties: Schemas

| Select schemas to indude as applications in the application data model.
Available Selected

ORDPLUGINS =

ORDSYS

OUTLN

OWBSYS

OWBSYS_ALDIT

PM

SCOTT

SH

SI_INFORMTN_SCHEMA |
SPATIAL_CSW_ADMIN_USR
SPATIAL_WFS_ADMIN_UISR
STS_DEPOT
s¥s £
SYSTEM
TDM

|
WMSYS ‘
DB
XSSNULL =

Back Cancel

1.6 Click ‘Submit’ to submit the Job.
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Create Application Data Model ]

Application Data Model Properties: Schedule
General
* Job Name | METADATA_COLLECTION_2

Job Description

Schedule
Start @ Immediately ) Later

Grace Period [7] Do not run if it cannot start within 15 | hours of the scheduled start time

Back Cancel
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1.7

Monitor the job and ensure successful completion.

Database Testing & Test Data Management

Click the refresh icon periodically and check the ‘Most Recent Job Status’ column.

ORACLE Enterprise Manager Cloud Contigl 12¢

&} Enterme » i Togets » oy Favrites = @ Hastory »

Data Discovery and Modeling 5

(Dinformation
Metadata colecton 1ob sutvmitted successfuly. Chok the ink i the Most ecent Job Status column Delow te vaew the b detads.
Show Secure Test Dats Mansgement Overvies
Applcation Data Modek
Actors » View v | [§Oeste..

Fame ource Datsbase | Applcabion Sute Apphcabors Source
[ ADM_ADTPOH_STUDENTX.  sest.orade.com Custom 0 Orade Driver RATHOL

Stp e beb- | fmanol- | lgow O

e ——

Page Refreshed 10-Sep-2012 09:39:39 0T Cr

Source Databese  |Most Recert Job pe—
Verfication Status  [Status fHost Recent Job Ended

Descrpton
ikt

Job should complete within a minute. When completed, you'll see ‘Succeeded’ status.

1.8 Highlight the newly created ADM, click ‘Edit’

DIRACLE Enterprise Manager Cloud Control 12¢

& Coterprise ~ g Iapets = oy

Data Discovery and Modeling 5

Applcation Data Models

Actons ~ View + | [§ Create.., K ooete.. | B

Hame evrer Dababase Aggshcalion Sulle Agplicalionn S
Lo com

Curlom

1 Crasce Driver RATHOL
L

Source Datsbase

Most Recent Job
ol ik el i Mol Reent Job Fraded Descripion
wrveld Succeeded

Srnpr bepr | R AATHL - | lgos O

L ——

fage Refeshed 10-Sep-2012 09:58:33 F0T (Y

10-5ep-2012 09:53:58
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1.9 On the Sensitive Columns Tab. Select Action = Create Sensitive Column Discovery Job

ORACLE Enterprise Manager Cloud Cantrol 12¢ Hep = O

Data Discovery and Modeling

Edit Application Data Model: ADM_RDTPCH_STUDENTX
Aaxicatons and Tatles. Referential Relaborshions Semilive Columns
‘ View - | o add... 3 Remove [ create Dscovery Job... (B Dmcovery flesdts... |

Imgort Content Save and fern |

Ackd Sensitive Cokumi... in Type e
13

| umu-%cmmv |
Senstre Colhn Discovery Resis .

Hait Sensithee Column Uit

1.10 In Application, Select “TPCH’.

In Sensitive Column Type, select Sensitive column types ‘TPCH_C_ACCTNUM’ and ‘TPCH_C_BANKNAME’

Click ‘Continue’

Create Sensitive Column Discovery Job ]
Parameters

Select All/ Select None Select All/ Select None

lication Sensitive Column Type
TPCH [T] [*]CREDIT_CARD_NUMBER o

] [F]EMAL_ID B
] [Z]HR_FIRST_NAME

] [2]HR _LAST_NAME

[ [Z]IP_ADDRESS

] [Z]1seN_10

] [Z]1sen_13

[[] [Z]MATIONAL_INSURANCE_NUMBER
[F] [Z]PHONE_NUMBER.

[F] [Z]SOCIAL_INSURANCE_NUMBER
[F] [Z]SOCIAL_SECURITY_NUMBER

-] TPCH_C_ACCTNUM

[ [ TPCH_C_PHOMNE

[] [ZJTPCH_C_ROUTINGNUM -

m

Search Patterns For  TPCH_C_ACCTNUM
Column Name  C_ACCTNUM.*
Column Comment
Column Data
Description
Search Type Or

Data Sample Size (rows) | 10 [=] %
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1.11 Click ‘Submit’

Create Sensitive Column Discovery Job ]
Schedule
General
* Job Name | SENSITIVE_COLUMN_DISCOVERY_3
Job Description
Schedule
Start @ Immediately @ Later 15 (GMT-05:00) New York - Eastern Time (ET,
Grace Period [] Do not run if it cannot start within 1 15| | hours of the scheduled start time
Back Cancel
. . .y , . . oy . ,
1.12 Click on ‘Sensitive Column’ Tab. Select action = ‘Sensitive Column Discovery Results
RACILE Enterprise Manager Cloud Contral 12c Hep s O
Data Discovery and Modefing
Edit Application Dala Modek: ADM_RDTPCH _STUDENTX Impert Content | Save sl Retun |
Appicatons and Tabies Aeterential Reiabonshpe
dpadd.. 3 nemave.. [§Creabe Discovery lob... [ Discovery Remits.. | B
N Tywe Sowrce Comment

Create Sermitive Cohurm Ducovery b,

Sermitngs Colurmn Decover y Resdls, ..

Mot Sensitive Colmn List....
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1.13

1.14

Database Testing & Test Data Management

Expand Type for both TPCH_C_ACCTNUM and TPCH_C_BANKNAME, Identify table H_CUSTOMER.

Click on the row to mark it.

Click on Set Sensitive Status and set it to ‘Sensitive’

When ready click ‘OK’

Sensitive Column Discovery Results ]
Some sensitive columns are difficuit to identfy. These may be found through sensitive column discovery. First, a discovery job s created and submitted to generate a set of potential sensitive columrs. After the job completes, the discovery resuts are
examined and the sensitive columns are selected. These columns are induded in the application data model for use in Data Masking.
view = | 3¢ Delete... | By
Name Columns Status Description -
&
a
- | -
4 ’ L [ Data Samples |
: Sensitive Statu i Tabl Col C t
gt ensitive Status | Application able olumn ommen == otwatig | P
Undefined LNUM
Undefined TPCH AFD_H_CUSTOMER C_ROUTINGNUM Q
Undefined TPCH AFD_H_TMP_CUSTOMER C_ROUTINGNUM ]|
Undefined TPCH AFM_H_CUSTOMER C_ROUTINGNUM R
Undefined TRCH AFM_H_TMP_CUSTOMER C_ROUTINGNUM <
Undefined TRCH AFR_H_CUSTOMER C_ROUTINGNUM <
Undefined TPCH AFR_H_TMP_CUSTOMER C_ROUTINGNUM 97
Undefined TPCH B4M_H_CUSTOMER C_ROUTINGNUM q
Undefined TPCH B4M_H_TMP_CUSTOMER. C_ROUTINGNUM q
Undefined TPCH B4wW_H_CUSTOMER C_ROUTINGNUM ]
Undefined TRCH B4W_H_TMP_CUSTOMER  C_ROUTINGNUM Q
( Undefined TPCH H_CUSTOMER C_ROUTINGNUM 1
1] ) . v
RowsSelected 1
Cancel

Click ‘Save and Return’

Edit Application Data Model: ADM_TPCH_BB

ORACLE Enterprise Manager Clous Conral 12 o O
Data Discovery and Modeling
Diatormation

¥ v. Rt b the Appikation Data Medchs home poge ansd dick e Ik in e Mot Recent Job Stakn ok b varm the job delals.

Apphcations and Tables s
Actons « View « | dpadd.. 3 fem
i TRCH_C_ACCTHUM
gro TRCH_C_BANGIAME

[ Create Dmscovery Job... (5 Dscovery Results... |

——
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B2. Define and Execute Masking on Application Data Model

Estimated Time to Complete Use Case: 20 minutes

Business Case

Having discovered the application relationships, the application administrator now needs to create a
masked of this database so that the enterprise provide realistic-production data available to application
developers or testing groups for accurate application testing while reduce their storage costs by not
having to provision an entire production environment for each developer or project.

4. Execute Masking

4.1 You should already be logged on to Enterprise Manager. If you are not, please follow the instructions

detailed in earlier section of this workbook.

4.2 So, let’s begin the Masking operation.
Switch to the original tab Navigate to Data Masking: From the Menu,

Enterprise = Quality Management = Data Masking Definitions

gramce - | gow O

ORACLE Enterprise Manager Cloud Conwol 12 Seap v Help v

Summary o
y eling O] Fage Refrashed 10-Sep-2012 10:38:28 L0T

ok &
Reprts
Cantgurazon it g Dele &
Camgiorce e [l - Sosce Dalabose Mot Recrt i
[resonng nd Pathog * st 1 Grade Drver RATHOL i Succeeded
| e
My Drade Suppert v Database Replay
Choud v 50U Performance Analyzer
Chargeback Data Descovery and Modelng
Coreal b finibons

Data Mahig Farmats
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4.4 Create a masking definition for “TPCH’ schema. Click ‘Create’

4.5

ORACLE Enterprise Manager Cloud Contred 12¢

o Loerprise = ) Targets = oy Faver

format of

Data maskng is thy o mak testor o

Data Masking Definitions

but faise data of a smiar type. A mashing d fines the columns to b hed and the
., You can oeale g definition or fer

cearch |MaskngDefinson |
Select | Masiang Defintion Apphcation Data Model
M e fritions
Formal Library
A

format defines the format of masked data. You can reate 2 new masking format and reuse t ater when creating a masking definiten,
Format Library

b v it with
The Formad Library conlans a colection of ready-to-use masking formalts.

G

Descripbion Colurms | Status Most Recent Job Ended SQL Performance Anatyzer Task

Complete the dialog box:

Name : TPCH-MASK_STUDENTX

(Note: If a Masking Definition with above name already exists in your environment. You can
create masking definition with new name, such as TPCH-MASK_<Your Initials>)

Application Data Model ADM_RDTPCH_STUDENTX (use search Q option)

Note: If you created an ADM with a different name in Generate Application Data Model lab, you
may use it here. You can also use “TPCH”.

Reference Database : test.oracle.com (use search QU option)
Select ‘Ensure Workload Masking Compability’

Add column you would like to mask by, click ‘Add’

ORACLE Enterprise Manager Cloud Control 126

& rterpree = ) Tovels = o Ervorites = @) Hislgry ~

Data Masking Definitions

Create Masking Definition

Workloads

Capture files and SCL Tuning Sets may be masked along with the sensitive columns n the database. Use of the SL Dxpression format and slowed whie abled.
ﬁmgv\-mmﬂwww

Columns

A enlmees you weant to mask and define maslang format for ke, Foreign key colimns are
phcaton level constramnts, al ks b

ke due U

snp - - | feama - pow O

cancel | on |

by added to mantain refrrential ntegrity. Dependent cokimns are ook t s rat have forrign kery constraints defined, but refi

Select | Owmer

No wolumrs added

Fareign Key Columns

Cnarier

Mo forrign key columns

Dependent Columns

Owner
o dependent columns
ackded

Hemovng & column from thes kst vl remove ol foregn key and dependent cokmns,
Seruitive Coumn Type | Cokam Growg Data Type Format

> |

Foregn Key Coumns | Dependent Columng.

Talde Cohrm

Taivle Parent Cramer Parent Table Parent Colmn

Table Colurmn Parent Owner Farent Table Parent Colurmn

cancel | o | -
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4.6 For credentials select

Preferred : SYSDBA Database

Click ‘Login’

ORACLE Enterprite Manager Cioud Contral 136

4 test.orade.com @ o emizorace.com
(Orade Datshase « Performance « Avalabity = Schema « Admnsyaton «

Page Belrethed 30-Sep-3013 02:47:36 0T
Database Login

4.7 In Schema enter ‘TPCH’, click ‘Search’ wait for columns to be populated.

Click ‘Select All’ and click ‘Add’.

ORACLE Enterprise Manager Cioud Control 12¢

& test.orade.com @
COrade Database = Performence = Avaleblity = Schema =

Logged inas S5 (31 (] em1z orade.com

Add Cohimns

Datsbase test.orede.com Carel | Ad || Dufioe Format fned fkd |
Search

a

Wi v b i i
Q :
Mask sebected COLMNS 85 8 oD
)] seczrame
Select | Owner Table Name Cokumn Name: Senstive Column Type Dsta Type Comment
o TPCH H_CUSTOMER C_ACCTMLM TROM_C_ACCTNUM NUMBER(13)
Cil ] H_CUSTOMER, € BAIAME TPOH_C_DANGANE WARCHAR2{128)

Cancel :] Dufine Format And Add |
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4.8

4.9

Click the format icon for each added column.

Database Testing & Test Data Management

ORACILE Enterprise Manager Cloud Cortal 12

Create Masking Definition

Legged inas SYS (§ | [J] eni2.orade.com

LCarcel | 0K
a,
Worlkdoads
(Ewl.u:ﬂasnlS{I\T;r-luSel.»murl.udevml.h?!wu:vnﬂansnU-edulabag.\.szu‘-l}z‘!ﬂ rved viie g & erabled.
¥ Ersure Workicad Masking Compatibity
Columns
dld ol you want to mask and fer each cobamn, i ey cok ae ity added to mairtan y. Depe cohy t do not have foreign key fined, b L ok d.
v avcboatun You can manually add L ke cokam, B b from this st wil ol foreign key and dependent coky A
Select Al | Befeet tiere
Select | Dwner Tabie (=" Sensitne Cohumn Type Column Group Data Type Farmat | Fareign ey Coumns | Dependent Colamns
TPOH H_CUSTOMER C_ACCTHUM TPCH_C_ACCTHUM NUMBER(13) 0 o
TPCH H_CUSTOMER C_BAENAME L} TPCH_C_BANKNAME VARCHARI(128) ﬁ L) o
A% Cohumen that have s icon do not have a masking format defined.
For C_ACCTNUM.
Select the ‘Random Numbers’ in the Format Entry drop down bar and click ‘Add’.
Start Value : 1111111111111
End Value: 9999999999999
Click the refresh button to see an example
Click OK
ORACLE Enterprise Manager Cloua Conrol 12¢ Senp = pel Prava - | oo O

4 test.orade.com @
Orode Dotabase - Performance - Avalsbiity = Schema - Admngwation -

Data Maskig Definibons > Create Masking Definibon >

Dt Colmn Mask
Define Coksmn Mask

Crrer TROH
Cokmn €_ACCTMM

Import Farmat | Farmat

o e

e | Copae sl
Select | Condition
[ — [+
- V Deladt Conditon

Rardom tumbers

Property

ot Value

Table M_CLSTOMER
Cista Type NMBER{LY)

By it il conch i ther Ll b v s e g Format. o can cpsorually ahertfy rire than oree submet of records uirg cordiors. Bach bt can be misksd Lairg & cormegrdng ranking frmat. The sulsests il be masked 1 e
Epmafied. & bt vl rut be raskied agar mvers mher it matches. & idneguert coredton.

Sample:

5s:smmmn@]
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4.10 For C_BANKNAME
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Select the ‘Table Column’ in the Format Entry drop down bar and click ‘Add’.

Table Name: TPCH.H_TEST_BANKNAMES

Column Name: C_BANKNAME
Click the refresh button to see an example
Click OK.

| ORACLE Emerprise Manager Cloud Contol 12¢

& testorade.com @
Oraxde Dalsbase « Perfoemance =

Avolabity « Schems v Admiilbiation «
Diata Masking D frtorn. >

Create Masking Defritiony > Defir Colume Mask
Define Column Mask

Cwmer TRCH
Colmn C_BANGAME

Table M_CUSTOMER
tn Tyme VARCHARZ(128)
By hefinit ol rreirds s ther abie vl be masked uing the soeeified farmal. Vou e

<o optioraly denbilfy sxre than are mdnel of record
sgmcified. & tadmet vl ! e ke gz et whee if sald o

Eonch et
tchae A submacuent cond!

St s Hep - R R - | Lgow O

soportfomut]  Famattoy

Expond Al | Colacse M1

Format Enry Properbes
Selnct | Condition

Brepmety Vom Broperty
7 Conditons
a 7 Defmit Conzen
frecrn TEST pavanis]
Tabie Coen abie Hame QPO TEoT Ciskates Harme

9,

frrmat, The subsets vl be maked in B order they are

Add Conditen |

Sarrgin

mswoﬁm&@

[y

4.11

Now when both columns have been formatted save the masking Definition by clicking ‘OK’.

OIRACLE Enterprise Manager Cioud Confrol 12¢

4 test.orade.com ®
Cracke Dutnbase = Performance = Avalshlty = Schema = Adminiswation =

Create Masking Definition

Workloads
Canture fies and S0 Tunng Sets

with e L se of the S8 Bxpresson format snd condonal masking is not alowed whie Workload Masking i enabled,
# Ensre Workined Masking Compatbity
Columns
veu each zolmn. Foreqr are sutomabesty asded Y. cohns
level [ ol foregn ity i dependant cokans,
Fremave
e

Lokar Sengtive Cokan Type. Lok roug Dt Type Farmat Foreign Key Colamng | Dependent Columng
TRCH H_OUSTOMER C_ACCTMUM TRCH_C_ACCTHLM NUMEER(17) "j;? L) L]
M H_CUSTOMER, C_EANGAME TPCH_ L BANNAME WARCHARI(128) Ep [} oy

Page 34 of 92



ORACLE ENTERPRISE MANAGER Cloud Control 12c

Database Testing & Test Data Management
4.12 Now it is time to generate the masking script, click ‘Generate Script’ .

ORACLE Enterprise Manager Cloud Control 12¢

ise v (@) Targets v gy Eavorites ~ @) History v

Setp - Hep -+ | 3§ RATHOL v | LogOut o

Data Masking Definitions
Data masking is the process of making sensitive information in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic Iooking but false data of a similar type. A masking definition defines the columns to be masked and the
format of masked data. You can create  new masking definition o Use an existing definition for  masking operation. The Format Library contains a collection of ready-to-se masking formats.

Search | Masking Definiton [ Go

Import | Create
vien | edit | (Generate Saipt] Schedue lob | Delete | Actions | Clone Database [+] Go |

Select | Masking Definition 4

| Appiication Data Model | esaiption Columns | Status Most Recent Job Ended
ADM_RDTPCH_STUDENTX

5QL Performance Analyzer Task |
4 script Not Generated
Format Library

@  TPCH_MASK_STUDENTX

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition.

Format. @rarz

eml2.orach

4.13 This is a small masking script so it will only take about one minute.

ORACLE Enterprise Manager Cloud Control 12¢

e v (@) Targets + oy Eavorites + @ History ~

Setm v Helpv | (@ RATHOL » | Logout O
4 test.orade.com @

Search Target Name +
Oracle Database » Performance v Availabiity + Schema » Administration ~

Loggedinas 5¥5 (3 | [ em12.orade.com

Processing: Generating Data Masking Script
Application Data Model ADM_RDTPCH_STUDENTX Number of Tables 1
Logged In As 5YS

Columns 4
The masking script is being generated. This process may take Up to 15 minutes to complete.

Cancel

Cancel
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4.14 Once the script is generated, do a short review and then click ‘Return’

4.15

ORACLE Enterprise Manager Cloud Contral 12¢ Setup - Hep~ | g RATHOL + | Logout O

Search Targe!

4 test.orade.com @ Loggedinas 5¥S (8} | & em12.0racke.com
Orade Database ~ Performance ~ Avallabiity » Schema «  Administration +

(Dinformation
Data masking script generation completed successfully.

Script Generation Results: TPCH_MASK_STUDENTX
Database test.orade.com Number of Tables 1
Logged In As SYS Columns 4

Saript Options

Use script to clone and mask the database. Clone And Mask
Schedule the data masking job. The script wil be executed by the job to perform the masking operation. Schedule Job
7 Script

“The script summary is 2 list of the database commands that willbe sed to mask the selected columns. The full sriptis 3 PL/SQL seript that incudes functons, procedures, and other commands needed during the masking operaton. The full ot wil e Ful saript | |
be executed by the job to perform the masking operation.

View @ Seript Summary () Full Script

— Targetdatabase: test.orade,com I ~
~ Script generated at: 10-SEP-2012 10:52 @
COMMIT .

ALTER SESSION ENABLE PARALLEL DML
BEGIN momtémask_uti. set_task_name (DBMS_SQLPA,create_snalysis_taskisalset_name =>mamtSmask_utl.get_sts_name
,task_name =>mgmtsmask_uti.get_task_name , sqlset_owner=>mgmtsmask_utl.get_sts_owner)); END;

BEGIN DBMS_SQLPA.execute_analysis_task(task_name = mgmtSmask_uti.get_task_name, execution_type => 'explain
plan', execution_name => ‘pre-mask_DM_RAT_2); END;

DROP TABLE "MGMT_DM_ST_3" PLRGE
CREATE TABLE MGMT_DM_ST_3 ( scol 1 VARCHAR 2(128) ) By

DROP TABLE MGMT_DM_ST_6" PLRGE
CREATE TABLE MGMT_DM_ST_6 ( scol 1 NUMBER({13,0) )

BEGIN

The Masking of both workload and the database is a rather time consuming operation. We have therefore
performed the masking but let’s check the “Schedule Job” page.

Select the Masking definition for which you have just generated the script.

Click ‘Schedule Job’

ORACLE Enterprise Manager Cloud Conlrol 12c v Help v BATHOL +  Lagut O

Dl Masking Definitions

_\o‘.n-aﬂortslhepfxg%ofmahr\cmwerhﬂubmqbﬂla It disgueses b o’ernrﬁﬂn-‘mﬂ'reusncmlvm:\.lkhbedalza asm-utme A masking definiton defines the columns to be mashed and the
format o [ E—— #Mwhumemmm The Farmat Library enntains a colierson of ready ba e mavsking fon
Maskiry Cefriten o Imgrnt, | Coeate |
Views | it | Germrnte Scrit [[Sctwckio scb] Delete | tctirn [T Databone [=] o |
Select | Masiing Defintion & Apghcation Data Model escrpbion Most Recent Job Ended S Performance Anatyzer Task
@ TRCH_MASK_STUDENTX ADM_ADTRCH_STUDENTY

Format Libra
A masking format defines the furmat of masked data, You can ceale a new masking formal and reuse it lsler when creating & masking defirition,
ormat Library
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4.16 Credential Select

Preferred : SYSDBA Database

Click ‘Login’

ORACLE Enterprite Manager Cioud Contral 136

4 test.orade.com @

O emizocade.com
(Orade Datshase « Performance « Avalabity = Schema « Admnsyaton «

Page Belretud 30-Sep-3013 03:47:36 £0T
Database Login

4.17 In the dialog, enter following values.
Section Encrypt Seed Section
If masking definition Encrypt or Decrypt have been chosen, an encryption seed is needed this will
be supplied with:
‘Seed’ and ‘Confirm seed’ = This is the value that is used for the format Encrypt and Decrypt
Section Workload
Check ‘Mask SQL Tuning Sets’ and ‘Capture Files’
Select the Workload directory that corresponds to this database backup in this case ‘CAPTURE’
Section Detect SQL Plan Changes Due to Masking
Check ‘Run SQL Performance....’
Enter Task name ‘DM_PLAN’
Now click ‘Cancel’

CRACLE Enterprise Manager Cloud Contred 122

Seape depe  faam e | lsgow O

% test.orade.com @

Logged inas 5¥5 (3| [ en12orade com
Oracke Datzbese = Performence = Avalsbilty = Schems = Adminsration =

Schedule Data Masking Job: TPCH_MASK_STUDENTX

|_REFTPCH_STUDENTX A Al Tactus -1 ook ming

Encryplion Seed

Asord i reguired for misking defrations that uae e Substiule or Ererpit formal. The seed con b L stng.
o ‘

a
Detect SOU Pln Changes Due To Masking

s 51 Performance anstyrer 1 compare 501 excuton plars before and afher masiking.Fian changes may bl Eaused By e data, werkiond, and StaBSECs changes made by fhe maskng STt
Task Name ([OM_PLAN_VALIDATION _STUDENTX

Turng St |[TPOMTPOY_STS00 X

Enter credentisls tn logn tn the database hest.

Credensel @ Prefered £ Named ) hew
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B3. Run Masked Database replay

Estimated Time to Complete Use Case: 20 minutes

Business Case

5.1

5.2

For the purpose of this lab, assume that database has been masked and all sensitive data have been
obfuscated by scheduling the job to completion. This was done due to time constraints of the lab. It is
now time to send the database to the test team so they can conduct tests.

Run Database replay

You should already be logged on to Enterprise Manager. If you are not, please follow the instructions
detailed in earlier section of this workbook.

So, let’s begin the Database replay operation
Switch to the original tab Navigate to Database Replay: From the Menu,

Performance = Database Replay

ORACLE Enterprise Manager Cloud Contral 126 e - o - ] ratHa - | Logut o

& Erveproe = g Torgets = oy Covorites = @) Mstory =

4 test.orace.com @ Logyed n o 578 (§ | ] em1z.orace.com

Orisce Dutabase —([EIGIRRERETY Avalsbity - Schems - Admineyston -

Ferfarmance Home

S3ob Submi A

DatsMasking  ASH Analyees iy, Chcke on the View Job Detals Ink below 10 view xecubon statis.

YenlobDeli SR Moy
Data Masking %
Dalamaskingis the | AWR + fraon in best o ron-prodon databases safe. Tt dsquises sensibive informaion by everwiting it with reslsti looking bt false data of a simiar type. A masking definition defines the cokamns ko be masked and the
format of masked de Advgors Home g definition or use an existng defintion for & masking coeration. The Format Library contars & collection of ready-to-use masiong formats.

Mewmcry Achinorn t
h [MaskigT z G Import | Creste

Emesgency Montarng
Fenl Time ADDM

view | Edt | Gene Jete | Actons [Clone Database [x] 6o

L P v Thieaheh | =1} = i

Select | Maghing D {phcaton Dats Model Desrpton Columns | Stahs ozt Recent Job Ended SOL Performance Anshyzer Task
Search Srsmcrs

& TRCH pa 1 _ROTRCH_STUDENTX 4 Masiing Job Schedued _PLAN_¥ALIDATION_STLX

By Sessrs

Format Library W

A miaskeng Format defines the foemat of atn, You can create g form: It later when cre deng defriten

Fermat Liwary
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5.3

Expand ‘Replay Workload on Test Database’ and click on the ‘Go to Task’ icon for ‘Replay Workload’

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12c

& tterprise + (@) Targets v oy

4t test.oracle.com @
Cracle Database v Performance ~

Database Replay

Task List

Expand All | Colapse Al

Database Replay alows workioads to be captured from production systems and re-executed with high fidelity on test copies of production databases. This enables
detailed analysis of how the propased changes may affect praduction systems; for instance, patching or upgrading database software.

Go to
Task Name Deseription Task
[ Capture Production Workload Initiate or schedule a workload capture, export AWR data after capture, and copy captured files to the workload staging area
[~ Prepare Test Database

Setup ~ Hep~ | 3@ RATHOL+ | Logout O
s~ @ History v

Logged inas svs (3 | 5] em12.orade.com
Availabiity - Schema - Administration +

Logged in As 5YS

Page Refreshed 2012-sep-11 kl 5:04 EDT  Refresh

[> Prepare for Replay

Replay Workload
Capy to Workload Staging Area
Analyze Results
7 Active Capture and Replay

Select | Name

No items found

[ Replay workload on Test Database |set up the workload replay on the test database, copy the replay results to the workload staging area, and analyze the results,

Setup a test database from production, uparade or otherwise modify the test database, and isolate the test database prior to replay.

Prepare the workload capture files for replay {preprocess), copy the preprocessed workload files to the workload staging area, deploy the Replay Clients, and copy the preprocessed workload files to the Replay
Client hosts.,

Replay the preprocessed workload on 2 test copy of the production database.

Copy replay results to the workload staging area for comparison analysis with future replays.

Analyze the effects of changes on workload performance.

Type Directory Object

Start Time

1~ Workload Capture History
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Select ‘Use an existing workload directory on this host’, click ‘Next’

ORACLE Enterprise Manager Cloud Control 12¢ teh~ O

Locate Workload ~ CopyWorkload ~ SelectDirectory  Initislize Options ~ Customize Options  Prepare Replay Clients More

(Drnformation
Replay should be performed on a test database. If the current database target is not the intended test database, dick Cancel and select the test database target before contining the replay setup.
Replay Workload: Locate Workload

Database test.orade.com
Logged In As sys

Cancel |step 10f8 MNext

The last replayed or preprocessed workload directory must be accessible from this database.

) Copy the workload directory to this host from another host.

@ Use an existing workload directory on this host.

Cancel [step 1 nfs-

Set Directory Object to REPLAY. Wait until Capture Summary has been populated. Click ‘Next’.

DRACLE Enterprise Manager Cioud Control 12¢

Hoad Select Directory Iwtishse Cutuns Customre Cptons
Replay Workioad: Select Directory

Locab

Hoad (€

Prepare Reglay Chents More

WAHEIE?

Select a deecinry object Sat contang the ast replayed workdoad or a pregrocessed workdnad.

Q) creste Dwectory Object
7 Capture Summary

CAPTUREtrmbi2a-201 1000 2045212

= Capture Datadls +3

Replay History
Hame: Slatus

Duration {hhammess] | Start Time End Time:
M iterms found

AR Data Exported
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5.6

5.7

Use Default options on this page, Click ‘Next’

ORACLE Enterprise Manager Cious Contrgl 12¢

Database Testing & Test Data Management

Locate Workioad

.

Intiakze Options. Customize Options:
Replay Workload: Tnit

20110302045233

[REPLAT -trat v com 2012092008 1927
501 Performance Anabgrer

S50 Performance Analyoes sl s bo besl
| T ¢
Identify Source

Choose the nvsal reolay apsons.

> Tk et g ]

@ Ui T it ey ptions

Fyr—

Frepore fegley Clents

»

More

perbormance of SQL cortaired in 2 5G4 Toring Sel.

Corced | Back | Sten 40l 8 Heat |

Click ‘Next’

DHRACLE Enterprise Manager Cloud Corbal 12¢

Locate worklosd  Cop

dond

Replay Workload:

omize Options
n beskoracle.co
- CAPTURE-

-201 10302045332

Comection Mappings  Replsy Paramelers

Replay Cherits must establish cormections (o the replay database. Sped b el to th day database usrg either
of net senvice name for the replay database.

benite

Hore

t descriptor or net

_Cocel | Bock | 5%ep 5of8 et |

(& TIP Corrmctions must port b the replay database for & suctessh reglay.

0 Use & single connect descriptor for all dhent connections. Tést Connsction

g).y_mplﬁﬂ-[x_mmjs T [ADORESS = [PROTOCOL =TCPMHOST =i L2, oracie. com)PORT = 1522))[CONNECT_DATA=
I wtres)

Lise a single THS et servce name for all dent connections,

¥ TIP Al Aeplay Chents must be able to resolve the net service name (for example Svough a lncal tnsnames.ora fle).

Usea

o for each captured in the workioad.

. Optonaly,

descriplor o 8 seper ale comect descriplon

Cancel | Back | 520 50f9
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5.8 Click ‘Estimate’ to identify how many replay clients that are needed to run the workload. In this case it is
only one, so let’s add this replay client.

Click ‘Add Replay Client Hosts'.

ORACLE Enterprise Manager Cloud Control 12¢ Hep» O

Previous  Customize Options  Prepare Replay Clients Wit for Client Connections  Review

Replay Workload: Prepare Replay Clients
Database test.orade.com
Capture Name CAPTURE-tdmb2A-20110302045232

Cancel | Back | Step6ofa Mext
Logged In As sys
Clients.

Specify the list of Replay Clients below that Enterprise Manager should start automatically, You can also start more Replay Ciients manually in the next step, Refer to the Orade Real Application Testing User's Guide for information on how to setup and start the Replay

Number of Replay Clients and CPUs

The number of Replay Clients needed to replay the workload depends on the number of captured database sessions. Click the Estimate button to find the estimated number of Replay Clients and CPUs needed.
Total Mumber of Replay Clients Needed 1
Total Number of CPUs Needed 1

Consider starting at least 1 Replay Client(s) divided among 1 CPU(S).
Replay Client Hosts

If the Replay Cient has been installed an one ar more targets, Enterprise Manager can start the Replay Clients automaticaly. Specify the list of Replay Clients to start automatically when you continue to the next step. You must configure each Replay Ciient host before
proceeding

LastUpdated 2012-sep-11 kI S:08 EDT Refresh
Select | Target

CPU Utlizztion % Memary Utizaton % |

Number of Replay Clients Configured | Client Version

(No Replay Client hosts specfied)

‘dd Replay Client Hosts

Status MNumber of CPUS Memary Size (MB) \

Cancel | Back | Step60f8 Next

5.9 Deselect ‘Include only ....", Enter Target Name: em12

Select target ‘em12.oracle.com’ and click ‘Select’

Search and Select: Replay Client Host
(% TIP A Replay Client host s a Host target on which one or more Replay Clients should be started to replay the selected workload

: Cancel | Select
Search

Target Type Host
Target Name

clude only targets with detected Replay Client installation

Select Al | Select None
Select | Target

| Glient version setus | Number of CPUs CPU Utlization %
em12.oracke.com ] @

1 24,359
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5.10

5.11
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We have now added the Replay Client Host, next let us configure it for the selected workload.

Click ‘Configure’

ORACLE Enterprise Manager Cloud Conbral 12¢ Hep - O

& L
Previous  Customioe Optons  Prepace Reploy Chents Wt for ChentComnections  Review

Replay Workload: Prepare Replay Chents
orade. com

LR - S0 2A- 20 1 MO0 20T Carxel | M,;r.-.-.\;_:.m Heat |

Spexify the kst of  Chents below that should start ity ou can siso Cherts manualy in th . Pefer o thy cle Fieal Applhcaton L for iInformation on how o set up and start the Replay
Clerits.

Number of Replay Clients and CPUs

the rumber of cap . Chek #nd the esmated number of Rieplay Clents and CPLUs needed.
Consider starong st least 1 Replay Chent{s) dided among 1 CPUGE).
Reply Client Hosts
1 the Reclay Chent hus been instaled on one or more targets, Eniterprise Manager can start the Replay Chents sutomatealy. Specfy the kst of Replay Chents to start iy wheny X U Chent hoat before
procesdng.
Last Updated 2012-sep-11 k510 EDT  Aefresh
=
Select | Terget Mumber of Replay Clents Configured | Chent Verson S Humber of CPUS Hemory Size (M8} U Utimation % Memory Lidkzaton %
@ emilorade.com 1 g & 1 16013 137 £5.013

acd Fepiyy Chont Hosts

Carcel | Back | stepiofn news |

On this page it is important that all parameters are correct otherwise the replay client won’t start properly
and we need to start all over on step 4.8. Host password should have been populated. Please copy values
from this document for:

Host User Name: oracle Host Password: oraclel2
Database User Name: system Database User Password: oraclel2
Client Oracle Home: /u01/home/oracle/orall2

Client Replay Directory: /home/oracle/scripts/dbpack/dbpacks_scripts/main/dmé4r_scripts/tpch/rep
Click ‘Apply’ and click ‘Close’

IConfigure: Replay Client Host

Close | Apply

Target em12.orade.com
Operating System  Linux

Name | value |
* Host User Name |orade

* Host Password CLTTTTY

* Database User Name [system

= Database Password l...... |

= Server Connection Identifier |em 12.0radle.com: 1522/test.oradke. com

* Number of Replay Clients [t

= Client Orade Home jul1/home forace fora112

* Client Replay Directory ([?home foradie/saripts/dbpadk/dbpacks _scripts/main/dm#r_scripts/tpchfrep |

Client Work Directory |

Additional Parameters |
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5.12 The Replay client is now configured which can be seen that ‘Configured ‘ has changed to ‘Yes’

Click ‘Next’

ORACLE Enterprise Manager Cloud Control 12¢

nep - O
P
@

Wait for Client Connections

Previous  Customize Options  Prepare Replay Clients Review
Replay Workload: Prepare Replay Clients
Datsbase test.oracle.com

Capture Name CAPTURE-ridmb2A-20110302045232
Logged In As sys

Cancel | Back | Step 6 of 8 Next
Clients.

Specify the list of Replay Clients below that Enterprise Manager should start automatically, You can also start more Replay Clients manually in the next step, Refer to the Orade Real Appiication Testing User's Guide for information on how to set up and start the Replay

Humber of Replay Clients and CPUs L

The number of Replay Clients needed to replay the workload depends on the number of captured database sessions. Clik the Estmate button to find the estmated number of Replay Clients and CPUS needed
Total Number of Replay Clients Needed 1 Estimate
Total Number of CPUs Needed 1

Consider starting at least 1 Replay Client(s) divided among 1 CPU(s).
Replay Client Hosts

1f the Replay Client has been installed on one or more targets, Enterprise Manager can start the Replay Clients automatically. Specify the list of Replay Clients to start automatically when you continue to the next step. You must configure each Replay Client host before
proceeding.

Last Updated 2012-sep-11 ki S:14 EDT  Refresh
Configure | Remove
Select | Target |

Number of Replay Clients | Configured | Client version

| sws | Number of CPUs Memory Size (ME) | CPU Utiization % Memory Utiization %
@  emilorade.com 1 Yes 4 1 16013
Add Replay Client Hosts

137 65.013

Cancel | Back | Step 6 of 8

5.13 It will take a short time before the replay client have connected to the database, so let’s wait until ‘Actual
Numbers of Client Connections’ has changed to 1

Click ‘Next’

ORACLE Enterprise Manager Cloud Control 12¢

Help ~ O
P
L

Previous  Customize Options  Prepare Replay Clents  Wait for Client Connections  Review
Replay Workload: Wait for Client Connections
Datsbase test.orade.com

Capture Name CAPTURE-ridmb2A-20110302045232
Logged In As sys

Cancel | Back | Step 70f8 Next
At this point all the clients that have been asked to start have been started. If you want to start more manually, do so now. Then proceed to the next step.
Client Connections %

Host Expected Number of Client Connections

em12.oracle.com

1

Actual Number of Cient Connactions |

Error Output |
(]

Cancel | Back | step 7 of
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5.14 Many databases have applications that are sysdate dependent. If that is the case then it is time to change
system time. You can see in the Information field the time that should be suitable for this replay. This
application doesn’t have any dependency so let’s replay it.

Click ‘Submit’

ORACLE Enterprise Manager Cloud Control 12¢ Hep» O
-
@
Previous  Customize Options  Prepare Replay Clients  Wait for Client Connections  Review

Replay Workload: Review

LoggedIn s sys Cancel | Back | stepsofs submit

@]nfbrmatlon
Time for resetting the dlock: 2011-mar-01k 23:55 EST.
Itis recommended that the system time on the database host platform be changed to a value that s close to the capture start ime, This must be done just before replay is started, Not doing so might present an invalid data set to the replayed time-sensitive workioad,

Workload CAPTURE-rtdmb24-20110302045232 will be replayed on database 'test.orade..com’

Datzbase test.oracle.com
e Caplure Name CAPTURE-rtdmb2A-20110302045232
Replay Name REPLAY-test.oracle.com-20120911051818
Directory Object REPLAY
Capture SQL Tuning Set No
Connected Replay Clients 1

Client Connections

Host Expected Number of Client Cornections Actual Number of Ciient Connections | Error Output
em12.oradle.com 1 1

Cancel | Back | Step 8 of 8 [ s
« . v

5.15 The workload has now started. The page refresh will be done with 60 second interval. There is no use to
update it on a higher frequency since this is the background data collection interval as well.

ORACLE Enterprise Manager Cloud Control 12¢ Setip~ Hep~ | g RATHOL~ | Logout O

& Enterprise = (@) Targets ~ o Favorites ~ @) History + Search Target Name + +

4 test.oracle.com @ Logged inas 55 (3 | 5] em12.crade.com
Oracle Database + Performance » Avalabity ~ Schema v Administraton «

Database Replay » Vie

Loggedin AsSYS *

Elconfirmation
The workioad replay has started.

View Data | Real Time: 60 Second Refresh [=]

Page Refreshed 2012-sep-11 kI 5:22 EDT  Refresh | oK

View Workload Replay: REPLAY-test.oracle.com-20120911051818

Status In Progress Stop Replay

1~ Summary

n

Chart Type | Elapsed Time Comparison : Assessing the Replay

The Blapsed Time Comparisan chart shows how much tine
the replayed workload has taken to accompiish the same

e amount of wark 2s captured.
[ Replay Elapsed When the Replay bar is shorter than the Capture bar, the L4
B Capture Elapsed replay environment is processing the workioad faster than
e [ Mot Yer Replayed the capture environment.  The divergence table gives
play information about both the data and error discrepandes
between the replay and capture environments, which can
0.0 05 10 15 20 25 30 be used as a measure of the replay quality.
Elapsed Time (Minutes)y
Network Time (hhzmm:ss) n/a Clients 1
Think Time {hh:mm:ss) nfa Clients Finished 0
Detailed Comparison
Capture Replay | Percentage of Capture -
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5.16 The replay will be completed in about two minutes. Please review the report that we captured from an
earlier run in Step 5.20 below and come back to this step after replay completes. Scrolldown and validate

the divergence section.

ORACLE Enterprise Manager Cloud Control

& Erterprise (@) Torgets vy Favorites v @ History v

12c

Setp - Help+ | j@ RATHOL -+ | Logout O

4 test.orade.com @

Database Replay > View Wo
View Workload Repla

The OK button will return to the Database Replay home page.

Status Completed View Workload Replay Report

1> Summary

Overview | Reports

Chart Type | Elapsed Time Comparison [

Oracle Database ~ Performance ~ Avaiabilty ~ Schema ~ Admiristration «

REPLAY—tm.oracle.com—zollnglldslﬁls

Thirk Time (hhzmm:ss)
Detailed Comparison

Capiure
@ Replay Elapsed
B Capture Elapsed
Replay B Mot ViReplayed
0.0 05 1.0 15 2.0 25 3.0
Elapsed Time (Minutes)
Network Time: (hhzmm:ss s 1

Clients Finished 1

eml2.oracle.c Jworkload/repl

| Capture Replay | Percentage of Capture
Duration (hh:mm:ss) 00:02:57 00015 N 657
Database Time (hh:mm:ss) 00:00:26 00:00:13 N 50,00
Averaqge Active Sessions 0,15 0,11 I 7500

Logaed in as svs (3 | 3 em12.0rade.com

Logged in As SYS *

o]

i

Assessing the Replay

The Eiapsed Time Comparison chart shows how much time
the replayed norkioad has taken to accomplsh the same
amount of work as captured.

When the Repiay bar is shorter than the Capture bar, the
replay enviranment is processing the workload faster than
the capture envirorment.  The divergence table gives
information about both the data and error discrepandies
between the replay and capture environments, which can
be used as a measure of the replay quaity.

I le

_em.colFR=true#

5.17 The divergence is minimal so this replay is successful.

Go back to the top of the screen

ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise v (@) Targets + iy Eavorites v @) History =

Setup ~ Hep - | 3R RATHOL v | Logout O

4 test.oradle.com @

Think Tme (Hhimmiss) 00:00:23
Detailed Comparison

Orade Database v Performance » Availabiity ~ Schema v Administration

Clients Finished 1

v Divergence

N

| Capture Replay | Percentage of Capture
Duration (hh:mm:ss) 00:02:57 00:01:58 | 55:57
Database Time (hh:mm:ss) 00:00:25 00:00:13 | 50,00
Average Active Sessions 0,15 011 . 7500
== 5927 5527 I 00,00

Number of Cals |

Percentage of Total Calls

Error Divergence:
Session Failures Seen During Replay
Errors No Longer Seen During Replay
MNew Errors Seen During Replay

Errors Mutated During Replay

Data Divergence:
DMLs with Different Number of Rows Modified

SELECTs with Different Number of Rows Fetched

Loggedin as 5¥5 (3 | [F em12.orade.com

I

o]
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5.18 Let’s take a look at some of the reports that we have available

Click on ‘Reports’ tab

ORACLE Enerprise Manager Cloud Contol 12¢

Setp v tep v | foEEER - | Lgoa O

4 test.orade.com @
Orace Databese + Performance » Avalablily « Schema » Adminstation «

Database Feplay > Analyat Resuts > A
View Workdoad Replay: REPLAY-test.orache.com-20120919115114

Elagraed T Comparison [a

Capture
E Feplay Bapsed
W <aprure Elapsed
Feplay [ Mot Vet Replaved
0.0 o5 10 s 2.0 2.5 30

Elapsed Time Minutes)

meces) 00
[

Detaiked Comparison

Capture Reglay | Percentage of Capare
Duratin (Khimmess) 000257 000050 | 55
Database Time (Mhimmiss) 00:00: 26 00:00:11 | 477t

togoedinas 58 (31 [ emiz.crace.com

Logged in As 575 =

Copy o Werkioad Stagng Aea | 0K

Aszemsing the Replay

The Bapsed Time Companson chart shows how much time
the replayed workiopd has taken to sccomplsh the same
amount of werk as caphred.

When the Futplay bar is sharter than the Capture bar, the
replay emaronment is processing the workied faster than
the cxpmre prvenment. The dengence tisle oives
ot abxat bt the d =
betmen: the replay and capture e onments, wich can
be used a5 & measre of the reslay qualty.

Whe Workload Repiay Report

5.19 In Workload Replay Report section

Click ‘Run Report’

ORACLE Enerprise Manager Cloud Contol 12¢

Setp v tep v | foEEE . | gow O

4 test.orade.com @
Crace atatie + Performance » Avalabdty » Schema » Admeisiaton

Datobase feplay > Anobyan Rests > ]
View Workdoad Replay: REPLAY-test.oracke.com-20120019115114

Compar: Period Report
il

v [CAPTLRE=edmb3A-201 10302045233 (301 1w 01 23-55:04]

v | REPLAY-test.orade. com-20 120919115114 (20 125ep-15 12:03:14)

Rari Forplay Compare Perosd Report | Ran Compare Pergd ADDM | Fus 300 e formarce A
AWR Report

orkiond Capture or Replay | REPLAT-test.oracle. com- 20 120919115114 (2012 sep-19 1205 14) [,

[ REPLAY-test. v acle.com-201209 19115114 (01 2sem- 18 1205 14) [

togoedinas S (3| [ emid.crade.com

Logged in As 575 *

Copy o Werkioad Stagng hes | 0K
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5.20 Please review the Replay Report that will be output after the replay completes. While you're waiting for

the Replay to complete you can review this..

DB Replay Report for REPLAY-test.oracle.com-20120919115114

Sove i | ok | 3

Replay Information

Information Replay Capture

name REPLAY-test.orsche.com-201 20919115114 | CAPTURI-mtdmb2a-20110002045232
Status ComPLETID |comeuETED

Catabase Name | TEST |RTOMB2A

atabase Version|11.2.0.2.0 |

Start Tune 19-09-13 16:03:14

Frd Tume 19-09-13 16:05:07

Duration 1 rmrwte 53 seconds

Theectory Ohyect |REPLAY

Trectory Fath |/ : i/ abpacis fmain < o i J seni / sen

Replay Oplions

Synchronization 5CN
Connect Time |100%
Think Tirme 100%

Thank Time Aute Correct| TRUL
Numbar of WRC Cliants |1 (1 Complated, 0 Running )

Replay Statistics

Statistic Replay Capture
08 Time 10.67% seconds| 26,265 seconds|
Average Active Sessions 09 15|
User calls 5427 5527 [
Network Time 1.550 saconds
Thank Time 21,754 seconds

Replay Divergence Summary

Divergence Type Count| % Total

Session Failures During Replay 0 0.00
Errors ho Longer Seen During Replay 3 002
New Errors Seen During Replay 0 0.00
Errors Mutated During Réplay o]  0.00
DML with Different Number of Rows Modified 0| 0.00
SULECTs with Different Number of Rows Fetched o) 0.00

5.21 Go back to the main screen

Another important report is the Compare period report. This report needs AWR Data to be imported from

the capture. This is a rather time consuming operation so we have provided a Compare Period report in

Appendix A, please take a look at the report.

ORACLE Enterprise Manager Cloud Contral 12¢

# testorade.com @
Crade Dutriae + Prsformance «  Avolabity = Schema «  AdmiriskraSon «

Databuse Replay > Anslyze Rewils > woad B L
View Workload Replay: REPLAY-testorade.com-20120919115114

e 2 20100 30 2045 23

st Warido iure or Replay | CAPTURE ridmb 24201 M0 300045232 (2011 mar 01 23:55:04) =
Secardd or Feolay | REPLAT et orade.com-J01209 19 118114 (201200019 120224} [
T Replay Compare Peried eport | Run Compare Period ADOM | 7 5
AWR Report
Workioed Capture or Replay [ REPLAT-test oracle. com-20 LI09 191152 14 (20 12900+ 15 120X 14) [=]
Run Report |
ASH Report

Capture or Feplay | HEPLAT-testorade. com-201209 19115114 (201200019 11:03:14) [w]

Logged i as 5YS (51 [ emi2orncde.com

Legged n As 515 4

Copy 1o Workioad Staging Aves | 0%
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This concludes the Secure Testing section.

Appendix 1. Compare Period Report

This report gives you the possibility to compare the overall replay performance with either the capture or
another replay.

In this example we have compared two replays on different platforms.
When comparing statistics from capture vs. Replay or Replay vs. Replay.

First thing to look at is the divergence, if the divergence is small or similar then we can continue with the
analyze.

We can see that divergence during this replay is 0%. This is exceptional good and not very common, less
than 5% should be considered as a good replay.

This is a platform comparison so next step is to validate the performance. This is done by comparing
Database Time (Database time is the total time spent inside the database for all calls to the database. This
includes CPU time, Wait time and I/O time)

This report shows that the Linux configuration performed better, it was almost 30% faster and that this
performance improvement is mostly I/O related since /0O wait time have been reduced by 66%.
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Elapsed: 00:00:00.30 Elapsed: 00:00:00.05 Elapsed: 00:00:01.41

Compare Period Report: Replay vs. Replay

Collapse all sections

This report compares the performance of two workload replays of the same original captured system. Throughout the report "Capture” refers to the original captured system, while "1st Replay”
and "2nd Replay” refer to the replayed workload.

(-) General Information

This section describes the experimental setup. Check it carefully to verify that the intended experiment was performed.

(-) Data Sources

15t Replay 2nd Replay

Capture/Replay name |win_replay wrr-20091009-172011 |windows
Capture/Replay ID 52 49 45

Data Directory Name |capture2 capture2 capture2

Directory Path /home/oracle/capture2 |/home/oracle/capture2 |/home/oracle/capture2

(-) Information About Databases

Database Name ORCL ORCL2 ORCL

Original Database 1D|1227368024 680635737 1227368024

Version 11.1.0.7.0 11.1.0.7.0 11.1.0.7.0

Platform Microsoft Windows TA [32-bit) |Linux IA (32-bit) |Microsoft Windows 1A (32-bit)
Is It RAC? NO MO MO

Number of Instances |1 1 1

(-) Information About AWR and Time Periods

1st Replay 2ndReplay | Capture__|

Start Time 2009-10-11 21:24:48(2009-10-09 17:20:40|2009-10-07 16:05:13
End Time 2009-10-11 22:33:59(2009-10-09 18:25:23 |2009-10-07 17:13:20
Duration 1.15 hours 1.08 hours 1.14 hours

AWR. Database 1D 1527643436 1665419362 529231513

AWR Start Snapshot ID |43 5 18

AWR End Snapshat ID |45 7 20

No Changes to Important Parameters
No Changes to Optimizer-Relevant Parameters

(-) changes to Memory Configuration Parameters

1st Replay| 2nd Replay
memory_target|820 M 512 M

(-) Instances of the 1st Replay Database

1 orcl ORACLE-E7C6FMPT |1 1 2G RDBMS

(-) Instances of the 2nd Replay Database

m number of CPU cores| number of CPU sockets| physical memory
1 orcl2 localhost 1 1 1.98 G RDBMS

(-) Replay Divergence

This sectian describes the divergence in the two replays compared to the captured system and campared to each other. Please look at the full divergence report if this report shows significant
divergence. The passible divergence levels are: (NONE) no divergence detected at all (LOW) minimal divergence detected but the performance comparison is most likely still valid (MEDIUM)
some non-trivial divergence is detected and the perfarmance comparison is suspect (HIGH) severe divergence detected and the performance comparisan is unlikely to be informative.

Divergence Level| Percent of Calls That Diverged

Divergence of 2nd Replay compared to 1st Replay [NONE 0%
1st Replay Divergence (compared to Capture) NONE 0%
2nd Replay Divergence (compared to Capture)  |NONE 0%

(-) Main Performance Statistics

This section does a high-level performance comparison of the two periods. Start by looking for a change in Database Time. If there is no significant change in Database Time, you can assume
performance as a whole is similar. You can look for a change in the Database Time pieces that follow (CPU, User 1/Q, and Cluster) to see how the different ingredients of Database Time changed
from one period to the next, either to explain a change in Database Time or to see if some pieces regressed and others improved.

Change in DB time| 1st Replay total time| 2nd Replay total time| 1st Replay % of DB time|2nd Replay % of DB time

Database Time -29.63% 14927.46 seconds 10504.19 seconds 100 100 -—
CPU Time -7% 3824.23 seconds 3556.47 seconds 25.62 33.86
User 1/O Wait Time |-66.1% 30.93 seconds 10.48 seconds 21 -1

(-) Top SQL by Change in DB Time

This section compares the performance change of individual SQL statements from one period to the next. SQL statements are identified by their force matching signature to account for literal
usage. They are ordered by the total change in DB Time, as the most relevant changes are those that impact total throughput the most. Any SQL tuning you do should begin with the statement
that regressed by the most DB Time.

Force Matching example Change in DB | Change in Average Response| 1st Replay DB 2nd Replay DB

15902161590565153284  |6g38j29k4051q  |-1751.07 seconds |-23.59% 7422.49 seconds |5671.43 seconds | () fa‘?m tl.orig as orig, t1.dest as first_stop,
5149797722892106905 awSxbnagwmnkc |-788.49 seconds  |-26.56% 2969 seconds 2180.51 seconds | (*) ‘d"::,[rt '"t]“ REQUESTS(rid, cid, status, orig,
2328722149208612348 cz8775bf9mS7t  |-663.73 seconds  |-22.83% 2007.14 seconds  |2243.41 seconds | L) Select tl.orig as orig, min(t1.dest) keep(de
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(-) Hardwe!re Usage Comparison

(-) CPU Usage

This section describes general CPU usage on the systems and helps assess if they were CPU bound. The number of CPUs is summed over all instances. CPU usage is averaged over instances.
Note that "Oracle Run-queue Load" i for Oracle processes only and usually underestimates the run-queue part.

m CPU Sockets/Cores/Threads| Hosts' CPU Usage | Oracle Sessions on CPU|Oracle Run-queue Load
1st Replay [1/1/1 94.05% .83 active sessions -25 active sessions
[2nd replay[1/1/1 [92.877% .52 active sessions [1.78 active sessions |

(-) I/0 to Data and Temp Files

This section shows some basic /0 statistics about data and temp files. First look at the single block read time. An I/O bound system will show a high value {much more than 10 miliseconds). The
total read/write rates should provide some guidance to determine if high single-block latencies are caused by an excess of requests from the database or poor I/O throughput in general.

1st Replay
average time of single block read (miliseconds) [41.79 2.72
total number of single block reads 1671 1888
total physical read 268 G 345G
total physical write 296 G 127G
read rate .066M per sec|.091M per sec
write rate .073M per sec|.033M per sec

(-) ADDM Comparison

This section provides a comparison of ADDM analyses of the two time periods ordered by the absolute difference in impact. By comparing ADDM results far the two periods, you can see
problems that existed in one but not the other, as well as a change in individual finding impacts. If your change is intended to improve database throughput, you should see that improvement
reflected in the ADDM findings and impacts.

mpact (sec) | average active sessions|percent active sessions

1ist Replay 7606 1.83 50.92
"Scheduler” Wait Class

2nd Replay [N/& N/A N/A

1st Replay [549 13 3.68
Unusual "Network" Wait Event

2nd Replay [N/A N/A N/A

1st Replay |402 .1 2.69
Commits and Rollbacks

2nd Replay |N/A N/ N/A

End of Report. Elapsed: 00:00:00.04
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C1. Generate Application Data Model for the Applications Deployed on the
Target Databases

Estimated Time to Complete Use Case: 10 minutes

Business Case

When a new application has been provided to the application users, it can be a daunting task to construct
the application relationships that make up the application. Fortunately, the process of creating the
application data model has been greatly simplified for application schema where the application
relationships are enforced through database constraint. In this use case, you will construct the application
relationships for the HR workload schema. This application data model will be the basis for performing the
rest of the Data Masking operations.

2. Generating the ADM

2.1 Logon using username and password dbuser / oracle12

ORACLE Enterprise Manager Cloud Control 12¢ o

User Name | dbuser
Password

2.2 Navigate to the Application Data Models screen.

From the Menu, Enterprise=> Quality Management - Data Discovery and Modeling

ORACLE Enterprise Manager Cloud Control 12¢ setup ~ Help + | 34 oraciE | Logout O

o Enterprise = @) Targets ~ o Favorites v @ History = Search Target Name +

Summar
4 Page Refreshed Jan 4, 2012 5:28:08 AM EST o

Monitoring 3

Job » Al Targets » | Inventory and Usage e

Reports 3 Show |Hosts v See Details

Configuration v View - Platform M

Compliance 3 Platform Hosts |05 Pat
Enterprise Linux Server release 5.6 (Carthage] 4 No

Provisioning and Patching  » 35 " ( ge)

Quality Management » Application Replay

My Oracle Support 3

Database Replay

S0L Performance Analyzer )

l Data Discovery and Modeling
Data Subset Definitions
Data Masking Definitions Compliance Frameworks Compliance Standards

| G i Y
95%

Data Masking Formats view v | |~ View Trends

| Tarcat

Incidents
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We are going to start with a pre-created Application Data Model in xml format locally stored on computer.

Click ‘Action’ -> ‘Import...’

ORACLE Enterprise Manager Cioud Controt 12c

esed 26-Sep-2012 163151 10T G5

Complete The Dialog Box

Name : ADM_HR_XX

(Note: Create Application Data Model with new name, such as ADM_HR_<XX> where XX are yor initials)

Source Database : prod.oracle.com (use search Q option)
File : ADM_HR.xml*

Click Continue.

Import Application Data Model

* Name|| ADM_HR_BB

Description

File [ADM_HR.xml | Update...

* Source Database | prod.orade. com Q

Cancel

*To get ADM_HR.xml file, download the following zip file from OTN and unzip—
http://www.oracle.com/technetwork/oem/app-quality-mgmt/adm-hr-1914944.zip

In case you can’t access above URL, ask your lab instructor to provide this file.
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the repository thus the warning below.

Click ‘OK’

abase Testing & Test Data Management

The ADM includes information regarding all defined Sensitive column types. These are already present in

& Warning

Duplicate or invalid sensitive column type
Duplicate or invalid sensitive column type
Duplicate or invalid sensitive column type
Duplicate or invalid sensitive column type
Duplicate or invalid sensitive column type
Duplicate or invalid sensitive column type

Import completed, but with the following issues:

: TPCH_C_PHONE

: TPCH_C_ACCTNUM

: TPCH_C_BANKNAME

: TPCH_C_ROUTINGNUM
: HR_FIRST_NAME

: HR_LAST_NAME

2.6 We are now going to modify the ADM and add a new colum

Highlight the newly imported ADM and click ‘Edit’

n that has been decided to be sensitive.

ORACLE Enterprise Manager Cioud Control 12¢

Data Discovery and Modeling [

Viade Seare

Manapamant Crerdie

Colimet
Meladsta

Praulan faun.

Page Rebieshed 27-Scp 2012 062131 0T

des scanning and taggng of sensitive data and modeding of data relatiorshios
anary, mparted from acploaban metadata o user specfied. The Aoplcanon Data

Source

Emvironment.

Datshase

_ﬂ—

—

1= | Grsate Data St
= Defriten

$

|:=| crease Cata Musting
[E=
4

P Data Masiong
b

||Imnrnnm

» (&

Fesch Data To Incude

Application Data Models

PR

R Dats
Subset Job

I Delete

Insert/Delete Data

2

Mame

(o

B

Source Database | Applcation Sute Applcatons |Source Owrer

prod.arade.com
oree.ar ade.com

Custom
Custam

1 Oracle Driver
1 Oracle Driver

Db wvakd

Source Datsbase  [Most Ruecent Job
Ngndcation Stats  |Stea

Mast Recent Job Ended

6-Sep-2012 11: 1659

2.7
the content for this application

Click ‘View’ -> ‘Expand All’

This Application Data Model has one Application/schema. The application was auto discovered so let’s see
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ORACLE Enterprise Manager Cious Contiol 12¢ o O
Data Discovery and Modeling
Edit Application Data Modek: ADM_HR_BB bmpert Content Save ared Bntorn
Applcations and Tables Lt writinl Relationetge Cewste Cokarrm
Ahors v o Add Appicaton. &+ " T
e ks s Schema TobeType  [Sowoe  \Comeent
e = L
2.8 In ‘Applications and Tables’ we can see all schemas and tables.
DORACLE Enterprise Manager Cloud Confrol 12¢ Heip » 'O
Data Discovery and Modeling
Edit Application Data Model: ADM_HR_BB Impart Content Save sod Retuen |
and Tables [ sonshi Sermave Colmm
wcsons + SR e Add apphcaton,., o Add Talke.,
2.9 Go to ‘Referential Relationships’
Click ‘View’ -> ‘Expand All’
OIRACLE Enterprise Manager Cloud Control 12¢ weo O
Data Discovery and Modeling
Edit Application Data Modek: ADM_HR_BB T { Condienit Save and Retun |
Apghcalin Cokums v _Ta'.-rl nE Cohars vy Type Srce Comment
> g Dictonary
Lxpand M I:}
Colapse Al
Soroll to Frst Cirlsrome
Revrder Coumns. .. o
2.10 The discovery process has identified all referential constraints that are implemented for this application. If

there are references that are implemented without enforcing it with foreign key constraints then it is

possible to add it here as well.
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ORACLE Enterprise Manager Cloud Contral 120 bl O

Dl Discovery and Modefing

Fdit Application Data Model: ADM_HR_BR ImpertContent | | Save and Retun
Agmicabions snd Tables. Referential Relatiovnsbips. Sersitve Coumns
actors + [ | ot 34 e
Apphcation [Tatin Cokrnen [y Ty [Bonmce [
v B Dictonary
7 IR COUNTRIES Parent Dictonary
R LOCATIONS Drpendent
7 B Parent
B Cependent
o
e
Cependent
Parent
Dependent
Cevendent
Parent
Dependent
REGIONS Parent
COUNTRILS Dependent
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2.11 Go to ‘Sensitive Columns’

In this section we have all columns that are defined as sensitive

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Contral 12¢

bep - O

Data Discovery and Modeling

Fdit Application Data Model: ADM_HR_RR

Agmications snd Tables. Referentisl Relafonshios.

Actiors - Wiew - | fuadd.. B Reme
Appcation i
Hm
L
g2.
am
EL
ELS

Type

r
I
A
s
[

Sensilive Columms

[ create Ciscovery Job...

Bl oscoveryfendts... | B

Emport Content

Save and Reaun |

2.12

We are now going to add a new sensitive column and we will use the discovery feature to identify

concurrencies of this column. The column can be identified either by column name, column comment or

column content.

Click ‘Action’ -> ‘Create sensitive Discovery Job...”

DRACLE Enterprise Manager Cloud Contrel 12

Data Discovery and Modeling

Edit Application Data Modek ADM_HI_BB

Agphcatons and Tables Referential Relasonshios

(Gaat s o B 7 )

Sermstive Cobamr Decovery Resuls..,

[CEN]

Mot Sermitive ok List. pree o

Job, .

) v - | .. [ Greate Docovery
| Add Sensitee Column... . Tyoe

|25 LAOEF INED

LNCEFTMED

Sensitive Columns

G Doscorvery Resudte.,. | [

Source Comment
Dectionary
Cactiomary

Sertive Colamn Disc

Dctionary

Dictionary

Empext Content

Save and Retum

2.13

Click ‘Continue’

For Application select ‘HR” and for ‘Sensitive Column Type’ select ‘PHONE_NUMBER’

Parameters

Select Allf Select Mone
‘Apphcahnn

Create Sensitive Column Discovery Job

Select Allf Select None
|SEnslhve Column Type

lHR

Search Patterns For
Column Name

Column Comment
Column Data
Description

Search Type

Data Sample Size (rows)

[] [*]CREDIT_CARD_NUMBER -
] EEMaL_D

[F] [Z]HR_FIRST_NAME
[ []HR_LAST_NAME
[E] [F]1P_ADDRESS

[ [Jsen_10

[ [F]sen_13 L

[[] [Z]NATIONAL_INSURANCE_NUMBER i
([#]_[]PHONE_NUMBER ]

[[] [2]50CIAL_INSURANCE_NUMBER:
[F] [Z]5OCIAL_SECURITY_NUMBER
[[] [Z]TPCH_C_ACCTNUM

[F] [Z]TPCH_C_BANKNAME

[[] [Z]TPCH_C_PHONE

[7] [Z]TPCH_C_ROUTINGNUM -

PHONE_NUMBER

PHONE. *;PH, *

PHONE. *;PH. *

~(02([0-9H{3N0)2L- 12(10-81{3H- 12([0-91{4h$; ~\+{[0-9] 2){5, 14} [0-9]$

Identifies phone number columns. Samples: 555-1212, {123)555-1212, 1235551212, +123456789012340
Or

10 [+]

% Cancel
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2.14

2.15

2.16
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Click ‘Submit’

Create Sensitive Column Discovery Job m
Schedule
General

* Job Name | BFENSITIVE_COLUMN_DISCOVERY_109
Job Description

Schedule

Start @ Immediately ) Later

Grace Period [T Do not run if it cannot start within 112 [hours of the scheduled start time

Click ‘Action’ -> ‘Sensitive Column Discovery Results..’

ORACLE Enterprise Manager Cloud Contral 12¢

Data Discovery and Modeling

Ehinformation
Sermsive cokamn dcvery Job submatted success iy, Retuer f the Acokcation Data Models home page ad cick the ik i the Most Recent Job Stk colamn t view the b detais
Edit Application Data Modek ADM_HR_BE

Acvlcanons and Tables firfrrersal fLriahorshen
Vew v | o i

Add Serstive Column. .

Semsitive Columns.

[ Create Discovery Job... [ Discovery Resutts... | B

Create Seriive Cokemn Discovery Job.., & o
f_name
Senaitive Colmn Discovery Hesuts. . #

Pt Sensitive Column Lst...

LMDEFHED

Import Content Save and Rem |

Expand ‘PHONE_NUMBER’, mark PHONE_NUMBER for EMPLOYEES

Click ‘Set Sensitive Status’ and set it to ‘Sensitive’

Sensitive Column Discovery Results L]
Some sensitive columns are difficult to identify. These may be found through sensitive column discovery. First, a discovery job is created and submitted to generate a set of potential sensitive columns. After the job completes, the discovery results are
examined and the sensitive columns are selected. These columns are induded in the application data model for use in Data Masking.

view ~ | 3 Delete... | Ep
Name |columns |status |Description |
[SSENSTTIVE_COLUMN_DISCOVERY 110 1 Succeeded
—a
Bvew- | = = 1
i Sensitive Statu Applicat Tabl Col C t ‘ S s |
ensitive Status pplication able olumn ommen
arr— |Matching [Not Matching | Name
Undefined
Undefined HR EMPLOYEES PHONE NUMBER Phone number of the employee; 515. 123.3181 @
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2.17

2.18

Click ‘OK’

Database Testing & Test Data Management

Sensitive Column Discovery Results

view v | 3 Deete.. |

Name

[Columns

Some sensitive columns are difficult to identify. These may be found through sensitive column discovery. First, a discovery jobiis created and submitted to generate a st of potential sensitive columns. After the job completes, the discovery results are
examined and the sensitive columns are selected. These columns are induded in the application data made! for use in Data Masking.

L

Status |Description
[FJSENSITIVE_COLUMN_DISCOVERY_110 1 Succeeded
—ar

ettty ver - m
L Sensitive Statu: Applicati | Tabl Col Ce t | fazeis
- enstvestats|sppicaton . g botwmten | veme
W PHONE_NUMBER

Sensitive HR EMPLOYEES PHONE_NUMBER Phone number of the employee; 515.123.8181 @

(T

Cancel

We have now added a new sensitive column to the ADM. Let’s save it.

Click ‘Save and Return

’

ORACLE Enterprise Manager Cioud Centrol 12¢

o s O
Data Discovery and Modeling
(Wnformation =
Senstve column discovery Job submitted successSully. Rietum to the Appkcston Data Models home Dage and dick the ink in the Most Recent Job Status column fo view the job desals. s
[
Edit Applcation Data Model: ADM_HR_BB gt coriers | ([ maniichen )
Appkcatiorn ard Tables Referential kelatorten sensitrve Columns
Actons = Wiew = o add Create Discovery Xob... [ Descovery Resuts. =
Apphcabon Table
g+ DEPRTMENTS
] EMPLOVEES
I EMPLOYEES
EC
EL
@E= User Defned Phone number of the emploves: indudes couny code and avea code |
EIC LADEFINED Duetorary
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2.19 We have built the ADM for prod database but we should perform the masking on test so we have to make
the ADM aware that the application is present in our test database as well.

Select the newly created Application Data Model

Click ‘Action’ -> ‘Associated databases’

ORACLE Enterprise Manager Cloud Conol 12¢ Sebp + Hep - 18 DeusER -~ | LogOut

Test
[Es——

Create... | — =
Edt.. Q"““‘“‘" J—) Ei Erats Daia Mashng l% Rophcation

Ausciated Cotsbses. o 0 5oL = oot Data st Gj)nmn,um-w = R
Verify Database |:=] nefrinen Job Database
tpurt.., " =

Treses1Delelr Dala

#un De

= Subwet Job

Sensittve Colomn Types
E vew = | [Foreste. grde. Rosee. | [

Seuree Dalabarse  Mosd Recent Job

Pame Source Database | Apphoation Sute Apphcatons | ource Cnwrer Verfication Stams  |Status Mast Recent Job Lnded Descrpbon
[Eacm ol eracke com Cuslom 1 Ol Drborr DELEER wiakd Tuerrrved
[Ejroe_tPoH fsestorsdecom  Custom 1 Orade Driver DEAER aialdd Sucoeaded

2.20 Click ‘Add’

Schema Mappngs

View - © Select schema. ..
Farre | Sewrer Dalabase | |apphcaton chema
Oprediorade.com - L= L

flenem
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2.21

2.22

Highlight ‘test .oracle.com’ and click ‘Select’

Click ‘Return’

Search and Select: Database - Oracle Enterprise Manager m
Search and Select: Database o
~| Search
Target Type | Al ]
Target Mame
On Host
Search
|Target Mame |TargetType |On Host Status |
emrep,orade.com Database Instance  em12.orade.com ﬂ
_t&stﬁ:rade.mm I]aiabase Instance  em12.orade.com &
23
Mode Single Select
Assaciated Databases L]
Apph:aton Ot Model ADM_ |t
Dakshases Srhema Mapngs
View + | o Add 3 Wiew + | G, Select Schema...
e Saurcr Database Anolcation Srhema
el [ M

[lprod.cencie.com

@ testorade.com

L
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C2. Create Data Masking Definition

Estimated Time to Complete Use Case: 20 minutes

Business Case

3.2

When a new application has been provided to the application users, it can be a daunting task to construct
the application relationships that make up the application. Fortunately, the process of creating the
application data model has been greatly simplified for application schema where the application
relationships are enforced through database constraint. In this use case, you will construct the application
relationships for the HR workload schema. This application data model will be the basis for performing the

rest of the Data Masking operations.

Create the Masking Definition and mask the database

You should already be logged on to Enterprise Manager. If you are not, please follow the instructions

detailed in earlier sections of this workbook.

From the ‘Data Discovery and Modeling’ page click ‘Data Masking Definition’

Or from the Menu, Enterprise> Quality Management - Data Masking Definition

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets v o Eavorites v @ History »

Data Discovery and Modeling &

¥ Hide Secure Test Data Management Overview

Create Application
Data Model

Production
Environment

Source
Database

H Update Data

Ge=lii

Secure Test Data Management uses Enterprise Manager's Data Discovery and Modeling {DDM) capability to enable operations such as Sensitive Data Discovery, Data Masking and Data Subsetting, DDM enables scanning and tagging of sensitive data and modeling of
data relationships that are encapsulated within an Application Data Model. The Application Data Model stores the list of applications, tables and relationships between table columns that are either dedared in the data dictionary, imported from application metadata or
user-specified. The Application Data Model maintsins sensitive data types and therr assodiated columns and is used by Secure Test Data Management fistures such 5 Data Masking and Data Subsetting, to produce test data securely.

I% Application Create Data Maskin
Definition

Create Data Subset Run Data Masking
Definition Job

Appation

I >

I
Fetch Data To Incude InsertiDelete Datd®

Run Data
Subset Job

Application Data Models
Actions v View v Create... A Edit.. 3§ Delete... | By

Test
Database

Source Database

Setp v Hep v | 3R DEUSER v | Logout O
Search Target Name v ry

Page Refreshed 17-Sep-2012 10:53:18 EDT G

Name Source Database | Application Suite Applcations Source Owner Efopiets E;sﬁa‘e”t %5 Mot Recent Job Ended Description
EADM_HR_X% prod.orade. com Custom 1 Oradle Driver DBUSER alid Succeeded 17-5ep-2012 10:53:12
[Elaom_TDM prod.orade.com  Custom 1 Orade Driver DBUSER palid Succzeded 16-5ep-2012 11:16:59
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3.3 Click ‘Create’

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets v iy Eav

Data Masking Definitions

Search

Masking Definition = Go

View | Edit | Generate Script | Schedule Job | Delete | Actions [ Clone Datzbase [=] Go
Select | Maskng Definition

| Application Data Mods| | Desaription

Columns | Status

Most Recent Jab Ended

Search Target Name +

Setup v Help +

.4 DBUSER + | Logout ©

+

Data masking is the process of making sensitive information in test o non-production databases safe. It disquises sensitive information by overwriting it with realistic looking but false data of a simiar type. Amasking definition defines the columns to be masked and
the format of masked data. You can create  new masking definition or use an existing dfinition for  masking operation. The Format Library contains a colection of ready-to-use masking formats.

ot [crese]

@  TPCH_MASK_STUDENTX TDM_TRCH
Format Library

Format Library

4 Script Generated

A masking format defines the format of masked data. You can create & new masking format and reuse it later when creating 2 masking definition.

5QL Performance Analyzer Task |

3.4 Complete the dialog box:

Name :

Application Data Model
option)

Reference Database :

Click ‘Add’.

MD_HR_XX (where XX are your initials)

: test.oracle.com

We will now add columns that needs to be masked

: ADM_HR_XX (Use the ADM created in previous section, use search Q

ORACLE Enterprise Manager Cloud Contral 12c

Data Masking Definitions

Create Masking Definition

*Name {jMD_HR.
* Application Data Model ||ADM_HR
* Reference Database
Description
Workloads

test.orade.com [+ %

Search Target Name ~

Capture fles and SQL Tuning Sets may be masked along with the sensitive columns in the database. Use of the SQL Expression format and conditional masking is not allowed while Workload Masking is enabled.

[T Ensure Workload Masking Compatibilty

Columns

Add columns you want ta mask and define masking format for each calumn, Fareign key columns are automatically added to maintain referentil integrity. Dependent columns are columns that do not have foreign key constraints defined, butreference a
masked column due to application level constraints. You can manualy add dependent columns to a masked column, Remaving  calumn fram this st will ramave al foreian key and dependent columns.

Select | Owner
No columns added

| Table Column

Sensitive Column Type | Column Group | Data Type

Format

Setup + Help +

'3 DBUSER ~ | LogOut o

-

|| Foreign key Columns

Cancel | ok |

Foreign Key Columns

Owner | Table

Dependent Columns |

| column | Parent owner | Parent Table | Parent Column
Mo foreign key columns
Dependent Columns
Owner | Table | column | parent owner | parent Table | Parent Column |
Mo dependent columns

1> Show Advanced Options

Cancel | ok |
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3.5

3.6

For Credentials select

Preferred

Click ‘Login’

For Schema

Click ‘Search

Select EMPLOYEE_ID, FIRST_NAME, LAST_NAME and PHONE_NUMBER for table EMPLOYEE

Click ‘Add’

’

SYSDBA Database

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12¢

@} Enterprise = (@) Targets + iy Favorites ~ @ History =

i test.orade.com @

Orade Database » Performance v Availabiity + Schema v Administration

Database Login

Credential @ Preferred @ Named @ New

Preferred Credential Name | | 5YSDBA Database Credentials [=]

Credential Details | Attribute

Username:
Password
Role sysdba
More Details

Cancel

HR

ORACILE Enterprise Manager Cloud Control 12¢

Setp - Hepv | 3@ DBUSER - | Logout O
& Enterprise v (@) Targets v g Eav Search Target Name + >
4 test.orade.com ® Logged in as S¥S (3 | [F em12.orade.com
Oracle Database + Performance « Availabiity = Schema + Administration «
Data Masking Definitions > Create Masking Definition > Add Columns o
Add Columns B
Application Data Model ADM_HR Database test.orade.com Py | ey | P ————
Logged In As SYS concd | |
Add one or more columns for masking. Foreign key columns will be added automatically. You can define masking format at once for all selected columns if they have the same data type.
Search
Schema Q Column Name
Table Name Column Comment
Sensitive Column Type Q Enter a string in cohamn comments. %
[ Mask selected columns s 2 group
Select All | SelectNone L
Select | Owner Table Name Column Name Sensitive Column Type Data Type Comment r
Manager_id of a department. Foreign key to employee_id column of
F w DEPARTMENTS MANAGER_ID UNDEFINED NUMBER. employees table. The manager_id column of the employee table references
this column.
HR EMPLOYEES EMPLOYEE_ID UNDEFINED NUMBER MASK candidate: HR Benefits Policy
HR EMPLOYEES FIRST_NAVE HR_FIRST_NAME VARCHAR2(20) MASK candidate: HR Privacy Policy
HR EMPLOYEES LAST_NAME HR_LAST_NAME VARCHAR2(25) MASK candidate: HR Privacy Policy
Manager id of the employee; has same domain as manager_id in
O w EMPLOYEES MANAGER_ID UNEFINED NUMBER departments table. Foreign key to employee_id column of employees table.
{useful for reflexive joins and CONNECT BY query)
HR EMPLOYEES PHONE_NUMBER VARCHAR2(20) Phone number of the employee; indudes country code and area code
A not null column in the complex primary key employee_id+start_date.
R J08_HISTORY EMPLOYEE_ID UNDEFINED HUMBER Foreign key to employee_id column of the employee table i
Cancel Define Format And Add | _
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3.7 Click A to define masking format for each row

ORACLE Enterprise Manager Cloud Control 12¢

setp ~ teb - | 3§ DEUSER + | Logout O
es v @ History ~ Search Target Name +
4 test.oracle.com @

Orade Database + Performance » Avaiabiity » Schema » Administration +

+

Logged in as 5¥S (3 | (3 em1z.orade.com

(D1nformation

Foreign key columns and/or dependent columns were added and will be masked the same way as the parent column.
HR.EMPLOYEES.EMPLOYEE [D - HR. DEPARTMENTS. MANAGER _ID; HR.EMPLOYEES. MANAGER_ID; HR. JOB_HISTORY EMPLOYEE_ID

Create Masking Definition

Cancel | ok |
*Name |MD_HR

* Application Data Mode! [ADM_HR Q
* Reference Database | test.orade.com [

Description
Workloads

Capture fles and SQL Tuning Sets may be masked along with the sensitive columns in the database. Use of the SQL Expression format and conditional masking is not allowed while Workload Masking is enabled.
[lEnsure Workload Masking Compatibility

Columns

Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to whitain eferental integrity. Dependent columns are columns that do not have foreign key constraints defined, but reference a
masked column due to application level constraints. ‘fou can manually add dependent columns to @ masked column. Removing a column from this list will remove all foreign key and dependent columns.
Remove

Add
Select All | Select None
Select | Owner Table Column Sensitive Column Type | Column Group Data Type | Format | Foreign ey Columns | Dependent Columns |
B EMPLOYEES EMPLOYEE_ID UNDEFINED

NUMBER
0 w

3 o

EMPLOYEES FIRST_NAME HR_FIRST_NAME VARCHAR2(20) 0 0

D HR EMPLOYEES LAST_MNAME HR_LAST_NAME VARCHAR2(25) 0 0

D HR EMPLOYEES PHONE_NUMBER PHONE_NUMBER VARCHAR2(20) 0 0
@ Columns that have this icon do not have a masking format defined.

In this system we have no employee_id that is larger than 999 so we are going to use random numbers For
EMPLOYEE_ID starting with 1000 and ends with 9999

Select Random Numbers in ‘Format Entry, click ‘Add’

Start Value : 1000 End Value : 9999

Click © to see a sample value. Click ‘OK’

ORACLE Enterprise Manager Cloud Control 12¢

setup - Hep- | 3@ DBUSER v | Logout O
& Enterprise ~ (@) Ta es v (@ History ~

4 test.orade.com @

Oradle Datsbase ~ Performance ~ Availsbiity ~ Schema ~  Administration ~

Logged in 25 5vS (3 | & em12.orade.com
Data Masking Definitions > Create Masking Definition > Define Column Mask
Define Column Mask

Owner HR Table EMPLOYEES
Column EMPLOYEE_ID Data Type NUMBER

Cancel | ok |

By default all records in the table will be masked using the spedified format. You can optionally identify more than one subset of records using conditions, Each subset can be masked using 3 corresponding masking format. The subsets will be masked in the order they
are spedfied. A subset will not be masked again even when it matches a subsequent condition.

Add Condition
ImportFormat |  FormatEntry [[Random Numbers =

Expand Al | Collapse Al

Format Entry Properties
Select | Condition

| Property Value Property Value | Sample
7 Conditons

‘ Remove ‘
® 7 Default Condition

Random Numbers Start Value

End Value

4
Cancel -K
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3.9 We will reuse real first names but we will shuffle them around.

Select Shuffle in ‘Format Entry, click ‘Add’

Click @ to see a sample value. Click ‘OK’

ORACLE Enterprise Manager Cloud Control 12c

Setp - Help - | (@ DBUSER v | Logout O

4 test.orade.com @

Orade Datzbase ~ Performance ~ Avalabiity ~ Schema ~ Administration

Loggedin as Svs (3 | [ em12.orade.com
Data Masking Definitions > Create Masking Definition > Define Column Mask
Define Column Mask
Owner HR Table EMPLOYEES
Column FIRST_NAME Data Type VARCHAR2(20)

cancel | ok |

By default al records in the table will be masked using the specified format. You can optionally identify more than one subset of records using conditions. Each subset can be masked using a corresponding masking format. The subsets wil be masked in the order they
are spedified. A subset wil not be masked again even when it matches a subsequent condition.

Add Condition
P s S o — | ] |

Expand ll | Collapse All

Select | Condition

Format Entry Properties
| Property Value
 Conditions

Property Value

| sample

Remove
) ¥ Default Condition

Shuffie

Evd
[}

Cancel -

3.10 Last names will be collected from a separate table where we have entered allowed sir names.

Select Table Column in ‘Format Entry, click ‘Add’
Table Name : HR.MASK_DATA Column Name: LAST_NAME

Click @ to see a sample value. Click ‘OK’

ORACLE Enter

ise Manager Cloud Control 12¢

3 DBUSER + | Logout O

4 test.oracle.com @

Orade Database v Performance » Availabiity » Schema » Administration

Loggedinas 55 (3 | [ em12.orade.com
Data Masking Definitions > Create Masking Definition > Define Column Mask
Define Column Mask
Owner HR Table EMPLOYEES
Cancel | OK
Calumn LAST_NAME Data Type VARCHAR2(25) Cancel | ox|

By default al records in the table wil be masked using the specified formatt. You can optionally identify more: than one subset of records using conditions. Each subset can be masked using a corresponding masking format. The subsets will be masked in the order they
are specified. A subset will not be masked again even when it matches a subsequent conditon

Add Condition

ImportFormat | FormatEntry | Table Column fl

Expand All | Collapse All

| Format Entry Properties |
Select | Condition | Property [ value [ Property [ value | sample Remove
¥ Conditions
° 7 Default Condition
HR MASK_DATA LAST_NAME
Table Coumn Tobl Name s Cobam Name (ESETT

g

Cancel
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There are predefined formats for columns like Phone number and credit card numbers which we can
import into the definition.

Click ‘Import Format’

ORACLE Enterprise Manager Cloud Control 12¢ Setp + e~ | g@ DBUSER v | Logout O

§ Enterprise v (@) Targets » o Favorites v (@ History Search Target Name v -
4 test.oracle.com @ Logged in as ¥S (| [ em12.orade.com
Crade Database ~ Performance ~ Availabiity » Schema ~ Admiristration +

Data Masking Definitions > Create Masking Definition > Define Column Mask
Define Column Mask

Ouner HR Table EMPLOYEES
Cancel | ok
Column PHONE_NUMBER DataType VARCHAR2(20) EJ

8y default al records in the table will be masked using the specified formatt. You can optionally identify more than one subset of records using conditions. Each subset can be masked using a corresponding masking format, The subsets will be masked in the order they
are specified. A subset will not be masked again even when it matches a subsequent condition.

Add Condition
Import Format l:gnrmat Entry | Array List [=] add

Expand All | Collapse Al

| Format Entry Properties |

select | Condition | Property value Property Value | sample Remove
7 Conditions
@ 7 Default Condition

(Add & format entry)

cancel | ok |

3.12 Select ‘USA Phone Number Formatted’

Click ‘Import’

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ Help ~ | 3 DBUSER ~ | LogOut o

& Enterprise ~ (@) Targets rites @ History ~ rch Target Name v +
it test.oracle.com @ Logged in as 5¥5 (3 | [F em12.orade.com
Oracle Database v Performance ~ Avaiabiity ~ Schema + Administration +

Import Format
Datsbase test.orace.com Logged In As 5V5

Cancel | Import
Quner HR Column PHONE_NUMBER Qy
Table EMPLOYEES Data Type VARCHAR2(20)

Search
Name
Onner
Sensitive Column Type [PHONE_NUMBER Q
Search
Select | Format | Data Type | sensitive Column Type Sample Description | owner ‘
USA Phone Number Character PHONE_NUMBER 5755569642 ~2,7 billon unique USA phone numbers SYSMAN
USA Phone Number Formatted Character PHONE_NUMBER 567-154-6613 2.7 billon unique USA phone numbers SrsMAN |

3.13 Click ¢ to see a sample value. Click ‘OK’.
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& Enterprise (@) Targets + o Favi

4 test.oracde.com @

Define Column Mask

Ouwner

Import Format

Expand Al | Collapse Al

Format Entry

Select | Condition

Array List

ites v (@ History ~

Oradle Database ~ Performance » Availabiity v Schema » Administration ~
Data Masking Definitions > Create Masking Definition > Define Column Mask

HR
Column PHOMNE_NUMBER

] L |

Table EMPLOYEES
Data Type VARCHAR2(20)

By default all records in the table wil be masked using the specified format. You can optionally identify more than one subset of records using canditions, Each subset can be masked using a correspanding masking format, The subsets wil be masked in the order they
are spedfied. A subset will not be masked again even when it matches a subsequent condition.

‘ Format Entry Properties

Setup ~ Help ~ | 3§ DBUSER

Lgour O

Search Target Name ~

+

Logged in as 5¥5 (3 | [ emi2.orade.com

Cancel | ok |

Add Condition

| Property [ value [ Property [ value | sample ‘ Remove ‘
7 Conditions
Random Numbers Start Value 1 End Value 7 z
Random Digits Start Length 7 End Length 7 z
Post-Processing Function Package Name &ESNMP‘DM-FMTUB Function Name &;MT-DM-GENJH-US‘ ?
Cancel -
All columns are now formatted. Lets save the Masking Definition
N ’ ’
Click ‘OK
ORACLE Enterprise Manager GCloud Control 12¢ Setup - Hep - | 3§ DBUSER » | Logout O
¥ Enterprise v (@) Targets v iy Eavorites ~ (@ History = Search Target Name ~ -
4 test.oracle.com @
Orade Database » Performance » Availsbiity » Schema » Administration «

Create Masking Definition

Workloads

Capture files and SQL Tuning Sets may be masked along with the sensitive columns in the database. Use of the SQL Expression format and conditional masking is nat allowed whie Workioad Masking is enabled.
[]Ensure Workload Masking Compatibility

Columns

‘Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Bependent columns are columns that do not have foreign key constraints defined, but reference a
masked column due to application level constraints. You can manually add dependent columns to a masked column. Removing a column from this list will remove all foreign key and dependent columns.

Remave

Select All | Select None

Logged in as VS (8 | [F em12.orade.com

Cancel -
*Name [MD_HR
* Application Data Model [ADM_HR

*Reference Database | test.orade.com [=]

Description

n

Add

Select |OwnEr Table Column Sensitive Columny Type \ Column Group Data Type | Format \ Foreign Key Columns | Dependent Columns |
|:| HR EMPLOYEES EMPLOYEE_ID UNDEFINED U NUMBER Ey 3 o
D HR EMPLOYEES FIRST_NAME HR_FIRST_NAME VARCHAR2(20) Ey 0 o
O w EMPLOYEES LAST_NAME HR_LAST_NAME VARCHAR2(25) E}’ 0 0
D HR EMPLOYEES PHONE_NUMBER PHONE_NUMBER VARCHAR2(20) E‘}) 0 o
Foreign Key Columns
Owner Table Column Parent Owner Parent Table | Parent Column
HR DEPARTMENTS MANAGER_ID HR EMPLOYEES EMPLOYEE_ID
HR EMPLOYEES MANAGER_ID HR EMPLOYEES EMPLOYEE_ID
HR JOB_HISTORY EMPLOYEE_ID HR EMPLOYEES EMPLOYEE_ID -

It is now time to generate the SQL and PL/SQL that will perform the masking.

Select the newly created Masking Definition.

Click ‘Generate Script’
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ORACLE Enterprise Manager Cloud Control 12¢

g Enterprise + (@) Targets » iy Favorites » (@ Hitory v

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic looking but false data of a smilar type. A masking definition defines the columns to be masked and
the format of masked data. You can create a new masking definition or use an existing definition for @ masking operation. The Format Library contains a collection of ready to-use masking formats.

Setp - tep+ | 3 DEUSRR - | Logouwt O

-+

Import | Create

Search | Masking Definiton ] Go
View ‘ Edit [ Generate Saript | Schedule Job ‘ Delete ‘Acuor\s Clone Database [+] Go
Select | Masking Definition | Appication Data Model | Description Columns | Status
(e mr ADM_HR 4 Script Not Generated
TPCH_MASK_STUDENTX TOM_TPCH 4 Script Generated
Format Library

4 masking format defines the format of masked data. ‘fou can areate a new masking format and reuse it later when creating a masking definition.
Format Library

SQL Performance Analyzer Task |
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3.16 This action will take about 1 minute. Now you have the opportunity to brows and look at the masking
script that has been generated.

When you are ready, click ‘Return’

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ Help ~ 1% DBUSER ~ | LogOut o

) Targets v oy Favorites v (@ History =

Search Target Name + +

4 test.oracle.com @

Loggedin as 5¥S (8 | [5] em12.orade.com
Orade Database ~ Performance v Availability ~ Schema ~ Administration

{Dinformation
Data masking script generation completed successfully.

Script Generation Results: MD_HR
Database test.orade.com

Number of Tables 3
Logged In As SYS

Columns 7

Script Options

Use script to done and mask the database. Clone And Mask

Schedle the data masking job. The script wil be executed by the job to perform the masking operation. _Schedule Job

W Script
The script summary isa st of the database commanci that wil be used to mask the selected columns, The ful sript i a PL/SQL scrpt that inludes functions, pracedures, and other commands needed during the masking operation. The full sy Full Sarpt
script wil be executed by the job to perform the masking operation,
View (@) Seript Summary () Ful Script =
T Target datebase:  test.orade.com T A
— Saript generated at: 16-SEP-2012 0%:53

comMMIT m
ALTER SESSION ENABLE PARALLEL DML

BEGIN mamtsmask_util.cet_task_name (DBMS_SQLPA.create_analysis_task(sglset_name=>mgmt$mask_uti.get_sts_name
stask_name =>mgmtsmask_uti.get_task_name , sglset_owner=>mgmtsmask_util.get_sts_owner)); END;

BEGIN DEMS_SQLPA.execute_analysis_task(task_name => mamtsmask_uti.cet_task_name, execution_type => 'explain
plan’, execufion_name => ‘pre-mask_DM_RAT_135); END;

DROP TABLE "MGMT_DM_TT_133" PURGE
dedare
adj numbe
num number:=0;

begin
select length{count(%)) into adj from (select distinct "PHONE_NUMBER” from "HR","EMPLOYEES™; 4
num = adj;

L~ Impact Report

Return | ™

3.17 It is now time to perform the masking on our test database.
Select the newly created Masking Definition.

Click ‘Schedule Job’

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Hep~ | 5§ DBUSER ~ | LogOut o

¥ Enterprise v (@) Targets v iy Favorites v (@ History +

Search Target Name = +

4 test.oracle.com @

Logged inas 5¥5 (&) | [ em12.orade.com
Oracle Database ~ Performance ~ Availabiity ~ Schema » Administration »

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A masking definition defines the columns to be masked and
the format of masked data. You can create a new masking definiion or use an existing definition for @ masking operation. The Format Library contains a collection of ready-to-use masking formats.

Search | Masking Definiton ] ﬂ Import | Create

View | Edit | Generate Saript _Schedulelnh Delete | Actions | Clone Database [+] Go

Select | Masking Definition & | Application Data Model | Desaription Columrs | Status | Most Recent Job Ended SQL Performance Analyzer Task |
[ @ MD_HR ADM_HR 4 Script Generated
TPCH_MASK_STUDENTX TDM_TPCH

4 Script Generated

Format Library

A masking format defines the format of masked data. You can create @ new masking format and reuse it later when creating a masking definition
Format Library

L
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3.18 For Database Credentials select:

Preferred : SYSDBA Database

Click ‘Submit’

ORACLE Enterprise Manager Cloud Control 12¢ setp v Hep~ | 3§ DBUSER + | Logout O

% Enterprise v (@) Targets » oy Favorites v (@) History ~

arch Target Name = +
4 test.orace.com @ Logged inas 5¥S (3 | [F] em12.orack.com
Orade Database + Performance + Avalabilty ~ Schema + Administration +
Schedule Data Masking Job: MD_HR  Enl
Application Data Model ADM_HR Mumber of Tables 3 Cancel
Logged In As SYS Columns 7

* Job Name |MASKING _JOB_144

Job Deseription
*Reference Database | test.orade.com [=]
* Script File Location | /u01/home foraclefora112/dbs Q,

* Script File Name [masking144.sdl
Detect SQL Plan Changes Due To Masking

[ZlRun QL Performance Analyzer to compare SQL execution plans before and after masking.Plan changes may be caused by the data, workioad, and statistics changes made by the masking script.

Task Name
T Q

m

5QL Tuning Set
Host Credentials
Enter credentials to login to the database host.

Credential @ Preferred () Named @) New

Preferred Credentizl Name | Database Host Credentials =

Attribute Value
Cradential Details  UserName rade
Password
More Detzils

Database Credentials
Enter credentials to login to the reference database.
Credentsl @ Prefered © Named © New
Preferred Credential Name [ SYSDBA Database Credentials |+ |
Attribute

Value
Username

Credential Details
Password

3.19 The Job is now scheduled and will run for a minute or two.

To monitor the job, right click on the ‘View Job Details’ and open it in a new tab.

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ tielp - | 3§ DBUSER + | Logouwt O

4§ Enterprise v (@) Targets ~ i Favorites ~ (@) History ~

Search Target Name ~ +
4 test.orace.com @

Loggedin as 5¥5 (@) | [ em12.orade.com
Orade Database + Performance + Avaiabilty - Schema - Administration ~

El0b submitted Successfully
Data Masking job has been submitted successfully, Click on the View Job Details link below to view execution status,

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A masking defirition defines the columns to be masked and
the format of masked data. You can create & new masking definition or use an existing definition for 2 masking operation. The Format Library contains  collection of ready-to-use masking formats.

Search | Masking Definition =] Go

Import | Create
view | Edit | Generate serpt | schedule 10b | Delete | Acsons | Clone Database [=] 6o |
Select | Masking Defirition 4

|Appll:anﬂr\ Data Model ‘ Description Columns ‘ Status
@ MR

ADM_HR 4 [Masking Job Scheduled
TPCH_MASK_STUDENTX

TOM_TPCH 4 Seript Generated

Most Recent Job Ended

SQL Performance Analyzer Task |

Format Library

A masking formatt defines the format of masked data, You can create a new masking format and reuse it later when creating a masking definition.
Format Library
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3.20 When all three steps have succeeded close the tab

anagement

ORACLE Enterprise Manager Cloud Contral 12c Setup ~

oy Enterprise = Targets » o Eavorites ~ @ History ~

Jab Activity > 1
Job Run: MASKING_JOB_144

Summary
Status Succeeded Type Data Masking
Scheduled 16-Sep-2012 05:55:27 GMT-04:00 Owner DBUSER
Started 16-Sep-20120! 0 GMT-04:00 Description
Ended 16-5ep-2012 05:55:55 GMT-04:00 Execution D CHCF 1477EF634B5EE040920AAB352AFE
Elapsed Tme 25 seconds Saript juD1/homejoradle fora112/dbs/mask...

Targets
Status [ Al =l

o]

Expand All | Collapse Al

Hep - | 3@ 0BUSR -+ | Logout O

>

Page Refreshed 16-Sep-2012 05:56:21 EDT

Delete Run | Edit | View Definition
Log Report

Name Targets Status Started Ended Elzpsed Time
¥ Execution: test.oracle. com test.orade.com Succeeded 16-5ep-2012 05:55: 30 GMT-04:00 16-Sep-2012 05:55:55 GMT-04:00 25 seconds
Step: PutsalFile test.orade.com Succeeded 16-5ep-2012 05:55:30 GMT-04:00 16-5ep-2012 05:55:34 GMT-0400 4 seconds
Step: Command test.orade.com Succeeded 16-5ep-2012 05:55: 34 GMT-04:00 16-5ep-2012 05:55:55 GMT-04:00 21 seconds

Delete Run | Edit | View Definition

3.21 We are now going to compare the information between production and Masked test

Navigate to the Jobs Library page: From the Menu, Enterprise = Job = Library

ORACLE Enterprise Manager Cloud Control 12¢ Setup -

Help - | 3 DBUSER + | Logout O

\Entemprise.x) @) Targets ~ o Eavorites ~ @ History ~

+

Summary
Monitoring b {v Availabiity » Schema + Administration
- Activity
serfird nformation in test or non-production databases safe. It disguises sensitive information by overwriting it with realistic looking but false data of a similar type. A masking definition
Configuration * an greate's new masking definition or se an existing definition for a masking operation. The Format Library contzins a collection of ready-to-use masking formats.

Compliance

.
Provisioning and Fatching  + 1= Go

Loogedinas svS (3 | I em1z.orade.com

defines the columns to be masked and

Import | Create

Format Library
A masking format defines the format of masked data. You can areate a new masking format and reuse it later when creating a masking definition.
Format Library

Quality Managament v
My Oracle Support » Bchedule Job | Delete | Actions [ Clone Database [+] o |
Cloud v ‘ Application Data Model ‘ Description ‘ Columns | Status Most Recent Job Ended 5QL Performance Analyzer Task ‘
@ MDIR ADM_HR 4 Masking Job Succesded 2012-sep-16 05:55:55 GMT-04:00
TPCH_MASK_STUDENTX TDM_TPCH 4 Script Generated

3.22 Select ‘BEFORE AND AFTER MASKING’, Click Submit

ORACLE Enterprise Manager Cloud Control 12¢ Setup~ Hepv | yQ DBUSER + | Logout O
¥ Enterprise > (@) Targets ~ o Eavorites ~ (@ History ~ ry
®
Page Refreshed 16-Sep-2012 06:29:07 EDT
Job Library
Job Type [Al [=] Name Owner AN = e
Create Like | Edit | Delete | | Create Library Job [0S Command =] e
Select | Name & | 300 Type Onner Targets Target Type
BEFORE AND AFTER MASKING SQL Seript DBUSER 2 Datzbase Instance
() BEFORE AND AFTER SUBSET SQL Seript ORACLE 2 Datzbase Instance
DB_REPLAY_RUN_WORKLOAD 05 Command CRACLE em12.orade.com Host
DB_REPLAY_SETUP 05 Command CRACLE em12.orade.com Host
DM4RAT_COPY 05 Command ORACLE em12.orade.com Host
DM4RAT_SETUP 05 Command CRACLE em12.orade.com Host
IMPORT SUBSET DATA 05 Command CORACLE test.orade.com Datsbase Instance
REAL-TIME ADDM - SETUP DATABASE HANG 05 Command CRACLE em12.orade.com Host
SPA_STATS_SETUP 05 Command ORACLE em12.orade.com Host
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3.23 Click ‘Submit’

ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise - (@) T¢

ets ~ i Favorites = (@ History ~

Database Testing & Test Data Management

Submit 'SQL Script' Job From Library Job 'BEFORE AND AFTER MASKING'

General  Parameters  Credentisls  Schedule  Access
*Name BEFORE AND AFTER MASKING.2

Description
Target Type Database Instance
Target

Aadd individual targets or one compasite target, such as a Group.,
Remove | | Add

select All | select None
Select | Name & Type Host
[T]  prod.oracle.com Database Instance

[ test.orade.com

em12.oracle.com
Database Instance

Setup + Help - | 3§ DBUSER - | LogOut o

a

®

Search Target Name ~

Cancel | Submit

Time Zone

em12.oracle.com

3.24

Eastern Daylight Time

Eastern Dayiight Tme

Cancel

Click on the Confirmation Link ‘BEFORE AND AFTER MASKING.<9>’

ORACLE Enterprise Manager Cloud Control 12¢

& Enterprise ~ (@) Tarcets ~ o Favo

es v (@ Histary -

Job Library
Confirmation
The job was created successful
BEFORE AND AFTER MASKING. 2 [N
JobType | Al =

Name Owner | all

Submit | CreateLke | Edit | Delete | | Create Library Job | OS Command

Select |Name &

& s
& &l
| 300 Type
SQL Saript

BEFORE AND AFTER MASKING

Qwner Targets

DBUSER 2

Setup ~ Help - | g DBUSER + | LogOut (=

Search Target Name ~

+

O]

Page Refreshed 16-Sep-2012 06:20:52 EDT s

Target Type

3.25

Database Instance

When Status is ‘Succeeded’ for both prod and test database.

Click ‘Show All Details’

ORACLE Enterprise Manager Cloud Control 12¢

& Enterpri

Job Activity > Job Ru AND ASKING.2
Job Run: BEFORE AND AFTER MASKING.2

Scheduled  16-Sep-2012 06:29:50 GMT-04:00
Targets 2 targets

Executions

Targets

Type SQL Saipt
Cwner DBUSER

Setup v Hep - | 3@ DBUSER - | Logout O

-

Page Refreshed 16-Sep-2012 06:30:21 EDT ()

Delete Run | Create Like | Edit | view Definition |

Desciption
status | All =
Go
Log Report

Show AllDetails ] Hide All Details
Select | Detals | Targets Status Started Ended Elapsed Time
@ P 5hon testorade.com Succzeded 16-5ep-2012 06:29:54 GMT-04:00 16-5ep-2012 06:29: 55 GMT-04:00 0 seconds
L> Show  prod.oracie. com Succeeded 16-Sep-2012 06:29:54 GMT-04:00 16-5ep-2012 06:28: 55 GMT-04:00 0 seconds
Delete Run | Create Like | Edit | view Definiton
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3.26 Since email was not masked we made a selection of rows from both databases where email starts with ‘D’.

ORACLE Enterprise Manager Cloud Control 12¢ Setup~ Help~ | 4§ DBUSER+ | Logouwt C

Search Targe: e ~ | £

& Enterprise v () Targets = fip Favorites~ @ History =

Job Activity = Job Ru AND NG.3 Page Refrashed 17-52p-2012 06:58:16 EDT €~
Job Run: BEFORE AND AFTER MASKING.3
Delete Run | Creste Like | Edit | View Cefintion |
Scheduled 16-Sep-2012 11:34:48 GMT-04:00 SQL Script
Targets 2targets DBUSER

Executions

Targets

Status [ Al =

s
Log Report

Showr Al Details | Hide All Details
Select | Details | Targets Status

Started Ended Elapsed Time |
@ 7 Hee testorscecom Succesded 16-Gap-2012 11:34:53 GMT-D4:00 16-Gep-2012 11:14:54 GMT-04:00 0seconds
Output Log
SQL*Plus: Release 11.2.0.2.0 Production on Sun Sep 16 11:34:54 2012
Copyright (e} 1982, 2010, Oracle. A1l rights reserved.
SQL> SQL> Connected. 3
3QL> 5QL> SQL> SQL> SGL>
MAIL EMPLOYEE 1D FIRST NAME LAST NAME  PHONE NUMBER \
DAUSTIN 2068 Lisa Warden 317-486-0006
DBERNSTE 2004 Guy Tolte
DEAVIET 6069 Christopher Neeson 870-325-5010
DERANT 2065 Alexis Puri 574-148-3003
,
View Complete Log... b
s 7 Hide prod orace.com Succesded 16-Sep-2012 11:34:53 GMT-04:00 16-Sep-2012 11:34:54 GMT-04:00 0szconds
Output Log

SQL*Flus: Release 11.2.0.3.0 Production on Sun Sep 16 11:34:54 2012
Copyright (c) 1982, 2011, Oracle. A1l rights reserved.

SQL> SQL> Connected.

0L SOTe SOy SO 50T

EMATL EMPLOYEE_ID FIRST NAME LAST NAME  PHONE_NUMBER \

DRUSTIN 105 David Bustin 530.423.4569

DBERNSTE 151 David Bernstein  011.44.1344.345268 m
DEAVIET 109 Daniel Faviet 515.124.416%

DGRANT 199 Douglas Grant 650.5

View: Complete Log...

End of Data Masking Lab
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D. Define and Execute Subset Based on Application Data Model

Estimated Time to Complete Use Case: 20 minutes

Business Case

In the Data masking exercise we learned how to create an application Data Model (ADM). So in this
exercise we will use a predefined ADM and go directly to Data Subsetting

Having discovered the application relationships, the application administrator now needs to create a
smaller sized representation of this database so that the enterprise provide realistic-production data
available to application developers for accurate application testing while reduce their storage costs by not
having to provision a entire production environment for each developer.

4. Execute Subset

4.1 You should already be logged on to Enterprise Manager. If you are not, please follow the instructions
detailed in earlier section of this workbook.

4.2 So, let’s begin the subsetting operation.
Switch to the original tab Navigate to Data Subsetting:
From the Menu, Enterprise = Quality Management = Data Subset Definitions

") Data Discovery and Modeling - Oracle Enterprise Manager - Mozilla Firefox

Fie Edit View History Bookmarks Tools Help

@ - ar (= http://10.140.223.138:7000/em/faces/agentpush-task-flow/core-agentpush-platformselection? 17 - - >

[ Most Visted T Aria ] Account Request | ] CRM Tickets [&] My Orade ] Network Request [=] Software [&] Enterprise Manager 12c

[=] Data Discovery and Modeli... £ | | | View Request [=] Execution Results: prod.orace... + -

ORACI|LE Enterprise Manager Cloud Control 12¢ Logout O

¥ Entempiise =) @) Tarcets ~ o Eavorites v @ History » Search Target Name +
Summary éﬁ"!! H Page Refreshed Jan 4, 2012 5:49:28 AM EST

Monitoring L
|ement Overview
Job 3

'L oracle

Setup v Help ~

Reports [J

Configuration ) fE A Edit... 3¢ Delete... | B

Compliance » lource Database  |Aplication Suite Applications |Source Owner source Datebase [MostRecent 00 ot Recent Job Ends
Provisioning and Patching  * o4 oracle com Custom 2 Oracle Driver ORACLE Pvalid Succeeded Jan 4, 2012 5:38:38 4
Application Replay

My Oradle Support v Database Replay

S0QL Performance Analyzer

Data Discovery and Modeling
Data Masking Definitions
Data Masking Formats
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4.3 Create a subset definition for ‘TDM’ schema. Click ‘Create’

ORACLE Enterprise Manager Cloud Control 12c
©
Data Subset Definitions &

W Hide Test Data Management Overview

Collect
Metadata

o
u

Application

Production
Environment

Create Application Data
Mode!

Create Data Masking
Definition

Source Create Data Subset Run Data Masking
Database Definition Job

Setup v+ Help » ‘ ORACLE | Log Qut

Page Refreshed Jan 4, 2012 6:09:47 AM EST C

==
Application

Test
Database

Test
Environment

| | a H Update Data |
o
Fetch Data To Include Insert/Delete Data
Run Data
Subset Job
Actions v View = Create... | /# Edit.. $¢Delete.. | Bp
‘NamE Application Data Model |Snurce Name Description Most Recent Job Status Most Recent Job Ended

No data to display.

4.4 Complete the dialog box:

Name

TDM-Region_XX

(Note: You can create subset definition with new name, such as TDM-Region_<XX> where XX are

yor initials)
Application Data Model

Source Database

Click Continue.

ADM_TDM (use search Q option)

prod.oracle.com (use search Q option)

Data Subset Definition Properties: General

* Name [ TDM-Region_XX
Description
* application Data Model| ADM_TDM

* Source Database \ prod.orade.com

pF
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4.5 For Credentials select

Preferred : SYSDBA
Click ‘Submit’.

| Data Subset Definition Properties: Schedule Application Detail Collection ]
General
* Job Name | APP_DETAIL_COLLECTION_32
Job Description

Credentials
Credential @ Preferred () Named 0 New
Preferred Credential Name || SYSDBA Database Credentials

Credential Detals  [attribute

\\fa\ue

Username sYs

Password A
Rale sysdba
More Details

Schedule
Start @) Immediately () Later G 0
Grace Period [] Do not run if it cannot start within 115 | hours of the scheduled start time

Cancel

4.6 Monitor the job and ensure successful completion.

Click the refresh icon periodically and check the ‘Most Recent Job Status’ column.

ORACLE Enterprise Manager Cloud Control 12

& Enterprise ~ (@) Targets + o

Setp v telb v | 3§ DBUSER » | Logout O
es v (@ History v

Search Target Nan< - [ £
Data Subset Definitions 5

Page Refieshed 14-Sep-2012 03:56:37 [DT
@]nfcrmatiﬂn

Application detai collection job submitted successfully. Click the linkin the Most Recent Job Status column below to view the job details.

Bl
£ Show Test Data Management Overview
Actions v View v | [ Create... #Edit.. $¢Dele=.. | B
[Mame | Application Data Model |source Name |Description |Most Recent Job Status Most Recent Job Ended
[Elrom-region o ADM_TDM_XX prod.oracle.com Subset definition for TDM schema Scheduled
st H ’ ‘ ’
Job should complete within a minute. When completed, you’ll see ‘Succeeded’ status.
ORACLE Enterprise Manager Cloud Control 12c Setp v Help~ | 3§ DBUSER » | LeogOut o
&} Enterprise ~ (@) Targets + o Favorites ~ (@) History ~

Search Target Name v
Data Subset Definitions

+

[>Show Test Data Management Overview

Actions » View v | [fcreate.. FEdt. $¢peete.. | Fp

[Name

Page Refreshed 14-Sep-2012 04:13:11 €T &

[application Data Model [source name |Description
[Elmom-Region_xx ADM_TDM_XX

|Most Recent 1ob Status
prod.orace.com

Most Recent Job Ended
Subset definition for TDM schema Succeeded 14/09/12 08:11:42
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4.7 Once the creation process has completed, we need to define the subset criteria.

Select the newly created subset definition and click ‘Edit’.

Database Testing & Test Data Management

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help +

Logout O

& Enterprise v (@) Targets v g Favorites v @ History =

Search Target Name ~

+

Data Subset Definitions &

Page Refreshed 14-5ep-2012 07:07:34 0T &

£>Show Test Data Management Overview

Actions v View = Create... Roeete.. | Ep

Name: | Application Data Model Source Name |Description |Most Recent Job Status | Most Recent Job Ended
M-Region_XX ADM_TDM_XX prod.orade.com ___ Subset definition for TOM schema Succeeded 14/09/12 08:11:42

L

4.8 On the Database login page, select ‘SYSDBA Database Credentials’, wait for login credentials to auto-

populate and click login button

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets » o Favorites v @@ History +

¢ jprod.oracle.com @

Or Database ~ Performance »  Availshility ~ Schema »  Administration

Database Login

Credential  (§) Preferred (7) Named (7) New

Preferred Credential Name l SYSDBA Database Credentials | % '

Credential Detals | Attribute |value
Username sys
Password e
Role sysdba
More Details

Cancel

4.9 On the Applications tab, click on & to move the ‘TDM’ to ‘Selected’ column.

DRACILE Enterprise Manager Cloud Conlrol 170

Edit: TDM- Region_XX

Applicatinns Tabir fudes Rulle Parameters Space Estimates PrePost Subset Seript
fiukes can be appbed only on selected appkcations. Related rows from destendant tables in unselected processed du
Available Sebected
TOMTOM)

L

Retun
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4.10 Click on the ‘Tables Rules’ Tab followed by click on ‘Create’ button.
ORACLE Enterprise Manager Cloud Control 12 tep - O
Edit: TDM-Region_XX Return

Applications Table Rules Rule Parameters Space Estimates PrefPast Subset Script
Actions - View » | [% Create..] ZEdit.. 38 Delete...

Appiications [Tables [Rows to Indude |include Related Rows From
No data to display.

b

Ancestor and Descendant Tables

Applications | Tables |Relationship
MNo data to display.

Default Table Rows

4.11 On the dialog box,

Application: Select TDM
Tables: Select ‘Specified’ = Select ‘H_ORDER’
Rows to include: Select ‘Rows Where’ = copy & paste following SQL:

o_custkey in (select c¢_custkey from TDM.h_customer where
c_nationkey in (select n_nationkey from TDM.h_nation where
n_regionkey in (select r_regionkey from TDM.h_region where r_name

=:region)))
Include Related Rows: select ‘Ancestor and Descendant Tables’
Click OK
Table Rule -]
Application( FTOM(TDM) Tables () all Tables
g
@ of Type =
Rows to Indude ) All Rows
© some R{s | 100 %
o_custkey in (select c_custkey from TDOM.h _customer where ¢_nationkey in (select n_nationkey from TDM.h_nation ]
where n_regionkey in {selectr_regionkey from TDM.h_region where r_name = :region })}
Indude Related Rows
@) Ancestor and Descendant Tables
() Ancestor Tables Only
& TIP
‘ Cancel
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4.12

4.13

4.14

Click OK on the warning dialog.

& Warning <]

Rule parameters corresponding to the bind variables 'regionid' should be created before generating subset.

Click on the ‘Rule Parameters’ Tab. Click ‘Create’

ORACLE Enterprise Manager Cloud Contral 126 o - O
Edit: TDM-Region 3¢ Rtum
i ke ey e
| Name | Vakue Comments
P data to dsplay.
In the dialog, enter following values.
Name region (without the :)
Value ‘AMERICA’
Click OK
Note: If you get an error message, eliminate any spaces in the name.
Rule Parameter Properties ]
* Mame | region
Value | 'AMERICA|
Comments I
Cancel
ORACLE Enterprise Manager Cloud Control 12¢ vep - O
Return

Edit: TDM-Region_XX

Applcations Table Rules Pre[Post Subset Script
Rule parameters used in where dause shouid be avalable before generating subset. Editing a ruie parameter would update space estimates accordingly.

Rule Parameters Space Estimates

Actions v View v | [FfCreat=... FEdit.. 3¢ Delete.
[Name [value |comments
region "AMERICA'
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Click on the ‘Space Estimates’ Tab. Click on View -> Expand All.

ORACLE Enterprise Manager Cloud Control 12c

Help » O

Collapse Al

Scroll to First
Scroll to Last

Reorder Columns. ..

Edit: TDM-Region_XX

Applications Table Rules

Cirl-+Home
Cirl+End

Rule Parameters

Return

Space Estimates PrejPost Subset Script
Impact of subset rules on tables are dispiayed below. The values shown here are based on estimates and may not be accurate
) refresh... = 12
,  Columns vl Source Size [ Estimated Subset 5ize |
L | B[ Rows | vB| Rows| %)
912.1508 8661245 0.0008 7 0

Confirm the reduction in size in the TDM schema.

ORACLE Enterprise Manager Cloud Control 12¢

tep - O

Applications Table Rules

Edit: TDM-Region_XX

=

=

Rule Parameters

Space Estimates

Pre/Post Subset Script
Impact of subset rules on tabies are displayed below, The values shown here are based on estimates and may not be acaurate.

view ~ | [} Refresh...

e Rl | Source Size | Estimated Subset Size |
i Table Rule [ VB Rows| a] Rows| %|
v Applications and T 912.1908 8661245 0.0008 7 0
¥ TDM(TDM) 912,1908 8661245 316.229 2774813 34.67
H_LINEITED 606.6557 6001215 123.0514 1217252 2.2
H_ORDER o_custkey in (select ¢ 198.7732 1500000 44,3165 446819 2.7 ]
H_PARTSUR 109.1003 00000 109.1003 00000 100
H_CUSTOM 24,0326 150000 16.1358 100712 67.14
H_PART 22.316 200000 22.316 200000 100
H_SUPPLIE] 1.3065 10000 1.3065 10000 100
H_NATION 0.0021 25 0.0021 25 100
H_REGION 0.0004 5 0.0004 5 100

Click on ‘Return’. Note : In case you encounter an error after hitting return — please see the workaround
provided at the end of this section.
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At this point, the Subset definition is complete. Now we will execute the subset operation, using that

Return to Enterprise = Quality Management = Data Subset Definitions. Highlight the newly created
definition and select Actions = Generate Subset.

ORACLE Enterprise Manager Cloud Control 12¢

@ Tercets ~ ¢ E

Data Subset Definitions [

[~ Show Test Data Management Overview

vaewv [Bfcreate.. AEdt.. 3 Delete...

Setup - Heb - | Jf DEUSER - | Logour O

+

Page Refreshed 14-5ep-2012 07:21:48 EDT Cr

&

|Source Name |Description |Most Recent Job Status Most Recent Job Ended

prod.orade.com  Subset definition for TOM schema Succeeded 14/08/12 08:11:42

Create... |Application Dats Model
Edt. ADM_TDM_xX
Reassodate...

Impart...

Export..

Delete...

4.17 On the dialog box:

Create Subset By:

Target Database:
Database Credentials:
Rule Parameters:

Click Continue.

Select ‘Writing Subset Data to Export Files’

prod.oracle.com (use search QU option)
Select ‘Preferred’ Credentials = ‘SYSDBA’ Credentials
region = AMERICA

Generate Subset: Subset Mode =

»

Generate: TDM-Region_XX =

Create Subset By @ Writing Subset Data to Export Files
() Deleting Data From a Target Database:

* Target Database | prod.oracle.com I

Database Credentials

1

Credential

@ Preferred () Mamed ) New
Preferred Credential Name
[ SYSDBA Database Credentials [« ]
Credential Details

Attribute [value
Username SYS
Password =~ =000l &w=EsEE =
Rale sysdba
More Details

Rule Parameters

View +
MName Value \Cummenls

Continue | Cancel
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4.19

Select DATA_PUMP_DIR as the export File Directory.
Check the box to confirm that “Store subset in external directory” = DATA_PUMP_DIR.

Click Continue

Click ‘Submit’

Generate Subset: Parameters
* Subset Dlrectnrv [=]
{ fJud1/homejorade ftdm/dpump )
[E Store subset in external directory ]

External Directorvl DATA_PUMP_DIR. - I

{ jud1/home/jorade ftdm /dpump )

* Export File Name | EXPDAT%6U.DMP
* Maximum File Size (MB) 100

* Maximum Number of Threads 1

Generate Log File
Log File Name | EXPDAT.LOG

Back Cancel

] Generate Subset: Schedule
General
* Job Name | GENERATE_SUBSET_33

Job Desaription

Host Credentials

Credential

@ Preferred ) Named &) New
Preferred Credential Name
[ Database Host Credentials [« ]
Credential Details

Attribute |value
Userhame orade
Password = = =0zl ®EEwEE
More Details

Schedule

Start @ Immediately () Later

Grace Period [ Do not run if it cannot start within 1/3| |hours

Back Cancel

Database Testing & Test Data Management
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4.20 Monitor the job and ensure successful completion.

Click the refresh icon periodically and check the ‘Most Recent Job Status’ column.

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help v | 38 oracie | Logout ©

¥ Enterprise v () Targets v oy Eavorites v @@ History v Search Target Name +

Data Subset Definitions 5 Page Refreshed Jan 17, 2012 11:08:33 AM E[
@]nformation £

Generate Subset job submitted successfully. Click the link in the Most Recent Job Status column below to view the job details.

[ Show Test Data Management Overview

\Actiogsr] view » | [Fcreate... ZEdit. Dekete.. | B

|Name |application Data Model |source Name |Description
TPCH-Region TPCH prod.oracle.com Subset definition for TDM schema

Most Recent Job Ended
1/17/12 3:57:26 PM GMT-05:00

[Moct Rere

Job should complete approximately 10 minutes. When completed, you’ll see ‘Succeeded’ status.

ORACLE Enterprise Manager Cloud Contral 12¢ setup ~ Help - | 28 ORACLE | Logout ©O

“ Enterprise v @- Targets * Favorites @ History « Search Target Name

Data Subset Definitions 5 Page Refreshed Jan 17, 2012 11:16:39 AM EST. (s

> Show Test Data Management Overview
Actions ~  View W A Edit.. 38 Delete... 53

|Name |&pplication Data Model |source Name |Description Most Recent Job Status | MostRecentlobEnded |
TPCH-Region TPCH prod.orace.com Subset definition for TDM schema 1/17/12 4:16:01 PM GMT-05:00

At this point Subset data is written to dump file. For using this data you’ll need to import this data to a test database.

4.21 To import data to ‘test’, you'll run a predefined job ‘Import Subset Data’. To navigate to job library click on
the menu ‘Enterprise’ = Job—> Library

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help v | 3 oRaCiE | Logout O
Enterpri G ® d ~
Summar =

v g Page Refreshed Jan 17, 2012 11:16:39 AM EST O
Monitaring L i
Job ’ Ac !
jit. .. Delete...

o ) 2 o

i et ata Model |source Name |Deseription |Most Recent Job Status | MostRecentJobEnded |

5

Canfiguration TPCH prod.orade.com Subset definition for TOM schema Succeeded 1/17/12 4: 16:01 PM GMT-05:00

Compliance 3
Provisioning and Patching  *
Quality Management 3

My Orade Suppart 3
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4.22 Select the “Import Subset Data job” and click ‘Submit’ button.

ORACLE Enterprise Manager Cloud Control 12¢ Setp+ Heb - | pf DBUSER v | Logout O
&} Enterprise v (@) Targets » g Favorites istary Search Target Name ~ | £
[C]
Page Refreshed 17-5ep-2012 06:51:34 EDT G
Job Library
JobType [ Al =] name owner [ Al E e
) Greate Like | Edit | Delete | | CreateLibrary Job |05 Command =] co
Select |Name & | 306 Type Owner Targets Target Type
BEFORE AND AFTER MASKING SQL Saript DBUSER 2 Database Instance
BEFORE AND AFTER SUBSET SQL Saript ORACLE 2 Database Instance
DB_REPLAY_RUN_WORKLOAD 5 Command ORACLE em12.orade. com Host
DB_REPLAY_SETUP 05 Command ORACLE em12.orade. com Host
DM4RAT_COPY 05 Command ORACLE em12.orade. com Host
DM4RAT_SETUP 05 Command ORACLE em12.orade. com Host
@ IMPORT SUBSET DATA 05 Command ORACLE test.orade,com Database Instance
REAL-TIME ADDM - SETUR DATABASE HANG 05 Command ORACLE em12.orade. com Host
Spi_STATS_SETUP 05 Command ORACLE em12.orade. com Host

4.23 Click on ‘Submit’ button again.

ORACLE Enterprise Manager Cloud Control 12¢ setp ~ Help + | 38 orAClE | Logout O

@ Enterprise = (@) Targets ~ o Favorites (@ History -

Submit '0S Command’ Job From Library Job 'IMPORT SUBSET DATA'

General | Parameters Credentiale  Schedule = Access [%

*Name [IMPORT SUBSET DATA. 1 |
Description | |

Target Type | Database Instance 2
Changing the target type will cause amy specified Targets, Parameters and Credentizls w be removed,
Target
Add individual targets or one compesite target, such as a Group.

Remaove | ﬂ

Select Al | Select Mone
Select |Nama Y Type Host Time Zone |

I:‘ test.orade.com Database Instance em12.cracle.com Eastern Standard Time

Cancel | Submit

4.24 Check the ‘Import Subset Data job’ status, by clicking the job name link.

ORACLE Enterprise Manager Cloud Control 12¢ Setp v Help + | 34 oraciE | Logout O
) cf L3
Page Refreshed Jan 17, 2012 11:24:11 AM EST O
Job Library
Confirmation
The jol s created successfully
Job Type | Al v Name Owner | Al - Go
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Monitor the job and ensure successful completion.

Click the refresh icon periodically and check the Job ‘Status’ column.

ORACLE Enterprise Manager Cloud Control 12¢

Setup v Help »
g Enterprise v @) Targets = o Favorites v (& History +

% cracie | Logout ©

Search Target Name +
Job Activity >

Page Refreshed Jan 17, 2012 11:27:48 AM S@
Auto Refresh | Off
Job Run: IMPORT SUBSET DATA.2

Fvs
Suspend Job | Stop Job | Delete Run | Create Like | Edit | View Definition |
Scheduled Jan 17, 2012 11:27:32 AM GMT-05:00 Type OS Command
Targets test.orace.com Cwner ORACLE

Executions

Description
Targets
Status | Al v
o

Suspend |M Debug | Log Report|
Show All Details | Hide All Details
Select ‘Details |Targets J_Sm Started Ended | Elapsed Time ‘
@ b Show test.arace.com l Running I Jan 17, 2012 11:27:40 AM GMT-05:00

8 seconds

Suspend Job | Stop Job | Delete Run | Create Like |ﬂ View Definition |

Job should complete approximately 1 minutes. When completed, you’ll see ‘Succeeded’ status.

ORACILE Enterprise Manager Cloud Control 12¢

setup v telp~ | o4 oraclE | Legout O
®

d -
Job Activity >

Page Refreshed Jan 17, 2012 11:28:25 AM EST 0
Job Run: IMPORT SUBSET DATA.2

Scheduled Jan 17, 2012 11:27:32 AM GMT-05:00
Targets test.orade.com

Type OS5 Command
Owner ORACLE
Description

Delete Run | Create Lie | Edit | View Definition |

Executions
Targets
Status | Al
o
Log Report

Show all Details | Hide All Details
Select |Detai|s |Targeis

| Status | Started Ended | Elapsed Time |
@ & Show test.orade.com l Succeeded I Jan 17, 2012 11:27:40 AM GMT-05:00 Jan 17, 2012 11:28:06 AM GMT-05:00 26 seconds

Delete Run ‘ Create Like ‘ Edit | View Definition |

Subset data has been imported to the test database. Next you’ll verify the difference between the original dataset and
subsetted data.
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4.26 To compare the data before and after subsetting, you’ll run a predefined job ‘Before And After Subset’. To

navigate to job library click on the menu ‘Enterprise’ = Job—> Library

ORACLE Enterprise Manager Cloud Control 12c setup ~ Help ~ | 24 oRaclE | Logout O

Targets v off Favorites » (@ History =

Summary

Monitorin L4
Hﬁ | oo oy
Job R L
o Activity Delete Run | Create Like ‘ Edit | View Deﬁnin‘nn|
Reports " Library quMT-as:uu Type OS Command
E Owner ORACLE

Page Refreshed Jan 17, 2012 11:28:25 AM EST O

Configuration 2 Description
Compliance v
Provisioning and Patching  * |
Quality Management [
My Oradle Support b b
TG0
Log Report
Show All Details | Hide Al Details
Select |Deta\|s |Targets Status Started Ended | Elapsed Time ‘
@ I Show test.orade.com Succeeded Jan 17, 2012 11:27:40 AM GMT-05:00 Jan 17, 2012 11:23:06 AM GMT-05:00 26 seconds

Delete Run | Create Like ‘ Edit | View Definition |

4.27 Select the ‘Before And After Subset’ to submit.

ORACLE Enterprise Manager Cloud Control 12¢ Setup - Hep~ | 3L DBUSER v | Logout O

®

Page Refreshed 17-Sep-2012 06:51:34 EDT s

& Enterprise v (@) Targets + oy Favorites ~ @ History +

Job Library
JobType [Al [=] MName owner [AI [=] o
Create Like | Edt | Delete | | create Libary Job [0S Command = &
Select [Name & | 305 Type Onner Targets Target Type

BEFORE AND AFTER MASKING QL Saript DBUSER 2 Database Instance

SQL Seript ORACLE 2 Database Instance
DB_REPLAY_RUN_V/ORKLOAD 05 Command CRACLE em12orade.com Host
DB_REPLAY_SETUP 05 Command ORACLE em12.orade.com Host
DMARAT_COPY 05 Command CRACLE em12orade.com Host
DMARAT_SETUP 05 Command ORACLE em12.orade.com Host
IMPORT SUBSET DATA 05 Command CRACLE test.orade.con Database Instance
REAL-TIME ADDM - SETUP DATABASE HANG 05 Command ORACLE em12.orade.com Host
SPA_STATS_SETUP 05 Command ORACLE em12.orade.com Host

4.28 Click ‘Submit’

ORACLE Enterprise Manager Cloud Control 12¢ Setup ~ Help = | 5§ DBUSER - | LogOut o

@ Enterprise v (@) Targets ~ gy Favorites » (@) History ~

Search Target Name ~

®
Submit "SQL Script’ Job From Library Job ‘BEFORE AND AFTER SUBSET"

Cancel | Submit

General ~ Parameters  Credentials  Schedule  Access

*Name BEFORE AND AFTER SUBSET.1
Description
Target Type Database Instance
Target
Add individual targets or one composite target, such as a Group.

Remove | | Add |

select all | select None

Select ‘ Name & Type Host Time Zone
[[1  prod.orade.com Database Instance em12.oradke,com Eastern Daylight Time
[ testorade.com Database Instance em12.0rade.com Eastern Dayiight Time

Cancel
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4.29 Check the ‘Before and After Subset’ job status, by clicking the job name link.

ORACLE Enterprise Manager Cloud Control 12¢

Setup ~ Help ~ | 48 ORACLE | LogOut
®

Page Refreshed Jan 17, 2012 11:35:36 AM EST 0
Job Library

Confirmation
I BEFORE AMD AFTER. SUBSET.2 i Q

Job Type | Al b

Name

Owner | Al - Go

4.30 Make sure that job has succeeded for both the databases. Job takes about 10 second to complete

ORACLE Enterprise Manager Cloud Control 12¢

Setup ~ Hep ~ | 3% crace | Logout O
@

Y
Job Activity =

Job Run: BEFORE AND AFTER SUBSET.2

Page Refreshed Jan 17, 2012 11:36:13 AM EST O

Delete Run | Create Like | Edit | View Definition |
Scheduled Jan 17, 2012 11:35:32 AM GMT-05:00 Type SQL Script
Targets 2 targets Owner ORACLE
Description
Executions

Targets
Status | Al
o]
Log Report

Show Al Details | Hide Al Details

Select |Detai|s |Targets Status

Started Ended Elapsed Time
@ & Show prod.orade.com Succeeded Jan 17, 2012 11:35:41 AM GMT-05:00 Jan 17, 2012 11:35:47 AM GMT-05:00 6 seconds
(7)) b Show test.arade.com Succeeded Jan 17, 2012 11:35:41 AM GMT-05:00 Jan 17, 2012 11:35:42 AM GMT-05:00 0 seconds

Delete Run | Create Like | Edit | View Definition

4.31 To view the results, click on the ‘Show All detail’.

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Hep v | 3% oracE | Logout ©
S

+
Job Activity =
Job Run: BEFORE AND AFTER SUBSET.2

Page Refreshed Jan 17, 2012 11:36:13 AM EST 0

Delete Run | Create Like | Edit | View Definition |
Scheduled Jan 17, 2012 11:35:32 AM GMT-05:00 Type SQL Script
Targets 2 targets Cwner ORACLE
Description
Executions

Targets
Status | Al
|
Log Report
Hide Al Details

Select | Details | Targets Status

Started Ended Elapsed Time
@ £~ Shaw prod.arade.com Succeeded Jan 17, 2012 11:35:41 AM GMT-05:00 Jan 17, 2012 11:35:47 AM GMT-05:00 6 seconds
O B Show test, oracle.com Succeeded Jan 17, 2012 11:35:41 AM GMT-05:00 Jan 17, 2012 11:35:42 AM GMT-05:00 0 seconds

Delete Run | Create Like | Edit | View Definition
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4.32 Observe the row sizes for all the tables for original Production and subsetted Development database.
ORACILE Enterprise Manager Cloud Contral 12c setup + Help+ | 38 oraclE | Logout o
“ Enterprise + @_- Targets ~ * Favorites = (& History = Search Target Name +
[TDH.H_ORDER lSOOOOOl t

TDM.H_PARTSUPP 800000

TDM.H_CUSTCMER 150000

TDM.H_PART 200000

TDM.H_SUPPLIER 10000

TDM.H_MATICH 25 [%

TDM.H _REGICH 5

SQL> S5QL»> Disconnected from Oracle Database 1lg Enterprise Edition Release 11.2.0.3.0 - 64bit
Production

With the Partitioning, OLAP, Data

View Complete Log. ..
O v Hide  test. oracle.com Succeeded Jan 17, 2012 11:35:41 AM GMT-05:00 Jan 17, 2012 11:35:42 AM GMT-05:00 0 seconds

Output Log

SQL*Plus: Release 11.2.0.2.0 Production on Tue Jan 17 11:35:41 2012
Copyright (c) 1882, 2010, Cracle. All rights reserved.

SQL> 5QL> Connected.
SQL> S5QL> SQL> SQL> SQL>

TDM.H LINEITEM 1208514 o)
[ TDM.H CRDER 301740]

TDM.H PRRISUFF 822305

TDM.H CUSICMER 20024

TDM.H PART 199524 4

This concludes the Test Data Management section.

Stop the Database Testing Lab environment

This concludes Database Testing lab. Before moving to next lab, please make sure to stop
this lab environment by running the EM job ‘2-STOP DB TESTING LAB’. To execute this EM
job, refer the steps given in the ‘Getting Started’ section.

Page 91 of 92



ORACLE ENTERPRISE MANAGER Cloud Control 12c

Database Testing & Test Data Management
WORKAROUND in case of error in Section D step 4.15

You may encounter the following error when you click on ‘Return’

I %) 404 Not Found - Mozilla Firefox
Fle Edit View Hitory Bookmarks Tooks Help

NT=TES]
€ )9 http://em/faces/adf.task-flow-retumn?_adf.cirl-state=171y7bgo78_2688adf. fDoC=":2FWEB-INFY%2Fdb%2F kA lscad.tfid=db-dsdedit task-flows_taskflow - | | | - Google Pl A

&2

] 404 Not Found [+] -
Not Found

The requested URL /faces/adf task-flow-return was not found on this server.

Oracle-Application-Server-10g/10.1.2.0.0 Oracle-HITTP-Server Server at racassurance Port 80

To fix this, replace http://em with http://<your VM IP Address>:7000/em in the browser address
bar like below. Click on the Go button and you’ll be able to continue.

£7) 404 Not Found - Mozilla Firefox
Fle Edit View Histoy Bookmarks Tooks Help

I [=ES|
(& ) | [ bt ero{ TR e cf tack- flove-retum?_adf.cthstate= 17y 7bgo75_2688adk.fDoc =% 2FWES-INF%2Fdb%2Fdatasubsetdels¥:2Fdsdedit-tack-flow xrlfadf.fld=cb-deder - | (4 - Google B2IES
| [ 404 Mot Found m -~
Not Found

The requested URL /faces/adf task-flow-return was not found on this server.

Oracle-Application-Server-10g/10.1.2.0.0 Oracle-HTTP-Server Server at racassurance Port 80
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