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Product Overview

Oracle Enterprise Manager is Oracle’s integrated enterprise IT management product line and
provides the industry’s first complete cloud lifecycle managment solution. Oracle Enterprise
Manager’s Business-Driven IT Management capabilities allow you to quickly set up, manage
and support enterprise clouds and traditional Oracle IT environments from applications to disk.
Enterprise Manager allows customers to achieve:

« Best service levels for traditional and cloud applications through management from a
business perspective including Oracle Fusion Applications

« Maximum return on IT management investment through the best solutions for intelligent
management of the Oracle stack and engineered systems

« Unmatched customer support experience through real-time integration of Oracle’s
knowledgebase with each customer environment

Introduction

With Enterprise Manager Cloud Control, Oracle has taken a unique approach to systems management,
allowing organizations to deploy a single tool with a tightly integrated set of features to manage all tiers
in the datacenter as well as the entire lifecycle of applications. By using Cloud Control, organizations
are able to lower the cost of managing applications while at the same time dramatically improving

quality of service.

Because of this unique approach to systems management, Cloud Control is far more critical in the data
center than the other management tools that are typically found. As such, High Availability has
become a key requirement for many Cloud Control deployments as the impact of a Cloud Control
outage is much more significant when compared to loss of a point-solution tool. Without access to
Cloud Control, administrators are left unaware of the health of their business critical applications and
are also unable to undertake many of their day-to-day tasks.

A Cloud Control deployment includes a wide variety of components, and in a highly-available
installation each must be considered. This presents a number of possibilities for the overall
deployment architecture for a highly available implementation. This whitepaper will detail the steps
required to setup a highly available Cloud Control in a Maximum Availability Architecture (MAA)
Level 3 configuration. The configuration outlined ensures that performance and availability are
maintained, while keeping costs contained. The steps include a number of best practice
recommendations and are sequenced in such a way that the overall number of deployment steps and
reconfigurations while building the configuration are kept to a minimum. The setup steps also make
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use of automated processes where possible, thus further reducing the time taken to setup Cloud

Control and minimizing the risk of human errot.
Cloud Control Architecture

Cloud Control provides a central point for monitoring and administration in the data center. To
achieve this, it collects information from a variety of distributed components and consolidates it in a
centralized repository. These components must all work in harmony for the Cloud Control system to
operate correctly. The components and information flows involved in collecting, processing and

presenting this information are as follows:

o Oracle Management Agents (Agents) — The Oracle Management Agent is a software component
that is installed on every monitored host in the enterprise. Agents collect information from the
targets running on the host and send this information to the Oracle Management Service (OMS).
Agents also perform operations against the targets on behalf of Cloud Control users. There are
many different types of targets that Cloud Control can manage. Examples include Host, Database,
Listener, ASM, WebLogic Server, Service Bus and Fusion Applications components

e Oracle Management Service (OMS) — The Oracle Management Service is the central component
in Cloud Control. It is the component with which all other components interact (see Figure 1).
The OMS is deployed on WebLogic Server and must be available in order for the agents to upload

data and for administrators to access the Cloud Control console.

o Oracle Management Repository (Repository) — The Oracle Management Repository is used as a
persistent data store. Examples of the information stored in the repository include user information,
job definitions, monitoring and alerting settings and all configuration and monitoring data related to
targets. The OMS depends on the repository being available, and as such Cloud Control cannot run
if the repository is unavailable.

o Oracle Software Library — The Software Library is a filesystem repository that stores software
entities such as software patches, virtual appliance images, reference gold images, application
software, and their associated directive scripts. The software library is accessed by the OMS and is

used extensively by the Cloud Control framework for features such as self-update and agent-push.

o Console — The Console is a browset-based web application that is the main user interface for Cloud
Control. This console allows the administrator to monitor, manage and report on the Cloud Control
targets that have been setup.

o Enterprise Manager Command Line Interface (EMCLI) — EMCLI allows users to access Cloud
Control functionality either interactively from a command line, or as part of a script. This allows

Cloud Control operations to be integrated with complex business processes without user interaction.
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Figure 1: Cloud Control Key Components
Implementation of a Level 3 MAA Setup

There are many different configuration options available and these will determine the availability
provided by the Cloud Control system. When architecting a highly available Cloud Control
implementation, consideration should be given to each tier as all tiers need to be available and work in

concert for the system to function as a whole.

To simplify the design of highly available Cloud Control implementations, 4 basic configuration levels
are described in the Cloud Control documentation. These 4 configurations start at Level 1 and
progresses through to Level 4, with each level providing increased availability over the previous one.
Level 1 provides the least protection against planned or unplanned outages as there is just a single
OMS and a single database, and no redundant components are configured. As such, failure of either
the OMS or the Repository would result in the system being unavailable until such a time that the
component could be recovered. In contrast to this, Level 4 provides a significantly higher level of
protection which is made possible with the use of redundant components installed across multiple

physical locations.  The levels of availability are briefly summarized in the table below:

Level | Sites Description Load
Balancer
Requirements

1 Single Site OMS and Repository hosts configured on a single site. Each resides None

on their own host with no failover.

2 Single Site Pair of OMSs installed in active/passive mode on shared storage with None
VIP based failover.

Repository hosts configured with Local Physical Standby Database.

3 Single Site Multiple OMSs deployed in Active/Active configuration with a Server Local Load
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Load Balancer (SLB) Balancer
RAC primary database

RAC Physical Standby Database on same site as primary database

4 Multi Site Active components deployed at primary site. Required: Local

. . . . ) . . Load Balancer for
Primary OMS in Active/Active configuration with a Server Load

each site
Balancer (SLB)

) Optional: Global
RAC Primary Database

Load Balancer

All standby components are deployed on standby site in passive
mode. Components on standby site are only activated after

switchover/failover.
Multiple standby OMSs configured with a Server Load Balancer (SLB)

RAC Physical Standby Database

This document will describe the implementation of a Level 3 MAA setup. This offers a very high level

of protection within a single site.

The following diagram outlines a Level 3 configuration. As illustrated, this configuration comprises
multiple Management Setvices accessed through a local server load-balancer (SLB) and a Repository
database that uses Oracle Real Application Clusters. Oracle recommends that the Repository and any
active OMSs are located in close proximity to one another as increased latency between the OMS and
Repository tiers will impact the overall performance of Cloud Control. As a Level 3 configuration has
multiple active OMS and Repository servers it provides continuous availability when either a database
host or OMS host fails. Furthermore, a Level 3 configuration utilizes a Data Guard standby database.
The standby database offers protection for the database tier in the event that the database storage
should fail.

It should be noted that a Level 3 configuration does not protect against site failure. If protection

against site failure is required a Level 4 setup should be considered.
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Figure 2: Cloud Control Level 3 MAA Deployment

For more information regarding the vatious levels of availability refer to the Enterprise Manager Cloud

Control documentation.

Cloud Control Infrastructure
The hardware used to setup this Cloud Control installation is as follows:
e 2 node Linux Cluster for Primary repository DB
e 2 node Linux Cluster for Standby repository DB
e 2 Linux servers for OMS
e F58LB

e  NFS storage server for Software Library
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The steps for building the above configuration are outlined in the following flowchart:

Prepare for Installation

)

Install Primary OMS

1

Configure SLB

| ]

Add Repository Targets

1

Configure Software Library

| |

Add Second OMS

| |

Create Standby Database

|

Convert Standby Database to RAC

Preparing for Cloud Control Installation

Prior to implementation, some prerequisite steps must be done on the OMS and Repository nodes.

These steps are outlined below.

Prepare Database Clusters

The first step that should be taken prior to a Level 3 Cloud Control implementation is the
configuration of the Primary and Standby database clusters. The instructions in this document assume

that primary and standby clusters have already been configured.

A Level 3 setup provisions a standby cluster on the same site as the primary cluster. The standby
cluster provides protection against failure of the entire primary database cluster. By configuring the
standby database environment on identical hardware to the primary environment, it is possible to run

Cloud Control at full capacity in the event of a failover to the standby.
We configured 2 clusters as follows:
e Primary and Standby clusters both running Oracle Enterprise Linux 5.6 (x86-64)

e Oracle Clusterware 11g Release 2 (11.2) binaries installed and configured on primary and
standby clusters

e Oracle Database 11g Release 2 (11.2) binaries installed on primary and standby clusters
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e SCAN listeners configured on Primary and Standby clusters
e Primary system names of emrepl and emrep2 forming cluster emrep-cl
e Standby system names of emreps! and emreps2 forming cluster emreps-cl

e As per Oracle Best Practice, the Primary and Standby clusters were each configured with ASM
disks for shared database storage.

e ‘DATA’ (Data) and ‘FRA’ (Fast Recovery Area) ASM Diskgroups were configured and
available on the Primary and Standby clusters. As per Oracle Best Practice, these were
configured with EXTERNAL redundancy as the undetlying storage hardware supports

redundancy.

Oracle database 11gR2 was used as it allows for the use of the Single Client Access Name (SCAN) for
client connections. If possible, it is recommended to use a SCAN address as it allows for the addition

and removal of database cluster nodes without reconfiguration of the OMS database connections.

For more information on Single Client Access Name refer to the Oracle Database 11¢g Release 2 Real

Application Clusters Administration and Deployment Guide.
Prepare Repository Database

During the installation of Cloud Control the installer will prompt the user to specify a database to be
used as the Cloud Control repository. If your planned configuration uses a RAC database as a
repository, it is recommended to create your RAC database prior to the installation of Cloud Control.
This approach - as opposed to installing using a single instance database and then converting to RAC -
helps to reduce the overall steps and time taken to complete the configuration.

We created a database to be used as the primary Cloud Control repository on the primary database
cluster with the name ‘emrep’. This database consisted of the emrepl and emrep2 instances. The
datafiles, redologs and controlfiles were placed on the ‘DATA’ shared ASM diskgroup.

In addition to meeting the requirements specified in the Enterprise Manager Cloud Control Basic
Installation Guide, we configured the database in ARCHIVELOG mode and enabled Flashback
Database. It is recommended that these options are enabled when the database is created as by doing
so it is possible to avoid having to reconfigure the database when creating and managing the Standby
Database later on.

For further information and recommendations on the prerequisites for creating the repository database
on RAC refer to the following documentation:

e (lusterware Administration and Deployment Guide

e Real Application Clusters Administration and Deployment Guide
e  Automatic Storage Management Administrator’s Guide

e  Enterprise Manager Cloud Control Basic Installation Guide

e  Oracle Enterprise Manager Cloud Control 12¢ Sizing Guidelines


http://docs.oracle.com/cd/E11882_01/rac.112/e16795/toc.htm
http://docs.oracle.com/cd/E11882_01/rac.112/e16795/toc.htm
http://www.oracle.com/pls/db112/to_toc?pathname=rac.112/e16794/toc.htm
http://www.oracle.com/pls/db112/to_toc?pathname=rac.112/e16795/toc.htm
http://www.oracle.com/pls/db112/to_toc?pathname=server.112/e18951/toc.htm
http://docs.oracle.com/cd/E24628_01/install.121/e22624/toc.htm
http://www.oracle.com/technetwork/oem/framework-infra/em12c-sizing-1590739.pdf
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Prepare OMS Nodes

The final step that we needed to complete prior to installing the Cloud Control software was to
prepare the OMS nodes.

When creating a highly available OMS tier, more than one management service must be configured.
We had a pair of Linux servers that would be used as OMS servers. These were configured as follows:

e Both servers running Oracle Enterprise Linux 5.6 (x86-64)
e  System names were oms] and oms2
e An NFS location accessible from both servers was configured and mounted as /cc12_SWLib

For full details of the requirements for the OMS see the Enterprise Manager Cloud Control Basic
Installation Guide

Following the successful preparation of the database clusters and OMS nodes, the installation of Cloud
Control could be started using the Oracle Installer.

Step 1: Install Cloud Control on primary OMS server

The Cloud Control installation should be started from the first node that will be configured as an OMS

SErver.

In our example, we staged the installation media and started the installer on the host named oms1. We
chose to create a new Enterprise Manager System using Advanced installation. The Middleware Home

was specified as /u01/Middleware which was an empty directory on the OMS host:
= Oracle Enterprise Manager Cloud Control 12c Installation - Step 4 of 12

Install Types ORACLE Enterprise Manager C

%) Create a new Enterprise Manager System
1 Simple

¥ Prerequisite Checks ®) Advanced

};{ Install Types Upgrade an existing Enterprise Manager System

|
T Select Plug-ins

I

Install software only

{Installs Software Bits now, configuration or upgrade can be done later)
Middleware Home Location | /u01,/Middleware ~ | Brow

I
I
I
I

In Step 5 in the installer, we chose not to install any additional plug-ins at this time.

In Step 6 we specified passwords for the WebLogic Domain and Node Manager


http://docs.oracle.com/cd/E24628_01/install.121/e22624/toc.htm
http://docs.oracle.com/cd/E24628_01/install.121/e22624/toc.htm
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WebLogic Server Configuration Details

WebLogic Domain Mame
WebLogic User Mame
WebLogic Password

Confirm Password

=,
T

-

Select Plug-ins
Mode Manager User Mame
WebLogic Server Configuratio
Mode Manager Password
Database Connection Details

Canfirm Password

OMS Instance Base Location

—— — ——HE -

= Oracle Enterprise Manager Cloud Control 12c Installation - Step 6 of 12

ORACLE Enterprise Manage

GCDomain
weblogic
LAl L LLl]

nodemanager
LA LL LY L]

Sudl /Middleware fgc_inst Brow

In Step 7 we provided the login credentials for the repository database that we created. We specified

one of the database hosts and specified the service/SID as ‘emrep’.

Database Connection Details

l

(TS|

Database Host Mame
Port

Service/SID

5SS Password

= Oracle Enterprise Manager Cloud Control 12c Installation - Step 7 of 12

ORACLE Enterprise Man

emrepl.example.com
1521
emrep

Tip: Entering a cluster database instance in Step 7 will prompt for the modification of the database

connect string. If using Oracle Database 11gR2, it is recommended to specify a connect string that

uses the SCAN address when prompted. By using the SCAN address to connect to the database it is

possible for nodes to be added and removed from the RAC cluster without having to subsequently

change the connect string that the OMSs use.

As we are using a cluster database on Oracle Database 11g Release 2, we modified the connect string

to specify the SCAN address as follows:

(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST =
(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = emrep)

))

emrep-cl-scan.example.com) (PORT =

1521))

For the repository configuration details in Step 9, we specified the previously created ASM diskgroups

as the location for the Management Tablespace, Configuration Data Tablespace and JVM Diagnostics

Data Tablespace.

10
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O Oracle Enterprise Manager Cloud Control 12c Installation - Step 9 of 13

Repository Configuration Details ORACL.E Enterprise Manager Cloud Cc

SYSMAN Password eeeseese
Confirm Password .*oooooo
Registration Password eesesese

Confirm Password eeeeesee

Management Tablespace |+DATA/« ww  /datafile/mgmt.dbf
Configuration Data Tablespace |+DATA/« ww - /datafile/mgmt_ecm_depotl.dbf

Database Connection Details JUM Diagnostics Data Tablespace |+DATA/« w - /datafile/mgmt_ad4j.dbf

—€ )€ —

Repository Configuration Det: Reset to Default
Dawm Fanfinnestinm Narails

When prompted to specify the ports for this OMS, it is recommended to specify ports that are also
free on other servers that will be used as OMS hosts. This helps to simplify the load balancer setup

later on.

In Step 10, we configured ports as follows during the installation process:

Oracle Enterprise Manager Cloud Control 12c Installation - Step 10 of 13

Port Configuration Details ORACILE Enterprise Manager Cloud Control 12¢

Configuration of the Enterprise Manager system requires the allocation of several ports to facilitate
internal communication between system components as well as to provide access to the console viaa
browser. The table below contains the ports that will be allocated, along with the recommended port
ranges, for each component. By default, the first available port in the specified port range has been

chosen.
Import staticports.ini file..
ST
Component Mame Recommended Port Range Fort

I Enterprise Manager Upload Http Port 4889-4898 4889
] Enterprise Manager Upload Http S5L Port 1159,4899-45808 4900
I Enterprise Manager Central Console Hitp S5L Port 7799-7809 7799
e (i M FITET Mode Manager Http S5L Port 7401-7500 7403
T Managed Server Http Port F201-7300 T202
@ Port Configuration Details Enterprise Manager Central Console Http Port 7788-7798 7788
| Review Oracle Management Agent Port 3872,1830-1848 3872
T Admin Server Http S5L Port 7101-7200 7101
] Managed Server Http S5L Port 7301-7400 7301

Of these potts, the following are relevant for the SLB configuration later on:

e  Enterprise Manager Upload HTTP Port: 4889

Enterprise Manager Upload HTTP SSL Port: 4900

Enterprise Manager Central Console HTTP Port: 7788
e  Enterprise Manager Central Console HTTP SSL Port: 7799

Upon successfully completing the installation a summary screen describing how to access the Cloud
Control installation is presented. The information presented on this screen should be noted.

11
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Immediately following the installation the initial OMS configuration should be verified to determine
the configuration details such as security setup, ports used and load balancer setup.

This can be done by issuing the “emctl status oms —details” command from the OMS server:

$ ./emctl status oms -details

Oracle Enterprise Manager Cloud Control 12c Release 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.
Enter Enterprise Manager Root (SYSMAN) Password

Console Server Host : omsl.example.com
HTTP Console Port : 7788
HTTPS Console Port : 7799
HTTP Upload Port : 4889
HTTPS Upload Port : 4900

OMS 1is not configured with SLB or virtual hostname
Agent Upload is locked.

OMS Console is locked.
Active CA ID: 1

Console URL: https://omsl.example.com:7799/em
Upload URL: https://omsl.example.com:4900/empbs/upload

WLS Domain Information
Domain Name : GCDomain
Admin Server Host: omsl

Managed Server Information
Managed Server Instance Name: EMGC OMS1
Managed Server Instance Host: omsl.example.com

The OMS application traffic includes browser-OMS traffic (ie. the browser traffic created by users
accessing Cloud Control) and agent-OMS traffic (ie. the traffic created by the agents uploading their
data to the OMS). Both browser-OMS traffic and agent-OMS traffic can be configured to use either
HTTP or HTTPS.

To ensure secure communication between Cloud Control components, it is recommended to use

HTTPS for all agent-OMS and browser-OMS traffic.

The output above shows that Agent Upload and OMS console ports are already locked, and therefore
using HTTPS. As this is the case no further action needs to be taken here. It also shows that the
OMS is not currently configured with an SLB or virtual hostname. The Console and Upload URLs
indicate that the application is accessed directly through the physical host that the OMS was installed
on (omsl).

It is recommended that the repository connect string that is used by the OMS to connect to the
database server is checked using the “emctl config oms —list_repos_details” command:

$ ./emctl config oms -list repos details
Oracle Enterprise Manager Cloud Control 12c Release 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.

12
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Repository Connect Descriptor :

(DESCRIPTION= (ADDRESSiLIST: (ADDRESS= (PROTOCOL=TCP) (HOST=emrep-cl-
scan.example.com) (PORT=1521))) (CONNECT DATA=(SERVICE NAME=emrep)))
Repository User : SYSMAN

The above output shows that the SCAN address specified during the initial OMS install is being used.

Final verification that the OMS is operating correctly can be done by logging in to Cloud Control. In
our case we used the following URL:

https://omsl.example.com:7799/em

After Step 1, the Cloud Control topology is as follows:

5

Primary Agent

(active)

Console

EMCLI
Repository Tier OMS Tier Client Tier
Figure 3: Cloud Control Topology After Installation of First OMS

As shown in the diagram above, the Repository tier is protected from node failure with the use of
RAC, however if the OMS node is lost then the application will be unavailable until such a time that it

can be recovered.

Step 2: Configure the Server Load Balancer (SLB)

As shown above, the install of the first OMS configures the system so that the Cloud Control users
and agents connect directly to the OMS using its physical hostname. In a highly available Cloud
Control configuration, multiple OMS setvers are present and users and agent should connect to the
OMS:s via a load balancer which is able to direct traffic to available management services.

SLB configuration should be done immediately after installing the first OMS.

Our SLB was an F5 BIG-IP Local Traffic Manager running 11.1.0, Build 1943.0 Final. As our OMS is
configured only for secure console and upload traffic, we only needed to configure the Secure Upload
and Secure Console services on the SLB.

13



https://oms1.example.com:7799/em

Deploying a Highly Available Enterprise Manager 12c Cloud Control

SLB setup consisted of configuring:
e Health Monitors
e TCP Profiles
e Pools
e DPersistence Profile (Console service only)
e  Virtual Servers

We also registered the virtual server IP address and hostname (oms.example.com) in the DNS servers,
so that client requests could reference the hostname rather than the IP address.

The table below summarizes the F5 objects that were created during the SLB setup:

CLOUD CONTROL TCP MONITOR LOAD VIRTUAL SERVER VIRTUAL SERVER
SERVICE PORT NAME PERSISTENCE POOL NAME BALANCING NAME PORT

Secure Upload 4900 mon_ccsu4900  None pool_ccsu4900 Round Robin vs_ccsu4900 4900

Secure Console 7799 mon_ccsc7799  Source IP pool_ccsc7799 Round Robin vs_ccsc443 443

Step 2.1: Create Health Monitors

Health Monitors check the status of a service on an ongoing basis, at a set interval. If the service being
checked does not respond within a specified timeout period, or the status of the service indicates that
the performance has degraded, the system automatically takes it out of the pool and will choose other

members of the pool.

The Health Monitors were configured using the settings in the table below:

CLOUD

CONTROL JLCTS MONITOR NAME TYPE INTERVAL TIMEOUT SEND STRING RECEIVE STRING

PORT
SERVICE
Secure 7799 mon_ccsc7799 https 5 16 GET /em/console/home lem/login.jsp
Console HTTP/1.1\r\nHost:

\\nConnection: Close \r\n\r\n

Secure 4900 mon_ccsu4900 https 60 181 GET /empbs/upload \r\n Http Receiver Servlet
Upload active!

Step 2.2 Create TCP Profiles
TCP Profiles are created to control the behavior of Cloud Control traffic.

We created two TCP Profiles, one for the Secure Console service and one for the Secure Upload

service.

These were created with the default settings for a TCP Profile.

14
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Figure 4: Creating the TCP Profile for Secure Console

Step 2.3 Create Pools

A pool is a set of servers grouped together to receive traffic on a specific TCP port using a load
balancing method. Each pool can have its own unique characteristic for a persistence definition and
the load-balancing algorithm used. The preferred setting of the load balance algorithm for all Cloud

Control pools is Least Connections (Member).

We created pools on the load balancer as follows:

CLOUD ASSOCIATED HEALTH

CONTROL POOL NAME MONITOR Load Balancing MEMBERS

SERVICE

Secure Console pool_ccsc7799 mon_ccsc7799 Least Connections (member) omsl.example.com:7799
oms2.example.com:7799

Secure Upload pool_ccsu4900 mon_ccsu4900 Least Connections (member) omsl.example.com:4900

oms2.example.com:4900

Even though oms2 has not been configured yet, it is recommended to add the second OMS host to
the server pools now as it means modifying the SLB configuration subsequent to the installation of the
second OMS can be avoided.

Step 2.4 Create Console Persistence Profile

A console persistence profile is required to ensure that all Cloud Control user requests for a given
session are directed to the same management service for the entire session. Without a Persistence
Profile such as this, user sessions could span multiple OMSs, and require the Cloud Control user to

login multiple times.

We created a Persistence Profile with the following attributes:

CLOUD CONTROL F5 PERSISTENCE

SERVICE PROFILE NAME TYPE TIMEOUT EXPIRATION

Secure Console sourceip_ccsc7799 Source Address 3600 Not Applicable
Affinity

15
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Step 2.5 Create Virtual Servers

Figure 5: Creating Persistence Profile for Secure Console

The final load balancer configuration step was to define our virtual servers. A virtual server, with its

virtual IP Address and port number, is the client addressable hostname or IP address through which

members of a load balancing pool are made available to a client. After a virtual server receives a

request, it directs the request to a member of the pool based on a chosen load balancing method.

We created virtual servers for the Secure Console and Secure Upload services using the settings in the

table below:

CLOUD VIRTUAL VIRTUAL PROTOCOL HTTP SNAT DEFAULT DEFAULT
CONTROL SERVER IP AND PROFILE PROFILE POOL iRULE POOL PERSISTENCE
SERVICE NAME PORT (CLIENT) PROFILE
Secure Vs_ccsc443 <virtual tcp_cesc7799 None Auto None pool_ccsc sourceip_
Console Host 7799 ccsc7799
1P>:443
Secure Vs_ccsu4900 <virtual tcp_ccsu4900 None Auto None pool_ccsu None
Upload Host 4900
1P>:4900

Step 2.6: Update OMS configuration

After the SLB setup was completed we needed to resecure the OMS using the SLB hostname.

emctl secure oms -sysman pwd <sysman pwd>

-reg pwd <agent reg password>

-host oms.example.com

-secure_port 4900

-slb port 4900

-slb console port 443

16
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-console
-lock -lock console

Following this command the OMS was restarted.

“emctl status —details” output now shows that the OMS is configured against an SLB.

$ ./emctl status oms -details

Oracle Enterprise Manager Cloud Control 12c Release 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.
Enter Enterprise Manager Root (SYSMAN) Password

Console Server Host : omsl.example.com
HTTP Console Port : 7788
HTTPS Console Port : 7799
HTTP Upload Port : 4889
HTTPS Upload Port : 4900

SLB or virtual hostname: oms.example.com
HTTPS SLB Upload Port : 4900
HTTPS SLB Console Port : 443

Agent Upload is locked.
OMS Console is locked.
Active CA ID: 1

Console URL: https://oms.example.com:443/em

Upload URL: https://oms.example.com:4900/empbs/upload

WLS Domain Information
Domain Name : GCDomain
Admin Server Host: omsl.example.com

Managed Server Information
Managed Server Instance Name: EMGC OMS1
Managed Server Instance Host: omsl.example.com

The above output shows that the Console and Upload URLs now reference the SLB rather than the
physical host of the OMS.

Although the SLB has been configured, the agent that was previously deployed on the OMS is still
uploading to the physical hostname of the first OMS server. This can be seen from the output of an
“emctl status agent” command:

$ ./emctl status agent
Oracle Enterprise Manager 12c Release 1 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.

Agent Version :12.1.0.1.0

OMS Version :12.1.0.1.0

Protocol Version : 12.1.0.1.0

Agent Home : /ul0l/Middleware/agent/agent inst
Agent Binaries : /u0l/Middleware/agent/core/12.1.0.1.0

Agent Process ID : 15661
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Parent Process ID : 15594

Agent URL : https://omsl.example.com:3872/emd/main/
Repository URL : https://omsl.example.com:4900/empbs/upload
Started at : 2012-02-09 06:48:14

Started by user : oraha

Last Reload : (none)

Last successful upload : 2012-02-21 19:58:44
Last attempted upload : 2012-02-21 20:02:04
Total Megabytes of XML files uploaded so far : 182.23

Number of XML files pending upload : 1,488

Size of XML files pending upload (MB) : 24.28

Available disk space on upload filesystem : 57.28%

Collection Status : Collections enabled
Last attempted heartbeat to OMS : 2012-02-23 05:25:48
Last successful heartbeat to OMS : 2012-02-21 20:00:49

Agent is Running and Ready

In order for this agent to start uploading via the SLB, we performed a resecure on the agent using the
SLB hostname:

emctl secure agent —-emdWalletSrcUrl https://oms.example.com:4900/em

Following the resecure of the agent, the Repository URL in the “emctl status agent” output will reflect
the SLB hostname instead of the hostname of the first OMS server.

The final step is to inform the clients that they can now connect to Cloud Control from their browsers
using the SLB rather than the physical OMS.

https://oms.example.com/em

EMCLI should also be reconfigured to connect via the SLB at this point. This is done with the

following command:

emcli setup -url=https://oms.example.com/em -username=em user

For more information regarding configuring EMCLI refer to the Command Line Interface Guide.
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After the SLB setup has been completed, the Cloud Control topology is as shown below:

£

Primary Agent

(active)

(3 S :

Load. Console

Balancer 5
8

EMCLI

Repository Tier OMS Tier Client Tier
Figure 6: Cloud Control Topology After Load Balancer Configuration

As shown in the diagram, the agents and clients now connect communicate with the OMS via the load

balancetr.

For further details regarding configuration of Cloud Control with F5 Load Balancers, refer to the
Oracle/F5 white paper Configuring OMS High Availability with F5 Big-IP Tocal Traffic Manager.

Step 3: Add Repository Database Targets to Cloud Control

Following the installation of Cloud Control, the RAC hosts that are used for the repository database
will not be visible as Cloud Control targets. In order to add them to the Cloud Control environment
they should each have an agent installed. We installed the agents by navigating to Setup | Add Target|
Add Targets Manually and adding the Hosts using the Add Host Targets wizard

ORACLE Enterprise Manager Cloud Control 12c

Add Target
B
Host and Platform Installation Details  Revis
Add Host Targets : Host and Platform

This wizard enables you to install Managament Agents on unmanaged hosts, thereby converting them to managed hosts. Enter a session
their platforms on which you want to install the Management Agent.

* Session Name | ADD_HOST_SYSMAN_Mar_19_2012_8:54:15_AM_PDT

gk Add 3§ Remove [} Load from File &g Add Discovered Hosts | Platform | Same for All Hosts v
|Hest |Platform

emrep 1.example.com Linux x86-64 4

. emrep2.example.com

After the repository hosts are added, the repository itself can be added as a database target by
navigating to Targets | Databases and using the add target wizard. As part of this flow, we were
prompted to also add the cluster target for the primary database cluster.
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Step 4: Configure Software Library

In a highly available Cloud Control installation, the Software Library needs to be accessible from each
host that will be used as a management service. Because the Software Library is a critical part of Cloud
Control infrastructure, the filesystem on which it is placed should be highly available. Examples of
filesystems that could be used for the Software Library are NFS, OCFS2 and ACFS.

For our installation, the Software Library was placed on a highly available NFS filesystem. This NFS
filesystem was then mounted on the first OMS using the mountpoint /cc12_SWLib. At this point we
also mounted the filesystem on oms2 using the same mountpoint.

The Software Library was configured from the Cloud Control console by navigating to Setup |
Provisioning and Patching | Software Library

We configured our software library location by adding an OMS Shared Filesystem called cc12_SWLib
that was on the NFS filesystem.
Software Library >
The administration console allows for configuring and administering Software Library storage locations.
Upload File Locations Referenced File Locations

Configure storage locations that can be used for uploading files for Software Library entities.

Storage Type | OMS Shared Filesystem W

Configure filesystem locations on OMS Host(s). These locations must be locally accessible by all the OMS instances, typically a mounted /shared
optionally configure the common credential to be used by Software Library for reading fwriting from,/to a location.

Actions ~ View » | ofp Add.. 7 Edit.. 3¢ Migrate and Remove
) ) Total | Availabld
Name Status Location Assocated Entities Spare ce|
L_cc12 swib Activ WL Show 148.20277.257

Step 5: Add Second OMS

In Cloud Control, OMSs are added through the execution of an out-of-the-box Deployment
Procedure. Deployment Procedures automate common provisioning and patching operations and are

orchestrated and managed from the Cloud Control console.

The following steps outline the procedure that we followed to execute the “Add Management Service”

Deployment Procedure.

Step 5.1: Install agent on second OMS server

To enable the execution of the Deployment Procedure on the new OMS server it is necessary to
deploy a Cloud Control agent to the server. This was done using the same procedure as was used for
deploying the agents onto the database repository servers in Step 3.

Go to Setup | Add Target | Add Targets Manually and use the guided workflow for Add Host Targets
to complete the installation of the Enterprise Manager agent.

Step 5.2: Add second OMS using “Add Management Service” Deployment Procedure
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The “Add Management Service” Deployment Procedure is provided out of the box. It runs a series of
pre-requisite checks on the target Management Service host and performs a clone of the primary
Management Service to add a second OMS.

Prior to running the Deployment Procedure, we ensured we were running the latest version of the
Deployment Procedure by going to Self Update and checking the Provisioning Bundle Updates (Setup
| Extensibility | Self Update). This showed that there were no pending updates to apply and we were
therefore running the latest version of the Deployment Procedure.

@ self update Page Refreshed May 8, 2012 8:1%:34 AM PDT ()

Oracle periodically provides new functionality and updates for existing features in Enterprise Manager. The Self Update home allows administrators to receive notifications and view, download, and apply
such updates. While these updates are retrieved automatically, a manual check can be made at any time.

~|Status [E3 informational Updates (1 New)
Connection Mode Online Last Download Time May 1, 2012 8:02:33 AM PDT Last Apply Time May I
Most Recent Refresh Time < May 7, 2012 11:26: 18 PM POT Last Download Type  Agent Software Last Apply Type Agen'

Actions » | ((30pen g CheckUpdates | [§ | [ Agent Software

Type | Available Updahes| Downloaded Updates | Applied Updates |Desu’iption |
. . Target side policy checks that identify conditions that may require the attention of target *%
[ Diagnastic Checks o 0 ¥ administrators.
. a a EM Deployment Pre-requisite Checks are the metadata used for checking prerequisites
1 EM Deployment Prerequisite Resource: for Install, Upgrade, Patching of EM Platform and Plugins.
] Exadata Configuration Template 0 0 0 Configuration Templates for Orade Exadata Database Machines
. 8 5 1 Management Connectors are components that integrate different enterprise frameworks
L1 Management Connector into the Enterprise Manager Consale
. A collection of Software Components used for provisioning of Orade Application Server
1 Middleware Profiles and Gold Images 0 0 homes.
. . 5 5 5 A collection of Software Compenents used for provisioning of Orade Database,
L] Oracle Database Provisioning Profiles Clusterware and Grid Infrastructure homes.
"7 Orade virtual Product Mapping 0 0 0 Pre-defined mappings for OVF Products and EM Targets
1 Crade vM Templates and Crade Virtua 7 1 0 Preinstalled and preconfigured software packages to deploy Orade Guest VM
. Plug-in extends Enterprise Manager to manage newer target type as well as to bring
[_1 Plug-n 13 1 A ertical functionality
Provisioning bundle is a collection of deployment procedures, software library entities,
(] Provisioning Bundle 0 0 1 and other related artifacts that cater to the provisioning and patching of various Orade |-
and non-Orade Products. »
=1

After ensuring that the latest version is being used, the Deployment Procedure can be accessed by
navigating to Enterprise | Provisioning and Patching | Procedure Library and selecting the Add
Management Service Deployment Procedure.

Deployment Procedure Manager
Procedure Library  Procedure Activity ~ Recydle Bin

Procedures are best practices provided by Oracdle for various Provisioning and Patching tasks. Procedures created by Orade cannot be edi
extended using 'Create Like', so that you can customize the procedure to fit your environment.

Search Text Fields I Go | Advanced Search

I Launch v Go Edit Procedure Definition... | Create Like Previous | 1-25
z
MI
Select | Procedure s Type Parent Version |Last Updated Description By
Ellr;t:arnge Procedure to add an additional
® Add Mana ement High None 12 Apr 3, 2012 1:25:28 PM UTC Ma_na_gement Se_rwce to an
Service Availability existing Enterprise Manager
Operations system.

This procedure installs or dones

We ran the Deployment Procedure by clicking on the Launch button
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The Deployment Procedure provided a guided workflow for adding the new Management Service.
The Deployment Procedure asked for confirmation that prerequisites such as configuration of the
Software Library and Load Balancer were completed. As all of these tasks were done in prior steps, we
checked the boxes to acknowledge we had performed the setup.

ORACILE Enterprise Manager Cloud Control 12¢

Getting Started =c s  Post Creatio 5
Add Oracle Management Service : Getting Started Back | Step 1of5 MNe

Before you install an additional Orade Management Service in your environment, meet the following prerequisites. As and when you meet a prerequisite, select it from the list so
dedare that you have met the prerequisite. Once the prerequisites are met and selected from this list, dick Next. Next is enabled only when each of the prerequisites are met ar

Destination host where Management Service is being added must have Agent deployed.
All Software Library Shared Filesystem locations must be accessible from the new Management Service host,

All Management Services must have read write access to the Software Library Shared Filesystem locations.

Additionally, you are advised to implement the following Best Practices before proceeding. Please chedk the checdk boxes to acknowledge this advice.

Ensure Orade Recommended High Availability best practices are implemented in your environment. For details, refer to the Orade Enterprise Manager  Enterprise Manage|
Cloud Control Administrator's and User's Guide available in the documentation libr

Configure a Load Balancer,

Existing Management Service(s) must be configured against Server Load Balancer and agents configured to upload through the load balancer. See below for overview of ste
be performed for configuring load balancer for this site.

‘You must do the following steps on your Server Load Balancer using the administration tool provided by your Server Load Balancer vendor.
~| Steps for configuring a Server Load balancer

The next step of the installer wizard prompts for the destination host and install location for the
second OMS. At this step it was also necessary to provide login credentials for both the source server
(tirst OMS host) and the target server (new OMS host). We setup and used some Host Named
Credentials for this step.!

!'Named Credentials allow users to store and share credentials within Enterprise Manager. The stored
credentials could be username/password combinations ot public/ptivate key pairs.
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L ” = &
o] Select Destination Options  Post Creation Steps Reviey

Add Orade Management Service : Select Destination

Middieware Home | Ju01Middieware
Source Management Service

* Destination HOStI oms2.example.com I Q
Spedfy the host where the Management Service has to be added.

Destination Instance Base|| f,01Middleware gc_inst [
Location
Spedfy a location where the configuration files for the Managemes
space.

v! Source Credentials
Specify operating system credentials of the user that owns the Management Service software installati

Credential O Preferred ® Named O New
Credential Name | NC_HOST_OMS_ORAHA v
Credential Detals  [Atvbute |value |
UserName oraha
p d XXXEXE
More Details

v! Destination Credentials
Specify operating system credentials of the user that will own the Management Service software install

Management Service hosts.
Credential O Preferred & Named O New
Credential Name | NC_HOST_OMS_ORAHA v
Credential Detais  [Attrbute |value
UserName oraha
Pm“d TREEER
More Detais

On the next page we specified the method to use to transfer the files from the source to the
destination server. As we had a shared filesystem configured for NFS access we chose to use the
Shared Directory option and specified our NFS location as the Shared Directory Path. As we used a
shared directory we didn’t need to specify source and target staging locations on this step.

We were also asked to provide ports for the new OMS. It is recommended to keep the ports on the
second OMS the same as those configured on the first OMS as this simplifies SLB configuration.
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2d n Options o on Steps  Reviey
Add Oracle Management Service : Options Back ,su

File Transfer Option
Tansfer Mode OFTP
QHTTP(E)
{#} Shared Directory
Shared Directory Path | /net/s s /scratch/add_oms_stage

This directory will be used to copy files that need to|be made available on destination host for configuring the Management
cleaned up after the procedure completes. Approxirhately 4GB of free disk space is required.

Staging Locations
* Source Staging
Specify a directory Jocation on the source host to store temporary files, This directory will be cleaned up after the procedure completes, Approximately
required. If you have BI publisher installed on the source host, then approximately 11 GB of free disk space is required.
* Destination
Staging
Specify a directory location on the destination host to store temporary files. This directory will be cleaned up after the procedure completes, Approxim:
required. If you have BI publisher installed on the destination host, then approximately 11 GB of free disk space is required.
V| Destination Ports

Ports for the destination Management Service have been defaulted to the ports configured on the source Management Service. It is recommended that you che

your source Management Service so that you have a homogeneous environment. In case of a port conflict, the port will be shown in red. Free up the port on the
or select an alternate port from the recommended list.

Port on source Management Service Recommended Port Range

Managed Server HTTPS Port | 7301 7301 7301-7400

Node Manager Port | 7403 7403 7401-7500

Management Service Upload Port | 4889 4389 4889-4898
Management Service Upload HTTPS Port [ 4500 4500 1159,4899-4908

Management Service Console Port | 7788 7788 7788-7798

Management Service Console HTTPS Port | 7799 7799 7799-7809

Check Ports

Finally, we were prompted with some instructions for steps that need to be completed on the SL.B
after the second OMS is added. These steps need to be followed if the second OMS details are not
present in the SLB configuration. As we added the details of this OMS to the SLB Pool when we
configured the OMS these steps did not need to be followed.
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—8
Started Select Destinatic Post Creation Steps
Add Oracle Management Service : Post Creation Steps
Steps

After the successful completion of Add Management Service deployment procedure, some post creation tasks must be performed usin
Balancer (SLB) vendor.

1. Add additional management service to SLB Pools

e Add [ com:4900] to Secure Upload Pool

e Add [ com:4889] to Agent Registration Pool

e Add [ com:7799] to Secured Console Pool

* Add [ com: 7788] to Unsecured Console Pool (optional)

2. Associate monitors for the additional management service

* Assodate secure upload monitor with | ,com:4900]

* Assodate agent registration monitor with [ . .com:4889]

* Assodate secure console monitor with [ .com:7799]

* Associate unsecured console monitor with | .com:7788] (optional)

FFor more information about configuring a Server Load Balancer (SLB), refer to the Orade Enterprise Manager Administration Guide.

3. Run root.sh
Run root.sh as a root user on the destination host.

Enter one or more e-mail IDs (separate by a comma) where these post installation steps can be sent.
E-Mail IDs

It is possible to optionally specify an email address where the steps can be sent (note: Email
Notification Method must have been configured from the Setup | Notifications | Notification
Methods page for this).

When submitted, the procedure completes the process of adding the second OMS by cloning the
software homes from the source server to the target server.

The diagram below shows the Cloud Control topology following installation of the second OMS:

Primary
(active)

=

T Console
or % Balancer
= om§2 I
EMCLI
Repository Tier OMS Tier Client Tier

Figure 7: Cloud Control Topology After Installation of Second OMS

As can be seen, the Load Balancer is now able to direct traffic to either OMS. In the event that we
should lose one of the OMSs, the Load Balancer will stop directing traffic to it and application
availability will be maintained. We are now protected from the loss of a database node in the
Repository tier or a Management Service node in the OMS tier.
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Step 6: Add Standby Database

Adding a Standby Database ensures that the repository database is protected from complete failure.
Standby Databases provide a copy of the data in a separate environment which can be activated in the

event of a primary failure.

Step 6.1: Install agents on Standby nodes

Before the standby database can be configured, the standby database servers must be added to the
cloud control environment. This was done using the agent deployment wizard as seen in previous

steps

Goto Setup | Add Target | Add Host Targets and use the guided workflow for Add Host Targets to
complete the installation of the Cloud Control agent.

Step 6.2: Add standby cluster targets

After the agent has been deployed to the standby node, the cluster target for the standby nodes should
also be added.

This was done by navigating to Setup | Add Targets | Add Targets Manually. Then select “Add Non-
Host Targets Using Guided Process” and select “Oracle Cluster and High Availability Service” as the
Target Type.

ORACLE Enterprise Manager Cloud Control 12¢

¥ Enterprise « (@) Trgets

Add Targets Manually

~/ Instruction
Add targets is a process that allows you to choose targets to be monitored and managed by Enterprise Manager, Use the following to configure the targets to be monitored.
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
« Setup discovery using IP Scan ) 3 R —) s
& « Setup discovery on Single Hast » Add Non-Host Targets » Add Targets Manually
+ Setup discovery on Multiple Hosts « Add Discovered Hosts « Add Related Targets
« Ignore Discovered Targets » Use Discovery Modules
Add Targets Manually
() Add Host Targets
(&) Add Non-Host Targets Using Guided Process (Also Adds Related Targets)
() Add Non-Host Targets by Spedfying Target Monitoring Properties
Target Types | Orade Cluster and High Availability Service v

Add Using Guided Discovery ...

When prompted for a Cluster Target Host, we provided the hostname of one of the standby database
hosts. We then selected the hosts that were cluster members and completed the required fields for

adding the cluster target.
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ORACLE Enterprise Manager Cloud Control 12¢

Add Target: Cluster

* Cluster Name |emreps-cl.example.com

Oracle Home fu01/app/11.2.0/grid

Provide the Chisterware home path ¥ it is installed on the clustes Otherwise, leave it blank
SCAN Name emreps-d-scan.example, com

Specify SCAN VIP name (applicable w Oracle Clusterware version 11.2 or higher)

SCAN Port 1521
Specify SCAN lstener port (appicable 1o Orace Clusterware vesion 11.2 or higher)
EONS Port 016

Spacify port rumber to subscribe to Oracle Notification Service for receiving CRS events (apphcable to Oracle Clusterware version 11.2 or highes

Select the hosts that are part of this duster.

Available Hosts Selected Hosts
emrepl.example.com emreps 1.example.com &
emrep2.example.com 3 emreps2.example.com L

Move
> =
Move Al &
Remove
\_k
Remove All

(# TIP The master agent i responsible for monitoring duster metrics. Enterprise Manager jobs submitted for the duster will be exscuted on the master agent’s host.

Following the addition of the standby cluster, the ASM instances and listeners were added. This was
done by again navigating to Setup | Add Targets | Add Targets Manually and this time selecting “Add
Non-Host Targets Using Guided Processes” for Target Types “Oracle Database, Listener and
Automatic Storage Management”

ORACLE Enterprise Manager Cloud Control 12¢

Add Targets Manually

~|Instruction
Add targets iz a process that allows you to choose targets to be monitored and managed by Enterprise Manager. Use the following to configure the targets to be monitored.
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
Discovery R Its Guided Process
« Setup discovery using IP Scan [—"1 b — a
& « Setup discovery on Single Host « Add Non-Host Targets » Add Targets Manually
+ Setup discovery on Multiple Hosts #» Add Discovered Hosts « Add Related Targets
« Ignore Discovered Targets « Use Discovery Modules
Add Targets Manually

) Add Host Targets
(%) Add Non-Host Targets Using Guided Process (Also Adds Related Targets)
() Add Mon-Host Targets by Specifying Target Monitoring Properties

Target Types | Oracle Database, Listener and Automatic Storage Management |+

Add Using Guided Discovery ...

When prompted for a Host, we provided the hostname of one of the standby cluster nodes.
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Cancel | Continue

Add Database Instance Target: Specify Host
In order to add targets to be monitored by Enterprise Manager, you must first spedfy the host on which those targets reside.
Type the host name or dick the icon to select the host.

*Host  |emrepsl.example.com Ck Overview

(# TIP If the host you spedify is a member of a duster target, the
process will allow you to add duster database targets on the This process allows you to add databases, listeners, and Automated
duster, Storage Managers (ASM) as monitored targets. A monitored target is

an entity that you want to monitor and administer using Enterprise
Manager, Enterprise Manager will search for targets of these types on

the host that you spedify.
Cancel | Continue

We specified to look for databases on all hosts in the cluster and then configured and added all of the

targets that were discovered.

The Database Oracle Homes on the standby nodes will also need to be promoted to Managed Target
status. To do this, we navigated to Setup | Add Target | Auto Discovery Results, clicked on the Non-
Host Targets tab and promoted the database Oracle Homes that were discovered (note: you can
customize the columns that are displayed by clicking on the View option):

Auto Discovery Results Page Refreshed Mar 20, 2012 4:55:12 Al
~/Instruction
Review discovered unmanaged targets and promote targets to be managed by Enterprise Manager.
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
/'? Setp S P S (=] Discovery Results == Guided Process
@/j < Setp md“"my m“’s,*“ Host S— # « Add Non +ost Targets S— a « Add Targets Manualy
« Setup descovery on Mutiple Hosts » Add Discovered Hosts « Add Related Targets
» Ignore Discovered Targets « Use Discovery Modules
Host Targets (0) Non-Host Targets (14) Tgnored Targets (0)
>/Search
View ~ JRerame YR Delete 2 Ignore | (i Refresh
Target Name Target Type Descoverad On - Host Oradle Home Path
sbn1291 9. Orade Home Jan 16, 2012 6:35:23 PM GMT-08:00 Ju0 1Mddeware/agent/shin
shpidao 18 Deade Home Eebh 21 2012 40048 PM CMT 0800 A1k 2 fel
| lm 11g_home1_19 Orade Home Mar 1, 2012 3:45:46 PM GMT-08:00 S — _ hi03/appforade fproduct/11. 2.0/dbh I

Step 6.3: Create Standby Database using Cloud Control “Add Standby Database” feature

With the Cloud Control management repository running on Real Application Clusters and the addition
of a second management service, the Cloud Control installation is protected from component failure at
the primary site. In the event a database or OMS server is unavailable, the application can still

continue to function.

Adding Data Guard protects the database from a failure should the database storage fail. It does this
by continuously shipping database updates to a standby database that is configured on separate

hardware.

The first step in configuring the standby site is to create a single instance standby database for the
repository database. This step can be done from within Cloud Control by navigating to the target
homepage of the Cloud Control repository database and selecting Availability | Add Standby
Database... from the menu
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Cluster Database ~ Performance - @ Schema ~ Administration ~
High Availabiity Console |

MAA Advisor
| Summary | | Performance
Backup &Recovery v
Status Activity Class Services Instances
Add Standby Database. ..
Instances 3 ( {2} s
Cluster Managed Database Services
UpTime 2days, 22hrs w 7 ——
Version 11.2.0.3.0 Cluster Database Operations v 5 6 1 V(v‘ulster
Load 0.14 average active sessions n o5 mWai
2 W User /0
Total Sessions 244 1
s crPy
LastBackup N/A £ 3
Available Space  1.38 GB E) =CPU Cores
Total 5GA 2,389.28 MB 1
Diagnostics p—— M e e
5145 AM 555 AM 6:05 AM G:15 AM 625 AM 6:35 AM
Latest Global ADDM Findings 0 Table View
Incdents @ o @9 Ay Mo
> | Resources
~| SQL Monitor - Last Hour
Status |Durahon \SQL D |5ession jin] | Paraliel Database Time
) H49.005 c3hjkha2s5q42 32 I -
% BN 057.00s  lcdZkrhdzrhvg 77 I 5
) I 5! 1cd2krbdzrhvg 96

&

This started the Add Standby Database Wizard which we used to create a single instance Physical

Standby Database.

ORACLE Enterprise Manager Cloud Contral 12¢

Help + o

Data Guard > Add Standby Datsbase
Add Standby Database

This wizard creates a Data Guard configuration containing a primary database and a standby
databaze. Select how to add the standby database.
(%) Create a new physical standby database
& phiysical standby datzbase & maintained 25 2n exact copy of the primary datzbass,
() Create a new logical standby database
& logical standbry database duplicates the datz from the primary datzbase at the SOL level
() Manage an existing standby database with Data Guard broker
The existing standby database must be already configured to function with the primary datahase,
() Create a primary database backup only
Creates 3 primary datzhase hackup that can be used for 2 futwe standby datzbase ceation,

We selected Online Backup using RMAN

ORACILE Enterprise Manager Cloud Control 12¢

Istandby Database Types
Physical standby database characteristics:
* Physically identical to the primary database
= Mounted or open read-only when in recovery mode
* Supports all datatypes and DOL
Logical standby database characteristics:
* Mot physically identical to primary database
* Open read-write when in recovery mode
* Can be used for data protection and reporting
* Does not support some datatypes, some DDL

Cancel | Continue

o

Help ~

Backup Type Backup Options Database Location File Locations Configuration

Add Standby Database: Backup Type

Data Guard uses Oradle Recovery Manager (RMAN) to create the standby database from a new or
existing backup of the primary database. Select the type of badwp to use for the standby
database creation.
(%) Online Backup
() Use Recovery Manager (RMAN) to copy database files
Staging areas not required, RMAN will copy files directly to destination locations.
() Copy database files via staging areas
Requires staging areas on both primary and standby hosts,
() Existing Backup
RMAN Backup
A whole datsbase backup performed typically as part of 2 regular backup strategy,
Backup from a previous standby database creation
A backup performed by the Add Standby Database wizard,

Review

Dstandby Database Creation Overview
The standby database creation process performs the following steps:

.

-

-

Cancel [Step 1of 6 Mext

Performs an online backup (or optionally uses an existing backup) of the primary database
control file, datafiles, and archived redo log files

Tansfers the backup pieces from the primary host to the standby host

Creates other needed files {e.g., initialization, password) on the standby host

Restares the contral file, datafiles, and archived redo log files to the specified locations on
the standby host

Adds online redo log files and other files to the standby database as needed

Configures the recovered database as a physical or logical standby database

Cancel Step 10f 6 Mext

The wizard will prompt for the creation of Standby Redo Logs on the Primary database.
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ORACLE Enterprise Manager Cloud Control 12¢ tep - O

8 = = = =l
Badwp Type Backup Options Database Location File Locations Configuration Review

Add Standby Database: Backup Options

Primary DAtabase  m————
Primary HOSt s o . Cancel | Back | Step20of6 Next

The primary database files will be copied directly to the standby database Orade Home. No staging areas are required,
Degree of Paralelsm |2

The number of parallel chanrels used by Recovery Manager (RMAN) 1 copry the database filles. Increased paralislsm may
spesd the process F sufficent netwerk bandwidth i available.

Primary Host Credentials
Enter the credentials of the user who owns the primary database Orade server installation.
Credential  (3) Named (O) New

Credential Name | NC_HOST_OMS_ORAHA v
Attribute Value
Credential Detals  UserName oraha
Password mEmm——
More Detals

Primary Database Standby Redo Log Files
Several Data Guard features require standby redo log files. They will be added to the primary database.

[“]use Crade-managed files (OMF) for standby redo log fies
Files will ba created using OMF for all databases configured to use OMF Desslect this option 1o ovenide the defauk file locations. Overridden fila locations for databases configured o use Automatic Storage

{ASM) oz be ASM gk groups

Database | HostCluster Size (MB) |Log Fle Location Thread
emrep.example.com emrep-d 50.0 Orade-managed file 2
emrep.example. com emrep-d 50.0 Orace-managed file 2
emrep.example.com emrep-d 50.0 Orade-managed file 2
emrep.example. com emrep-d 50.0 Orade-managed file 1
emrep.example. com emrep-d 50.0 Orade-managed file 1
emrep.example. com emrep-d 50.0 Orace-managed file 1

Cancel | Badk | Step20f& Next

We provided an Instance Name of ‘emdr’. When specifying Standby Database Location, we clicked on
the magnifying glass and selected the Database Oracle_Home of the first Standby Database host.

ORACLE Enterprise Manager Cloud Control 12c tep - O

BadupType  BadupOptions  Databaselocation  Fielocatons  Configuration  Review

Add Standby Database: Database Location
Primary Database . . . -
PrMary HOSt i . . Cancel | Badk | Step3of 6 Next
A discovered ASM instance will be required on the standby host you choose below. You will be prompted to logn to the ASM instance if necessary.
(& TIP If there is no ASM instance running on the specified standby host, it must be created and discovered in order to proceed with standby database creation.
Standby Database Attributes

« stncenome
The stance name (also referred 1 as the SID) must be unique on the standisy host.
Standby Database Location

Spedfy the host and Orade Home where the standby database will be aeated. The host shoulkd be a discovered Enterprise Manager target and match the operating system of the primary database host. The Orade Home
should exist on the spedfied host and match the version of the primary database.

* Host | emrepsl.example.com Q
* Orade Home | fu01/app/orade jproduct/11.2.0/dbhome _1
Standby Host Credentials

Enter the aredentials of the user who owns the Orade Home selected above.
Credential (&) Named () New

Credential Name [ NC_HOST_OMS_ORAHA ~ ¥
Atrbute value
Credential Detals  UserName oraha
Passwerd ———
More Details

Cancel | Badk | Step 3o0f 6 Next

For File Locations we left the defaults provided by the wizard
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ORACLE Enterprise Manager Cloud Control 12¢ Help »

Backup Type Backup Options Database Location File Locations Configuration Review

Add Standby Database: File Locations
Primary Datsbase maatest.us.oracle.com

ASM Instance +ASM1_slc00ekp.us.oracle.com Cancel | Back | Step 4 0f6 | Next
Primary Host slc00ekn.us.oracle.com Standby Host slc00ekp.us.oracle.com Gancel | Back | step 40f'5_ext

@Inﬁ)lmation

After the standby database is created, it can be converted to a duster database by Using the Enterprise Manager Convert to Cluster Database function. Conversion of a physical standby database

requires that al database fies be pre-ocated on shared storage. If you intend to convert this standby database, ensure that all database file locations below specify shared storage that is accessible
from all hosts in the duster.

Standby Database File Locations

Database Area

Speafy the location where datafiles, tempfiles, redo log files, and control fies will be created.
Total Disk Space Required 7910 MB

* Database Area [DATA Q
Tablespace Storage Locations Default _Customize
Redo Log and Control File Locations Default _Multiplex

1 mukiplex cations are not specied, these fikes will be crested in both the database and fast recovery areas.
Fast Recovery Area

To enhance da;

protection and parformanca, Oracle racommends that 3 fast racoveny ares be usad,
Specify the location where recovery-related files archived redo log files, RMAN backups, etc.) will be areated
FastRecovery Area [FRA

Archived redo log Files received from the primary dstabase will be put in this locaton,
i FastRecovery Area Size (M) [15821

imit on the totsl space used by fles crastad in the fast recovery ares, The defaul value is twics the datsbase sze,
Automatically delete applied archived redo log files when space is needed

Listener Configuration

(%) Use Default Grid Infrastructure Listener
The destination hast contains 2 Grid Infrastructure installation, Choose this option to use the defauk listener running from the Grid Infrastructure home.

() Use Destination Database Home Listener
Configuration File Location [u01/app/orade fproduct{11.2.0/dbhome _1/network/admin
* Listener Name:

Click the fiashliht to show the list o esting listeners.
*Part
Primary Database Port 1521

Cancel | Back | Step4of 6 N

We specified Database Unique Name and Target Name as ‘emdr’. We also ensured that we checked
the box to monitor the standby database using SYSDBA credentials. This is because SYSDBA
credentials are required for complete monitoring of a mounted standby database.

ORACLE Enterprise Manager Cloud Control 12¢

hep - O
L
Backup Type Backup Options Database Location File Locations Configuration  Review
Add Standby Database: Configuration
Primary Database maatest.us.oracle.com ASM Instance  +ASM1_slc00ekp.us.oracle.com Cancel | Badk | Step Sof 5 Next
Primary Host slcDOekn.us.oracle.com Standby Host  slcDOekp.us.oracle.com @ =% P ﬂ

Oracle Restart Configuration
[ Configure Standby Database with Orade Restart
The standby host has Oracke Restant configured, Oracle Restart sutomatically stants the datsbase when required.
Standby Database Parameters
1* Database Unigue Name [emdr

Used 1o set the standby database DE_UNIQUE_NAME parametes which must be unigue within the enterprise,
*TargetName |emdr

The display name used by Enterprise Manager for the standby database, Oracle recommends that it be the same as the Database Unique Name.
Standby Database Monitoring Credentials

Specify the database user credentials that will be used by Enterprise Manager to monitor the standby database.
Use SYSDBA Monitoring Credentials

By default, the NORMAL role monitoring credentials in use for the primary datahase will be used for the standby database, Howeves 2 mounted standby database requires SYSDBA monitoring credentials in order to provide complete monitoring capabiliy.
7 Data Guard Connect Identifiers
Data Guard requires a connect identifier for each database in the configuration. The connect identifier will be used for all Data Guard communication, induding redo transport for standby databases.
(% TIP If an existing net service name is specified, ensure that is is resolvable by all databases in the Data Guard configuration.
* Standby Database Connect Identfier () Use Enterprise Manager connect descriptor
Uses the connect descriptor wsed by Enterprise Manager for the standby database.
() Use existing net service name

An existing net service name that can be used by all databases in the Data Guard configuration to connect to the standby database.

Cancel | Back | Step 5of6 Next

We then clicked Finish which submitted the job to create the standby database.
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&— —=
Previous Configuration Review

Add Standby Database: Review

Cancel | Back | Step6of6 Finish
The stancby database runs as Manager job. Standby database emdr wil be created by job DataGuardCreateStandby8S and added to the Data Guard configuration.
Primary Database Standby Database
THGEUNATE  — — Target Name emdr
e Database Name H—_—_1)
P
11.2.03.0
Ju01/app/orade/product/11.2.0 /11.2. 1
/dbhome_1
[PTRRONAL. F—— Operatng System  Enterprise Linux Server release 5.6 (Carthage) 2.6.18
Operating System Enterprise Linux Server release 5.6 Host Username  oraha
o ST (Carthage) 2.6.18 Backup Type New backup
Host Username  oraha Fle Tansfer Method  RMAN duplicate

Database Unique Name  emdr
Database Storage Automatic Storage Management
ASM Instance +ASMI_EG_—_—_———
Standby Type Physical Standby
Database Area DATA
FastRecovery Area FRA
F Recovery Area Sze (MS) 18241M
Automatcaly Delete Archived Redo Log Files Yes
Configure Standby Database with Oracie Restart

After the Standby Database has been successfully created, we navigated to the DataGuard homepage
and verified that everything was working. This can be done by navigating to the repository database
homepage and selecting Availability | Data Guard Administration. This should indicate that everything

is in a normal state as per the screenshot below.

Logged in As SYS

Data Guard
Page Refreshed March 20, 2012 9:50:29 AM PDT View Data | Real Time: Manual Refresh v <
Overview db b 0g! Y

Dita Guarit Stabe: <) Normal Transport lag is the time difference between the last update on the primary databsse and the last recsived redo on the standby database.

Orotecton Mode: Mo B s Apply lag s the time dfference between the last update on the primary database and the last appied redo on the standby database.

Fast-Start Faiover Disabled 10

Primary Cluster Database
Name <
Cluster Sos M Transport Lag
Data Guard Status v/ Normal H O Apply Lag
Currentlog Multiple Threads "‘
Properties Edit 0 0
0.0
emdr
Standby Databases
Add Standby Database
Edit | Remove | Switchover | Falover | convert |
Select | Name | Host | ataGuardstaus  |Role Real-tme Query | LastReceivedLog | Last Appled Log Estimated Faiover Time |
® emdr v Normal Physical Standby Disabled Muitiple Threads Mutiple Threads < 1second

Performance Additional Administration
Data Guard Performance Verify Configuration
Log File Details Remove Data Guard Configuration

Additionally, a Data Guard verification can be run from the Data Guard administration homepage.

o) = .

Prmmsmg: Verify

Verify checks various standby database settings.

The results of the verify will be shown upon completion. You can dick Cancel to stop processing at any time.

v Initializing

v Switching current log

v Performing health chedk

= Updating Data Guard information
Verifying fast-start failover static services
Verifying protection mode
Checking standby redo log files
Checking Data Guard status
Checking properties
Verifying log switch
Saving detailed results
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Step 6.4: Switch standby database to ‘Maximum Availability’ mode

Maximum Performance, Maximum Availability and Maximum Protection modes offer varying levels of
protection with trade-offs in performance, availability and cost. The Add Standby Database wizard
creates the Physical Standby database in ‘Maximum Performance’ mode, resulting in asynchronous
writes to the standby site. As our standby database is on the same site as the primary database, we will
chose to reconfigure our database in Maximum Availability mode, which will perform synchronous
writes to the standby database, thus ensuring a higher level of data protection should the primary
database fail.

We switched to Maximum Availability mode by clicking on the Protection Mode from the Data Guard
Administration Page

Data Guard

Page Refreshed March 19, 2012 9:57:27 AM PDT

Overview Standby Databas
Data Guard Status v/ Normal Transport lag is the time ¢

] database, Apply lag is the

Protection Mode| Maximum Performance standby database,

Fast-Start Faillover Disabled

Primary Cluster Database 1.0
Name wv
Cluster g
Data Guard Status v/ Normal g 05
Current Log Multiple Threads o
Properties Edit
0.0

At the next screen, we selected Maximum Availability and then Continue

Data Guard > Change Protection Mode: Select Mode
Change Protection Mode: Select Mode

Data Guard provides multiple protection modes. Higher protection modes reduce data loss but may affect performance of the primary database. When changing to
maximum protection or maximum availability, & SYSDBA connection is required to the primary database and all standby databases to determine if standby redo log
files are needed.

() Maximum Protection
Prowvides the highest level of data protection, Mo data will be lost, Possible primany database downtime if connectivity to the standby databass is lost, Requires the
SYNC redo transport mode to be sat on at least one standby datshase,

(&) Maximum Availability
Prowvides wery high data protection, Mo primary datzbase downtime if conmectivity to the standby database is lost but data may diverge, Requires the SYNC redo
transport mode to be set on at least one standby datsbase,

() Maximum Performance
No performance impact on the primary datsbase, Provides high data protection with the ASYNC redo transport mode, Can also be used with the ARCH redo transport
maode,

We selected our ‘emdr’ standby database and continued

Data Guard > Change Protection Mode: Standby Databases and Standby Redo Log Files
Change Protection Mode: Standby Databases and Standby Redo Log Files

Standby Databases
One or more of the following standby databases can be selected to support the protection mode. The redo transport mode for the selected database(s) will be set to SYNC (if not currently set to
SYMC).

Select Al | Select None

Select | Mame Role Redo Transport Mode

emdr Physical Standby ASYNC
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Following the change in protection mode, we checked the status of the Data Guard configuration from
the Data Guard Administration page again. This showed that wete now running in Maximum
Availability mode.

Data Guard
Page Refreshed March 20, 2012 9:56:25 AM PDT

Overview

Data Guard Status v/ Normal
Protection Mode Maximum Availability
Fast-Start Failover Disabled

Primary Cluster Database

Name
Cluster -
Data Guard Status v/ Normal
Current Log Multiple Threads
Properties Edit

The following diagram shows the Cloud Control topology following the creation of the Standby

Database:
Primary =
(active) —> &1"
-
= ﬁ Agent
1 =
~nN €& | e= 3
Data Guard : i@_ =
‘l’ / o Console
0l Balancer 5
7 {%}”152;
Standby o
(passive) EMCLI
Repository Tier OMS Tier Client Tier

Figure 8: Cloud Control Topology After Standby Database Creation

As shown above, we have now protected the installation against complete failure of the Primary RAC
cluster with the use of a standby database, This standby database, however, is only running on a single

node, and therefore has less capacity available than the primary.

Step 7: Convert Standby Database to RAC

To ensure that Cloud Control performance is maintained when the standby database becomes active,
we converted this database to RAC so that it mirroed the primary site. To convert the single instance
standby database to RAC, we used the Convert Cluster Database feature of Cloud Control. This can
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be accessed by navigating to the homepage of the Standby Database and selecting Availability |
Convert to Cluster Database. ..

Oradle Database ~ Performance ~ 5 Schema ~ Administration

High Availability Console

MAA Advisor
~ | Summary s lnoe
Ba & Recover L
Status P Y ass Services
Add Standby Database
UpTime 11days, 2hrs Data Guard Administrati
Version 11.2.0.3.0 =i buard Administration
Load 0.02average z Data Guard Performance
Total Sessions 72 Verify Data Guard Configuration
Last Badap N/A I Convert to Cluster Database. ..
Available Space  1.37 GB = -
Total SGA  2,389.28 ME <
Diagnostics
. 0
e E3SAM 645 AM 6:55 Al

We specified the Oracle Home for the cluster database instances, along with credentials for the Cluster
and ASM.

Convert to Cluster Database: Oracle Home and Credentials

Cancel |Step 1of 4 Next

This wizard guides you through the steps required to convert a single-instance database to a duster database. This process will configure shared storage, add listeners, add database instances and configure related targets in
Enterprise Manager. At each step, checks are performed to ensure all prerequisites are satisfied for the conversion procedure to complete successfully.

Oracle Home

Enter the Oracle Home from which duster database instances are to be configured.

Oracle Home | jud1/app/orade fproduct/11.2.0/dbhome_1 Qz,

Cluster Credentials

Enter the host credentials for the install owner of the duster database Oracle Home.
Credential () Preferred (3) Named () New

Credential Name | NC_HOST_OMS_ORAHA - ?
Attribute

Value

Credential Detals  UserName
Password
More Details
ASM Credentials
Enter the credentials of ASM instance SYS user.
Credential () Preferred (&) Named () New
Credential Name | SYS_ASM |
Attribute

oraha
P

Value

Username
Credential Details

Password

Role

More Details

sys
P

sysasm

As the standby database being converted was not in read-only mode we were informed that the wizard

would do this as part of the convert to RAC process.

Elconfirmation

Converting Physical Standby database to RAC would require database in OPEN read-only mode. If you dick "Yes®, Convert To RAC Wizard will stop redo apply and OPEN the database.

We then specified a prefix for the new cluster database and selected to additionally configure the

database on the second node in our cluster
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L) F J
Cluster Credentials Hosts Shared Storage Review

Convert to Cluster Database: Hosts
Cluster Database Configuration Type

Cluster database configuration can be Policy-Managed or Admin-Managed. A Policy-Managed database is dynamic with instances managed automatically based on pools of servers
for effective resource utiization. Admin-Managed database results in instances tied to spedific servers.

(#) Admin-Managed Database
Spedify a prefix to be used to name the duster database instances. The instance number will be concatenated to this prefix.

Cluster Database Instances Prefix  |emdr

Select the hosts on which you want to run the duster database instances. The table below lists all the hosts in the duster along with the information on whether applicable
database software is installed at the target Orade Home.

Select All | Select None

Select | Host Database Software Installed
emreps1.example. com Yes
emreps2.example, com Yes

(& TIP You can done an Orade Home to a host where database software is not installed, Clone Orade Home

We chose to use the existing Database Area and Fast Recovery Area

Cluster Credentials Hosts Shared Storage Review

Convert to Cluster Database: Shared Storage
Database Area

The current database files are located on shared storage. You can choose to use the existing database files for the duster database, or you can spedfy a different location, causing the

current database files to be copied and then used for the duster databage. Choosing thiz option will configure your storage to use Orade-Managed Files (OMF), using the new directory as
the Database Area.

(%) Use Existing Database Fies
This option uses existing storage for the datzhase files
() Spedfy New Location
This option will create new storage by copying database files from the current location.

*Database Area  |DATA Q,

Fast Recovery Area

The current storage for Fast Recovery Area i accessible from all hosts, You can choose to use the existing fast recovery area for the duster database, or you can spedfy a different
location, causing the current recovery files to be copied and then used for the duster database. Choosing this option will configure your storage to use Orade-Managed Files (OMF), using
the new directory as the Fast Recovery Area.

@ Use Existing Fast Recovery Area
This option uses existing storage for fast recovery files at +FRA

O Create New Fast Recovery Area

*Fast Recovery Area | DATA Q,

After reviewing the details, we submitted the job

Cluster Credentials Hosts Shared Storage Review

Convert to Cluster Database: Review

Database Unique Name emdr
Cluster Database Configuration Type ADMIN
Hosts wnamtg wn svmtn o
- —— e - - . -
Oracdle Home [u01/app/oracle/product/11.2.0/dbhome_1
Cluster User Name oraha
ASM User Name sys
Cluster Database Instances Prefix emdr
Database Files Storage Location same as current storage for single-instance database
Fast Recovery Area Storage Location same as current storage for single-instance database
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After the job succeeded we checked the Data Guard status from the Data Guard Administration page.

AN TENIL LY IPIIURAE 1T Salls U-| J—
Properties Edit

] 0
0.0
emdr.us.oracle.com
Standby Databases
Edit | Remaove ] Switchover | Failover [ Convert |
Select | Name | Cluster | pataGuardStatus | Role | Real-tme Query | LastReceived Log Last Applied Log
® emdr ~ Normal Physical Standby Cluster Database  Enabled Multiple Threads Multiple Threads
Performance Additional Administration
Data Guard Performance Verify Configuration
Log File Details Remove Data Guard Configuration

This showed that the Standby Database had been converted to RAC.

The diagram below now shows the topology as it was shown in the introduction. We have configured
an SLB, installed an additional OMS, created a standby database and subsequently converted it to RAC
to arrive at an MAA Level 3 configuration.

Primary o ’
(active) 5 1‘]
Cay
S Agent
I i ivr -
Data Guard"v SW Lib i@_ -— -
l Load Console
- T Balancer §
= “ {%g:z;
Standby oms2 <
(passive) EMCLI
Repository Tier OMS Tier Client Tier

Figure 9: Cloud Control Level 3 Topology
As illustrated by the diagram, we are now protected from failure in each tier.

If the primary database is not available, the standby database can be activated and the connect string
used by the OMS tier can be modified to connect to the activated standby database.

Switchover or failover of the primary database to the standby can be done using the Data Guard
broker through the ‘dgmgtl’ interface. The repository connect string used by the OMS tier can be
modified by executing the ‘emctl config oms -store_repos_details’ command from each OMS.

In our example, OMS connect string is reconfigured by executing the following on each OMS server:

emctl config oms -store repos details -repos conndesc

“ (DESCRIPTION= (ADDRESS LIST= (ADDRESS= (PROTOCOL=TCP) (HOST=emreps-cl-
scan.example.com) (PORT=1521))) (CONNECT DATA=(SERVICE NAME=emdr)))”
repos_user sysman
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Following this reconfiguration each OMS can be restarted.

After the restart, the ‘Management Services and Repository’ target will not be monitored. To resume
monitoring of this target it should be relocated to a management agent on the standby site. This is
achieved with the ‘emctl config emrep’ command. In our example we reconfigured the ‘Management
Services and Repository’ target as follows:

emctl config emrep -agent emrepsl.example.com:3872 -conn desc
" (DESCRIPTION= (ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=emreps-cl-
scan.example.com) (PORT=1521))) (CONNECT DATA=(SERVICE NAME=emdr)))”

In some circumstances, it may be desirable to automate the above reconfiguration steps. This can be
achieved through the use of a database trigger setup to fire upon detection of a role change on the
Repository database.

For full details of switchover or failover to the standby site (including how to automate the failover

process) refer to the Cloud Control Administrator’s Guide.
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Conclusion

The breadth and depth of features provided by Cloud Control makes it a critical data center application
and as such, high availability of the Cloud Control infrastructure is often deemed essential.

The building of a highly available Cloud Control implementation involves the configuration of a

number of different technologies and each provides a particular part of the overall solution.

The implementation of a highly available Cloud Control deployment can be greatly simplified and
streamlined by planning the optimal order for the deployment and configuration of the various
components. Similarly, the time taken and number of errors can be reduced through the use of the

automation features that are provided by Cloud Control.
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