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KEY FEATURES AND
BENEFITS
FEATURES

* Automated patching for Oracle
products and the operating
system

* Flexible, extensible Deployment
Procedure based patching and
provisioning

* Integration with My Oracle
Support

* Patch Recommendations

* Patch Validation and Single
Click Merge Patch request
process

* Software Image Library

+ Database, RAC, Grid
Infrastructure, Clusterware and
Automated Storage
Management provisioning
across versions and platforms

* Single click cluster scale out
and scale back

* Single instance-to-RAC
conversion

* Facilitates Real Application
Testing (RAT) setup

* Bare metal OS provisioning
* CLI driven runtime

* Support for secure
authentication like SUDO and
PAM

* Provisioning and Patch
deployment reports

BENEFITS

* Standardized software deployment
processes reducing operational
risks

* Out-of-box best practices lower
cost of deployment

* Mass scale operations increase
operational efficiency

* Increased Availability through
Integrated Systems and Support

* Single console to manage your IT
environment and support
experience

The Oracle Provisioning and Patch Automation Pack for Oracle
Database automates the deployment of software, applications, and
patches. It provides the ability to provision the entire software stack
including the operating system, database along with comprehensive
reporting tools making the Provisioning and Patch Automation Pack a
key component in the overall Database Management space. These
capabilities are critical to making data center operations easy, efficient
and scalable resulting in lower operational risk and cost of ownership

The salient features of the Pack are describedaéh thelow.

End-to-End Patching of Oracle Products

Oracle Enterprise Manager includes an end-to-entthjpay solution that works
seamlessly across a wide range of products an@mestenvironments. The patching
application automates the deployment of Oracle hestcfor the database (including
Clusterware, Grid Infrastructure, Real Applicatid@®luster and Automatic Storage
Management) and the underlying operating systera.afplication takes care of pre and
post patching steps such as shutdown and startapreices, and dictionary changes, if
required.

The patching application leverages the flexible IDgment Procedure framework, that
lets users add custom steps for specific actiontsinvthe patching process. Users can
patch hundreds of databases concurrently in onglesidowntime window and are
automatically notified upon completion of process.

Patching of Operating Systems

Enterprise Manager provides a comprehensive pajcbitution for popular operating
systems like Linux, Windows and Solaris. Enterprisdanager integrates with
Unbreakable Linux Network (ULN) to provide periodémitomatic updates for Linux
hosts. Users can visualize compliance informatiod ansure that any critical Linux
patches released by Oracle are automatically abpBeveral Linux hosts can be grouped
together and patched at once making the procespletaly lights out. Users can also
define custom channels and configuration file cledsirto update custom rpms and
configuration files on hosts. Errata or advisorfpimation for Packages is also available

Database and Operating System Provisioning
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The philosophy of grid computing centers on thditghtio deploy and reassign hardware
and software resources quickly and efficiently arake them operational.

Enterprise Manager includes the functionality ofrébanetal provisioning of Linux
operating system through a standardized PXE (Ptdboecution Environment) booting
process. It also facilitates delivery of additiosaftware on top of the operating system.
As a part of this process, administrators can @oonages with specific hardware and
storage templates to cover the variety of hardwagulation. The provisioning process
also registers the server as a target in EnterpMiaeager, so that it can be managed
henceforth.

Enterprise Manager comes with out-of-box DeploymBnbcedures to provision the
Oracle Database (both Single Instance DatabaseR&®@), Oracle Grid Infrastructure,
Oracle Clusterware and Oracle Automatic Storage dgament from gold images
following the best practices for maximum availagiliThe “gold images” are tested and
approved software images and can be patched tolemey before deployment. The
provisioning procedures automate the end to endigioming operations of the products
(including multi-tier installations) and configurgtorage, networking in the process.
These operations could otherwise be time-consummitigerror prone. The procedures can
use pre-created gold images or live referencellagtans as a source for the provisioning
operations.

Through Enterprise Manager users can also provi&eal Application Clusters and
configure the associated grid disks on the Sunl®@atabase Machines.

Enterprise Manager also facilitates the settingofipisaster Recovery (DR) systems.
Using a simple wizard driven approach one can s@hbpsical or Logical Standby
environments.

Complete Lifecycle Management

The provisioning features of Oracle Provisioning &atch Automation Pack can be used
to achieve complete automation of Software Lifeeyslich as promotion from test to

production environments. This can be utilized ttalglish test environments to be used
for Real Application Testing.

Cluster Scale Out and Scale Back

To address the growing business demands, modeanceaters require the ability to
augment and relocate resources quickly and effigiemd make them operational. The
core foundation of Oracle’s Grid architecture liesscaling out the cluster in a fleet-
footed manner. Through Enterprise Manager one ddnoa drop a node of RAC with a
single click. All the complexities of provisionirgnd configuring the agent, Clusterware,
Grid Infrastructure, storage, network and the dadebsoftware are automated and hidden
from the end user.

Oracle Provisioning and Patch Automation Pack &k® the ability to convert a single
instance non-RAC database to a multi-node RAC dambUsing a wizard driven
interface the administrator is guided through thecpss. An easy workflow makes this
job easy and convenient for administrators.
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Cancel ] (_Run Frereguisites Only ) (Review ) (Submit
Extend Real Application Clusters
Select Real Application Clusters (RAC)

Select the Oracle Real Application Clusters (RAC) you wish to extend. The Clusterware and Automatic Storage Management (45M) wil also be extended if these do not
alreacly exist.

Search | Cluster Database Target ¥ Go

Expand Al | Collapss Al

Select Name Member Nodes Oracle Home Platform Product
'V Avalable Cluster
Datahases

O Poprp_sthdpls-  stbople.us.orace.com, Jscratch/aimefappyame/product/11.2.0 Enterprise Linux Enterprise Linox A Oracle Database
cluster (2) sthp19.0s oracle.com Jdbhome_1 release 4 (Octaber Update 7) 11.2.0.1.0

O Prmaatest (2) sthep18.us oracle. com, Jscratch/aime/appfaime/product/11.2.0 Enterprise Linux Enterprise Linux AS  Oracle Database
stbop19..s.oracle.com Jdbhame_1 release 4 (October Update 7) 11.2.0.1.0

@ | Pofs( stboh12.us oracle. com, Jjuntrfappjracuserforociuct/11,2,0 Enterprise Linux Enterprise Linux A5 Oracke Database
sthh1.us oracle.com /CraDb1lg_home3 release 4 {Octaber Update 7) 11.2.0.10

¥ Reference host options - (stbdh1z.us.oracle.com)

Reference host | stbdhi2,us.oracle.com v
Select the reRerence host For znend,

Warking directory |ftmp

Home Location : files To Exclude
JuDic/cluster logf* crsfinit, racg/dump,srvm/log,cdata, EMStage
JuDrfappjracuser/product/11,2,.0/0raDb 1g_homes log/ * EMStagedPatches,oratab, . trc, ., cdumy

[Jspecify if the ssiected RAC Database is Policy Managed
[CIspecify if the ssiected Clusterwate is GRS Configured
[ specify Orarle Base Iocations

B>0racle Home Shared Storage Options

Select New Nodes
Select the destination hosts and enter the respective Virtual Node Names,

Add... J Import From File.
Private Node  Private 1P virtual Node  Virtual IP working

Host: Name {Optional) Name {Optional) Directory Remove

To select new nodes, use either the ‘Add...' option or the Tmpart
From File..." optian.

Figure 1: Extending RAC cluster with single click

This figure shows the procedure for extending a RAGter with a single click

My Oracle Support and Enterprise Manager Integration

My Oracle Support is now integrated with Enterpfidenager; this integration provides
system administrators with a single console thasgelizes their support experience
along with seamless management of their IT envirts

Through this integration users receive, comprelvengatch recommendations, ability to
create patching plans for organizing rollouts, dations for conflicts, ability to download

an existing merged patch or request a new mergéch mnd directly automate the
deployment of the patches.

Haome | Targets Deployments Algrts Compliance | Jobs | Repons acle support

e | o
Patch & Updates Last refveshed 0 minutes age )
Customize Page. ..
¥ Patch Recommendations @ 18| ¥ PatchSearch .
Viewby (o) Classification () Target Type Sesrch | Zaed | Recent
security 4 ) PatchID or Mumber | Product or Family (Advanced Search)
Other Recommendations & |
* Patch ID ar Number is Type in comma separ sted valuss @

Al Recommendations

Requires collectar version 10,3.2 or newer. Learn More.. el Save S

¥ Patch Related Activit:
st L Cal=FE For Oracle Database, Middieware, £-Business Suite, Siebel and Hyperion Products.  Learn More: .
Downloaded Viewed FReviewed Favorites
- = Lo = ————— ¥ patchPlans = M
| Patch Plans Replacement Patch Requests
"7 Patch 6079224; THE INSTANCE CAN MOT START DUE TO IPC SEND 1)
} o B Mame 1a Status Plannied Deployment Da | Remave
= My Octaber plan " Resdy for Downlosd Mot Specified o

Py How Patching Window
testt

Ready for Download Mot Speciied &
Patch 8534387: CPUIUL200S DATABASE 10.2.0.4

Ready for Download Mot Specified -

Patch 7593314; ORA-07445: EXCEPTION ENCOUNTERED: CORE DU

DATASASE PSU 10,

'7 Patch 3576 .41 {INCLUDES CPUIUL200S]

1y Patch 7623357 TRACKT

NG BUG FOR INVENTCRY OF DG BROKER BU v |
Figure 2: My Oracle Support Integration with Enterprise Manager

Through the My Oracle Support Integration with Eptesse Manager, users have access
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to Community forums making visible customer inpatspatches along with the number
of times a specific patch has been downloaded.

Patch Recommendation provides a single view t&ediurity and Recommended patches
that should be deployed across your environment.

Patch plans enable accumulation of multiple patcired affected targets, check for
conflicts and integrate with Deployment Proceddoesutomate the deployments.

Create Flan Wizard - JAN_PATCH_ROLLOUT

Walidation
& Specify General Information Ravalidate Conflicts Found, Replacements Available
o Patches Plan last validated Vesterday

Replacement patches are avaiable for some or all the conflicks in your patching plan,

Replat;TCDrvﬁl(hng Patches

< validation

&= Patch ID Description
= @ uo1/sppforacls/db 10204 (Oracle Herme with 1 Item)
& Conflicting Patch Set 1 (2 Ttems) Replacement patch available
B079224 THE INSTANCE CAN MOT START DUE TO IPC SEND TIMEOUT
7331323 ORA-27302 FATLUIRE SCCURRED AT SKEPVEYMMTU
(5) Review & Daploy
i  Required Field
Exit wizard | Bsck || et || Review

Figure 3: Patch Conflict Validation and Single Click Merge Request Process

Users via automated patch conflict validation cawrload existing merged patches or
request for a new merge patch all through sindlegimted console.

Conclusion

The essence of the Oracle Enterprise Manager Raairig and Patch Automation Pack
lies in reducing manual labor, especially tediond @rror prone tasks, while creating
standard software environments that can be managedcalable manner. With the rich
set of features, it has become an important elenmerutomating operations around
database within the data center.

An independent research study found that customrgrsgy the Provisioning and Patch
Automation Pack can help organizations achieve sitige 124% return on investment
(ROI) with a payback period of 15 months. For mdetails access, The Total Economic
Impact™ Of Oracle Enterprise Manager Configuratidfanagement Pack And

Provisioning And Patch Automation Paey Forrester research on Oracle.com

Contact Us

For more information about Oracle Enterprise Man#&gevisioning and Patch
Automation Pack, please vigitacle.conor call +1.800.ORACLEL1 to speak to an Oracle
representative.

@ ‘ Oracle is committed to developing practices and products that help protect the environment
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