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Introduction

The purpose of this white paper is to detail the process and benefits of using Enterprise Manager
Provisioning pack procedure to automate application of the Critical Patch Updates (henceforth
referred to as CPU) on Real Application Clusters (RAC) in Oracle Internal IT (henceforth referred to
as ST-IT) environments.

Oracle ST-IT environment consists of complex multi-tier systems. ST-IT maintains high secure
environments adhering to the quarterly cycle of CPU. The application of these patches are
mandatory to keep the environments secure, stable, and at high performance. With the rules and
requirements in place, orchestration of identifying, testing and rolling out patches on to the
production servers had become a time consuming, labor-intensive and error-prone process.

With the use of Deployment Procedures of Oracle Enterprise Manager Provisioning Pack, the entire
process is automated resulting in reduction of time and manual labor. The entire process which
normally took weeks is now possible in hours with a few simple click of buttons, thereby yielding
lower operational cost. The procedures automate the application of CPU’s on RAC Database in
rolling fashion achieving Zero Down time, which provides high availability in a completely
unattended way. In this paper we will see in detail the usage and the benefits achieved in using these
best pratice procedures.

Patching cycle:

CPU patching is one of the most critical patches as it covers the security aspect of the Oracle
components that face the Internet or any other semi public environments. Thus, they are released
every quarter. ST-IT chose the CPU patch as the initial target for kick-starting patching via EM as it
meant that a repeatable process is ready even for next cycle, thus it saves time in every quarter.

The patching cycle of the Critical Patch Updates is a time and labor consuming process. It takes time
to identify, test, and roll out the patches. ST-IT has 2 full times DBA’s working for four weeks on
completing the cycle.

The patching operations can be broken down into various steps:

e Patch Identification: Identifying the correct patch number based on version and platform of
the Oracle product installations in the environment.

e Target Discovery: Discovering the right set of targets to be patched for the cycle under test
and production categories.

e Verification of Inventories: Verifying the inventories for the right product version.

e  Staging of the patches: Transporting patches locally to the target for starting the patching
process.

e  Pre-Patching Process: Creating Blackouts, executing backups and so on.

e Patching Process: The actual process of patching a database with appropriate steps to stop
and start database in normal and upgrade mode. Application of the SQLs (catcpu.sql) and
compilation scripts (ultrpl.sql) and bringing back the database in the normal, open mode for
operation.

e Post —Patching Process: Removing Blackouts, clearing up staged files and utilities.

e Verification and Reporting: Checking proper application of patch. Reports on the
compliance and the actual patches applied.
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e The entire cycle is first completed on Stage environment and then rolled out to the
Production environment.

Case Study: Patching RAC Database with CPU in Rolling Fashion

The CPU patches provide high alert security fixes ensuring security and stability of Oracle products.
The CPU’s can be applied in a rolling fashion enabling High availability of the systems even during
the patching process. Oracle Enterprise Manager Deployment procedures support automated
orchestration of patches in this way and even apply the SQL scripts — catcpu.sql and utlrp.sql on the
first node without bringing down the database. This ensures a complete Zero Down time approach.
The picture below depicts the orchestration of rolling patches through EM on a two-node RAC

system.

Zero downtime patching for RAC
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ST-IT choose the deployment procedure ‘Patch Oracle RAC Database — Rolling’ to apply the JULY
CPU 2007 (6079591) on our environment. Our environment setup:

e Oracle Enterprise Manager 10.2.0.3
e 3 Node RAC Primary database at 10.2.0.3
e 2 Node RAC Standby at 10.2.0.3

e 4 Midder’s at 10.1.2.0.2 (Used ‘Patch Oracle Application Server’ deployment procedure)

For this Case Study, the 3 Node RAC Primary was chosen, which was to be patched with Zero
downtime.

ST-IT’s prior cycles to apply the CPU patches manually on the same infrastructure used to take four
weeks with two DBA’s and now the same take just half the time.

This was the first time that ST-IT used Enterprise Manager Provisioning for patching process and
Enterprise Manager was set up to complete the process. This is a one-time process, which will
provide a defined, ready setup and process for the quarterly cycles in future.
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It took three weeks to complete the deployment cycle from setup of EM to testing patch application
on stage, incorporating custom steps, testing, and rolling out on production. The table below
describes the details:

Cycle Tasks Details
Followed the Grid automation guide to setup our EM environment
Prepate the EM for (Refer Achlevmg Gpd Automation with Deployment Procedures)
According to the guide below steps were followed:
Week 1 deployment
1. Setup Software Library and Metalink connectivity.
2. Patch OMS (5890474 & 5998260)
3. Run Refresh From Metalink and Upgrade OPatch Job
Note: The patches above are not required if you have the latest
version of EM 10.2.0.4.
One time process, the same would be used for future cycles.
Week 2 Patching Stage Testing of the patches on stage environment.
and Customizing After the initial run, modifications were made to include backup
Deployment steps into the procedure to create best practices specific to Oracle
Procedures ST-IT.
Week3 Patching Production As the testing of the procedures in stage was already completed, it

was the easiest patching rollout to production. This means that the
DBA can let EM do the work. The DBA was notified the status
when completed.

Steps Involved in Patching Using Enterprise Manager

The whole set of steps briefed in the Patching cycle is completely automated by using Enterprise
Manager Provisioning pack procedures. This section covers the step-by-step approach in patching
using the deployment procedure of Enterprise Manager Provisioning pack.

1) Identification of the Patches: The Enterprise Manager Home page > ‘Critical Patch

2)
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Advisories for Oracle Homes’ section provides a detailed view of the patches to be applied
on to the entire environment. It provides details such as patch numbers, product version,
and platform. Click the Patch Advisories link to see the details.

Select the Deployment Procedure for patching RAC in Rolling mode:

Click Deployments >Patch Procedures> Select the procedure for © Patch Oracle
Database — Rolling” and click Run.




Description

Type

Last Modified By

Staging Area Path

Sudo Command

PamM Command

Preferred Command Interprater for PAM and sudo
Emdronment Yanables for sudo or FAM

Last Updated

Enable Motification

Procedure Status Motification Job Tag
Status for which Notification is to be Sent

Mote
wpand All | Collapse All
Alne
f MPS CPU PATCH PRIMARY RAC DB - Apply
Inifialize

¥ For all hosts
¥ For all homes
Cracle Home Preprocess
Lipgrade opatch
Stane Patches

Procedure for patching an Cracle RAC Database Primary in Rolling m
Patch Oracle Software

SYSMAN

feemid_root’

sindo

phrun

|y SPATHSEP =% # Path separator var, usi A
[# isErmnpty(<test>)

[# Retumns true if value <test> is emply.

{# Please do not modify this subrouting.

isuh isEmpty($)

i my ($test) =& _; # string to check w
| M >
Feb 18, 2008 4:08:42 AM C5T

O

Apply CPU Patch Primary DE -
Action Reguired

Suspended

Failed

Succesded

Stopped

Completed with Errors

Type Description
Procedure far patching an Oracle RAC Databasd

Computational Inttializes the runtime data. The step also downl
. Do not disable or delete this step.

Folling Iterates over a list of hosts.

Rolling Iterates over a list of Oracle Homes.
Computational Initializes the Oracle Home specific runtime dat
Job Upgrades opatch to the latest version

Jab Stages selected patches into Oracle Homes. P
Example:%emd_mot¥EMStagedPatches,

This starts the interview screens, where you can select the patch, targets, and staging directory,
provide the credentials, and then review and submit the procedure.

3) Select the Staging Location and the Patch:

Select the Software Updates to Stage and Apply.

Oracle RAC Database - Rolling - Pchandir: Software Updates

iy T T {]
-y b - N
Software Updates  TargetList  Library Step Properties  Credentials Sche

Staging Location |%emd_r00t%IEMStage

Directory where the Updates are staged to and applied from.

RAC Database Updates

| Add ) | Upload From File

Select the Software Updates to apply. Click on "Add" to search and select software updates from Metalink or Software Library or Upload t
Consult README to determine any update specific steps. Click on "view" to lookup for the README.

Software Update Name Patch 1D Created On Type Product Platform Release Interim Patch Applicable On Description README

@ TIP To lookup for the README, selected updates should be valid patch on Oracle Metalink and require connection to Oracle Metalink.T]
button for README is not clickable in case of patches selected from software library.
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You can use the default location, which is SORACLE_HOME /EMStagedPatches or provide your
own Staging location. Note that the staging location should accessible by the OMS.

Click Add, to Search and Select the patches.

Oracle RAC Database - Rolling - Pehandic Sotware Updales >
Search And Select Software Updates

Cancel | | Select

(O Search Matalink
® Search Software Library
Search
| Patch Number 5073551 [
Praduct Family | Oracle Database V
Product | Oracle Database V'
Release |Any |
It search crierin includes Palchzet rumber and Release, please specify the Palchset Release and not the Fslease appicable on
Patch Type | All Patcheas ]

Flatform | Any ~|
Language |Al13' - |
)
Soloct All | Select Mone
Select Software Update Name © Patch 1D [Created On [Type [Product |Plareim Releass Interim Parch Applicable 0f
O peO7IS91_10.2.0.3_46 BOFIS81 2007-09-1B 21:43:07 0 Patch Oracle Database Linux 585 10.20.3

@ TIP To lookup for the README, selected updates should be valid patch an Oracle Matalink and require connection fa Oracle hatalink To Sq
button for README is nat clickable in case of patches selected frorm software lsbrary

Provide the patch number and other relevant details. If you are connected to Metalink, you can select
Search Metalink, this is required be only once as the patch gets stored into the Software Library for
repeated usage. If you do not have Metalink connection, you can upload patches offline into the
Software Library and select Search Software Library option.

Select the patch and Click Next

Check the patch details, details of the patch, select the Select check box, and click Submit.

F il 5 Fil ! iy

b hol N e
Software Updates  TargelList  Ubeary Stép Propéies  Credentsis Schodule  Révis

Cracle RAC Database - Rolling - Pchandir: Software Updates
Cantel | Step 1ol [Hep )
Selec! the Software Updates 1o Stage and Apply
|Staging Localson '%é'mﬂ'_'r'u'u't"ﬁ:'EP'-'i'Sr'aj;r
Drectory whamn B Lpcialen. arn Haged o are sppbed Tiom
RAC Database Updates

Sgldect the Software Updates to apply, Click on "Add” 1o search and select softwane updates from Metalnk or Sofbware Library or Upload the Updates by clicking "Liplod
Consult README 10 defermine any update specific steps. Chek on “view” to leokup for the README

|_Add | | Upload From File |
[Saftware Updato Hama  [Fatch I0[Ciaatad On [Typs Praduct [Platform [Releass Interln Patch Applicable On|Desciiption README
pEOTSSE1 _10.2.0.3_46 BOTS5E1 2007-06-18 21:43:07 .0 Patch Oracle Database Linux »85 10203 view) B

el i
Femoee All |
@ TIP Ta leckup for the README, tolocted updates should be valid patch an Ciacle Metalink and nequire connection 1o Oracle Metalink To Selup or Update Oracly M
Baudton for README 12 not chekable in case of palches selecied from sofwan Wby
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The procedure by default selects the option to run the SQL script. If you have any custom SQL to
run, you can enter the script in the location provided. Click Next if you are sure about the patch
selected.

Apply SOL Script

(& Apply Default SOL Script
Procedure applies SCIL that is bundled with patch based on patch meta data. This is applicable for CPU and patchsets.

() Enter the schpt to apply EDLI |(e.g. Yoracle_home%drdbmsfadmin'catupgrd. sgl )

4) Select Targets:

CRACLE Entarprise Manager 10y

Deployments [

' £y

el el
TargetList  Laorary Slep Properies  Credenlials  Sthedule  Review

MFS CFU PATCH PRIMARY RAC DBE-Apphy: Target List
Cantel| (Back] Step 2 of & [Nagt)
Select thi largets Chick an Add to view and seliet available fagels
RAC Database Targets to be patched
iedd) ; :
Mame Tanget Type Host Hanie Status
Ha Targel Selecied

\Cancal | [Back] Step 2 of 6 Maxt )

Click Add and then add the targets that you want to patch.

Fa Fa" Fa
vy o o
Tangot List  Library Slop Properbes  Credon®als  Schedule Rewiew
Oracle RAC Database - Rolling - Pchandir: Target List

Cancel | | Batk | Step 2 of 6 [Neg )
Select the RAL database targets from the list below. Make sure 10 slect all instances nnming o of an orache home.

Target Type | Cluster Database "
Target Wersion [10.20.3%
Target Name |
O Host

Platform | Linux x86 -
|Go | | Switch to Advanced Search |

@ TIP You can use 9% and ™ a6 wildcard replacements in (he el helds_ for example, bvalioe’ or evalua®’ or "value®' or srmdsr patlems

Snlect A | Salect Nons | Expand A4 | Collapse Al

Select Hame Target Typa  Cluster Name Host Hame Oracle Home  Status
C] ¥ Cluster Database Targits
O P=apci22e. usoracle comPatched) Cluster Database crs_mpsl2 &
O b= ABC1 234, TE us. oracle. com(Paiched) Cluster Database cre_mpsl2 1t
O p=ABC1234 DR{Unpatched) Clugter Database crs_mpsl3 chster T
O B ABC1 234, racke. comiUnpatched) Cluster Dutabase cre_mpel2 1t
| Peamc1 234 TG US ORACLE COM{Unpatched) Cluster Database cre_mpsl3_cluster i
[0 EwABCIZI. TG e oescle.com{Unpaiched)  Cluster Database crs_mps03_cluster 7
£ Bepac1234. TG US ORACLE. COM{Unpatched) Cluster Database crs_mps02 o
O e=#BC1I34 g oracle com(Unpatched) Cluster Database crz_mpel3_cluster T

The targets available for patching are displayed and both patched and unpatched environments can
be viewed along with the Status.
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Select the appropriate target and click Continue.

As for this case study ST-IT had chosen the 3-node RAC (the first one on the list) out of the mission
critical targets listed above.

5) Provide Credentials:

Cradeniiale Schadule Figvies
Oracle RAC Database - Rolling - Pchandir: Credentlals
Cancel | | Back| Stop & of & [Heg )
Theet I:Inplht]‘ml Procedure can hive phISH. 1kl Innp acods Fosls snd homed Credentials need 10 be tl,plul!d Tar has1E and homes as needed
Home Credentials

CIUse Oracla Hore Prefared Cradentisls & Cvamide Ciracle Home Prefamed Crodentisls

Spacify For | Each Home %
Oracle Hame Haowt

Taaget Usgrmame Password Save OH Credemial
fulappiomaciepaduct10 2.0.3 sbod! 234 oracte.com  ABC1 234.us oracle. com_MYDSETT jerachs o m]
ful3appioraciefproduct10 2 0.3 sbedi 234 oracle. corm  ABC1 234, us, orscle. com_MYOST2 oracle e 0

In this page, you can choose to use Oracle home’s preferred credential or choose to override these
credentials and fill the username and password for the selected targets. Click Next to continue.

6) Schedule the execution:

Sclwdhila Riviaw
Oracle RAC Database - Rolling - Pchandir: Schedule

((Cancel ) | Back| Step 5 of 6 [Mext )
Specify when you would ke the patch 1o be applied. Youw can apply the palch now or schedule a fulure dale and time
Type (@ 0One Time (mmediately) (O Ong Time (Later] () Repeating
Grace Period {3 mdefinde
O End After Hours | | Minutes

Instance Mame |Qvacle RAC Database - Rolling - Pch)

Erder an mistarce name for he ['\er.\b::'n'ierl Frocadure execubon. Dedsl Valse synfax : Procudure Hame_Uiseddames_TimeSlesmg

This page allows you to schedule the patching for a later time or start the process immediately.

Click Next to continue.
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7) Review and Submit:

ORACLE Emerprise Manager g
Grid Conirol

Deployments

Faeaow

Oracle RAC Database - Rolling - Pchandir: Review

|

Cancel | (Back| Step 6 of 6 | Fintsh |
Software Updates
Staging Location %emd_rosths EMStage

FAL Dt abvase Upidales

[Sotweare Update Name © [Patch 1D |Created On [Type Pradict Platfoim Release Imatim Patch Applicabbe On Desciiptisn README
PEOTISS1_I020.3_8&6 BOTO5EN 2000-09-18 21:43.07 0 Patch Oracle Database Linux <86 0203 View |
& TIP To logkiss for the READM

Liek: Thoe wews buttnn fi

siacted updates should ba valid patch on
ME 1% nol Chikable m case of palches selecied

Target List
FAL Dt alrass Tadgate 1o ba patchsd
Expand Al | CoRapee All
Name

W Cluster Diatabase Tanats
P=ABC1 23 ug. oracle comPatched)

Target Type  Cluster Hame Host Hame Oracle Home Statrs

Chestor Database crs_mpsl2

Credentials
Hioume Crederstids

Cradertials Type Ovenidden Prefewed Credemtials for each home
Gracle Home Hast

Target Usgimams
MG apploracie/product D2 0.3 abcd1 234 oracle. com  ABC1 234 us. oracle. com_MYOETT oracle

G apploraciefpreductiD 2003 abcd1234 oracle, com  ABC1 234 us oracle. com_MYOET2 oracke

Schedule

Seheduied Immediately
Repositony

This is the final step where you can review the details before completing the process. If you are
satisfied with the details, click Finish to start the patching.

8) Track the Progress:

On submitting, the ‘Procedure Completion Status’ page is displayed, which is also accessible

from the path: Deployments ->Patch Procedures -> Procedure Completion Status ->Select the
procedure for RAC Rolling Patch.
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You can track the progress of all the steps here. To drill down to see details, click Jobs and a page

shown below is displayed.

Procedure Version 111

Cramer SYSMAN
Status Detall
Steps | Job Details

Expand Al | Collapse All

Hame

Apply

Infliafize

¥ Faor all hogis
' Far all homas

Oiracle Home Proprocess

Upgrade opatch
Stage Patches

Stop RAC Inslances

Apply Paiches

Star RALC Inslances

¥ On the node for SOL execution
¥ Qn the Qracle Home for S0

E {['1g}

Apply S0 Script
Apply Post SOL Senpt
¥ For all hosts

Host Configurstion Colleciion

Esrar Handieg Mode  Stop On Eiror
Sratus Succeeded

OME Log

¥ 1PS CPU PATCH PRIMARY RAC DB -

Procedae WPS CPU PATCH PRIMARY RAC OB - Apply

Sraus Type
Succeeded
Succeeded
Succeeded Rolling
Succesded (2) Rolling
Succesded (2)

Suceeeded [2) Job
Succeeded (2] Job

Succeeded () Directive
Succeeded ) Dinecime
Succeeded [2) Directive
Succeeded Rolling
Succesded (2) Rolling

Succesded (1), Skipped (1) Direcion
Succeeded (1), Skipped (1) Dinective
Succeeded Parallel
Succeeded [2) Job

Scheduled  Lan B0,2008 5 10:10 AR (UTC+040:00)

Srart Date Jom 30,2008 8:10:22 AM (ITC+00;00)

Last Updated  Jam 30,3008 850002 AN (UTC 0000}

Completed Date  Lan 30,2008 8:50:15 AW (UTC+0d:00)
Elapzed Time 2385 Seconds

Description

Procedure for patching an Orache RAC Database Premarny in Rolling mode. Thig
procedure is nod applicable for shaned oracle hore installations.

Cornpatational Initializes the runtime data. The step also downloads patch from Metalnk and

software libeary components, for all patches selected to nun fom Metalink . Do
dizable or delete this slep.

herates ovar @ list of hosts,

Weradas owar @ list of Oracle Homes

¢m‘ﬂpl.|'ll'libl'li| Initsalizes the Orache Home specific nuntime data hke staging lecation. Do nod 4

delete this step
Upgrades opatch 1o the latest version

S1ages selected patches imo Oracle Homes. Please ensure thal 1he patching
slaging /wrile permissions in the Staging Location. Stage Location
Exarnple: %emd_rool %EMS1agedPaiches.

Stops all the selected Dvacle RAL Instances.

Agplies staged patches in Ovacle Homes,

Stants all the selected Oracle RAC Instances.

Operates on the node for SGL execution
Operates on the oracle home selected for SOL execution

Agpplies a S0L scrpt

Applies 2 SOL scrpt to recompile irvalid objects in the database,
Nerates over & list of hosts,

Relreshes the cordguration miommation aboul & host

Click any job to track the details. For example, here Apply Patches job is tracked and the details are
displayed in the page shown below.

¥ & [

Summary
Eratus Succeeded

Elapasd Time 52 secends

Targets
Haus | AN !
&
Expied A1 | Colapss A1
Hame

v

3IEE LA
Tazk: Transfer files andior execute directive

205 fOETRCT >

Stared  Jan 30, H0E S06:19 AM (UTCa00:00)
Ended Jan 3. 2008 90742 AM UTC 00

Page Rekeihed Fab 17, 7008 %1508 AM UTC

Tyee Componam Step Job

W Tash: Transier Sles andion poacute diseciing

Crwnir SYSMAN
Dascrption

Elapsed Time
Target Seatus Staited Endad tamcond
abed1 4 oretlecom  Suctaedsd Jen 30, 2008 06045 AM (UTC-0000)  Jun 30, 2008 50742 AM (LTC00000) a2
[ barg et Sucoreded Jan 30, 2008 30659 AM (UTC0000)  Jan 30, 2008 90700 AM (LITC+00.00) 1
abcd1Xdonclecom  Sucteeded Jen 30, 2008 907 00 AM (UTC-0000)  Jun 30, 2008 .07 42 AM (LTC00000) a2
abcd1 734 oracle com  Sucoseded Jaa 30, 2008 0710 AM (UTC0000)  Jun 30, 2008 307 42 AM (UTCH00000) 1
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Click on the finite steps to look into the Log details of the steps.

CRACLE Enterprise Manager 10g
Grid Control

Jab Al:tim'ly Job Library
Job Run APPLY PATCHES DIRECTIVE 43E63DBIDIO0BIGFEN40STRCTRISEEAZ > Task ansfrindExecule > Task exgcAndClganuplnParl >
Step: Execute command as normal user

Status Succeadad Stared Jan ¥ 2008 2:07:10 AN (UTC+00:00)
Exit Code 0 Ended Jan 30, 2008 9:07:42 AM (UTC«00:00)
Step ID 6T020 Step Elapsed Time 32 seconds
Targetis  stamplddusoracle.com PManagement Serdce  stamili,us oracle.com:A889_Management_Service

& TIP Management Serice from which the job step was dispatched

Al Lag
This is Provisioning Executor Script (Limnux)

Input PropertyFilePach iz /acracchioel/agent/agentl0gdENScage/PAF/ Job_43e63e0b5h850b9ce0d0578cT0 153 cal/ py
Inpur direccivefsriptFilePath i= .*'sl:r&!-tl\.r"uel.’awe!ﬂ!-.-"ﬂ.ﬁth!-ll:ll:l."EI[S'!.-ﬂﬂE)'PJ.}'{JGD_-!GEESED]:SBB&DQI:EEI‘!DS'?EG'?EL!
Input directiveTypeFroperty i= NANE Executor
Input componentPath is null

Input directivePath i3 Dicective

Input componentFilensgss iz nuall

Direstive Type is SUB Perl
Dir to CD i= .Fsr_':a:r_'h,."n-:L.-"al;:nt...fa,gem:lﬂg.l"E!ﬁtu.g:_.-’?h?.-"d’nh_'i‘!Eéjzﬂbsbﬁﬂ:hgneﬂltﬁs‘l‘ﬁc'h:l!‘!zuﬂ

Final comsand Line to execute is FPERL_HCOMESperl "/scracchsoel/agenc/sgentl0g/ERStagePAF/Job_43e63e0bshi
The cutput of the direccive is:
Running: Sacratchfoel/agent/agentlOgs ENScage/PAF/Job_43eé2e0bSh85hbfcel 40578 Th153cal/ pa_patch_orac lehomnd
Argument counc: 10

Perl wersion: 5.008003

Hostname: ghodl?3

dperating system: linux

Time: Wed Jan 30 01:07:10 2008

Wed Jan 30 01:07:10 2008 - Scage location s&t to fscravtchfoslfagent/agent 104 ENStage
Wed Jan 30 01:07:10 2008 - Attempting to apply patch (80453080 from /scratchfoel/agentfagent10g/ENScage, ]
Wed Jan 30 01:07:10 2008 - Change directory to JSacratoh/oelf/agent/agentl0g/EHNStage/S049020, ..

Wed Jan 30 01:07:10 2008 - Cowuld not locate emdpatch.pl... Look for OPatch or OUI shiphomes

Wed Jan 30 01:07:10 2008 - Looking for OPactch or OUI shiphomes. . .

Wed Jan 30 01:07:10 2008 - Pach is: Jscracchi/os=l/agent/agentidg/ENSvage/S049080

Deployment procedures on success or failure can trigger a notification that implies that one can run
the patching on several systems completely unattended, the on-call DBA will be notified if the
process needs attention.

Handling Failures:

If patch application fails due to some reason, the Step in question is highlighted with Failed Status.
You can drill down to view the logs for failure details. After you rectify the problems, if any, you can
retry the step/s by pressing the Retry button. You need not start from the beginning, thus saving
time.
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Conclusion

Oracle Enterprise Manager provisioning procedures automates the entire patching process effectively
by lowering the effort and total cost involved.

The following observations were made from the case study:
e The total time taken for the entire patching cycle -Manually: 4 weeks.

e The total time taken for the entire patching cycle -Using EM: 2 weeks.

This meant that the operation time was cut by 50% thus saving two weeks for every CPU patching
cycle. This saves a lot of time and cost involved in maintaining a secure, stable and highly available
environment. Converting this in cost saving terms by using the below:

Total Savings per CPU Cycle = Market Rate for a RAC DBA * 2 DBA’s * 2 weeks

This is a substantial saving of about $24,000 ) per cycle, and as CPU patch is released every quarter
this means a huge estimated saving of $96,000 per year.

**Note: The above calculation in derived by using the prevailing market rates for a RAC DBA and
the actual saving depends on actual rates charged by their I'T staff or contractors.

The savings increase exponentially with the increase in the number of targets. Multiple targets can be
patched up simultaneously with the deployment procedures in a single execution, thus reducing the
overall time spent.

Oracle Enterprise Manager Provisioning pack also provides a whole set of best practice provisioning
procedures for various operations in data centers. Thus defining standardization in the process, and
reducing time, effort and total cost of the operation. This eliminates any chances of human errors in
the monotonous process, improving the life of the DBAs managing complex data centers.
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