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Combined solution that helps to:
• Avoid problems, real-time access to Oracle proactive alerts
• Rollout planned changes in a single downtime
• Solve problems faster with Configuration Management integration
• Stay current with best practices with configuration driven 

recommendations and community forums

SR Management
Proactive Recommendations
Healthchecks
In-context knowledge
Community feedback

Configuration Drift 
Management
Pre-patch dependency 
analysis
Patch Automation 
Configuration Compliance

Integrated Support and Systems Management



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 3

Building On Success

My Oracle Support @ Oracle

Enterprise Manager 11.1

Enterprise Manager 12c 

• Certification Checks
• Health Checks
• Mobile View & Update SRs
• Oracle Configuration Manager
• Service Requests
• Knowledge
• Certification
• Communities

• Patch Recommendation
• Patch Plans
• Pre-Patch Analysis
• Patch Automation
• Community Feedback 
• Upgrade Advisor
• Upgrade Plans  
• Harvester
• Service Requests
• Knowledge
• Certification
• Communities

• Auto Discovery, Agent Push
• Multi CSI Support
• In Context Knowledge
• Recommended Patch Advisor
• Support Workbench Integration
• Mobile Incident Manager 
• Patch Recommendation
• Patch Plans
• Pre-Patch Analysis
• Patch Automation
• Community Feedback 
• Upgrade Advisor
• Upgrade Plans  
• Harvester
• Service Requests
• Knowledge
• Certification
• Communities

Improving Your Support
Experience With Enterprise

Manager 12c
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Cisco And Oracle 
Collaboration
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• Support Account Management Engagement  
• Enterprise customers

• Oracle team engaged early (in planning )
• Diversified Cisco environments 

• Multiple OS platforms and multiple db versions
• Cisco Transparency for collaboration
• Best practices per Oracle recommendations
• Regular checkpoints 

• Leveraging Oracle support processes
• Two phase upgrade – Non prod & Production footprint

Cisco and Oracle Collaboration – 12c Upgrade experience
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• Leverage Proactive  MOS Tools  
• Support.oracle.com; 
• Go proactive with cloud collateral

• OEM 12c Proactive Upgrade program
• Leverage ACS onsite services for 12c Upgrade
• Online Upgrade Material

• http://www.oracle.com/technetwork/oem/em12c-
screenwatches-512013.html
• Follow best practices per Oracle recommendations

• Leverage Oracle Support for upgrade planning
• Talk to your account team

What if I am a Premier Support Customer?
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Agenda
OEM Journey

OEM Landscape

OEM 12c Upgrade

Best Practices, Tips & Challenges

OEM Future Roadmap
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OEM Journey In Cisco
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OEM Journey In Cisco
• OEM infrastructure 
build
• Monitoring of prod 
and life cycle 
databases
• Data masking
• SQL UDM
• Total of 2 OEM grids

• Migration to new 
world-class DC
• Separation of prod 
and non prod grid
• Monitoring of multiple 
standby DBs(Active-
Passive) 
•Total of 4 OEM grids

• Integration of EM 
data with Cisco tools
• Enterprise wide 
patching through OEM
• OEM 12c upgrade
• Jobs and scripts UDM
• ASM monitoring

2009-2010 2011 2012

OEM 10g
SJC

OEM 10g
RCDN

E M10gO



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 10

OEM Landscape
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Total targets - 2004
Targets by category are:

• Prod - 353 hosts, 272 DBs  
• NonProd – 520 hosts, 787 DBs
• DG – 24 hosts, 48 DBs

Targets on UCS, Sun-OS
Size per Repository DB - 500GB 
97 Metrics
25 Reports & 2 Jobs

OEM – Borderless Across Cisco
Global OEM users

Grid Control & Targets
Targets Only

Legend

STG & DEVPROD2
All NonProd 

Targets

PROD1
All Prod 
Targets
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OEM – Borderless Across Cisco
Global OEM users

Host 9
Cluster 8

Database 7
Cluster Database 6

Agent 5
Listener 2
OS UDM 1

Total 97

ASM 21
Database Instance 19

SQL UDM 19

Metric Statistics In Cisco

Grid Control & Targets
Targets Only

Legend



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 13

RAC LB

EM Grid Architecture
EM Agents

OMS Server
• 2 active nodes on VM

OEM Repository DB
• 2 node RAC DB on Cisco 

UCS* servers
Database 
instance 2

Database 
instance 1

Active 
OMS

Active 
OMS

* UCS – Unified Computing System

Load Balancer
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OEM 12c (12.1.0.1) Upgrade
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Why We Decided To Upgrade To OEM 12c?
Foundation for future Cisco roadmap
• Database as a Service
• GoldenGate monitoring    

Patching Benefits
• Create single MOS patch plan, roll across multiple databases
• 11g database patching  

MOS integration
• Single-click SR creation
• Incident packaging service

Monitoring and Administration
• Monitoring of scan listeners
• Centralized Audit Vault

12c features
• Chargeback
• Incident management console

• Increased productivity 

• Reduced cost

• Ebiz Fusion & FMW monitoring
• Database upgrade

• Merge patch request

• Configuration of standby 
DBs

• Real-time ADDM
• Auto discovery of targets
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OEM 12c Upgrade – High Level Plan

One 
System

Two 
System
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OEM 12c – Upgrade Timelines

POC STAGE 
& PROD2 PROD1

2012
Feb-May

2012
Jun-Aug

2012
Jul-Sep 263 Man hours of 

effort for PROD 
upgrade

(360 agents)

64% less efforts in 
PROD than STAGE 

due to thorough 
planning
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OEM 12c Upgrade – Single System (Same Hardware)

em.cisco.com

OEM DB

10g RAC
10g 

repository

Targets
10g

Targets
12c

em.cisco.com

OEM DB

11g RAC
12c 

repository

Switchover to 12c agents

Backup & shutdown 10g 
OMS

Upgrade DB to 11g

Install 12c OMS
& upgrade repository to 12c

Start 12c OMS and accept 
12c agents

X

X X

Before Upgrade After Upgrade

X

Deploy 12c agents

X
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OEM 12c Upgrade – Single System (Same Hardware)

em.cisco.com

OEM DB

10g RAC
10g 

repository

Targets
10g

Targets
12c

em.cisco.com

OEM DB

11g RAC
12c 

repository

Switchover to 12c agents

Backup & shutdown 10g 
OMS

Upgrade DB to 11g

Install 12c OMS
& upgrade repository to 12c

Start 12c OMS and accept 
12c agents

X

X X

Before Upgrade After Upgrade

X

Deploy 12c agents

X
Cisco did not choose this 

approach due to long outage 
for EM
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OEM 12c Upgrade – Two System (Different Hardware)

em.cisco.com

OEM DB

10g RAC
10g 

repository

Targets
10g

Targets
12c

em12c.cisco.com

OEM DB

11g RAC
12c 

repository

Deploy 12c agents

Clone and upgrade 
repository DB to 11g

Install 12c OMS & upgrade 
EM repository to 12c

Start 12c OMS & Deferred 
Data Migration Job

Incremental switchover to 
12c agents

Shutdown 10g OMS and 
DB

X

X X

Before Upgrade After Upgrade

X

X
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OEM 12c Upgrade – Two System (Different Hardware)

em.cisco.com

OEM DB

10g RAC
10g 

repository

Targets
10g

Targets
12c

em12c.cisco.com

OEM DB

11g RAC
12c 

repository

Deploy 12c agents

Clone and upgrade 
repository DB to 11g

Install 12c OMS & upgrade 
EM repository to 12c

Start 12c OMS & Deferred 
Data Migration Job

Incremental switchover to 
12c agents

Shutdown 10g OMS and 
DB

X

X X

Before Upgrade After Upgrade

X

X
Cisco chose this approach for 

PROD
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Why Cisco Chose Two-System Approach?

Consider following before choosing 2 system approach:

No downtime

Incremental agent switchover

Easy fallback

Additional H/W needed

Additional firewall ports may need to be 
opened for agents

Earlier OMS 
upgrade  

required outage
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Post Upgrade Steps

Post Upgrade Console

Deferred data 
migration

Accrued target 
data migration 
(2-system only)

Diff reports Sign-off 10g 
agents
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Agent Home Location - Finding In POC
• ORACLE_BASE & AGENT_HOME was using same directory in 10g

• Deployment of 12c agents on same directory failed due to existing 10g 
Agent Home

• Created a sub-directory in 10g Agent Home and 12c agents installed

• Deleting old agents (post upgrade) wiped out both 12c & 10g Agent Homes

Never install agent in 
ORACLE_BASE

Pointed ORACLE_BASE and AGENT_HOME to different directories
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Best Practices
Best
Practice

Use current version with latest patch bundle

Best
Practice

Review documents and plan upgrade

Best
Practice

Never use same directory for ORACLE_BASE & ORACLE_HOME

Best
Practice

Always use central oraInventory including Agent Home

Best
Practice

Verify and validate target status in pre-upgrade console

Best
Practice

Perform test rounds before production upgrade

Best
Practice

Central oraInventory should not reside in Agent Home
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Upgrade Tips

Additional OMS deployment procedure fails due to lack of space in /tmp

Configure java env variable to use different mount point as tmp (only if /tmp<2GB)

Agent status change in 10g triggers multiple false notifications

Disable status notification rule before agent switchover in 10g
Issue

Issue

OMS repository upgrade failed for missing EBS targets

Stage the plugins for enabled target types only
Issue

Sign-off job errors out for larger batches during post upgrade

Sign-off only 25 agents at a time if on 12.1.0.1, Fixed in 12.1.0.2
Issue
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Upgrade/Post-Upgrade Challenges

Challenge Solution

Challenge Solution

Challenge Solution

Challenge Solution

Fixed in 12.1.0.2
Legend
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What Functional Testing We Did?
Load balancing

Patch automation

User Defined Metrics (UDM) (OS/SQL)

EM alerts and maintenance jobs

Custom notification script

ORA errors alert generation (8i/9i/10g/11g)

Tablespace alert generation

Agent install procedure

Review the Role_DBA privileges

All monitoring and DB performance pages
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What Functional Testing Did We Miss?
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Wow Factors Of EM 12c Upgrade

Pre/Post 
upgrade 
console

Mass agent 
deployment

No 
downtime 

during 
upgrade

Luxury of 
not working 

24/7 for 
upgrade

Auto 
removal of 

Pre-NG 
Agent
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OEM Future Roadmap
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OEM - Looking Into The Future

DR For OEM Corrective Actions

Database UpgradesHA For OEM

Crons Lights-out Integration With 
Ticketing System

Database as a Service

FMW/SOA Monitoring ERP Monitoring
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EM12c Maximum Availability Architecture

DB Repos

Active 
OMS

Active
OMS

Passive
OMS

DB Repos DB Repos

Agents

Global Site Selector (GSS)

ACE ACEACE

RTP1 DCAllen DCRCDN DC

Redo 
Shipping

Redo 
Shipping

S/W Library 
Replication

MVDC DR

Database 
instance 2

Database 
instance 1

Active 
OMS

Active 
OMS

RAC 
LB

Agents

S/W Library 
Replication

Load Balancer
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EM Team @ Cisco
Manager
• Ravi Ammamuthu (rammamut@cisco.com)
Architect
• Sarayu Damodaran (sardamod@cisco.com)
Technical Team
• S Venky Sadagopan (svsadago@cisco.com)
• Pascal Laporte (plaporte@cisco.com)
• Manickaraja Kumarappan (mkumarap@cisco.com)
• Vikram Dodiya (vdodiya@cisco.com)
• Venkat Kiran Gunturi (vgunturi@cisco.com)
PM
• Meena Chanda (mechanda@cisco.com)
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References

Upgrade Guide
http://docs.oracle.com/html/E22625_09/toc.htm

Bundle Patch 1 Application Guide  
http://docs.oracle.com/cd/E24628_01/doc.121/e35229/toc.htm

Advanced Installation and Configuration Guide 
http://docs.oracle.com/html/E24089_15/toc.htm
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Coming Up Next…..

Thank You
Thursday, Oct 4 2:15 PM - 3:15 PM

Moscone West - 3018
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