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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Agenda

) Introduction to EM13c Upgrade Process
p Why to Upgrade to EM13.1

P EM13.1 Upgrade
B Upgrade path—-12.1.0.3/12.1.0.4/12.1.0.5 > 13.1

B HA Environment Upgrade

b Monitoring Service Feature during Upgrade Downtime
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Enterprise Manager Releases @

Srha i natooan - EM Full Release -« EM Full Release EM Full Release

p— June 2014 June 2015 December 2015
EM
12.1.0.3 12. 1 0.4 12. 1 0.5

e EM 13.1.0.0 is full EM release

- EM (OMS +Agent +Plug-ins) binaries for all platforms available on same day
- Supports both Fresh Install and Upgrade to EM 13.1.0.0

ORACLE



Why to Upgrade to EM 13.1.0.0? _Samaelas e

NEW:
Improved
Hybrid Cloud
Management

NEW:

NEW:
Infrastructure

Management

“Always On”

Monitoring
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Superior Enterprise-Grade Integrated Cloud Stack Complete Cloud Lifecycle Management
Management Management
Scalable, Secure | Optimized, Efficient | Agile, Automated
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Key Capabilities to Upgrade to EM 13.1.0.0

« Ease of cloud scale agent deployment via gold images

E % @ « 24X 365 monitoring for Enterprise Manager targets

« “Always on” regardless of planned or unplanned downtime of
— Enterprise Manager
o
i

« Sends email for critical alerts

—— .y

Ha

 Brownouts

« Monitoring continues during planned maintenance of targets but no
notifications are sent

* Event Compression

“Noise reduction” through automatic grouping of events
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EM 13.1.0.0 - Upgrade

* Upgrade options supported : 1-System only

 OMS and Repository Upgrade
— Upgrade your existing repository database to 12.1.0.2
— Apply latest Bundle Patch on top of 12.1.0.2 Database
— Perform Software — only install and Upgrade later method (Reduce Downtime)

* Agent Upgrade
— Upgrade Central Agent to 13.1.0.0 using Agent Upgrade Console( AUC)
— Target Agents can be upgraded to 13.1.0.0 using AUC or Gold Agent Feature
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Upgrade Considerations and Requirements

* Newer version of OMS 13.1.0.0 is backward compatible with 12.1.0.3,12.1.0.4,
12.1.0.5 agent version while going through the Upgrade process

—You can not deploy a fresh agent of version 12.1.0.x from OMS 13.1.0.0

* Minimum Infrastructure Requirement for Upgrade

13.1.0.0 OMS (per OMS) 13.1.0.0 Management Agent (per Agent)

RAM 10GB * 512 MB

Hard Disk Space [WZIc|:hda 1.5 GB

* With Oracle Bl Publisher and JVMD Engine configured
** With Oracle Software Library, Oracle Bl Publisher, and JVMD Engine configured

ORACLE



Upgrade Paths to EM 13.1.0.0

* Supported Direct Upgrade Path
12.1.0.3/12.1.0.4/12.1.0.5 2 13.1.0.0

* Pre-12.1.0.x Recommended Upgrade Path
11.1.0.1 /10.2.0.5 2> 12.1.0.5 > 13.1.0.0
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Upgrade Scope for Upgrade Paths to EM 13.1.0.0

® You can upgrade only 12c Release 5 (12.1.0.5), 12c Release 4 (12.1.0.4), or 12c Release 3
(12.1.0.3) to 13c Release 1

* If you have configured Oracle Bl Publisher with 12c Release 3 (12.1.0.3), then you cannot
directly upgrade to 13c Release 1. You must first upgrade to 12c Release 4 (12.1.0.4) or 12c
Release 5(12.1.0.5), and then upgrade to 13c Release 1. If you have not configured Oracle
Bl Publisher with 12c Release 3 (12.1.0.3), then you can directly upgrade to 13c Release 1

e If you have 12c Release 1 (12.1.0.1) [with or without Bundle Patch 1], 12c Release 2

(12.1.0.2), or any pre-12c release such as 10g or 11g, then first upgrade it to either 12c
Release 3 (12.1.0.3) 12c Release 4 (12.1.0.4), or 12c Release 5(12.1.0.5)
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OMS & Agent Compatibility across 13c and 12c Releases

Oracle Management |Oracle Management |Oracle Management |Oracle Management
Agent 12c Release 3 |Agent 12c Release 4 |Agent 12c Release 5 |Agent 13c Release 1
(12.1.0.3) (12.1.0.4) (12.1.0.5)

Yes Yes Yes Yes

* If you have any earlier releases of Management Agent, then before upgrading the OMS
to 13c Release 1, make sure you upgrade the Management Agents of other earlier
releases to either 12c Release 3 (12.1.0.3), 12c Release 4 (12.1.0.4), or 12c Release 5
(12.1.0.5), using the Agent Upgrade Console that is present within the Enterprise
Manager Cloud Control Console
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Things to Know before you start the Upgrade process

* Ports Used by an Upgraded Enterprise Manager Cloud Control 13c

v When you upgrade the OMS or the Management Agents, the ports used by the earlier release of the

Management Agents are carried over to the upgraded Management Agents. Therefore, your firewall
settings are not affected in any way

v When you upgrade your OMS, then the ports used by all the core components of the earlier release
are carried over

e Upgrading Oracle Bl Publisher While Upgrading to Enterprise Manager Cloud Control 13c
v’ Starting with 13c Release 1, Oracle Bl Publisher is automatically upgraded from the earlier release to
the latest release while upgrading the OMS. No additional step is required from your end

* Upgrading Plug-Ins While Upgrading Oracle Management Agent to 13c

v While upgrading Oracle Management Agents to 13c Release 1 using the Agent Upgrade Console, all
plug-ins of the earlier release are upgraded by default. No manual effort is required.
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Things to Know before you start the Upgrade process
* Upgrading Plug-Ins While Upgrading Oracle Management Service to 13c

* While upgrading Oracle Management Service to 13c Release 1 using the Enterprise Manager Cloud

Control Installation Wizard, plug-ins are automatically upgraded, migrated, or deployed under the
following circumstances

v" Plug-ins are upgraded when newer versions exist
v Plug-ins are migrated when newer versions do not exist

v" Plug-ins are deployed when the plug-ins being upgraded have new dependencies, or when there are any new
default plug-ins introduced with a release

v" Any additional plug-in you select on the Select Plug-ins screen of the Enterprise Manager Cloud Control
Installation Wizard
* To install plug-ins that are not listed on the Plug-ins screen, then follow these steps
v Manually download the required plug-ins from OTN
v" Invoke the installer with the following option given below:
» em13100 <platform>.bin PLUGIN_LOCATION=<absolute _path_to_plugin_software location>
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Prerequisites for Upgrading to EM13.1.0.0

e Supported Database Release Requirements

* Ensure that the existing database is a database certified for 13c Release 1. You can see a list of certified
databases in the Enterprise Manager certification matrix available on My Oracle Support

* If the existing database is not of the release that is supported for 13c Release 1, then upgrade it to the
supported release before you start upgrading the OMS and the Management Repository

* Database Patch Requirements
* Ensure that you apply the latest Bundle patch on the supported database (12.1.0.2)

* Optimizer Adaptive Feature Disabling Requirements

* Ensure that you disable the optimizer adaptive feature (optimizer_adaptive features=FALSE) in the
Oracle Database that houses the Management Repository

* Oracle Bl Publisher Shutdown Requirements

* If you are upgrading from EM12c Release 5 (12.1.0.5) or 12c Release 4 (12.1.0.4), then run emctl stop
oms -all on all the OMS instances, including the ones running a Bl Publisher Server

e If you are upgrading from EM12c Release 3 (12.1.0.3) or lower, then stop the primary Bl Publisher
Managed Server named BIP using the Weblogic Administration Console

ORACLE



Prerequisites for Upgrading to EM13.1.0.0

* Management Agent Patch Requirements
* Ensure that you apply the following patches on the Management Agents running on IBM AIX or Zlinux
* If the required patches are not applied then Upgrade is blocked
v" Patch 19154291 for Oracle Management Agent 12c Release 3 (12.1.0.3)
v' Patch 20282974 for Oracle Management Agent 12c Release 4 (12.1.0.4)

* Software Library Permission Check
* Ensure that software library location has write permission for install user
* Upgrade is blocked if write permission does not exist on software library location for install user

e Central Agent Check

* Central Agent should be down before Upgrade. If any management agent that is monitoring the
Management Service and Repository target. Oracle recommends to you stop this Management Agent
and then continue with the upgrade

e Standby OMS Check
* If Standby OMS is configured in the env, then delete the Standby OMS before proceeding with Upgrade
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Prerequisites for Upgrading to EM13.1.0.0

* EMKEY Copy Requirements
* Ensure that you copy the emkey from the existing OMS to the existing Management Repository

* Certificate Key Strength Requirements
* Ensure that the certificate key strength is at least 1024 bits

* If you are upgrading from 11g Release 1 or lower, then your certificates will continue to be with 512 bits,
and this will eventually cause multiple communication issues

* For instructions to set the certificate key strength to at least 1024 bits, refer My Oracle Support note
1611578.1

* OMS Shutdown Requirements

* Ensure that you shut down the OMS you are about to upgrade and also the other OMS instances that
connect to it

ORACLE



Restrictions for Upgrading to EM13.1.0.0

e Database: 12.1.0.2 is the only supported Repository Database for EM 13.1.0.0
OS Platform Support for Upgrade — OMS / Agent

8 VOEL7x
v RHEL 7.x
v OEL 6.x
v'RHEL 6.x

Refer to EM13.1 MOS certification matrix for supported OS platform

Upgrade to EM13.1 will be blocked in the pre-req stage if the pre-upgrade EM env is
running on unsupported platform

ORACLE



UPGRADE PATH

1.EM 12.1.0.3/12.1.0.4/12.1.0.5 - 13.1.0.0

ORACLE




Different Ways of Upgrading to EM 13.1.0.0

= Upgrading the OMS and the Management Repository to 13c Release 1 in Graphical Mode
= Upgrading the OMS and the Management Repository to 13c Release 1 in Silent Mode

= Upgrading the OMS and the Management Repository to 13c Release 1 Using the Software-
Only Method in Graphical Mode

= Upgrading the OMS and the Management Repository to 13c Release 1 Using the Software-
Only Method in Silent Mode

OR Cl_e Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |




Upgrade Path 12.1.0.3/12.1.0.4/12.1.0.5 = 13.1.0.0

e Upgrading from 12.1.0.3 /12.1.0.4 /12.1.0.5 t0 13.1.0.0 is an EM Upgrade
with downtime

* Upgrade option supported: 1-System Only

* High level steps:
Step 1: Bring down your 12.1.0.3 /12.1.0.4 / 12.1.0.5 OMS and invoke the
EM 13.1.0.0 installer
Step 2: Upgrade your OMS and Repository ( Use 1-system option in
installer)
Step 3: You will get Gold Agent console in EM 13.1.0.0

Step4: Use Gold Agent or Agent Upgrade console (AUC) to upgrade your
agents to 13.1.0.0

OR Cl_e Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |




EM 13.1.0.0 Upgrade — What’s new

* Installer provides a option to Disable DDMP jobs during upgrade

Database Connection Details ORACILE Enterprise Manager Cloud Control 13¢c

1 My Dracle Support Details Connect Descriptor | L=TCPAHOST= Ls-aract

Option to Disable DDMP jobs
during Upgrade

%S Passwaord |

S ShAN Passward |

Installation Details

@ Database Connection Details |:| Confirm that you have backed up the Management Repository .,
e

|
T Select Plug-ins

7

[ ] Disakle DDMP jobs | —

Extend wwebLogic Server Domain

* If you have to stop the EM system for post upgrade maintenance, then select Disable
DDMP Jobs to disable the DDMP jobs. If you do not plan to stop the EM system for post
upgrade maintenance, and hence do not want to disable the DDMP jobs, then do not

select the option
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EM 13.1.0.0 Upgrade — What’s new

12.1.0.2 Repository Database mandatory patch check during upgrade

This is the information message to customer and does not block the upgrade process
Information

ol The Oracle Databasze, which houzes the Management Repositary, requires some mandatary

l patches as described in the Enterprize Manager Cloud Contral Upgrade Guide. Make sure you apply
the patches before upgrading the Enterprize Manager system. If vou do not apply the patches, vour
Management Repository upgrade might fail.

If yaou have already applied the patches, click OK and proceed with the uparade. Ctherwise,
zearch and dowenload the patches from My Cracle Support, and apply them immedistely following
the instructions outlined in the patch Resde.

For information about the patches that are required, see "Getting Started” chapter of the Oracle
Erterprize Manager Cloud Contral Upgrade Guide available at
hitp: Jdocs oracle comicd/E24628_01 Andex htm
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EM 13.1.0.0 Upgrade — What’s new

Plug-ins obsolete error message during upgrade process. Before proceeding with
upgrade undeploy the plug-ins from OMS and Agent

X

The follevwing plug-ins are obsolete and support for these plug-ins is discontinued. These plug-ins
must be undeploved from the Oracle Management Agents and Oracle Management Services befare
proceeding with wour upgrade. |t is recommended that these plug-ins are removed from the Self
Update as well. To undeploy the obsolete plug-ing, see the section on undeploying plug-ins in the

Cracle Enterprize Manager Cloud Control Administrator's Guide.

EMC Celerra Storage (oracle.em.secs)
Exalogic Elastic Cloud Infrastructure (oracle em. soee)

Shutdown Central Agent check during upgrade

ORACLE

Information

i)

Lo |
Thiz blon el “agenl cuzorEche . corn FET 2 b rnoilurinng Lhie M mgemenl Service ond
Repository target. Oracle recommends that wou stop this Management &gent and then continue
weith the upgrade.
ok |




EM 13.1.0.0 Upgrade — What’s new

* When Bl Publisher is configured in the pre-upgrade environment, then as part of
Upgrade process Bl Publisher gets upgraded and the option in the installer screen is
default selected and provide the shared location for Bl Publisher

Enterprise Manager Shared Location Details ORACL.E Enterprise Manager Cloud Control 13¢

| Configure Shared Location For Bl Publisher

Config Volume sl4bip/config | Browse... |

1stallation Types EIUStEr Vo lime sl4bip/cluster ‘ Browse...

El Publisher shared storage is required for Enterprise Manager installations that contain multiple Oracle
tioh Details Management Servers,

I
[
T
7
[
[
[
[

[ Enable Bl Publizher

Extend Weblogic Server Domai
=
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How to reduce the downtime ?
12.1.0.3 /12.1.0.4/12.1.0.5 > 13.1

EM Upgrade - runinstaller (OUI)

Step 0: Mandatory: Upgrade Repository DB from 11g
to 12.1.0.2 version

Step 1: Bring down your 12.1.0.3 /12.1.0.4/12.1.0.5
OMS and invoke EM 13.1em _linux64.bin

Step 2: Upgrade your OMS and repository (Usel-
system option in Installer)
Copying the bits and creating new homes
Start the configuration assistants

Step 3: You will get Gold Agent Image console
in the EM 13.1 console

Step 4: Use Gold Agent Image console to upgrade
your 12.1.0.3 /12.1.0.4 /12.1.0.5 agents to 13.1

ORACLE

Downtime

EM Upgrade - Software only Install

Step 0: Mandatory: Upgrade Repository DB from 11g to
12.1.0.2 version

Step 1: Invoke EM 13.1 installer and choose option:
Install software only
— Copying the bits and creating new homes

Step 2: Bring down your 12.1.0.3 /12.1.0.4/12.1.0.5

OMS. Start the configuration and Upgrade your OMS
and repository (Usel-system option in Installer)

Run S<MIDDLEWARE_HOME>/sysman/install/ConfigureGC.sh

Step 3: You will get Gold Agent Image console in the EM
13.1 console

Step 4: Use Gold Agent Image console to upgrade your
12.1.0.3/12.1.0.4 /12.1.0.5 agents to 13.1

Downtime reduced



Additional OMS Upgrade
12.1.0.3/12.1.0.4/12.1.0.5 >13.1

* High level steps:

Step 1: Once Primary OMS is upgraded, stop all the additional OMS instances by
executing SOMS_HOME/bin/emctl stop oms -all

Step 2: On every other host where an additional OMS is running, invoke the EM
installation wizard and on the Installation Type screen select - Upgrade an Existing
Enterprise Manager System = One System Upgrade = Select the additional OMS
home you want to upgrade

* Note: Parallel Additional OMS upgrade is not supported. Upgrade Additional OMS instances
one after the other

ORACLE



Upgrading to 13.1 in an HA Environment

12.1.0.3/12.1.0.4/12.1.0.5 2> 13.1

e Supported HA Environment for Upgrade

\/Primary and Standby OMS Instances Where the Standby OMS Is Created
Using Storage Replication Method

* Note:
— Standby Weblogic Domain method is de-supported in EM13c

— For migration from Standby Weblogic domain to Storage replication topology

* Contact Oracle Support for assistance

OR Cl_e Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |




Upgrading to 13.1 in an HA Environment
Primary and Standby OMS Instances Topology — Standby OMS Created Using Storage

Replication
prowse

Server Load Balancer of
Primary data center

2R

Repository
Physical Standby &4

DB Replication with Data guard from Primary to Standby
ORACI_G‘ Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |
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Primary and Standby OMS Instances — Standby OMS Created
Using Storage Replication

* Upgrade the primary Enterprise Manager site, both OMS and Management Agents.
There will be some downtime as the primary OMS will go down during upgrade

process

* Verify the new middleware home on the standby storage server. Contact your
system administrator to make sure that the new middleware home is also replicated
to the standby storage server

* High level steps:
Step 1: Bring down your 12.1.0.3/12.1.0.4 / 12.1.0.5 OMS and invoke the EM
13.1.0.0 installer
Step 2: Upgrade your OMS and Repository ( Use 1-system option in installer)

Step3: Use Gold Agent or Agent Upgrade console (AUC) to upgrade your agents to
13.1.0.0

OR Cl_e Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |




Monitoring Service /" Always ON )

* Highly available and scalable service that provides core
monitoring capabilities

— Can be ‘always on’ to ensure continuous monitoring of mission
critical environments
» Safeguards against impact of planned and unplanned EM downtime

alerts
— Available as a separate java application (Self-Update) \

\ Monitoring Service

— Agents
* Key features r '!
— Receives target availability alerts and metric alerts from agents _ "i 3
— Sends email notifications for target down, critical metric alerts l /x:rgets,
* Emails sent to addresses in ‘Downtime Contact’ target property % ;’;z::;"s
* Downtime Contact target property config

— Global level: recipients for all alerts across all targets
— Target-specific level: recipients for all alerts on the target.

* Can be populated based on current email recipients for target Enterprise Manager

down event rule via sync with Enterprise Manager Cloud Control
repository

ORACLE"

Repository oMS
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Monitoring Service

* One-time initial setup:

*Download via Self-Update

*Unzip and run script to install/configure (prereq: Oracle database)

*Configure Enterprise Manager 13.1 with upload URL for Monitoring Service
*Set up for use:

*Set email recipients(s) in Enterprise Manager Cloud Control (Downtime Contact target property)

*Sync with Enterprise Manager 13.1 repository (get latest target metadata, email addresses for Downtime Contact)
*Use: Enable email notifications

Email “ ‘.—c's"

/ il
@ Monitoring — et
— ] i N
Service roo - Mot
’ Alerts Monitored
targets

: Ei:‘:
Sy Targets, metric data, alerts, config | L ) {ﬂ} ] é
P —13.1 Agent

repository Enterprise Manager Cloud Control 13.1

ORACI—G Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |
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Log File Location

* Installation Logs

- oralnventory/logs/*.*
- <ORACLE_HOME>/cfgtoollogs/oui/*.* : Eg. ORACLE_HOME=/u01/app/oracle/mw13c

e Configuration Logs
- <ORACLE_HOME>/cfgtoollogs/cfgfw/*.*
e Specific Configuration tool logs
- OMS configuration tool logs: <ORACLE_HOME>/cfgtoollogs/omsca/*.*
- PluginCA configuration tool logs: <ORACLE_HOME>/cfgtoollogs/pluginca
- Repository configuration tool logs: <ORACLE_ HOME>/ sysman/log/schemamanager

OR Cl_e Copyright © 2015, Oracle and/or its affiliates. All rights reserved. |




Documentation

* Always refer to Upgrade guide
* You can get the guide from OTN

http://www.oracle.com/technetwork/indexes/documentation/ind

ex.html#tem
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