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With the rapid adoption of the cloud, companies increasingly face the 

situation where some of their databases are deployed on-premise 

while others are deployed in the cloud. The challenge is to secure 

them all, ideally with a unified security infrastructure. Oracle Audit 

Vault and Database Firewall continuously monitors on-premise 

database activity and consolidates monitoring events and audit data 

from databases, operating systems, and directories. Now it also 

monitors databases in the cloud, allowing sites to consolidate auditing 

across hybrid cloud environments where some databases are on-

premise and others are in the cloud.  Leveraging Oracle Audit Vault 

and Database Firewall for hybrid deployments make it possible to 

extend the same controls used for on-premise databases to cloud 

targets. 

  
KEY  B US IN ES S B EN EF ITS  

• Centralized alerting and 
reporting  for hybrid cloud 
environments 

• Consistent security policies for 
both on-premise and cloud 
databases 

• Lower TCO due to the utilization 
of the same infrastructure and 
operations for on-premise and 
cloud environments 

 

 

 

 

 

 

 

 

Monitoring Cloud Databases with an On-Premise Solution 

The risk profile for cloud databases is different from on-premise 

databases. They could be managed by third-party administrators, have 

broader user populations, or different network protection mechanisms.  

Monitoring database activity is a key security control whether the database 

is deployed on-premise or in the cloud. Organizations want to monitor their 

cloud databases the same way they monitor their on-premise databases, 

but without the extra operations and infrastructure costs.  In addition, they 

would like to transfer the audit data from the cloud to on-premise to 

minimize the potential for tampering and to have full control over the audit 

data for reporting and alerting. This helps enforce separation of duty and 

provide stronger security assurance. 

Oracle Audit Vault for Hybrid Cloud Deployments 

Utilizing an on-premise security and audit infrastructure for both on-

premise and cloud database targets has many advantages including 

consistent policies, unified reporting, and common alert management. In 

hybrid cloud deployments, the on-premise Oracle Audit Vault Server (AV 

Server) collects audit data from both on-premise and Oracle Database 

Cloud Service (DBCS) instances. On-premise agents retrieve audit data 

from the DBCS instances over encrypted channels, and then transfer it to 

the on-premise AV Server. Outside of opening the appropriate ports on the 
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KEY  FE AT UR ES  

• Secure audit data collection from 
Oracle DBCS targets  

• Consolidation of audit data for 
on-premise Oracle, MySQL, SQL 
Server, Sybase and IBM DB2 
databases, along with various 
operating systems 

• Interactive PDF and Excel 
reports incorporating both cloud 
and on-premise targets 

 

 

REL AT ED PR O DU CT S  

Oracle Database 12c Defense-in-

Depth Security Solutions: 

• Oracle Advanced Security 

• Oracle Data Masking and 
Subsetting 

• Oracle Database Vault 

• Oracle Key Vault 

• Oracle Label Security 

 

 

Cloud infrastructure, no other on-premise networking changes are 

necessary. 

    

Audit Vault and Database Firewall Hybrid Cloud Deployment Architecture 

 

Consistent Security Policies and Operations for Hybrid Cloud  

Most companies already have existing security and audit policies in place 

for their on-premise database instances. Utilizing the same AV Server for 

both DBCS and on-premise database instances helps ensure that the 

same audit policies have been applied across all database instances. 

Similarly, existing alert configurations and data retention polices can be 

applied for cloud databases.  Thus the same resources can be utilized for 

configuration and maintenance tasks across on-premise and cloud. 

Enterprise Audit Data Consolidation in the Hybrid Cloud  

Native audit data provides a complete view of database activity along with 

full execution context, regardless of whether the statement was executed 

directly, through dynamic SQL, or through stored procedures. The native 

audit is enabled by default in all DBCS instances, and is recommended for 

on-premise instances. The AV Server collects audit data from table, OS, 

and transaction logs for on-premise databases, and collects audit data 

from table-based audit trails for cloud databases.   

Fine-grained, Customizable Reporting and Alerting 

Dozens of out-of-the-box reports ensure conformance with SOX, PCI DSS, 

and HIPAA regulations. These reports aggregate audit data from 

monitored systems regardless of whether they are on-premise or in the 

cloud. Event data from cloud and on-premise targets can be combined, 

filtered and presented interactively or in PDF and Excel format reports to 

provide detailed trend analysis. Security managers can define threshold-

based alerts on activities that may indicate attempts to gain unauthorized 

access and/or abuse of system privileges on any of their databases.  
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C O N T A C T  U S  

For more information about Oracle Audit Vault and Database Firewall, visit oracle.com or call 

+1.800.ORACLE1 to speak to an Oracle representative. 
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