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What is Solaris Trusted Extensions?

• Labeled Security for Solaris 10

• An integrated feature for Solaris 10 11/06

• Mandatory Access Control based on labels

Benefits :

• Isolate data based on it's sensitivity

• Regulate network data flow more easily

• Comply with data privacy legislation more easily
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Adds labeled security to Solaris 10
Multi-level networking, printing

Multi-level Interfaces
Leverages User & Process RM

Uses Containers
Runs all Solaris applications

High level of certification

Trusted Extensions
 NEW!
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Trusted Extensions Architecture
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MAC, Labels, Containers 
• Labels have relationships; Containers are labeled
• Mandatory Access Control enforced in kernel
• Patented method for secure file access

Server

OS

LabelInternal Partner Public
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Controlling The Flow of Data
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 NEW!

Trusted Java Desktop System Details
Workplace switcher

Task switcher

Trusted stripe and Trusted Path menu
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Independent Validation
3rd Party Certifications
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Based on data from http://www.commoncriteriaportal.org/

* Solaris 10 3/05 and 11/06 are currently in evaluation
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Trusted Extensions vs Trusted Solaris 8

Trusted Extensions Trusted Solaris 8
Name Service Files, LDAP Files, NIS+
Encoding File -same- -same-

Network Labels CIPSO CIPSO, TSOL, TSIX
File Systems Any UFS

Backups Any Tar & CPIO
Flexible Labels Yes Strict

Label API Yes Yes
Integrated w/OS Yes Separate

License Fee Free – part of Solaris $1K - $90K
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