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Cloud-Driven Databases Help 
Agencies Lower Costs and Improve 
Service Quality

Undoubtedly, the ability to “sign up for a subscription 
and not worry about setting up and provisioning servers, 
tuning systems, performing backups and maintenance is 
increasingly attractive to all types of organizations,” said 
IDC’s Carl Olofson, Research Vice President, Database 
Management Sof tware Research.

Federal Agency Imperatives
Federal initiatives promote data management within and 
across agencies. In March, the President’s Management 
Agenda (PMA), honed in on the need for IT modernization, 
data accountability and transparency, and workforce 
transformation. As part of its data focus, the PMA points 
to making more government data sets available to the 
public, and establishing enterprise data governance to 
enhance information security and protection standards. 
Meanwhile, the Administration’s annual research and 
development update, released at the end of July, focused 
on cybersecurity, healthcare and energy provision 
imperatives. A few of the Administration’s primary R&D 
initiatives include AI and quantum information sciences, 
cybersecurity, 5G wireless connectivity, and technology 

As federal agencies work to consolidate, integrate 
and transform IT operations to improve ef ficiency and 
streamline decision-making, cloud-driven databases are 
helping them make significant headway toward achieving 
their modernization goals.

Most agencies have already migrated at least some 
application workloads to the cloud. But progress has 
been slowed in some cases by internal IT complexities, 
cybersecurity worries and a reluctance to abandon 
physical resources. Increasingly, however, agency 
leaders acknowledge that optimizing data management 
can provide a crucial first step toward greater ef ficiency, 
scalability and reliability. 

One former Department of Homeland Security (DHS) 
senior executive, Keith Trippie, currently CEO of the Trippie 
Group LLC, was an early cloud champion, migrating 
DHS workloads to the cloud as early as 2009. During his 
tenure as executive director of DHS’s Enterprise System 
Development Of fice within the Of fice of the CIO, his team 
was responsible for migrating 12 separate applications to 
the cloud. “We found early on that migrating to the cloud 
delivers real value in terms of scalability, and in our ability 
to speed the achievement of mission goals,” he said. 

Agencies can “enhance the value they deliver to internal 
government users and citizens, and develop new 
applications faster, while spending less money and time 
on IT infrastructure,” Trippie continued. 

Migrating workloads to the cloud can help agencies deal 
with exponential data growth. “Federal agencies can shif t 
their focus to building new apps and making more data 
available to core constituents,” he explained.

https://www.whitehouse.gov/wp-content/uploads/2018/03/Presidents-Management-Agenda.pdf
https://www.whitehouse.gov/wp-content/uploads/2018/03/Presidents-Management-Agenda.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/ostp/fy2019-administration-research-development-budget-priorities.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/ostp/fy2019-administration-research-development-budget-priorities.pdf
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transfer and support programs to increase the return on 
investment (ROI) from federally funded R&D.

Agency operations may require 24X7 availability, to keep 
up with the pace of online processing demands, according 
to Oracle’s Bob Thome, Vice President of Product 
Management. “Agencies also want greater insight into 
their constituents’ needs as a way to help improve crucial 
processes, such as accelerating the pace of IRS refunds, 
for example,” he added. 

Meanwhile, advances such as the Internet of Things (IoT), 
artificial intelligence and machine learning for advanced 
analytics are all driving exponential data growth within 
and across federal agencies. Although these technological 
and performance breakthroughs will help agencies 
better control and direct the flow of information, some 
organizations are finding they have collected so much,  
it can be dif ficult to uncover answers in vast data stores. 
Understanding that the answers most needed are of ten 
‘somewhere’ in the data but not easily located is frustrating 
to commanders and intelligence professionals alike, 
according to Michael Osterman, President of Osterman 
Research, Inc. 

The Department of Defense established a Joint Artificial 
Intelligence Center (JAIC) in June, to coordinate the 
Pentagon’s development and use of advanced analytics 
using AI and machine learning technologies. “Military 
and intelligence agencies must be able to drill into 
their data to uncover ‘unknowns’ or important factual 
details, relationships or events that were previously not 
detectable,” Osterman explained. 

Ensuring data security is another perennial top priority 
and ongoing challenge for federal agencies. “Hackers are 
continuously trying to exploit database weaknesses, and 
patches come out continuously to overcome SQL injection 
issues and other application flaws,” he said.

In addition to security, global privacy reforms such as 
the European Union’s Global Data Protection Regulation 
(GDPR) are having an impact here in the U.S. Many states 
have passed enhanced privacy regulations, California’s 
Consumer Privacy Act being the most recent example.  
And the U.S. Congress is exploring national privacy 
legislation more seriously than ever before.

One of the easiest ways for federal agencies to lower 
operational costs and increase ef ficiency is to consolidate 

workloads, according to Kenneth Ritchhart, Oracle Public 
Sector Vice President, Business Development & Strategic 
Planning. Agencies can make meaningful progress 
toward cloud-based modernization goals by consolidating 
database workloads onto Exadata vir tual machines.  
“This type of consolidation ef fort can help organizations 
save time, expense and ef fort in maintaining and patching 
physical servers,” he explained. 

Managing large datacenters has grown increasingly 
costly and complicated for federal agencies. “When 
the datacenter includes multiple database servers, and 
database performance is critical to daily operations, costs 
and complications can quickly multiply,” Ritchhart added.

That’s because every database, including the database 
server and associated storage and network must be 
carefully tuned. And “as the number of applications 
and associated databases grows, administrative costs 
increase, stretching the abilities of IT personnel to properly 
maintain and tune each database and avoid performance 
deterioration,” Ritchhart explained.

To resolve cost and complexity challenges, industry 
observers say some organizations are turning to 
‘converged’ database plat forms that combine hardware 
and sof tware management in a single unit. Yet another 
attractive option incorporates a hardware plat form 
specifically tuned to optimize database operations for 
performance and administrative simplicity. This type 
of engineered database plat form supports workload 
consolidation to help federal agencies working in hybrid 
cloud environments. 

The concept of an engineered plat form optimized for 
database workloads is worth close examination, according 
to IDC’s Olofson. “Many organizations have achieved 
greater performance and streamlined ef ficiencies, 
improving database performance, scalability, and 
reliability,” he said. 

This type of engineered, optimized 
database plat form can help agencies 
to reduce some of that complexity, 
improve ef ficiency and speed 
decision-making.”

- IDC’s Carl Olofson, Research Vice President,
Database Management Software Research. 

https://admin.govexec.com/media/establishment_of_the_joint_artificial_intelligence_center_osd008412-18_r....pdf
https://admin.govexec.com/media/establishment_of_the_joint_artificial_intelligence_center_osd008412-18_r....pdf
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://www.caprivacy.org/
https://www.caprivacy.org/
http://www.oracle.com/technetwork/database/exadata/exadataservice-ds-2574134.pdf
http://www.oracle.com/technetwork/database/exadata/exadataservice-ds-2574134.pdf
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Because complexity remains an enormous challenge, 
especially in federal defense and intelligence agencies, 
“this type of engineered, optimized database plat form can 
help agencies to reduce some of that complexity, improve 
ef ficiency and speed decision-making,” Olofson added.

Engineered Database Advantages
High-performance, engineered database plat forms 
can help federal agency leaders achieve crucial 
transformational goals. “Intel® architecture-based server 
plat forms that underlie Oracle’s Exadata Database Machine 
deliver significant strategic and tactical advantages to a 
number of federal agency customers,” said Ritchhart.1

The plat form “supports large, demanding, transaction 
processing workloads, while lowering expenses and 
increasing energy ef ficiency,” said Christian Craf t, 
Oracle’s Senior Director, Database Solutions Group.

Exadata’s engineered database plat form, based on Intel 
COTS technologies can “help federal agencies create a 
modern, standards-based IT infrastructure needed to build 
ef ficiency, flexibility, and cost-ef fectiveness into their daily 
operations,” Craf t explained. 

According to IDC’s Olofson, Exadata’s biggest advantage 
is “its ability to help customers transition to the cloud, gain 
greater automation and eliminate the need to deal with on-
premise database system headaches, such as performing 
regular backups, maintenance and patching.” 
 
Organizations that already use Oracle databases will 
save money by consolidating onto the Exadata plat form, 
Olofson continued, because “it’s simpler, takes up less 
space and simplifies operations.” 

With fewer servers and storage devices to manage 
and tune, it’s easier and more ef ficient to run and track 
operations, which is an advantage not found in traditional 
datacenters where administrators of ten can’t track costs 
until audits are completed at the end of each year. “It’s 
more transparent. You can see the resources being used. 
It’s even possible to track what you spend by the minute,” 
Olofson explained.

In all, when organizations factor in hardware, configuration 
costs, refresh expenses and the cost of setting 
and maintaining systems over five or more years of 
depreciation, the total cost of ownership (TCO) is less 
expensive on Exadata’s plat form, Olofson said.

Meanwhile, according to customer research conducted 
by analyst David Floyer, Wikibon Research, Exadata’s 
database plat form “consistently delivers improved 
performance with better utilization of resources, more 
ef ficient of fload data handling, tighter sof tware integration 
and a more integrated top-to-bottom architecture. These 
attributes reduce complexity and of fset a 25% higher 
price with 25% better throughput,” Floyer reported.

Engineered Databases at Work
Organizations across the public and private sectors 
already rely on Exadata’s highly ef ficient, engineered 
database plat form to help them achieve mission-critical 
goals.

In the public sector, U.S. Customs and Border Protection 
(CBP) within the Department of Homeland Security (DHS) 
handles tens of thousands of terabytes of data every day 
and has standardized and modernized IT operations using 
Oracle’s Exadata database plat form. 

The CBP’s primary mission demands the highest levels 
of availability, 24x7x365 days, encompassing massive 
and exponentially growing data sets. Exadata’s plat form 
has dramatically improved database performance and 
reliability. Agency of ficials report a 30x improvement in 
query performance. Some reports that previously took 20 
hours to complete are now generated in near real-time. 
And queries that once required two-and-a-half hours to 
complete are now returned in about four minutes. System 
support has also been simplified.2  

In addition, CBP gained significant strategic and tactical 
advantages. For example, the plat form’s intelligent 
performance supports very large, demanding workloads, 
reliably and securely, enabling high availability and the 
strong data protection that CBP required. At the same 
time, the Exadata plat form’s energy ef ficiency has lowered 
operating expenses in support of the agency’s green 
computing goals.3 

Additional federal and state government agencies that 
rely on Oracle’s Exadata plat form include: the U.S. State 
Department; the U.S. Army, Navy, and Marines; the 
U.S. National Security Agency; the U.S. Department of 
Health and Human Services; the U.S. Census Bureau; 
the University of Minnesota; and Georgia’s Department of 
Revenue services.

https://www.oracle.com/assets/exadata-business-value-idc-wp-3257140.pdf
http://www.oracle.com/us/products/engineered-systems/oracle-exadata-vs-roll-your-own-4406113.pdf
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Looking Ahead
Federal IT consolidation and cloud migration ef forts 
will only grow in the years ahead. The General Services 
Administration’s (GSA) is certifying cloud services through 
FedRamp to help agencies gain greater confidence in 
cloud services, according to Trippie. And a growing 
number of successful cloud deployments is also attracting 
interest from agencies previously slow to embrace cloud 
services, he added. 

Within five years, Trippie predicts up to 70 percent of 
federal application workloads will have moved to the  
cloud. “While 20 to 25 percent of agency workloads will 
stay ‘on-prem’ the vast majority will move to the cloud,”  
he said, because agencies are finding they can’t deliver 
new applications quickly enough without it. 

“Agencies increasingly realize they should be spending 
time building new applications, not maintaining datacenter 
infrastructure,” Trippie said, adding, “Migrating to the cloud 
is helping agencies gain the scalability needed to deliver 
new apps and services, while improving infrastructure and 
IT resource management.”

Cloud services will continue to evolve as well, enabling 
even more massive scalability. According to Oracle’s 
Craf t,the cloud is driving innovation through consolidation.  

continued from “Cloud-Driven Databases...” on page 4

Federal agencies find that by using cloud-based services, 
they can deploy applications faster and keep pace with 
changing government priorities and regulations. Here are a 
few best practice cloud migration tips, from Oracle’s experts:

•  Lift and shift to the cloud – the more applications you can
migrate, the better. Agencies have gained greater focus
more on core mission goals, while meeting the needs of
constituencies with reliable, user-friendly, modern services
that are available 24X7.

•  Increase hybrid cloud capabilities – agencies can extend
existing applications using hybrid cloud solutions to better
leverage technologies such as mobile devices and chatbots.

•  Migrate development and testing to the cloud –
Agencies can create new applications in a public cloud and
still deploy those applications to on-premise systems as
needed to meet security, or other internal requirements.

•  Innovate and serve constituencies better – by leveraging
cloud-based test and development capabilities, agencies
gain advanced analytics benefits generating valuable new
insights into government and citizen outcomes.

Source: Oracle

Cloud Services Yield 
Agency Efficiency Gains
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Using Exadata’s plat form, agencies 
will gain new capabilities that are 
currently being built specifically for the 
cloud. With future updates, they will 
gain access to these
Craft said. 

innovations,”




