


These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

by Lawrence Miller, CISSP

Database 
Protection 

Oracle Special Edition



These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

Database Protection For Dummies®, Oracle Special Edition

Published by 
John Wiley & Sons, Inc. 
111 River St. 
Hoboken, NJ 07030‐5774 
www.wiley.com

Copyright © 2017 by John Wiley & Sons, Inc., Hoboken, New Jersey

No part of this publication may be reproduced, stored in a retrieval system or transmitted 
in any form or by any means, electronic, mechanical, photocopying, recording, scanning or 
otherwise, except as permitted under Sections 107 or 108 of the 1976 United States 
Copyright Act, without the prior written permission of the Publisher. Requests to the 
Publisher for permission should be addressed to the Permissions Department, John Wiley 
& Sons, Inc., 111 River Street, Hoboken, NJ 07030, (201) 748‐6011, fax (201) 748‐6008, or 
online at http://www.wiley.com/go/permissions.

Trademarks: Wiley, For Dummies, the Dummies Man logo, The Dummies Way, Dummies.
com, Making Everything Easier, and related trade dress are trademarks or registered trade-
marks of John Wiley & Sons, Inc. and/or its affiliates in the United States and other coun-
tries, and may not be used without written permission. All other trademarks are the 
property of their respective owners. John Wiley & Sons, Inc., is not associated with any 
product or vendor mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO 
REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE 
CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL WARRANTIES, INCLUDING WITHOUT 
LIMITATION WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CREATED OR 
EXTENDED BY SALES OR PROMOTIONAL MATERIALS. THE ADVICE AND STRATEGIES CONTAINED HEREIN 
MAY NOT BE SUITABLE FOR EVERY SITUATION. THIS WORK IS SOLD WITH THE UNDERSTANDING THAT THE 
PUBLISHER IS NOT ENGAGED IN RENDERING LEGAL, ACCOUNTING, OR OTHER PROFESSIONAL SERVICES. IF 
PROFESSIONAL ASSISTANCE IS REQUIRED, THE SERVICES OF A COMPETENT PROFESSIONAL PERSON 
SHOULD BE SOUGHT. NEITHER THE PUBLISHER NOR THE AUTHOR SHALL BE LIABLE FOR DAMAGES 
ARISING HEREFROM. THE FACT THAT AN ORGANIZATION OR WEBSITE IS REFERRED TO IN THIS WORK AS 
A CITATION AND/OR A POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN THAT THE 
AUTHOR OR THE PUBLISHER ENDORSES THE INFORMATION THE ORGANIZATION OR WEBSITE MAY 
PROVIDE OR RECOMMENDATIONS IT MAY MAKE. FURTHER, READERS SHOULD BE AWARE THAT INTERNET 
WEBSITES LISTED IN THIS WORK MAY HAVE CHANGED OR DISAPPEARED BETWEEN WHEN THIS WORK WAS 
WRITTEN AND WHEN IT IS READ.

ISBN 978‐1‐119‐37957‐7 (pbk); ISBN 978‐1‐119‐37960‐7 (ebk)

Manufactured in the United States of America

10 9 8 7 6 5 4 3 2 1

For general information on our other products and services, or how to create a custom  
For Dummies book for your business or organization, please contact our Business 
Development Department in the U.S. at 877‐409‐4177, contact info@dummies.biz, or visit 
www.wiley.com/go/custompub. For information about licensing the For Dummies brand 
for products or services,  contact BrandedRights&Licenses@Wiley.com.

Publisher’s Acknowledgments
Some of the people who helped bring this book to market include the following:

Development Editor: Elizabeth Kuball

Copy Editor: Elizabeth Kuball

Executive Editor: Katie Mohr

Editorial Manager: Rev Mengle

Business Development Representative: 
Karen Hattan

Production Editor: Selvakumaran 
Rajendiran

Special Help from Oracle: Michael 
Brown, Chris Ilg, Lori Pierskalla, 
Carlos Soares, Kerstin Woods

http://www.wiley.com
http://www.wiley.com/go/permissions
mailto:info@dummies.biz
http://www.wiley.com/go/custompub
mailto:BrandedRights&Licenses@Wiley.com


These materials are © 2017 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use 
is strictly prohibited.

Introduction

T 
raditional backup systems fail to meet the needs of 
modern organizations by focusing on backup, not 

recovery. They treat databases as generic files to be 
copied, rather than as transactional workloads with 
specific data integrity, consistency, performance, and 
availability requirements.

Additionally, highly regulated industries, such as finan-
cial services, are subject to ever‐increasing regulatory 
mandates that require stringent protection against data 
breaches, data loss, malware, ransomware, and other 
risks. These risks require fiduciary‐class data recovery 
to eliminate data loss exposure and ensure data integ-
rity and compliance.

This book explains modern database protection and 
recovery challenges (Chapter 1), the important aspects 
of a database protection and recovery solution 
(Chapter 2), Oracle’s database protection and recovery 
solutions (Chapter 3), and key reasons to choose 
Oracle for your database protection and recovery 
needs (Chapter 4).

Foolish Assumptions
It has been said that most assumptions have outlived 
their uselessness, but I’ll assume a few things 
nonetheless:

 ✓ I assume you work as a CIO, CTO, IT director, DBA, 
or backup administrator, and you’re responsible 
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for protecting your organization’s mission‐critical 
databases and ensuring their recoverability.

 ✓ I assume that you have some familiarity with 
Oracle databases and backup/recovery systems 
and software.

As such, this book is primarily written for technical 
readers.

Icons Used in This Book
Throughout this book, I occasionally use icons to call 
out important information. Here’s what to expect.

This icon points out information you should 
commit to your nonvolatile memory!

This icon explains the jargon beneath the 
jargon and is the stuff legends (well, nerds) 
are made of!

Tips are appreciated, never expected — but 
you can expect this icon to point out helpful 
info.

This icon points out the stuff your mother 
warned you about (well, maybe not), but perk 
up anyway!

Beyond the Book
There’s only so much I can cover in 32 short pages, so if 
you find yourself at the end of this book thinking “Gosh, 
this is an amazing book — where can I learn more?” just 
go to www.oracle.com/data-protection.

http://www.oracle.com/data-protection
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Understanding Database 
Protection and Recovery 

Challenges

In This Chapter
▶▶ Looking at backup and recovery challenges
▶▶ Focusing on traditional backup solutions
▶▶ Ensuring reliable database recovery

I 
n this chapter, you learn about the challenges of 
protecting and recovering mission‐critical databases 

in today’s 24x7 global enterprises.

Recognizing the Challenges of 
Database Protection, Backup, 
and Recovery
Mission‐critical applications create, process, and store 
sensitive personal and financial information on highly 
transactional databases. Any amount of downtime or 

Chapter 1
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data loss can impact revenue, employee productivity, 
customer satisfaction, and ability to meet regulatory 
requirements, so these databases require stringent 
data protection and backup/recovery service‐level 
agreements (SLAs).

A lot of attention is focused on protecting the 
confidentiality and privacy of sensitive data 
from security breaches, but protecting the 
integrity and availability of that data is equally 
important.

However, as databases continue to grow in size and 
complexity, performing fast and effective backup and 
recovery within ever-shrinking backup windows and 
strict SLAs is becoming an increasingly insurmountable 
task for backup, database, and system administrators.

This challenge is particularly daunting in the financial 
services industry where high‐value, highly transac-
tional databases

 ✓ Must run 24x7 and process transactions at sub‐
second rates

 ✓ Are subject to ever‐increasing regulations and 
penalties for security, privacy, and data protection 
failures

 ✓ Are under constant threat of cyberattacks includ-
ing data theft, malware, denial of service, and 
ransomware

The estimated cost of one hour of downtime in 
a financial services company is estimated to 
be over $2.8 million.
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Focusing on Traditional  
Backup Solutions
Traditional backup solutions fail to meet the needs of 
mission‐critical, enterprise databases. Not only do they 
focus on backup not recovery, but they treat all types 
of data as individual files to be copied. Transactional 
databases are fundamentally different because all the 
pieces are interdependent and must be protected and 
restored together.

In addition, traditional solutions suffer from

 ✓ Backup and recovery methods that are based on a 
decades‐old, nightly backup paradigm, in which 
up to a day’s worth of data can be lost when an 
outage occurs.

 ✓ High backup performance overhead on produc-
tion servers and networks due to processing all 
database data during backups, whether it has 
changed or not.

 ✓ Ever‐increasing backup windows, because data 
grows exponentially even though organizations 
need to operate 24x7.

 ✓ Backup appliances that cannot scale to protect 
the hundreds to thousands of databases in the 
data center.

 ✓ No database awareness or integration so it’s 
viewed as a bunch of generic files.

 ✓ Backup appliances with a single controller; failure 
means no backup, no recovery, and data loss.
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 ✓ No end‐to‐end data validation; corrupted data 
leads to recovery failure.

 ✓ Poor visibility and control of the full data protec-
tion lifecycle, from disk to tape to replication.

Defining Database Protection 
Requirements
Most organizational disaster recovery (DR) and 
 business continuity (BC) plans express recovery point 
objective (RPO) and recovery time objective (RTO) 
in terms of minutes to hours depending on data criti-
cality. For example,

 ✓ Mission‐critical systems and data typically have 
an RPO/RTO of one hour or less.

 ✓ Important systems and data typically have an 
RPO/RTO of four hours.

 ✓ Supporting systems and data typically have an 
RPO/RTO of 24 hours or longer.

RPO is the maximum window of time during 
which data may be lost if a disaster occurs. 
RTO is the maximum allowable time to restore 
a business system and data to minimize busi-
ness impact.

These RPOs and RTOs far exceed the capabilities of 
many backup solutions. Furthermore, these systems 
can be costly and complex, placing further constraints 
on the data protection and recovery capabilities that 
an IT organization can provide. Yet the reality is that 
an outage of several minutes and data loss of even a 
few seconds can have disastrous consequences for 
many businesses.
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Focusing on Recovery
Finally, it’s important to recognize that reliable and effi-
cient backups are only one side of the coin. Ultimately, 
recovery is everything. If you can’t recover your data-
bases when disaster strikes, all your backup efforts are 
for naught.

Unfortunately, on average, one out of every seven 
 backups and one out of every six recoveries fail. 
Without reliable data protection systems and pro-
cesses,  mission‐critical data is at risk.

It’s been a longstanding practice for organizations to 
assume failure — and invest in redundant backup sys-
tems and additional backup administrators to work 
around these failures. However, sometimes a failure 
can’t be worked around and the organization faces real 
loss of business data. This has costly consequences in 
terms of the volume and value of revenues, as well as 
lost productivity, reputation damage, and legal and reg-
ulatory penalties.
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Architecting the Optimal 
Database Protection and 

Recovery Solution

In This Chapter
▶▶ Understanding database protection storage 
requirements

▶▶ Comparing different backup options
▶▶ Mapping the right solution to your requirements

I 
n this chapter, I explain how to build a database pro-
tection and recovery solution that leverages a data 

storage foundation and different backup media options.

Looking at Database Protection 
Storage Requirements
Traditional data protection solutions fail to meet the 
enterprise‐level demands of critical databases because 
they focus on backup rather than recovery, and simply 
treat databases as generic files to copy rather than as 

Chapter 2
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transactional systems with specific data integrity, con-
sistency, performance, and availability requirements. As 
a result, when an outage occurs business data can be 
lost, revenue and end‐user productivity are impacted, 
regulatory requirements cannot be met, and IT organiza-
tions face a complex, often manual, time‐consuming task 
to restore data and recover the database.

To mitigate these risks, companies need database pro-
tection solutions that can recover to any point in time 
with no data loss, and do so quickly with little interven-
tion from DBAs and backup administrators. They also 
need to back up databases quickly with minimal impact 
on production servers, because slow database perfor-
mance can impact the bottom line. Finally, modern 
database protection solutions need to provide the 
recoverability status for every database, in order to 
meet service‐level agreements (SLAs) and increasingly 
stringent compliance requirements.

Exploring Different Backup  
and Recovery Options
Backup and recovery options are available in disk‐ 
(both purpose‐built backup appliances, or PBBAs, and 
engineered solutions), tape‐, and cloud‐based 
solutions:

 ✓ Disk‐based purpose‐built backup appliances 
(PBBAs): Generic PBBAs face key challenges:

• They require periodic full backups that are then 
deduplicated to maximize dedupe ratios. Full 
backups read the entire database, which 
impacts the performance of production storage, 
servers, and networks.
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• The backups are slow and networking loads are 
increased because PBBA‐based deduplication 
requires all data to be sent to the PBBA and 
 processed there. This often means that backup 
windows are missed.

• Recovery is complex and slow because the most 
recent full backup must be re‐created on the 
PBBA by reading through many deduplicated 
files and piecing them together. After that, incre-
mental backups must be applied to restore data 
files, and redo logs must be applied before the 
database can be opened. This often manual pro-
cess can lead to errors and failed recoveries.

 ✓ Database engineered storage: In contrast to 
generic PBBAs, engineered storage solutions are 
specifically designed for backup and recovery of 
mission‐critical databases and are tightly inte-
grated with the databases that they’re designed to 
protect. These solutions have inherent advan-
tages when compared to generic PBBAs:

• Sub‐second recovery point objectives (RPO) and 
minimal data loss with built‐in database capabili-
ties that protect data created between backups.

• Recovery to any point in time offering protection 
against malware and ransomware.

• Recovery assurance with validated data consis-
tency when backups are performed, and at other 
times.

• Higher backup performance and greater storage 
efficiency with less overhead on production 
database servers by only backing up changed 
information.
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• Substantially enhanced recovery performance 
through knowledge of how databases work, skip-
ping multiple steps, and automating other steps 
during recovery.

• Reduced IT and management complexity, due to 
efficient consolidation of backup environments 
and management automation.

 ✓ Tape‐based: Tape provides a very low‐cost solu-
tion for long‐term data retention and archiving. 
Because data is stored offline, tape also provides 
protection from malware attacks, production soft-
ware and hardware malfunctions, and accidental 
data deletion or modification. However, the 
requirement for periodic full backups to tape 
imposes high overhead on production systems, 
and recovery from tape can be slower than from 
disk‐based systems due to inherently lower 
speeds and the need to read several tapes in the 
order they were written. As a result, tape alone 
cannot meet the stringent RPO and RTO require-
ments of most mission‐critical business 
databases.

 ✓ Cloud‐based: Backup to the cloud provides orga-
nizations with a highly scalable, cost‐effective  
off‐site backup and recovery option. Cloud‐based 
solutions are useful for smaller databases, or for 
long‐term archiving to meet compliance require-
ments, but it can take days to recover multi‐ 
terabyte scale databases from the cloud.
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Matching Requirements to the 
Appropriate Solutions
An engineered database protection and recovery 
system that is tightly integrated with the database can 
deliver a solution that meets all of an organization’s 
business and technical requirements for mission‐ 
critical applications.

Most large organizations employ a mixture of data pro-
tection solutions to meet their enterprise‐wide needs. It 
is important to be able to match your needs to the 
capabilities of different data protection approaches. 
Table 2‐1 summarizes the key characteristics of disk‐, 
tape‐, and cloud‐based systems.

Table 2-1 Comparing Disk‐, Tape‐, and Cloud‐Based 
Backup/Recovery Systems

Database‐
Engineered 
Storage

PBBA Tape Cloud

Typical data 
protection 
RPO

Sub‐second 24 hours 24 hours 24 hours

Database 
backup speed

Fast Medium Slow Slow

Database 
recovery 
speed

Fast Slow Slow Slow

(continued)
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Database‐
Engineered 
Storage

PBBA Tape Cloud

Production 
database 
overhead

Low High Low Low

Database 
storage effi-
ciency

High Medium N/A N/A

Recovery 
assurance

Yes No No No

Type of data 
protected

Database All All All

Overall cost Medium High Low Medium

Table 2-1 (continued)
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Exploring Oracle Database 
Protection and Recovery 
Solutions and Use Cases

In This Chapter
▶▶ Introducing the Zero Data Loss Recovery Appliance
▶▶ Looking at the ZFS Backup Appliance
▶▶ Leveraging the cloud for Backup‐as‐a‐Service

I 
n this chapter, you learn about Oracle’s Zero Data 
Loss Recovery Appliance, ZFS Backup Appliance, 

and Oracle Database Backup Cloud Service.

Zero Data Loss Recovery 
Appliance
Oracle’s Zero Data Loss Recovery Appliance (Recovery 
Appliance) is the first engineered system designed 

Chapter 3
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specifically for Oracle Database protection (see 
Figure 3‐1). The Recovery Appliance

 ✓ Eliminates data loss exposure with sub‐second 
RPO

 ✓ Ensures recoverability with end‐to‐end data vali-
dation and continuous reporting of recovery 
status

 ✓ Reduces data protection overhead by offloading 
backup processing from production servers

 ✓ Slashes RTOs by eliminating multiple steps in the 
recovery process and automating other steps

 ✓ Scales to protect thousands of databases and 
implements full life‐cycle protection, including 
disk backup, tape backup, and remote replication

The Recovery Appliance was developed by the Oracle 
Database team as an extension of the database. It is 
built on the proven Oracle Exadata architecture and 

Figure 3-1: Architecture overview of Oracle’s Recovery 
Appliance.
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works seamlessly with Oracle Database and Recovery 
Manager (RMAN) to provide data protection capabili-
ties, scalability, and performance unmatched by any 
other data protection solution, including the following:

 ✓ Real‐time redo transport: Redo logging is the fun-
damental means of documenting transactional 
changes within Oracle Database. All Oracle 
Database 11g Release 2 or later can continuously 
send redo information directly from in‐memory 
log buffers to the Recovery Appliance, enabling 
sub‐second RPOs with virtually no performance 
impact on production database servers.

 ✓ Incremental‐forever backup architecture: The 
Recovery Appliance implements an incremental‐
forever backup architecture to minimize impact 
on production systems based on two innovative 
technologies:

• Delta Push: After a one‐time full backup, pro-
tected databases send only incremental backups 
containing changed blocks identified by RMAN 
to the Recovery Appliance. There is no need for 
recurring full backups. Delta Push acts as a 
highly optimized form of source‐side deduplica-
tion that does not require any additional pro-
cessing on the database server. As a result, 
storage overhead, capacity, and network traffic 
are significantly reduced.

• Delta Store: Delta Store validates the incoming 
changed data blocks and then compresses, 
indexes, and stores them. These changed blocks 
form “virtual full backups” of the database, 
which are space‐efficient pointer‐based repre-
sentations of physical full backups as of the 
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point in time of an incremental backup, eliminat-
ing the need to copy incremental backups to the 
database server and then apply them. Virtual full 
backups can improve storage efficiency by ten 
times or more and slash restore times.

 ✓ End‐to‐end data validation: All backup data and 
redo blocks are automatically validated as they’re 
received by the Recovery Appliance, copied to 
tape, and replicated. Backup blocks are also peri-
odically validated on disk, ensuring that recovery 
operations will always restore valid data. If cor-
ruption is discovered during validation, the 
Recovery Appliance automatically reads the good 
block from a mirrored copy and repairs the cor-
rupted block.

 ✓ Efficient replication: Backups on a local Recovery 
Appliance can be easily and quickly replicated to 
a remote Recovery Appliance by sending only 
changed blocks to the remote system. One‐to‐one, 
many‐to‐one, bi‐directional, and other topologies 
can be implemented to minimize WAN bandwidth 
requirements.

 ✓ Autonomous archiving to tape: Compliance often 
requires that immutable copies of databases be 
maintained for fixed periods of time. Tape is a 
 perfect technology for this, and the Recovery 
Appliance automates the process of sending 
archive copies directly to tape and recovering 
them without the need for third‐party media man-
agers or backup agents. It offloads tape process-
ing from production database servers, allowing 
those databases to run at full speed.
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 ✓ Proven, scale‐out, high‐availability architecture: 
The Recovery Appliance can scale capacity by 
over 100 times to store over 100 petabytes (PB) of 
virtual backups, and it can scale backup and 
recovery throughput 18 times from 12 terabytes 
(TB)/hour to over 200TB/hour, enabling the con-
solidated protection of hundreds to thousands of 
Oracle Databases across an enterprise onto a 
single Recovery Appliance. And, with a no single‐
point‐of‐failure, the Recovery Appliance can 
backup or recover data any time you need to.

TJSC improves backup performance 200x 
with Recovery Appliance

The Justice Tribunal of Santa Catarina (TJSC) is the civil 
and criminal court system for Brazil’s Santa Catarina 
region, serving nearly 7 million residents and 295 cities. 
TJSC’s 13,000 employees provide internal and public ser-
vices including administering courts, judicial processes, 
appeals, and taxes for its citizens. All judicial processes 
are recorded in digital format, and nearly 14 million cases 
have been recorded since the inception of TJSC’s Oracle‐
based system in 1998, which now consists of nearly  
40 production databases with 30TB of total volume.

TJSC requires 24x7 service availability for legal appeals. 
“You don’t want to remain in jail just because of an Oracle 
Database outage, right?” asks TJSC’s DBA manager, 
Fernando Simon.

Backups of the TJSC databases were becoming increas-
ingly challenging, and full backups were only being 

(continued)
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Oracle ZFS Backup Appliance
Oracle ZFS Backup Appliance is an integrated high‐ 
performance data protection solution for database and 
non‐database workloads with unique co‐engineered 
capabilities with Oracle Database and Oracle engi-
neered systems. It can reduce backup and restore time 
by more than half and reduce total cost of ownership 
(TCO) by up to four times compared to competitive 
products.

completed once a week. Even after following implementa-
tion best practices, its backup solution was achieving low 
deduplication rates and it was taking nearly three days to 
backup TJSC’s most critical 17TB database. Backups 
required a great deal of manual effort to manage, and old 
backups had to be expired every day due to space con-
straints caused by the lack of deduplication efficiencies on 
the backup system.

After implementing Oracle’s Recovery Appliance, TJSC 
performed an initial full backup in just 12 hours over a  
10 gigabit/sec (Gbps) network. Incremental backups now 
take just 23 minutes, and they’ve achieved a 12:1 dedupli-
cation ratio. TJSC now maintains a virtual full backup and 
incremental forever backups. The Recovery Appliance 
solution delivered a 200x improvement in TJSC’s backup 
performance, and two Recovery Appliances were less 
expensive than expanding TJSC’s previous backup system 
to support the same backup requirements.

(continued)
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Oracle ZFS Backup Appliance has performed 
at backup rates of up to 55TB/hour and 
restore rates of up to 60TB/hour in tests using 
actual customer data. Oracle ZFS Backup 
Appliance can support up to 7.3 petabytes of 
capacity while maintaining balanced system 
performance and data availability.

Oracle ZFS Backup Appliance is comprised of the 
following:

 ✓ Architecture: Based on a dynamic random access 
memory (DRAM) centric high‐throughput archi-
tecture, an intelligent multithreaded symmetric 
multiprocessing (SMP) operating system (OS), 
and a hybrid storage pool that implements 
dynamic caching, Oracle ZFS Backup Appliance 
delivers extremely fast backup and restore 
throughput rates across mixed workloads and 
still has performance for other functions such 
as cloning for dev/test, data warehousing, and 
analytics.

 ✓ High‐availability controllers: Each Oracle ZFS 
Backup Appliance contains two high‐performance 
controllers that enable extreme throughput, rapid 
failover, and maximum scalability and availability. 
Additionally, it supports InfiniBand connectivity to 
Oracle Engineered Systems to further accelerate 
backups and restores when compared to tradi-
tional  network‐attached storage (NAS) or purpose‐
built backup systems.

 ✓ Coengineering with Oracle Database: Oracle 
Hybrid Columnar Compression (HCC) enables the 
highest levels of data compression, up to 50x, 
capacity and cost savings, and significant 
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performance improvements. Oracle Intelligent 
Storage Protocol (OISP) automatically and dynam-
ically tunes backup storage for the exact parame-
ters of the incoming Oracle Database 12c data, 
while reducing tedious manual operations.

 ✓ Software: Oracle ZFS Backup Appliance available 
software includes analytics, replication, cloning, 
and encryption software.

Oracle ZFS Backup Appliance has numerous 
built‐in data integrity and security features, 
including advanced checksumming, triple 
 mirroring, and highly granular data‐at‐rest 
encryption. It also supports and maintains all 
Oracle Database security best practices, 
including database‐level transparent data 
encryption (TDE). This combination provides 
data protection throughout its life cycle.

Ultimately, Oracle ZFS Backup Appliance is designed 
to run backups faster, more efficiently, and cost‐ 
effectively than comparable NAS storage or generic 
purpose‐built backup appliances (PBBAs).

dunnhumby protects against data loss with 
Oracle ZFS Backup Appliance

dunnhumby is the world’s leading customer‐science com-
pany. It analyzes customer data and applies insights from 
more than 400 million customers across the globe to create 
better customer experiences and build loyalty. With its 
unique analytical capabilities, dunnhumby helps retailers 
better serve customers, create competitive advantage, 
and enjoy sustained growth.
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Oracle Database Backup  
Cloud Service
Oracle Database Backup Cloud Service is an on‐demand 
offering that provides a highly scalable cloud storage 
platform for customers to securely store backups of 
their on‐premises Oracle Database instances in the 
Oracle Public Cloud (see Figure 3‐2).

dunnhumby’s challenges included protecting against data 
loss and reducing its backup and restore window, because 
data is crucial to the competitive advantage and success 
of the business.

dunnhumby deployed an integrated backup and restore 
solution for its Oracle Exadata using Oracle ZFS Backup 
Appliance for high performance and continuous availabil-
ity, reducing backups from days to hours.

In addition, ZFS Backup Appliance acts as a staging area 
for both inbound and outbound extract, transform, and 
load (ETL) processes, as a data warehouse for analytics, 
and as an application development and test environment.

Figure 3-2: Data flow for Oracle Database Cloud Backup 
Module.
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Here are the key features and benefits of Oracle 
Database Backup Cloud Service:

 ✓ Off‐site storage: Storing database backups in the 
cloud protects data from local disasters and 
ensures that the data is available for recovery 
when needed.

 ✓ High availability and durability: Backups are 
 replicated across multiple storage nodes within 
the same region to protect against hardware 
 failures, and can be replicated to other regions 
for even greater availability.

 ✓ Cost‐effective scalability: It has virtually unlim-
ited scalable and elastic capacity, with no need for 
capital expenditures (such as local storage or 
tape) or additional licensing costs.

 ✓ Rapid deployment: Database Cloud Backup 
Module can be quickly downloaded and installed, 
and backup and restore operations started using 
familiar Oracle RMAN commands in minutes. 
Simply configure the destination to Oracle 
Database Backup Cloud Service.

 ✓ End‐to‐end security: Backup data is encrypted at 
the source, optionally compressed, and securely 
transmitted to the cloud. Encryption keys are 
stored locally.

 ✓ Seamless migration: Part of Oracle’s strategy is 
making on‐premises and cloud environments look 
the same, so customers can easily move data from 
on‐premises to cloud (or vice versa).

 ✓ End‐to‐end support: No multi‐vendor support 
complexity — Oracle supports both on‐premises 
and cloud components for faster issue resolution.
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An Post reduces on‐premises storage by 
12TB with a hybrid cloud solution

An Post is Ireland’s national postal service and one of the 
country’s largest companies, providing a wide range of 
postal, distribution, communication, retail, and financial 
services. Every day An Post collects, processes, and deliv-
ers mail to 2.2 million business and residential addresses, 
and every week it serves 1.7 million customers through its 
national network of 1,100 post offices and more than 2,000 
PostPoint payment channels at retail outlets nationwide.

An Post’s challenges included providing a scalable big 
data and analytics platform to manage millions of daily 
transactions, facilitate new postal services, and align with 
market needs and the growth in post office retail 
 services  — such as foreign exchange services, which 
have grown from zero to almost 40 percent national market 
share in less than four years — while reducing administra-
tion time and costs and time to market for new retail and 
postal services.

An Post deployed a big data and analytics platform using 
Oracle Exadata Database Machine, Oracle Advanced 
Analytics, and Oracle Database 12c innovations, including 
Oracle Multitenant in a managed‐service private cloud, 
and Oracle Database Backup Cloud Service in a public 
cloud. An Post’s hybrid cloud solution reduced on‐ 
premises storage by 12TB and significantly decreased IT 
total cost of ownership (TCO).
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For more information on the Oracle solutions high-
lighted in this section, please visit the following 
websites:

 ✓ Oracle Zero Data Loss Recovery Appliance:  
www.oracle.com/zdlra

 ✓ Oracle ZFS Backup Appliance: www.oracle.
com/storage/nas/zs-backup

 ✓ Oracle Database Backup Cloud Service:  
www.oracle.com/goto/database-backup- 
cloud

 ✓ Oracle Storagetek Tape Storage: www.oracle.
com/goto/tape

http://www.oracle.com/zdlra
http://www.oracle.com/storage/nas/zs-backup
http://www.oracle.com/storage/nas/zs-backup
http://www.oracle.com/goto/database-backup-cloud
http://www.oracle.com/goto/database-backup-cloud
http://www.oracle.com/goto/tape
http://www.oracle.com/goto/tape
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Ten Reasons to Protect and 
Recover Your Databases 

with Oracle

In This Chapter
▶▶ Leveraging Oracle insights and innovations
▶▶ Ensuring fast and effective backup and recovery
▶▶ Simplifying management and support

H 
ere are ten great reasons to use Oracle’s data-
base protection and recovery solutions to pro-

tect your Oracle Databases:

 ✓ Because Oracle knows Oracle Database: At the 
risk of stating the obvious, who knows Oracle 
Database better than Oracle itself? Oracle’s Zero 
Data Loss Recovery Appliance was developed by 
the Oracle Database team as an extension of the 
Oracle Database, and both the Oracle ZFS Backup 
Appliance and Oracle Database Backup Cloud 
Service were co‐engineered with Oracle Database 
to provide unique capabilities. Leverage Oracle’s 

Chapter 4
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deep knowledge of its own database to get the 
best possible protection and recovery solutions 
available in the industry.

 ✓ RPOs of less than one second: The Recovery 
Appliance (see Chapter 3) effectively provides 
continuous data protection by protecting transac-
tional database information directly from data-
base server memory.

 ✓ Recovery assurance: The Recovery Appliance 
provides complete visibility into recovery status, 
and uses end‐to‐end data validation and self‐ 
healing technologies to ensure that Oracle 
Database backups are ready when needed most.

 ✓ Fast, automated restores of Oracle Database: 
With virtual full backups, Recovery Appliance 
eliminates the need to restore multiple incremen-
tal backups and apply them, greatly accelerating 
full database recovery.

 ✓ Fastest backup and restore throughput: ZFS 
Backup Appliance provides up to 50 terabytes 
(TB)/hour backup and up to 60TB/hour restore 
throughput for Oracle Database and non‐database 
data including big data lakes, unstructured data, 
virtual machines, and home directories.

 ✓ Integrated Oracle innovations: Oracle technology 
innovations are tightly integrated with its data-
base protection and recovery systems, including 
the following:

• Hybrid Columnar Compression (HCC): Enables 
the highest levels of data compression, tremen-
dous cost savings, and significant performance 
improvements.
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• Oracle Intelligent Storage Protocol (OISP): 
Automatically and dynamically tunes backup 
storage for optimal performance based on 
Oracle database awareness.

• Real‐time Redo Transport, Delta Push, and Delta 
Store: Enables sub‐second RPOs and quick 
recoveries; reduces data protection processing 
and storage overhead on production servers 
and networks (see Chapter 3).

• Familiar tools: Use the tools your database 
administrators know and trust, such as Oracle 
RMAN to perform backup and recovery 
operations.

• Single pane‐of‐glass management: Oracle 
Enterprise Manager provides intuitive, central-
ized management of all your database backup 
and recovery operations.

 ✓ Different solutions for different requirements 
and budgets: Oracle offers a full suite of end‐to‐
end data protection and recovery systems and 
solutions from on‐premises to the cloud to meet 
unique business requirements and accommodate 
every budget.

 ✓ Durable, low‐cost tape media and malware pro-
tection: StorageTek tape libraries provide durable, 
high‐capacity, low‐cost storage for exabyte‐scale, 
offline data archives and protection against mal-
ware threats.

 ✓ Geo‐redundant backups to the cloud: Oracle 
Database Backup Cloud Service (see Chapter 3) 
provides on‐demand scalability and elasticity for 
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maximum flexibility, and off‐site replication for 
data protection against large‐scale disasters and 
outages.

 ✓ Single supplier support across on‐premises and 
cloud environments: Whether it’s an issue in your 
production databases, systems, software, or 
backup/recovery environment from on‐premises 
to the cloud, Oracle provides the critical end‐to‐ 
end support you need and eliminates the finger‐
pointing often associated with multi‐supplier 
support.
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