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Workstation Operating System Requirement

In order to run OPERA 5.0.05.00 your workstation will need to be using one of the Operating Systems
listed below:

e  Windows 7 Professional Edition or higher
e  Windows 8 Professional Edition or higher
e  Windows 10 Professional Edition or higher

On Each Workstations

1. You must be logged into the workstation as an Administrator

2. Close all Internet browsers, including Opera

3. Open Internet Explorer and in the address line, type in the following three exe scripts and press
enter, one at a time:

https://YourOPERAURL/installregterm.exe

https:// YourOPERAURL /installoperaprintctrl.exe

https:// YourOPERAURL /installjinitcheck.exe

Internet Explorer Settings

You should be using Internet Explorer 11

Log on to the workstation under a user account that has local administrator rights
Open Internet Explorer

Select the “Tools” menu

Select Compatibility View Setting

Add: carlsonhotels.com

5. Left click “Internet options” 3

A

| File Edit View Favorites |l

Delete browsing history... Ctrl+5hift+Del
InPrivate Browsing Ctrl+Shift+P

Google+ Search Images ] ]

Tracking Protection...

ActiveX Filtering

Fix connection problems...

Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker 3
Smart5creen Filter 3

Manage add-ons

Compatibility View

ZM Compatibility View settings

Subscribe to this feed...

Feed discovery 4

Windows Update

F12 developer tools

5 “ Internet options
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https://youroperaurl/installregterm.exe
https://urldefense.proofpoint.com/v2/url?u=https-3A__crwest.carlsonhotels.com_installoperaprintctrl.exe&d=DwMF-g&c=RoP1YumCXCgaWHvlZYR8PQcxBKCX5YTpkKY057SbK10&r=kXjUa-_T90wc4LVroSRrgLljsYNFDxrkh7bOxAT7K2w&m=qSAxcWQpz3jwibJQ6_ARjWLnY8z-MQKECz2FLhBTY3k&s=u1tEIUyomgClr-QhXy3ssOLEl0GLpTGmMnaqCsPIsSA&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__crwest.carlsonhotels.com_installjinitcheck.exe&d=DwMF-g&c=RoP1YumCXCgaWHvlZYR8PQcxBKCX5YTpkKY057SbK10&r=kXjUa-_T90wc4LVroSRrgLljsYNFDxrkh7bOxAT7K2w&m=qSAxcWQpz3jwibJQ6_ARjWLnY8z-MQKECz2FLhBTY3k&s=Gm6ZGyuAgQt1kkxLi7KjR69EW_niV4G8ZicS4kju7Ao&e=

6. Inthe “Internet Options” window shown below, select the Security tab
7. Leftclick the green check mark for “Trusted sites”

F ™
Compatibility View Setfings [

wa Change Compatibility View Settings

4 Add this website:
Add
Websites you've added to Compatibility View:
carlsonhotels.com Remove

|| pisplay intranet sites in Compatibility View
[]Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

[~ ]
6
Internet Options _

Security |Pri\.racy-I I Content I Connections (& ms I Advanced |
7

Select a zone to view or change security settin

@ &« /¥Q :

Internet Local ir[:%anet LR Restricted
sites

Trusted sites

J This zone contains websites that you L=
h trust not to damage your computer or

your files.

‘fou have websites in this zone.

Security level for this zone

8
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe
1 content

- Unsigned ActiveX controls will not be downloaded

[C]Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

| Reset all zones to default level

| oK | | Cancel | Apply

8. Under “Security level for this zone” change it to “Medium” as shown below

9. Leftclick the “Sites” button, and proceed to step 10

10. Left click once in the “Add this website to the zone:” box, and then enter your OPERA application URL with
both http: and https: as shown in example below:
http://yourOPERAURL.carlsonhotels.com
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http://youroperaurl.carlsonhotels.com/

https://yourOPERAURL.carlsonhotels.com
https://10.38.242.* & http://10.38.242.*
https://10.38.250.* & http://10.38.250.*
11. Left click the “Add” button
12. Left click the “Close” button

Trusted sites
& ¥ou can add and remove websites from this zone, &l websites in
10 V/ this zone will use the zone's security settings.

Add this website ko the zone:

add |
Remoyve |

‘Websites:

¥ Require server verification (https: For all sites in this zone

Close |

13. In the “Internet Options” window select the “Privacy” tab
14. Uncheck the “Turn on Pop-up Blocker” option

[ 15 ]

Internet Options

General | Security | Privacy tent I Connections I Programs I advanced|

Settings
Select a setting for the Internet zone.
Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
— be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default

Location

| Never allow websites to request your
physical location

Pop-up Blodker

[ Turn on Pop-up Blocker ﬁi Settings

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

[ OK J [ Cancel ] [ Apply
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https://youroperaurl.carlsonhotels.com/
https://10.38.242.*/
http://10.38.242.*/
https://10.38.250.*/
http://10.38.250.*/

15.
16.

17.
18.

19.

Enable native XMLHTTF suppart
[7] Enable SmartScreen Filter

Use TLS 1.0
16 Use TLS 1.1
Use TLS 1.2

In the “Internet Options” window select the “Advanced” tab

Left click to select the following options
e UseTLS1.0
e UseTLS1.1
e UseTLS1.2
Left Click and Uncheck Enable SmartScreen Filter
Left click the “Apply” button
Left click the “OK” button

Internet Options

| General I Security I Privacy I Content I Connections | Prograi Advanced [

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication®
Enable memory protection to help mitigate online attacks®

[ use ssL 2.0

(@ Use 551 5.0

Warn about certificate address mismatch®
[ warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

m |

< m ] G
*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition.

‘fou should only use this if your browser is in an unusable state.

19

OK ][ Cancel ][ Apply

Disable IE Add-on’s
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20. Left click the Tools button (the one that looks like a wheel) on the top-right side of the Internet Explorer
11 window.
21. Left click on Manage add-ons button.

ot B - — 20 |
Print k

File 3
Zoom (100%) k
Safety k
Add site to Apps

View downloads Ctrl+]

Manage add-ons @

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

About Internet Explorer

22. Left click on item once highlighted.
23. Right click or tap and hold on it and then select Disable so here everything should be disabled except for
Java & Adobe items.

Mame Publisher ’ Status "~

(Mot verified) Think Tank Labs LLC

WinToFlash Suggestor Enabled
ClientConnect LTD

BS Player ControlBar B Too Celumns L23 habled

BS Player ControlBar B Too Group by rhabled
Microsoft Corporation Sort by r

Groove Folder Synchroniza Copy Disabled

Office Document Cache H More information Disabled

Groowve GFS Browser Helper Microsoft Corporation Disabled
Mot Available hd
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Install Java Runtimes Client

Log on to the workstation with a user account that has local administrator rights

Open Internet Explorer and go to:

http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-

2133155.html

The page below will open, left click the button for “Accept License Agreement” under Java SE

Runtime Environment.

OoORACLE

Oeacie Technokogy Network =

dain SE

Jarea EE

Jwva ME

Jarva SE Suppor
dava 5E Advanced B Sule
dava Ermbadaed
dava DB

Wet Tier

daren Card

dawva TV

Hew! B Java
oty

Aarvea Magasine

Jova > Jawa SE = Dowsloads

Ovenview  Downloads

Sign InRegister Help Country » Commumities ~ | am a

Doommentation — Commonity

Search

w | want bg. ~

Products Solutions Downloads Store Support Training Partners About (OTN

Technologies Tramng

Java SE Runtime Environment 8 Downloads
D you wasn] 1o nan Java ™ programs, of do you wanl 1o develop Java programs? B you want 1o run
Jarva programs, bul not develop them, downisad the Jiva Runtime Environment, or JRE™

I you wank ko divelop applicabions for Java, dovnkoad the Java Development KR, o JORE™. The JOE
mcludas the JRE, 6 you do nol have 1o download both separitisly.

Java SE Runtime Environment

JRE BUTT Checksum

3 & Accept License Agreement

I Fille Description File Size

Linu: x3% 48 06 MB
Linip: 25 1054 MB
Linvp: x4 45 04 MB
L w54 EEAT MB
M OF X 6427 MB
Mac 05 X 5595 MB

52 1MB

o=
ro-2u
re-8u
we-du
pe-du
we-Su

[ LR T

pe-gu
po-gi

Yiou must accept the Oracke Binary Code License Agreement for Javs SE 10 download this

) Decline License Agroesment

Doramiload
i -5 35E rpms
Jiruge M558 b g7
g -l rpm
e - e g2
-acos-xid 4mg
macose-xd tar gz

-windows-xE4 tar gz

Jawa SDKs and Tools
& Jaa SE
# Javd EE and Glasshish
& Ja ME
& Java Cardl
& HeiBuans I0€
¥ Javn Migsion Condiol
Java Resources

i

E

4.
5.

Left click the link next to Windows x86 Offline to begin the download

A window like the one shown below should appear in the bottom the Internet Explorer

browser window. Left click “Run” to run the installation of Java.

il b=

Do you want to nun or seve jre-Bu -windows-i3B8.exe (£2.4 ME) from downlosd.orsde.com?

5 ey .

Cancel

6.

Left click on the Java icon in your Task bar at the bottom of the screen
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http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

7. The Java window below will appear, left click the “Install >” button

N

e =
=

Java Setup - Welcome

Welcome to Java

Java provides safe and secure access to the world of amazing Java
content. From business solutions to helpful utilities and entertainment, Java
makes your internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[7] change destination folder Cancel | [ Install = \HL

8. The window below will open, and the installation of Java will complete

| e

Java Setup - Progress

i Status: Installing Java

- 3 Billion
Devices Run Java

«
| =2Java’  #1 Development Platform |

9. A window like the one shown below will pop up once the installation has completed.
Click the option to uninstall the older version of Java.

“Jeva Setup - Uninstall ut-of-date versions. =g "}

&

‘L Out-of-Date Java versions Detected

Your machine is at nisk for senous security vulnerabilties. R 1s highly
recommended that you promptly uninstall out-of-date versions.

of the Java Versions

Chek "Uninstal™ 1o remove out-of-date versions now. b

Warning: Uninstaling out-of-date versions of Java may cause some older
lava appications 1o no longer run. Mors nformation

e w

10. Left click the “Start button” in the Task Bar.
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11. Left click in the “Search programs and files” box, type “configure java” and then hit
“Enter”

- See more results

12. The Java Control Panel will open; left click on the Security tab.
13. Left click the “Edit Site List...” button

s -
| £:| Java Control Panel =1L

12

General | Java | Security

Enable Java content in the browser

Security level for applications not on the Exception Site list
(7 Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

@ High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
! the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Fick Edit Site List...

0 add items to this list.

Restore Security Prompts ] I Manage Certificates...

\ =

14. In the “Exception Site List” window, left click the “Add” button
| £ Exception Site List — - - g

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Click Add to add an item to this list.

"Ih FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available,
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15. Left Click in the Location box, Left Click in the Location box, and then enter your
OPERA application URL with https: as shown in example below:
http://yourOPERAURL.carlsonhotels.com
https://yourOPERAURL.carlsonhotels.com
https://10.38.242.* & http://10.38.242.*
https://10.38.250.* & http://10.38.250.*

r M
| £ Exception Site List e — —— e — M
Applications launched from the sites lis e allowed to run after the appropriate security
prompts.
... Location
hEEps: [T, & ple.com]dir| or https:]Twww.example com/app.html
I I
Add Remove l
“’.h FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available,
?H

16. Left click the “Add” button

17. Continue adding all URLs from step 15

18. Left Click the “OK” button

19. In the Java Control Panel select the “Advanced” tab
20. Left click to select the following options

e UseTLS1.0
e UseTLS1.1
e UseTLS1.2

21. Left click the “Apply” button
22. Left click the “OK” button
23. Close Internet Explorer, open it again, and then try logging into Opera.
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http://youroperaurl.carlsonhotels.com/
https://youroperaurl.carlsonhotels.com/
https://10.38.242.*/
http://10.38.242.*/
https://10.38.250.*/
http://10.38.250.*/

| General | Update [ Java | Seaurity | Advanced

Il certificates in the chain of trust
o not check (not recommended)
Check for signed code certificate revacation using
-7 Certificate Revocation Lists {CRLs)
Online Certificate Status Protocol (OCSF)
(@) Both CRLs and OCSP
Perform TLS certificate revocation checks on
) Server certificate only
Il certificates in the chain of trust
{71 Do not check (not recommended)
Check for TLS certificate revocation using
~ Certificate Revocation Lists (CRLs)
i) Online Certificate Status Protocol (OCSP)
---(@ Both CRLs and OCSP
Advanced Security Settings
-+[”| Enable the operating system's restricted environment (native sandbox)
--[¥] Use certificates and keys in browser keystore
Enable blacklist revocation chedk
-[/] Enable caching password for authentication
-[7] Use 5L 2.0 compatible ClientHello format

=

Miscellaneous

-[7] Store user settings in the roaming profile

= |:| Place Java icon in system tray

[ Suppress sponsar offers when instaliing or updating Java

21

Printer Setup

e In Devices and Printers

e Printer don’t need to be shared only if the site asks to be shared
e Make sure that the printer names aren’t long
Example:
> FDright
> FDLeft
> BackOffice
>

GM

Adobe Configuration Setup

* Please make sure that workstation has Adobe X or DC installed *

Open Adobe Acrobat Reader outside the Opera application and apply the following settings

1. Edit->Preferences->Updater->Tick option->Do not
download or install updates automatically

PAGE |11

OPERA V5 11G WORKSTATION SETUP GUIDE



~ Check for updates

Adobe recommends that you automatically install updates.

" Automatically install updates

" Automatically download updates, but let me choose when to install them

%{7 Do not download or install updates automatically

2. Edit -> preferences -> General->Uncheck the option
for "Enable Protected Mode at startup" *Does not apply to Adobe DC version*

[” Enable Protected Mode at startup

3. Edit->Preferences->Security (Enhanced)->Uncheck the option
for "Enable Enhanced Security" and "Enable Protected Mode at startup" *Does apply to Adobe DC

version*
™ Enable Enhanced Security

[~ Enable Protected Mode at startup

4. Edit->Preferences->Security (Enhanced)-> Ensure the option "Automatically trust sites...." is ticked

and that the Opera URL is listed
~Privileged Locations

¥ Automatically trust sites from rmy Win 05 security zones

Java Security Warning

1. If this Security Warning message keeps coming up follow the steps below to stop it.
First thing always Click Don’t Block

Open Control Panel

Next click on Java

Once it’s opens click on Advanced Tab

e wN

s A

secuity Warning || —

Ul Block potentially unsafe components from being run?

Application: eftclient

Java has discovered application components that could indicate a security
concern. Contact the application vendor to ensure that it has not been tampered

with,
Block ||| Don'tBlock

{1) The application contains both signed and unsigned code.
More informaticn
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Adjust your computer’s settings

IPAction Center

@ Backup and Restore
Credential Manager
% Desktop Gadgets

B Display

Flash Player (32-bit)
el Getting Started

Intel® HD Graphics
Z2 Keyboard

B Mail (32-bit)

= Notification Area Icons
“’__l Personalization
Programs and Features
& Region and Language
l% Speech Recegnition
1 Taskbar and Start Menu
B Windows CardSpace

1 Administrative Tools
2| Biometric Devices
&5 Date and Time
24 Device Manager
. Div¥ Control Panel (32-bit)
Folder Options
«@ HomeGroup
Internet Options
Lenove - Microphone Mute
F Mouse
& Parental Controls
[ Phone and Modem
& Realtek HD Audic Manager
M3 RemoteApp and Desktop Connections
@ Sync Center
Troubleshooting
E Windows Defender

View by: Small icons *

(g AutoPlay

Kl Color Management
@ Default Programs
E_ﬁ Devices and Printers
@ Ease of Access Center
1A Fonts
&Indexing Options
Location and Other Sensors
5 Network and Sharing Center
M Performance Information and Tools
3 Power Options
gl:. Recovery
% Sound
1B System
82, User Accounts
P Windows Firewall

»

m

6. Scroll down to Mixed Code (sandboxed vs. trusted) security Verification
7. Select Enable — Hide warning and run with protections

8. Click Apply

9. Click OK
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1

B3 5ava Control Panel . 5 =] B I
General | Java | Seaurity Advanced
v Warnif site certificate does not match hostname -]

[~ Show site certificate from server even if itis vaid
Mixed code (sandboxed vs. trusted) seaurity verification

" Enable - show warning if needed
© Enable - hide warning and run with prote :m:r.r.
" Enable - hide warning and don't run untrusted

(" Disable verification (not recommended)
Perform certificate revocation checks on
+" Publkisher's certificate only
(+ All certificates in the chain of trust b
(" Do not check (not recommended)
Check for certificate revocation using
" Certificate Revocation Lists (CRLs)
+{" Online Certificate Status Protocol (OCSP)
(¢ Both CRLs and OCSP
Advanced Security Settings
[V Use certificates and keys in browser keystore
[V Enable bladkst revocation check
[V Enable caching password for authentication
[~ Use SSL 2.0 compatible ClientHello format -
4 w

o o | ot | e ©

Change User Account Control Settings

1. Click the start button

In the search programs and files Type UAC
Click on Change user Account Controls settings
Here slide down to Never Notify

Click OK

vk wnN
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Control Panel (1)

|P Change User Account Control settings

See more results

|uac X | |5hut down | » |

r )
%) User Account Control Settings A— E@g

Choose when to be n

ed about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Teli me more shout User Account Control settings

Always notify
- - Never notify me when:
*  Programs try to install software or make changes to
my computer
T *  Imake changes to Windows settings
@ Not recemmended. Choose this only if you need to
use programs that are not certified for Windows 7
| 4 - because they do not support User Account Control.
Never notify
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ORACLE Remote Support

Please contact ORACLE Remote Support at 1-800-937-2211 or the appropriate support phone number for your
property if you have any questions regarding the instructions in this document.

ORACLE

Oracle Corporation, World Headquarters Worldwide Inquiries
500 Oracle Parkway Phone: +1.650.506.7000
Redwood Shores, CA 94065, USA Fax: +1.650.506.7200

CONNECT WITH US
n blogs.oracle.com/oracle
»

n facebook.com/oracle

g twitter.com/oracle
E oracle.com

Hardware and Software, Engineered to Work Together

Copyright © ProductStartYear, 2016, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and
are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not
use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for interoperability,
is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please
report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government,
then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on
the hardware, and/or documentation, delivered to U.S. Government end users are “commercial computer software" pursuant to the
applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure,
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