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Disclaimer

The following is intended to outline our general product direction. It is intended for information purposes only, and may not be
incorporated into any contract. It is not a commitment to deliver any material, code, or functionality, and should not be relied
upon in making purchasing decisions. The development, release, and timing of any features or functionality described for
Oraclebs products remains at the sole discretion of Oracle.
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Intended Audience

This document is intended for use by Oracle personnel, third party Systems Integrators, and end users of the Oracle Enterprise
Session Border Controller (E-SBC). It assumes that the reader is familiar with basic operations of the Oracle Enterprise Session
Border Controller i Acme Packet 4600.

Document Overview

Microsoft Skype for Business offers the ability to connect to SIP based telephony trunks using an IP communication. This reduces

the cost and complexity of extending an enterpriseds tednephony
Border Controllers (E-SBCs) play an important role in SIP trunking as they are used by many trunk providers and some enterprises

as part of their SIP trunking infrastructure.

This application note has been prepared as a means of ensuring that SIP trunking between Microsoft Skype for Business servers,
Oracle E-SBCs and IP Trunking services are configured in the optimal manner.

It should be noted that the E-SBC configuration provided in this guide focuses strictly on the Skype for Business Server associated
parameters. Many E-SBC users may have additional configuration requirements that are specific to other applications. These
configuration items are not covered in this guide. Please contact your Oracle representative with any questions pertaining to this
topic.

For additional information on Skype for Business Server, please visit http://www.skype.com/en/business/.
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Introduction
Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Oracle Enterprise SBC
and the Skype for Business Server. There will be steps that require navigating Microsoft Windows Server as well as the Acme
Packet Command Line Interface (ACLI). Understanding the basic concepts of TCP/UDP, IP/Routing, and SIP/RTP are also
necessary to complete the configuration and for troubleshooting, if necessary.

Requirements

Fully functioning Skype for Business Server deployment, including Active Directory and DNS
A dedicated Mediation Server for the SIP trunking connection

Microsoft Skype for Business 2015 i Version 6.0.93190.0

Skype for Business 2015 client, Version 15.0.4753.1000

== = =4 -a -a

Oracle Enterprise Session Border Controller AP 4600 running Net-Net OS ECZ730m1p1.64.bz. Note: the configuration
running on the SBC is backward/forward compatible with any release in the 7.3.0 stream.

Architecture

The following reference architecture shows a logical view of the connectivity between Skype for Business Server and the SBC.

Enterprise Netwark

> 1ync
SIP Trunk Nelwork

]

— .
JBH «()»—
~— %

IF-FBX

The Enterprise Networkr e pr es ent s t h gremise smfrastnoturedwhichonaoludes the Active Directory, DNS and Skype
for Business Server systems. The SIP Trunk Network represents the infrastructure of the SIP trunk provider, CenturyLink, which
provides PSTN service via the SIP trunk. Area C represents the integration of these two environments over an IP network. This
could be, through a VPN tunnel over the Internet, an MPLS managed network, or even a dedicated physical connection. The SFB
Mediation Server and the SBC are the edge components that form the boundary of the SIP trunk.

As per the CenturyLink network requirements, the customer devices are required to register and support authentication. The Oracle
ESBC supports authentication and performs registration on behalf of the Skype for Business Server. The registration can be done
using either the single trunk architecture or the dual trunk architecture. In the single trunk architecture, the Oracle ESBC registers a
single trunk to the CTL Carrier SBC and in the dual trunk architecture; the ESBC registers to a pair of geo-redundant CTL carriers
SBC. This guide documents both single and dual trunk architectures, starting with the configuration required for the testing of the
single trunk architecture.
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The configuration, validation and troubleshooting of the areas B and C is the focus of this document and will be described in two

phases:

1
1

Phase 11 Configure the Skype for Business Server

Phase 21 Configure the 4600

Lab Configuration

The following diagram, similar to the Reference Architecture described earlier in this document, illustrates the lab environment

created to facilitate certification testing (IP addressing/Port below is only a reference, they can change per your network

specification).

QORE-Microsoft B

Server 1

Domain Controller
192.168.4.150

Lync server

Lync client 2 192.168.4.151
192.168.4.142 -
Ph rjo: 469573700 Exchange server
,,,,,,,, 1921684.155 |
Server 2
Mediation server 1
192.168.4.152
. Mediation server 2
Lyncclient 1 192.1684.153
192.168.4.141
Ph no: 4695737006 Monitoring server

192.168.2.194

sOp0
192.168.4.135

4600 Series

VPN to trunk

L —
Opl
192.168.1.220

Trunk

Sp Trunk
192.168.1.170

Ph no: 7813282518
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Phase 11 Configuring the Skype for Business server

The enterprise will have a fully functioning Skype for Business Server infrastructure with Enterprise Voice deployed and a Mediation
Server dedicated to this installation. If there is no Mediation Server present for this purpose, one will have to be deployed.

There are two parts for configuring SFB Server to operate with the Oracle SBC:
1  Adding the SBC as a PSTN gateway to the SFB Server infrastructure
1  Creating a route within the SFB Server infrastructure to utilize the SIP trunk connected through the SBC.
To add the PSTN gateway, we will need:
1 IP addresses of the external facing NICs of the Mediation Servers
1 1P address of the sip interface of the SBC facing the Mediation servers
1 Rights to administer Lync Server Topology Builder
1 Access to the Lync Server Topology Builder
Note: This section of the Application note only walks you through adding OracleE-SBC t o Mi crosoftds Skype for Busi

assumption is that Microsoftds Skype for Business application is already

Adding the SBC as a PSTN gateway

The following process details the steps to add the SBC as the PSTN gateway
1. On the server where the Topology Builder is located, start the console.

2. From the Start bar, select Lync Server Topology Builder.

Administrator &

Lync Server
Topology Builder
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3.

The opening screen of the Topology builder will be displayed. Click on the Cancel button.

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

@® Download Topology from existing deployment
Retrieve a copy of the current topology from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

0

) Open Topology from a local file
Open an existing Topology Builder file. Use this option if you have work
in progress.

) New Topology

Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.

Lok [ cancel i

Mew Central Site... ] Define a new deployment from the Actions pane
Edit Properties...

MNew Topology...
Cpen Topology...

Download Topology...

Save a copy of Topology As...
Download complete deployment topology from the Central Management store.

Publish Topology...
Install or upgrade a database...

Remowe Deployment...

Help

5.

You will then see a screen showing that you have successfully imported the topology. Click the Ok button.
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6. Next you will be prompted to save the topology which you have imported. You should revision the name or number of the
topology according to the standards used within the enterprise. Click the Save button

Note: This keeps track of topology changes and, if desired, will allow you to fall back from any changes you make during this

installation

)

(=) = T |l « Documents » temp

Organize = Mew folder

Y Favorites Marme
Bl Cesktop

& Downloads
1 Recent places -
v Libraries

| 4] Decuments

&' Music

= Pictures

B videos

"™ Computer ~[<]

Search temp

Date modified
More optic

Mo items match your search.

[0 >

File pame: | Current2

Save as type: |Tupulngy Builder files (*.thxmnl) vl
~ Hide Folders [ sove k| Cancel |
7. You wi |l now see the topology builder

File Action Help

4 % Skype for Business Server

SIP domain

b (] CleanDefaultTopology

Default SIP domain: sfblabdm.local
Additional supported Not configured
SIP domains:
Simple URLs -
Phone access URLs: Active Simple URL
" hitps//dialinsfblabdm.local
Meeting URLs: Active Simple URL SIP domain
v https://meet.sfblabdm.local sfblabdm.local
Administrative access https:/{admin.sfblabdm.local
URL:
Central Management Server -
Central Management Active Front End Site
S +  fedlisfolabdm.local CleanDefaultTop

screen

Wi

t h

t he
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8. Inthe upper left hand corner, expand the site in which the PSTN gateway will be added. In our case, the site is Bedford.

Then click on the PSTN Gateways

Skype for Business Server 2015, Topology Builder — | = [sar
File Action Help

[ Skype for Businass Server The properties for this item are not available for editing.
4 (f] CleanDefaultTopology

3 Lync Server 2010

@ Lync Server 2013

@ Skype for Business Server 2015

3 Shared Components

[ SQL Server stores

L File stores

4 PSTN gateways

L Trunks

[C3 Office Web Apps Servers

3 Video gateways

[ SIP Video trunks

[Cm Branch sites.

Lvvw

3
3
3
3

9. Right click on PSTN gateways and select New IP/PSTN Gateway.

Skype for Business Server 2015, Topology Builder — | = s
File Action Help

= [ Skype for Business Server The properties for this item are not available for editing.
4 (] CleanDefaultTopology

3 Lync Server 2010

[C3 Lync Server 2013

£ Skype for Business Server 2015

3 Shared Components

P [ sSqL Server stores

b @ File stores

b CmPSTN

b @ Trunks
[ Office Web Apg Topalogy
@ Video gateways
[ SIP Video truni

[C3 Branch sites

(SR 4

New IP/PSTN Gateway... 1l

1
[
Help T

10. Inthe Define New IP/PSTN Gateway window, enter the ip address of the SIP interface of the SBC in the FQDN text box

and click Next.

Define New IP/PSTN Gateway -

LME_, Define the PSTN Gateway FQDN
>

Define the fully qualified domain name (FQDN) for the PSTM gateway.
FOQDN: *

oracle.sfolabdm.local|

Back Next | [ cancel
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11. Select Enable IPv4 in the Define the IP address section and click Next.

% Define the IP address

® Enable IPv4
® Use all configured IP addresses.
() Limit service usage to selected IP addresses.

PSTN IP address:

) Enable IPvE
®) Use all configured IP addresses.
) Limit service usage to selected IP addresses.

PSTN IP address:

o ][ v ][t ]

12. In the next section, enter the ip address of the SBC6 s s i p i n tTeunk namee Configuldeahe Listening port for
IP/PSTN gateway as 5068, TCP as the SIP Transport Protocol and click Finish.

% Define the root trunk

Trunk name: *

oracle.sfblabdm.local

Listening port for IP/PSTM gateway: *
5066

SIP Transport Protocol:
[1ep

Associated Mediation Server:

|medpoul.sfblahdrr|.local CleanDefaultTopology

Associated Mediation Server port: *
5060
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13. The PSTN gateway for the Lync server has been added. It will be listed under PSTN gateways.

Expand the Mediation Pool list and click on the Mediation Server to be utilized. In our example the Mediation Server is
sfbmedpool.acmepacket.net.

You will see that the PSTN gateway is associated with the Mediation server.

Skype for Business Server 2015, Topology Builder

B )

File Action Help

4 Li:ls_‘. Skype for Business Server
4[] CleanDefaultTopology
b [ Lync Server 2010
b [ Lync Server 2013
4 [0 Skype for Business Server 2015
I [3 Standard Edition Front End Servers
[ Enterprise Edition Front End pools
[3 Director pools
4 3 Mediation pools
B, fe01.sfblabdm.lacal
b o, medpoolsfblabdm.jocal
23 Persistent Chat poals
(3 Edge pools
[ Trusted application servers
[ Video Interop Server pools
4 [ Shared Components
I 3 SQL Server stores
[ [ File stores

General -
FQDMN: medpool.sfblabdm.local
Associations
Edge pool (for media): Not associated
MNote: To view the federation reute, use the site property page.
Next hop selection -
Next hop pool: fe1.sfblabdm.local (CleanDefaultTopology
Server PSTN g y -

4 [1PSTM gateways
”5 oraclesfblabdm.local

b L Trunks
3 Office Web Apps Servers
[@ Video gateways
3 SIP Video trunks

[ Branch sites

oracle.sfblabdm.local

TLS listening port: 5067 - 5067
TCP listening port: 5060 - 5060
Trunks: Default Trunk Gateway

oracle.sfblabdm.local

Site
CleanDefaultTopology

14. In the upper right hand corner of your screen under Actions select Topology then select Publish.

Skype for Business Server 2015, Topology Builder

File | Action
4 [ M er,..
4 Edit Properties...

General

[ [Topology > New...
Delete ! -<_ B

Download Current Topology...

medpool.sfblabdm.local

Not associated

ion route, use the site property page.

Help
Save A Copy...
[ Enterprise Edition Fr ‘ Do
Publi
[3 Director pools o
Install

4 [ Mediation pools
B, fe01 sblabdm.lo

Remove Deployment...

ade a database...

b Ha, medpoal.sfblabdm.local
[ Persistent Chat pools
[ Edge pools
[ Trusted application servers
13 Video Interap Server poals
4 [ Shared Compaonents
I [3'SQL Server stores
P [ File stores
4 [APSTN gateways
'% oraclesfblabdm.local
P [ Trunks
[ Office Web Apps Servers
[@ Video gateways
3 SIP Video trunks
[ Branch sites

TVEXT O SETECHIOIT

Mext hop pool: fe01.sfblabdm.local (CleanDefaultTopology

Server PSTN g y

TLS listening port: 5067 - 5067
TCP listening port: 5060 - 5060
Trunks: Default Trunk Gateway

oraclesfblabdm.lacal oracle.sfblabdm.local

Site
CleanDefaultTopology

You will now see the Publish Topology window. Click on the Next button
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Publish Topology -

Publish the topology

In order for Skype for Business Server 2015 to route in your . you must

publish your topology. Before you publish the topology. ensure that the following tasks have been
completed:

= Awvalidation check on the root node did not return any errors.

A file share has been created for all file stores that you have configured in this topology-

All simple URLs have besn definad.

For Enterprise Edition Front End pools and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are i and
exceptions for remote access to SQL Server are configured.

For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.

You are currently logged on as a SQL Server i (for

by, and firewall

ple, as a of the SQL
sysadmin role).
* If you are removing a Front End peol, all users, commen area phones, analog devices, application
When you are ready to proceed, click Next.

You will now be at a window showing the databases associated with site. Click Next.

R Tamal ey B

Publishing wizard complete

Your topology was successfully published.

Step Status
v Publishing topology . Success View Logs
/" Downloading topology... Success
/" Downloading global simple URL settings... Success
v Updating role-based access control (RBAC) roles.. Success
S/ Enabling topology.. Success
To close the wizard, click Finich.

15. When complete you should see a window from Topology Builder stating that your topology was successfully published. Click

the Finish button.

16. You will be at the Topology Builder main window, expand your site and double check that your PSTN entries are correct and

that the appropriate Mediation Server has the PSTN gateway associated.

Creating a route within the Lync Server infrastructure

In order for the Lync Server Enterprise Voice clients to utilize the SIP trunking infrastructure that has been put in place, a route will
need to be created to allow direction to this egress. Routes specify how Lync Server handles calls placed by enterprise voice users.
When a user places a call, the server, if necessary, normalizes the phone number to the E.164 format and then attempts to match
that phone number to a SIP Uniform Resource Identifier (URI). If the server is unable to make a match, it applies outgoing call
routing logic based on the number. That logic is defined in the form of a separate voice route for each set of target phone numbers
listed in the location profile for a locale. For this document we are only describing how to set up a route. Other aspects which apply

to Lync Server Enterprise Voice deployments such as dial plans, voice policies, and PSTN usages are not covered.

To add the route we will need:
1 Rights to administer Lync Server Control Panel

- Membership in the CS Administrator Active Directory Group

T  Access to the Lync Server Control Panel

The following process details the steps to create the route:
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1.

2. Once |l ogged in, you wi

From the Start bar, select Lync Server Control Panel.

Character Map Dk Cleanup

L 4

Active Directory
Users and

Administrator

 ®

SQL Server v
rataliation.

Lync Server
Math Inprt Paned v Control Paeel

&
Microsoft
Saverbight

You will be prompted for credential, enter your domain username and password.

@ Skype for Business Server

Home

Users

Topology

IM and Presence
Persistent Chat
Voice Routing
Voice Feat
Response Gru
Conferencing
Clients

Federation and
External Access

Monitaring
and Archiving

Security
| security |
MNetwork

Configuration

Skype for Business Server 2015 Control Panel

Welcome, Administrator

Top Actions

Connection to Skype for
Business Online

Check recommendations from Office 365
You have not signed in to Office 365

gn in to Office 365
Set up hybrid with Skype for Business Online

Getting

Ch

Started

Using Office 365

Getting Help

Community

Blogs

3.

The Dial Plan tab in the Voice Routing section will be displayed. On the content area toolbar, click +New.

now be at the fAWel com&icSRoutm@n o .
[= = s |

ministrator | Sian out)
£.0.9319.0 | Privacy statement]
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Administrator | Sign out]
6.0.9319.0 | Privacy statement

@ Skype for Business Server

M DIAL PLAN VOICE POLICY ROUTE PSTM USAGE TRUNK CONFIGURATION TEST WOICE ROUTING

Users

Topology Create voice routing test case information -

IM and Presence

Persistent Chat 2|

Voice Routing
Voice Features

Response Groups

dMew ¥ S Edit ¥  Action ¥ Commit ¥

Name = Scope State

Normalization rules

1

Description

€ Global  Global Committed
Conferencing
Clients

Federation and
External Access

Meonitoring
and Archiving

Security
MNetwork
Configuration

4. Next you build a Dial Plan and a translation rule for the phone numbers you want this route to handle.
US Dial-plan
Match this pattern: M\d¥)$
Translation rule:  +1$1
Additional normalization rules will need to be created as shown below to allow dialing the feature codes.

Administrator | Sign out
6.0.9319.259 | Privacy statement

@ Skype for Business Server

Home DIALPLAN  VOICEPOLICY ~ ROUTE  PSTN USAGE  TRUNK CONFIGURATION  TEST VOICE ROUTING

Users

Topology Create voice routing test case information

IM and Presence

Edit Dial Plan - Global
Persistent Chat
o ok XK cancel

Voice Routing

Voice Features |
Associated Normalization Rules

Bl Paste  ®select. 7 shor S emove

Translation pattern

Response Groups
oF New ..k\g om)
Conferencing

MNormalization rule State Pattern to match

Clients Keep Al Committed  A0d9$ 141

Federation and
External Access

CTL ancnymous call rej act Committed ANFTTES 3l

CTL anonymous call rej... Committed ANFETIS 51
Monitoring

= CTL barge i Committed A0*330d 1
and Archiving roein mm (v3nd-Is s

CTL call return Committed  ~{\*69)% §1

Security

CTL-last number redial Committed  A{\*EE\d*)§ 81
Network

= Tvati i AR
Configuration CTL CFA activation Committed 0728 3]

CTL CFA deactivate Committed ANFTIE $1
CTL CFA interrogate Committed ARF2T\dNE $1

Dialed number to test:
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5.  On the top row of the tabs, select Route. On the content area toolbar, click +New.

Administrator | Sign out]

@ Skype for Business Server 6.0.9315.0 | Privacy statement]

Home DIAL PLAN VOICE POLICY ROUTE PSTM USAGE  TRUNK CONFIGURATIOM  TEST WOICE ROUTING

Users

Topology Create voice routing test case information ~

IM and Presence

Persistent Chat [ 2|

Voice Routing
dNew L Edit v  Afpvoveup b Movedown  Action ¥ Commit v @

Woice Features
MName State PSTN usage Pattern to match

Response Groups
Conferencing
Clients

Federation and
External Access

Monitoring
and Archiving

Security

MNetwork
Configuration

6. Onthe New Voice Route page, in the Name field, enter the name you have selected for the Route. In our example, it is US
route.
&

Administrator | Sign out

@ Skype for Business Server £.0.9319.0 | Privacy statement]

Home DIAL PLAMN WOQICE POLICY ROUTE PSTMN USAGE TRUMNK COMFIGURATION TEST WOICE ROUTING

Users

Topology Create voice routing test case information -
Il and Presence

Mew Voice Route
Persistent Chat

« ok R Cancel @
Voice Routing =

Scope: [
Voice Features MName: =
Response Groups | |

Description:

Conferencing

Clients
Build a Pattern to Match

Add the starting digits that you want this route to handle. or create
the expression manually by clicking Edit.

Federation and
External Access

Monitoring Starting digits for numbers that you want to allow:
and Archiving - -
Type a valid number and then click Add. Add
Security
Exceptions
Metwork
Configuration Remove

Match this pattern: *

7. Next you build a Pattern Match for the phone numbers you want this route to handle. Click Edit.
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. Administrator | Sign out
@ Skype for Business Server 6.0.9319.0 | Privacy statement

(et DlaL PLAMN VOICE POLICY ROUTE PSTN USAGE TRUNK CONFIGURATION TEST VOICE ROUTING

Users
Topology Create voice routing test case information

IM and Presence
Mew Voice Route

Persistent Chat
« oK 3 Cancel

Voice Routing
B Add the starting digits that you want this route to handle, or create
Voice Features the expression manually by clicking Edit.

Response Groups Starting digits for numbers that you want to allow:

Type a valid number and then click Add. Add

Conferencing
- Exceptions
Clients

Clients |ation and femeove

External Access

Monitoring
and Archiving

Security

MNetwork
Configuration

8. Next you want to associate the Voice Route with the Trunk you have just created. Scroll down to Associated Trunks, click
on the Add button.

Edlit Voice Route - LocalRoute
o Ok ¥ Cancel (7]
Add the starting digits that you want this route to handle, or create
the expression manually by clicking Edit.

Starting digits for numbers that you want to allow:

Type a valid number and then click Add. Add

Exceptions

Remaove

Match this pattern: *

i

| Eit Reset | (7

D Suppress caller ID

Alternate caller ID:
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9. You will now be at a window showing available Trunks to associate your Voice Route. Click on the PSTN gateway that you
just created and then click the OK button.

Select Trunk @ 2
=
Service Site
PstnGateway:oracle sfolabdm.local CleanDefaultTopology
oK Cancel |
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10. You can now see that you have associated your trunk with the route you created. An appropriate PSTN usage record will
need to be assigned as well. In our example, we use one that was already created in the enterprise. Click on the Select

button under Associated PSTN Usages.
Mew Voice Route
o ok X cancel

Associated trunks:

PstnGateway:oracle sfblabdm.local Add...

Associated PSTH Usages
By Select...

PSTM usage recond Azzocisted voice policies

11. Inthe Select PSTN Usage Record window displayed, select the appropriate PSTN Usage Record and click OK.

Select PSTMN Usage Record @ 3
D0
PSTM usage record mame Associated routes Associated woice policies
Intermal Global
Local Globa
Long Distance ECE Global
] Cancel
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12. You will now see the Associated PSTN Usages which you have added. Click the OK button at the top of the New Voice
Route screen.

MNew Voice Route

o ok X cancel @

Associated trunks:
PstnGateway:cracle sfblabdm.local Add...

Remove

Associated PSTN Usages

B select..
PSTN usage record Associated voice policies |
Long Distance Globa!

13. You will now be at the Routes page showing the US route. Click the Commit drop-down menu, and then Commit All.
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