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Credit Card Framework Enhancement Overview

Credit card service provider market is very fragmented, and the usage differs
by geography and industry. Every service provider has its own requirements
and there is no uniformity in the ir stipulated methods. The vision of
Payments is to provide a configurable framework for credit card processing
that facilita tes integration with service provider of choice. Its flexible
configuration allows integration with several service providers; this is
primarily beneficial for industry vertical applications such as Student Cloud,
Public Sector Cloud, and Learning Cloud. It also paves the way to provide a
long-term sustainable model for supporting multiple service providers.

PCI Compliance Applicability

This standardized infrastructure itself is certified to meet PCI DSS
requirements such that onboarding a payment service provider 3 + § dbleds L
a separate PCI audit. This infrastructure can be enhanced to support plug -
and-play model where customers can integrate the payment service provider
of their choice and assume responsibility for ensuring the service providerE d:
PCI compliance.

Credit Card Service Provider Compatibility Criteria

Payments already provides ready-to-use integration s with 2 leading payment
service providers, CyberSource (owned by Visa) and Fiserv SnapPay.

To standardise the token creation and transaction processing based on the
various flows within Oracle Fusion Cloud Applications Suite, we have
described the following prerequisites that a service provider needs to adhere
to for integration with Payments .

Baseline Expectations

a. Token creation should be supported using a hosted payment page (HPP).
Application launches the HPP URL with the required request body inside
an iFrame using a form post on client side.
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var newkon. =
ifrmHop.contentWindow.document.createElement("form");

newForm.setAttribute("method”, "POST");
newForm.setAttribute("action", tkURL);
newrorm.setAttribute("target”, "_self");
newForm.setAtfribute("name”, "hopConnect”);

//var tkReqBody = tokenizeButton.getProperty("tkReqBody");

var tkPairs, = tkReqBody.split("&amp;");

for (i=0; tkPairslength > i; i++) {

var tkfield = tkPairs[il.split("=");

var formEield = document.createElement(“input”);
formField.setAttribute(*type”, "hidden”);
formField.setAttribute(*name”, tkField[0]);

formFiel ibute(*value”, decodelRIComponent (tkEield[1]));

b. Service provider should initiate action (token , authorization , or
authorization and settlement) based on an attribute passed in the HPP
launch request rather than expecting another call to perform the same.

Note: HPP URL should accepta transaction type kind of at tribute, where
the type of transaction can be sent in request body. Also, asingle APlis
preferred for performing authorization, settlement, and refund on saved
card, based on a similar transaction type kind of attribute in request body.

For example,

IransactionType=token (or)

ITransactionlype=authorization (i.e., token + authorization) (or)
Transactionlype=sale (i.e., token + authorization + sale)

c. Service provider should support the following types of transactions:
1 Token-only creation (using HPP)
1  Token creation and authorization in a single request (using HPP)

1 Token creation and authorization and capture in a single request
(using HPP)

91 Authorization on existing saved card in Payments

1 Settlement and refund (Partial, Full, or Multiple) transactions
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The hosted payment page should be rendered in card information
capture mode and no payment method selection should be provided to
user.

Every API should accept merchant-defined custom attributes to send
application related information like source transaction identifiers, or
other identifiers from source product.

Merchant_defined_data1=204
Mercahnt_defined_data2=300010002300123

Service provider should provide a client-side form post back response
when the user creates a token or makes a payment using the hosted
Pynl gLy 'yzg. f 2¢&Dg didarfoym 3 defpatate BET
call for getting the response.

Note: 2l z¢g LI2¢ dzg D3dj 5z¢& ! D lfherg is MAcattrobfar 3
the application to know if the user has completed the payment on HPP.
The application initiates a poll along with launching HPP , to check
Payments tables if data is registered via the client side post back
response. This polling happens continuously and once it sees registered
data, application closes the iframe.

<form id="gustom_redirect" action="https://fuscdrmsmc57-fa-
ext.us.oracle.com:443 /fscmUl /faces/adf task-

flow?adf.tfld=AuthorizationHostedReturnFlow&amp;adf.tfDoc=/WE
B-
INF foracle/apps/financials/payments/fundsCapture /transactions/
ui/flow/AuthorizationHostedReturnFlow.xml" accept-
charset="UTF-8" method="post"><input name="utf8"
type="hidden" value="&#x2713;" />

<input type="hidden" name="accountid"
value="1000493269" />

<input type="hidden" name="gustomerid"
value="100000015406339" />

<input type="hidden" name="paymentmode" value="CC"
/>

</form=><script type="text/javascript"=
window.onload = function(}
document.forms['custom.redirect’].submit();
}
</script>

There shouldn't be any need to uptake any SDK/libraries of service
provider for launching the HPP or for performing any operation to make

it plug -n-play.

Note: Importing third -party java script libraries to launch HPP is strictly
not recommended by the SaaS Product Security Team. Also, any SDK
dependency stops the architecture from supporting plug-n-play and
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makes it a requirement to package the SDK in application for every
payment gateway.

h. The message attribute signing (if required by service provider) should be
based on Hash-based Message Authentication Code (HMAC) where a
secret key is generated by service provider and stored within Payments
setup.

Supported ones are:
f HmacSHA256
T HmacSHA224
T HmacSHA384
f HmacSHA512

i. Service provider should provide a definite response codes and mappings
for success/failure scenarios.
<xslchogse>

<xsl:when test="%$rc = 100">Successful
transaction.</xslwhen>

<xslwhen test="%rc = 101">The request is missing one or
more required fields.</xsl:when>

<xsl:when test="%rc = 102">0ne or more fields in the
request contains invalid data.</xsl:when>
<xslwhen test="%rc = 110">0nly a partial amount was

approved.</xskyhen>

Additional Expectations

T Secured capture of CVV for card-on-file transactions should be

supported via tokenization of CVV.

Example
Jsz microform = flex.microform({ styles: mystyles });
Html : <div id="securityCode-container"/>

9  Transaction query should be supported using merchant -defined custom

attributes.

Two-factor authentication should be supported via HPP without any
additional development work. This is needed for EU PSD2 requirements
compliance.

Note: The authentication s hould be controlled from merchant portal config.
There dz2 # Ljp 3 dngEdhhngedn the integration .

1

7

Level Il and Level Il information should be captured in a uniform manner

without expecting merchant to pass processor or brand -specific details.
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Prerequisites to Enable Credit Card Payment Processing

To enable the credit card payment processing feature in an environment, following mandatory prerequisites must
be met:

1. Environment (POD) should be hosted in one of the following 17 PCI certified OCI regions:
1. US-Phoenix-1

2. UK-London-1

3. CA-Toronto -1

4. EU-Frankfurt -1

5. US-Ashburn-1

6. AP-Mumbai-1

7. EU-Zurich-1

8. SA-Saopaulo-1

9. AP-Sydney-1

10. AP-Osaka-1

11. EU-Amsterdam -1

12. ME-Jeddah-1

13. AP-Tokyo-1

14. AP-Melbourne -1

15. ME-Dubai-1

16. CA-Montreal -1

17. AP-Hyderabad-1

2. A PCtcompliant Identity Management (IDM) solution must be provided by the customer. Use of the default
Fusion Apps IDM solution is not allowed at this time. Some commonly used IDM solutions are Oracle Identity
Cloud Service (DCS), Okta, Azure Active Directory, and so on. This identity management solution is used for
multi -factor authenticat ion for payment administrator user who perform credit card related setups in Fusion
Applications.

3. f 2 g DAadcpBRned integrations with Ora cle PaaS orany on-premises software that involve credit card data
or credit card processing. If you have integration from Fusion Application to Oracle PaaS, none of the
integrations should involve credit card or token data movement.

4. If you wish to enable credit card payment processing and meet the se requirements, please log a service
request with Oracle Fusion Payments Cloud Service product support and provide the following details:

1. Product: Oracle Fusion Payments Cloud Service
2. Title/Description: Enable cr edit card payment processing in POD(s) <list the POD names here>

3. Complete the Credit Card Prerequisites Template and upload to the service request. Respond to each
question in as much detail as possible.

5. Once the service request is approved, a Credit Card Secret Keywill be shared to you. Use this key in the Credit
Card Feature Lookup section.

8 Statement of Direction / Payment Gateway Integration and Credit Card Processing / Version 16 ORACLE
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New Credit Card Service Provider On-boarding

This section describes the various setups required to onboard a payment gateway for accepting credit card
payments.

As an example, the CyberSource configuration is described in this document . You can follow similar steps to
configure any other payment gateways that may be supported in future.

Note: The common architecture of Oracle Fusion Payments module lets you integrate with the paymen t gateway
of your choice, provided it mee ts the criteria listed in the Credit Card Service Provider Compatibility Criteria
section in this document . While choosing the payment gateway for credit card tokenization and payment
processing, you must ensure the following:

1. The payment gateway provides a tokenization scheme where the original PAN (credit card number) can E e
computed simply by knowing only the token or several tokens.

2. The PAN (credit card number) and the Sensitive Authentication Data (SAD) must not be transmitted back to
Oracle.

3. The credit card data entry page of the payment gateway must be encapsulated in an iframe so that the
entered credit card data never comes in direct contact with the Oracle systems.

Credit Card Feature Lookup
Follow these steps to enable the credit card feature in your environment:
1. Inthe Setup and Maintenance work area, go to the Manage Standard Lookups task.
Offering: Financials
Functional Area: Customer Payments
Task: Manage Standard Lookups
2. Create a Lookup Type with the following details :
Lookup Type: IBY_TIME_BOUND_SWITCH
Meaning: Time bound switch to enable credit card feature
Description: Time bound switch to enable credit card feature
Module: Payments

4 Search Results
Actions w View v Format v <= 3 2 Detach

Lookup
Lookup Type &7 Meaning Description Module Configuration ~ REST Access Secured
Level

| IBY_TIME_BOUND_SWIT! Time bound switch to enable credit card feal Time bound switch to enable credit card feal Payments ‘ v | User Secure v

3. Forthe lookup type IBY_TIME_BOUND_SWITCHhat you just cre ated, create a lookup code with the following
details:

Lookup Code: IBY
Meaning: Credit Card Secret Key shared by Oracle Support Team
Description: Credit Card Secret Key shared by Oracle Support Team

Enabled: Select the check box.

9 Statement of Direction / Payment Gateway Integration and Credit Card Processing / Version 16 ORACLE
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4 Search Results

Actions w View v Formatw <= X (@ Freeze w Detach Wrap
Lookup
Lookup Type &7 Meaning Description Module Configuration REST Access Secured
Level
IBY_TIME_BOUND_SWIT... | Time bound switch to enable credit card feal | | Time bound switch to enable credit card feal Payments v User Secure ~

4 |BY_TIME_BOUND_SWITCH: Lookup Codes

Actions w View w Format w + X "] E . Detach Wrap
#
Lookup values descriptive
Display & % Start End P flexfield
Lookup Code Sequence Enabled D D Meaning &Y Description Tag
Lookup_DFF
» |BY v mdiyy |m«'|i:v3 KJH7BUJERBIGKEJFUBI KJH7BUJERBIGKEJFUBI

4. Click Save and Close.

5. Navigate to Scheduled Processes and search for Import Security Credential Job. The Credential File Type
drop-down now displays a new option Enable Credit Card Feature . Select this option and click Submit .
Credit card feature should get enabled on t he POD once this job completes successfully.

Process Details x

@ This process will be queued up for submission at position 1

ProoessOptions| l Advanced | l Submit | l Cancel |

Name Impor Security Credential Job
Description Imporns security-related credential files, such... Motify me when this process ends

Schedule As soon as possible Submission Notes

Basic Options

Parameters

Retrieval Transmission Configuration ~
Credential File Type Enable Credit Card Feature |~
Security Credential Name

UCM File Hame |~ S

Credit Card Common Architecture Lookup

By default, the Common Architecture feature is disabled. You can enable this feature using a predefined lookup
code. Details of the lookup are as follows:

Lookup Type: ORA_IBY_CONTROLLED_FEATURES
Lookup Code: IBY_FEATURE_GEN_ARCH
Follow these steps to enable the credit card common architecture:
1. Inthe Setup and Maintenance work area, go to the Manage Standard Lookups task.
Offering: Financials
Functional Area: Customer Payments
Task: Manage Standard Lookups
2. Search for the lookup type ORA_IBY_CONTROLLED_FEATURES

10 Statement of Direction / Payment Gateway Integration and Credit Card Processing/ Version 16 ORACLE
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Manage Standard Lookups &

4 Search

Lookup Type | ORA_IBY_CONTROLLED_FEATURE

Meaning [

Description ‘ ‘

Module [ ‘L'

4 Search Results

| save || save and Cios || cancel

Lookup
Configuration REST Access Secured
Level

Actions w View w Format w == @ Freeze w Detach Wrap
Lookup Type & Meaning Description Module
ORA_IBY_CONTROLLED... ‘ Payments Controlled Features ‘ Enable or disable controlled features of Payr | Payments

Extension Anonymous

3. Inthe ORA_IBY_CONTROLLED_FEATURES: Lookup Codes section, select thenabled check box for the

lookup code IBY_FEATURE_GEN_ARCH

4 ORA_IBY_CONTROLLED_FEATURES: Lookup Codes

I

Actions v View v Formatv <= 2 7 @ = Detach Wrap
4 |
Lookup Code ;ﬁ: Enabled g‘;’: End Date Meaning

& <7 Description

P IBY_FEATURE_FIN932_LCL E E] | m/d/yy | m/d/yy ‘ CVV avoid error popup | ‘ avoid error popup when CVV enabled
b IBY_FEATURE_FIN932_ON D v I m/diyy I m/dlyy \ CVV feature enabled I \ CWV feature enabled

¥  IBY_FEATURE_GEN_ARCH ‘j v | m/d/yy | m/dlyy ‘ Generic Architecture feature enabled I [ Generic Architecture feature enabled
»  IBY_FEATURE_FIN983_ON ‘:\ v I m/dfyy l m/d/yy [ Paypal Payment enabled I [ Paypal Payment enabled

4. Click Save and Close.

Funds Capture Payment Methods

Ensure that the credit card is available in the list of payment methods on the Manage Funds Capture Payment

Methods page.

1. Inthe Setup and Maintenance work area, go to Manage Funds Capture Payment Methods  task

a. Offering: Financials
b. Functional Area: Customer Payments

c. Task: Manage Funds Capture Payment Methods

2. Check if Credit Card payment method is available as shown in the following screenshot.
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Manage Funds Capture Payment Methods @

Vieww 4

MName Code Processing Type Description

Bank Account Transfer  BANK_ACGT_XFER Bank account Bank Account Transfer-Description

Bills Receivable BILLS_RECEIVABLE Bank account

Cash CASH Payer initiated

Check CHECK Payer inftiated

CREDIT_CARD Credit card

Invoice INVOICE Payer initiated Invoica to ba sent 16 payer.

Offline Payment OFFLINE Payer initiated Offline or miscellaneous manual payment.
PayPal PAYPAL Payer initiated Payer initiated payment via PayPal
PiNless Debit Card PINLESS_DEBIT_CARD PINless debit card

3. Click Credit Card in the list of payment methods to open the Edit Funds Capture Payment Method dialog
box.

Edit Funds Capture Payment Method X

Name Credit Card
Code CREDIT_CARD

Processing Type Credit card
Description

Alias

* From Date  10/2/08

o o

To Date m/d/yy
Require security code entry

Require statement billing address entry

| Save and Close J‘ Cancel ‘

4. Ensure that the following fields and the corresponding values are present.

a. SelectCredit card asProcessing Type .

b. Deselect the Require security code entry check box.

c. Deselect the Require statement billing address en  try check box.

d. N#I EL) dzJoRate LIhik#Ehgures that the paymentis | Eehd dated.
5. Click Save and Close.

Funds Capture Formats

There are 4 types of Funds Capture Formats that are essential for a credit card transaction flow . Each format
corresponds to a particular credit card transaction type (which has an outbound request and an inbound
response). This tables describes the transaction types, and their corresponding funds capture formats.

12 Statement of Dir ection / Payment Gateway Integration and Credit Card Processing / Version 16 ORACLE
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formats required for CyberSource payment system are pre defined in the system. To create custom formats for a
new service provider, refer to the Payment Gateway Integration and Credit Card Processing MTechnical

Specifications document.

To illustr ate this setup, the formats available for CyberSource are shown in this document . For a new service

provider, create custom formats Z y dZg 3

F

L& diEDij5z¢

Note: These formats should be attached to the payment system in appropriate locations. Refer to section namely
Payment System - CyberSource Setup for details on configuring these formats within the CyberSource payment

system.

1. Inthe Setup and Maintenance work area, go to the Manage Formats task.

Offering: Financials
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Functional Area: Customer Payments

Task: Manage Formats

2. Ensure that the following formats are available in the system.

a. Funds Capture Card Tokenization Request Formats:  CyberSource Card Tokenization Request.

4 Search
** At least one is required
** Name ** Type|| Funds Capture Card Tokenization Request Formats v|
** Code ** Message Direction v
Sum| Reset
Search Results
View v S Freeze Wrap  Select Type | Bank Statement Formats v|| Create = View Available Format Types
Message
Name &7 Code Type Direction Template
IBY_CYS_TOKEN_REQUEST Funds Capture Card Outbound CyberS: _Card

I CyberSource Card Tokenization Request I

b. Funds Capture Card Tokenization Request Respon se Formats: CyberSource Card Tokenization

Request Response.

4 Search
** At least one is required

- Type|| Funds Capture Card Tokenization Request Response Formats  w I

** Code ** Message Direction -
E= [

-
Name

Search Results

Select Type | Bank Statement Formats ~ | Create | | ‘View Available Format Types

View w rs Freeze Wrap
Message
-
Name AT Code Type Direction Template
I Cy Card T Request P I IBY_CYS_TOKEM_RESPONSE Funds Capture Card Tokenization ...  Inbound CyberSource_Card_
[ ]

Funds Capture Card -On-File Request Formats: CyberSource Transaction Request.

C.
4 Search
** At lsast one is required
** Name | | - Typ{ Funds Caplure Card-On-File Request Formats w |
** Code | | ** Message Direction v
| search || Reset
Search Results
View v S Freeze Wrap  Select Type | Bank Statement Formats “  Create | | View Available Format Types
Name &% Code Type ma Template
IBY_CYS_TRXN_REQUEST Funds Captura Card-On-File Requ... Outbound CyberSource_Sattle

I CyberSource Transaction Request I

d. Funds Capture Online Response Formats: CyberSource Settlement Response.

4 Search
°* At lsast ona is raquired

~

b Typul Funds Capture Online Response Formats

** Name | Cybersource

** Code ** Message Direction v
Search || Reset
Search Results
View v Freeze Wrap  Select Type | Bank Statement Formats v  Create View Available Format Types
Name AT Code Type g‘:;a Template
I G Settiement | IBY_CYS_SETTLEMENT_RESPOM... Funds Gapture Online Response F... Inbound CyberSource_Sefte
oRrRACLE
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e. Funds Capture Transaction Query Request Formats : CyberSource Transaction Query Request.

* At least one Is required

** Name | cybersource | I'* Type | Funds Capture Transaction Query Request Formats v
** Code | ** Message Direction ]
s e
Search Results
View v rd Freeze Wrap  Select Type | Bank Statement Formats v | Create J ‘ View Available Format Types
Name & Code Type Message Direction Template
| CyberSource Transaction Query Request | IBY_CYS_TRXN_QUERY_REQUEST Funds Capture Transaction Query Request Formats ‘Outbound CyberSource_Transaction_Query_Request

f.  Funds Capture Transaction Query Response Formats : CyberSource Transaction Query Response.

4 Search

** At least one is required

** Name | cybersource J |" Type | Funds Gapture Transaction Query Response Formats v |
** Code | ** Message Direction [ v
e
Search Results
View w & Freeze Wrap  Select Type | Bank Statement Formats v || Create “ View Available Format Types
Name & Code Type Message Direction Template
CyberSource Transaction Query Response IBY_CYS_TRXN_QUERY_RESPONSE  Funds Capture Transaction Query Response Formats  Inbound Cy . ion_Query_Resps

You can design custom formats to suit the requirements of a new payment system . Follow these steps to create a
custom format :

1. Navigate to the Manage Formats setup page.

Note: Steps required to navigate to a setup page are provided in the Funds Capture Payment Methods
section of this document.

2. Selectthe format type of the custom format and click Create.

View w _I‘ Freez: Wrag Select Type Funds Capture Card Tokenization Request Formats “ | Create | View Available Format Types

3. Enter these format details in the Create Format page.
Name: Name of the format
From Date: Date from which the format would be valid
Code: Identifier of the format
To Date: Expiry date of the format
Type: Format type
Message Direction: Inbound/Outbound
Payload Type: Payload type can JSON, Text, or XML.

Choose file: Select and upload custom format . Refer to the Payment Gateway Integration and Credit Card
Processing MTechnical Specifications document for details on what to include in the template.
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Create Format @

* Name ‘ Tokenization Request Format_Custom * From Date | 4/29/21 le 1

* Code | CUSTOMPS1 To Date | m/d/yy fe |

Type Funds Capture Card Tokenization Request Formats * Payload Type v

Message Direction Outbound JSON
Text
* Upload Template | Choose file | No file chosen XML

4. Click Save and Close.

Transmission Configurations

A transmission configuration contains the transmission details specific to a payment system or a financial
institution.

Two transmission configurations should be configured for CyberSource as follows:
1. CyberSource COF: This is required for Authorization/Settlement/Refund  transactions.
2. CyberSource Query: This is required for querying the transaction status .

Refer to the Payment Gateway Integration and Credit Card Processing MTechnical Specifications document for
details on how to create a custom Transmission Configuration for a new service provider.

CyberSource COF:Here are the steps required to set up CyberSource COF transmission configuration :
1. Inthe Setup and Maintenance work area, go to the Manage Transmission Configurations task.
Offering: Financials
Functional Area: Customer Payments
Task: Manage Transmission Configurations
2. Create a newtransmission configuration with these details:
Configuration : Name of the transmission configuration (CyberSource COF)
Protocol: Http(s) POST Request

Destination URL: Provided by CyberSource directly to the Customer post account creation with
CyberSource.

Send Body Content Type: text/xml

Receive Body Content Type: text/xml
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Edit Transmission Configuration: CYS SOAP Test Center ITE | [ Save and Close ‘ Cancel ‘

* Configuration | CYS COF * From Date |74 e
Pratocol  Http(s) POST Request To Date | m/diyy fe
Tunneling Configuration ( | ‘
Parameters (2
View w Freeze Wrap
Name Data Type Value
*Destination URL Character ‘ http: ie3 1.3trar
HTTP Authentication User Name Character ‘
HTTP Authentication Password Character ‘
Proxy Host Character ‘
No Proxy Domain Character ‘
Wallet Location Character ‘ =
Wallet Password Gharacter ‘
*Send Body Content Type GCharacter ‘ text/xml
“Receive Body Content Type Gharacter ‘ text/xml

3. Click Save and Close.

CyberSource Query: The steps required to set up CyberSource Query transmis sion configuration are as follows:
1. Inthe Setup and Maintenance work area, go to the Manage Transmission Configurations  task.

Offering: Financials

Functional Area: Customer Payments

Task: Manage Transmission Configurations
2. Create a newtransmission configuration with the se details.

Configuration : Name of the transmission configuration (CyberSource Query)

Protocol: Http(s) POST Request

Destination URL: Provided by CyberSource directly to the Customer post account creation with
CyberSource.

Send Body Content Type: application/json

Receive Body Content Type: application/json
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Edit Transmission Configuration: Cys Query @ \ Save and Close | Gancel |

o

* Configuration | Cybersource Query * From Date | 12/1/21

Protocol Http(s) POST Request To Date | m/dlyy

|&*

Tunneling Configuration L
Parameters O
View v Freeze Wrap
Name Data Type Value
*Destination URL Character
HTTP Authentication User Name Character
HTTP Authentication Password Character
Proxy Host Character
No Proxy Domain Character
Wallet Location Character v
Wallet Password Character
*Send Body Content Type Character | application/ison
*Receive Body Content Type Character application/json

3. Click Save and Close.

Credit Card Brands
Configure t he credit card brands that you wish to accept on the Manage Accepted Credit Card Brands page.
1. Login as an Implementation user.
2. Inthe Setup and Maintenance work area, go to Manage Accepted Credit Card Brands task.
a. Offering: Financials
b. Functional Area: Customer Payments
c. Task: Manage Accepted Credit Card Brands

The page displays a list of all the major card brands that are predefined in the application . Ensure that value in the
Accepted column is Yes for the card brands you wish to accept.

18 Statement of Direction / Payment Gateway Integration and Credit Card Processing / Version 16 ORACLE
Copyright © 2023, Oracle and/or its affiliates / Public



= ORACLE

Manage Credit Card Brands

View v = S

Authorization

Name Code Accepted Validity Period Desci
in Days
Delta DELTA Yes 21
Diners Club DINERS Yes 21
Discover DISCOVER Yes 21
ELO ELO Yes 21
enRoute ENROUTE Mo 21
GE Money UK card GEMONUK Yes 21
Hipercard HIPER Yes 21
JAL JAL Yes 21
JCB JCB Yes 21
Maestro International MAESTROINT Yos M
Maestro UK Domestic MAESTROUKDY. Yes 21
MasterCard MASTERCARD Yes 21
Unknown UNKMNOWN Yos M
Visa VISA Yas 21
Visa Electron VISAELECT Yes 21

3. To change the value in Accepted column, select a card brand and then click the Edit icon.

= ORACLE

Manage Credit Card Brands

View w &=

Authorization

Name Code & Accepted Validity Period Desci
in Days
American Express AMEX Yes 21
Carta Si CARTASI Yes 21
Carte Blanche CARTE No 21
Carte Bleue CARTEBLEUE Yes 21
Dankort DANKORT Yes 21
Delta DELTA Yes 21

4. Inthe Edit Credit Card Brand dialog box, selectYes for the field Accepted .
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Edit Credit Card Brand

Name Carte Blanche

Code CARTE

Authorization Validity Period in Days 21

Description

)

l Save and Close 1 Cancel ]

5. Click Save and Close.

Setup 5
b1 g

I TEDI 52¢

SD# 1535 DEd2 I+ DAY p
Dz2y Il L) I 5321 2yljg LM¥ ! gDg+Di y g&NJ dig LIj! dzaJg! dz 51

payments. The exact steps depend on the service provider chosen by the merchant. For illustration purposes, the
setup steps for WnjZ ¢ DZT #rhgickaft paifal are given in this document . For any other service provider, reach
out to their implementation/support team for the exact steps to be performed.

CyberSource Business Center Setup

CyberSource Business Center isa secure, web-based interface for managing and configuring payment processing
services. To avail tokenization and credit card payment services,you mustz DZ yLJE VY DxZDa#g5p¢EE
create a new profile, follow these steps.

1. Signin to CyberSource Business Center.

Note: Login URL and the required credentials are provided by CyberSource directly to the Customer.

2. Navigate to Payment Configuration

> Secure Acceptance Settings . All existing profiles are displayed.

Cy‘bersourcem A Visa Solution @ Feedback @ Support VvV O Notification
Payment Configuration
Q Dashboard .
Secure Acceptance Settings
2 Virual Terminal v
153 results with filters:
(=) Transaction Management v
@] Token Management v ACTIVE PROFILES INACTIVE PROFILES
@ Device Management v
Profile List
ﬁ Tools v
D Reports 7 Profile Name Profile Description
fon Arialyics [0 ARB Dev Testing slc08vp... This profile is used by ARB development for HOP testing
v
O 18.17.08 sandbox 13.17.08 sandbox
@ Payment Configuration A
[0 18.17.08ACDRMDITEn... 13.17.08A CDRM DIT Environment (fuscdrmsmc14)
Digital Payment Solutions
Psr Auttsavicion Gonfguraon [0 18.17.11B (on V2MIB)-s...  13.17.11B (on V2MIB)-smc166
Key Management O 18.10D Mergedown
Secure Acceptance Settings D 1802 1802
Webhook Settings < :
[ 1810 Hardening 1810 Hardening
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Click Create Prof ile to create a new profile or select any existing profile to copy .

Cybersource“ AVisa Solution () Feedback (@) Support v L3 Notifications v
@ Transaction Management v Payment Configuration )
Secure Acceptance Settings
Token Management v
156 results with filters: (QEEEEEIRY
B Device Management v
ﬁ Tools g ACTIVE PROFILES INACTIVE PROFILES
D Reports v
Profile List
M Analytics v
ﬁ Payment Configuration ~ Profile Name Profile Description
Digital Payment Solutions [0 ARB Dev Testing slcO8vpy VM  This profile is used by ARB development for HOP testing
Payer Authentication Configuration O 13.17.08 sandbox 13.17.08 sandbox
Key Management
[J 13.17.08A CDRM DIT Enviro... 13.17.08A CDRM DIT Environment (fuscdrmsmc14)
Secure Acceptance Seltings
[J 1317.11B(on V2MIB)-smci66  13.17.11B (on V2MIB)-smc166

Webhook Settings

4. Enter a name and description for the new copied profile and click Submit .

@ Feedback @ Support v Q Notifications v & oraclepayments

X Copy Profile

Profile Name *

Payments Testing

Profile Description

The new profile will be created, and it will be available in an Editable Version mode.

CyberSource® | aviasolution () Feedback () Suop
O Secure Acceptance
SAL L o
Edit Profile
R
0 Profile Name Test Profile Cybersource
— Setup

Profile ID : CDEC2E5A-05A7-4000-B22E-E067472A9651

]

GENERAL SETTINGS  PAYMENT SETTINGS * SECURITY * PAYMENT FORM NOTIFICATH

Profile Information

O % =

Profile Name *

Test Profile Cybersource Setup

& |

Profile Description

Profile used for HOP in Payments

Integration Methods *

Click Payment Settings to navigate to the Payment Settings tab.

Click ADD CARD TYPESto select the card types to accepted in the hosted payment page.
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GENERAL SETTINGS ~ PAYMENT SETTINGS * SECURITY * PAYMENT FORM

Card Type

(® ADD CARD TYPES

7. Select the card types to be supported as shown in this image .

Card Type

(® ADD CARD TYPES

Sal

(] Visa

Mastercard

All Options

Visa

2 Mastercard

O American Express

8. For each card type, click the gear icon to configure the CVN and Currency settings.

a.

b.

22 Statement of Direction

Selectthe CVN Display check box if CVV/CVN should be displayed in the hosted payment page.

Selectthe CVN Required check box if the CVV/CVN should be mandatory in the hosted payment page.

Selectthe Payer Authentication

page.

check box to enable 2-Factor authentication in the hosted payment

Select all the currencies to be supported in the hosted payment page.

Click Submit .
Visa Settings
CVN
[0 cvnDpisplay
|:| CVMN Required
D Payer authentication

Currencies

O selectan

[ AED - united Arab Emirates: Dirham
O ALL-Abania: Lek

D ANG - Netherlands Antilles: Guilder
D ARS - Argentina: Peso

[ awG - aruba: Guilder

Copyright © 2023, Oracle and/or its affiliates / Public

[ aFw - Afghanistan: Afghani
O AMD - Armenia: Dram
O a0 - angola: Kwanza
D AUD - Australia: Dollar

[0 azn - Azerbaijan: Manat
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9. Click Customer Response link and navigate to Transaction Response Page

and enter any dummy URL.

&

O

& B |

Transaction Response Page @

O Hosted By CyberSource (A response message is displayed when the transaction is
declined, canceled, or if there is an error (listed below))

@ Hosted By You (Selecting this option enables you to manage your own response pages)

URL
https://fuscdrmsmc21-fa-ext.us.orac

Transaction Response Message

Decline Limit

10. Repeat the previous step and enter the same URL in Custom Cancel Response Page .

=]
©

Custom Cancel Response Page @

O Hosted By CyberSource (*Your order was canceled." is displayed when the
transaction is canceled. A button will take the user to the Customer Redirect URL

specified below.)

@ Hosted By You (Selecting this option enables you to manage your own response page)

URL
https://fuscdrmsmc21-fa-ext.us.orac

SAVE

11. Click Security link. Create anew key by clicking the + icon.

CyberSource’

o D

B O

0% =

A Visa Solution G] Feedback @ Support VvV

GENERAL SETTINGS = PAYMENT SETTINGS * SECURITY * PAYMENT FORM NOTIFICATIONS

Security Keys

ACTIVE KEYS INACTIVE KEYS

Keys

0 Notifications v

. SelectHosted by you option

CUSTOMER RESPONSE*

12. Provide the Key Name . Signature version and Signature Method are set by default. Click Create.

X Security Keys

Key Creation CANGEL

Key Name

Signature Version Signature Method

NKCYBTest 1 ¥ HMAC-SHA256 M

Security keys are generated as shown.
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X Security Keys

Key Creation CANCEL [IeIINy

Key Name Signature Version Signature Method

NKCYBTest 1 ¥ HMAC-SHA256 i

Copy or download the access key and secret key below. This panel
will close in 21 seconds.

Access Key

8724ab44f15e36058c05e798598a2a02 3

Secret Key
46¢1b2bf17644e5b83cdbaf40f83d2392f
ac7a9347c749b4b6a79f2bc0f5c2f155¢ce
8bdf59e54b4c8765d80b8ab69eb5ad85
52b6c69e48b7b35efd9571bdfaaeb1510
5830f314c35840ec313bc762658cbf718 3
4d87414934adf93da4a362097032adcc6
6f6384c939dad611aefc4cebec6741d71a
1941474a81a786be1834a5fe

13. Copy the Access Key and Secret Key into a notepad. After copying the keys, click Return to Profile home
Select the profile and click Promote Profile

Payment Configuration

Secure Acceptance Settings

75 results with filters: (QEUEIAIIEN C)
Promote Profile
ACTIVE PROFILES INACTIVE PROFILES : }

Profile Selected = I—D NEW PROFILE

Profile Name « Status Profile Description
[0 silver Unlock(SMC204) E t Silver Unlock(SMC204)
O Student System/HED HOP t Hosted page SA profile for Student Systems/Hi...
[0 Student System/HED HOP JET f Jer Student System/HED HOP JET. This profile is ...
O Test Ed Test
O TestHES HOP Profile Editat Test HES HOP Profile
[0 Test HOP Demo For HES Test HOP Demo For HES
Test Profile Cybersource Setup E ble Vers Profile used for HOP in Payments

After the last step, the newly created profile will be active and can be used for processing credit card payments .
Note: The CyberSource Business Centerrelated snapshots provided in this document are for information purpose
only, and the Ul is subject to change without notice .

Payment System

To integrate with any new service provider, it should be defined as a payment system. The valuesto be
configured under the payment system would be provided by the service provider to the merchant.
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CyberSource is predefined as apayment system . The process of configuring a payment system is illustrated in
this document by using CyberSource as an example. You can follow similar steps to configure a new service

provider as apayment system.

CyberSource Setup

Steps required to configur e the CyberSource payment system are described in this section . CyberSource is

predefined as a payment system.

1. Inthe Setup and Maintenance work area, go to the Manage Payment Systems task.

Offering: Financials
Functional Area: Customer Payments

Task: Manage Payment Systems

2. Search by name for CyberSource . Click Cyber Source link from the search results to navigate to Edit

Payment System page.

Manage Payment Systems

4 Search

l" Name cybersource ** Processing Model v

** Code

Search Results

View v 4 /  EditPayment System Accounts
Name 4 ¥ Code M I"'"“ Funds Capture  Disbursement  Bank

CyberSource cys Gateway Yes No

() e

3. Ensure that the following fields and the corresponding values are present. Refer to the screenshot following

these details.
a. Processing Model: Gateway

b. Funds Capture: Credit Card box is selected.

c. Tokenization Payment System Settings: Credit Card Tokenization check box is selected.

d. Formats: The formats created for the following format types should be added here .

1 Funds Capture Card-On-File Request Formats
1 Funds Capture Online Response Formats

e. In case of CyberSource, add the following formats in the Formats section.
1 CyberSource Transaction Request

1 CyberSource Settlement Response
Formats (@

View w + X
* Name
CyberSource SOAP Toolkit Credit Card 1.161
CyberSource SOAP Toolkit Credit Card 1.86
CyberSource Settlement Response
CyberSource Transaction Request

Gateway HTTP Name Value Pairs
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f.  Transmission Protocols: Http(s) POST Request

g. Settings Required by Payment System : Ensure that the parameters provided in the screenshot are
added and the corresponding Code, Data Type, and Secured/Unsecured flag are available.

4 Settings Required by Payment System @)
viewy 4 Freeze Wrap

* Name

Business Unit

Client lgentifier

Commerce Indicator

‘ Key Identifier for Card Security Code and Transaction Query

‘ Merchant City
‘ Merchant ISO Country Code:
‘ Merchant identifier

‘ Merchant Name

Merchant Phone Number

Merchant Postal Code

‘ Merchant State

‘ Merchant Street Address

Point of Sale Operating Environment

SOAP AP! Security Key

Secure Acceptance Access Key

Secure Acceptance Signature Key

Shared Secrel Key for Card Security Code and Transaction Query

Token Creation Currency

* Code

BU_NAME

ACCT_TOKEN_CREATE_CLIENT

COMMERCE_INDICATOR

ACCT_MICROFCRM_KEY_ID

DESCRIPTOR_CITY

DESCRIPTOR_COUNTRY

MERCHANT_ID

DESCRIPTOR

DESCRIPTOR_CONTACT

DESCRIPTOR_POSTALCODE

DESCRIPTOR_STATE

DESCRIPTOR_STREET

POS_ENVIRONMENT

SOAP_SEC_KEY

ACCT_ACCESS_KEY

ACCT_SIG_KEY

ACCT_MICROFORM_SHARED_SEC_KEY

ACCT_TOKEN_CREATE_CURRENCY

h. Tokenization Payment System Settings : Enter the following values.

* Data Type

Character

Character

Characler

Characler

Character

Character

Character

Character

Character

Characler

Characier

Characier

Character

Character

Character

Character

Characler

Character

Secured

No v
Yes v
No v
Yes v
No v
Na v
No v
No v ]
No v
No v
No v
No ¥
No v
Yes v |
Yes v !
Yes v |
Yes v |
o v|

Note: You must only add the tokenization payment system settings that apply to the Payment Gateway
you are using. Although there are multiple settings (corresponding to various Payment Gateways) that
are available to be added in this section, add only the settings that are relevant to the Payment Gateway
you are using. For CyberSource, donkE add any additional settings other than the ones listed here.

i. SOAP APISecurity Key: Refer to Payment Configuration > Key Management section in CyberSource

Business Centerto generate a SOAP API key

Key Management

Create Key

& selectkey © seiectoption

Select a key subtype

For Transaction Processing key type, type of key sub type are you creating?

Q simple Order
® soar
QO scmp

Q)  secure Acceptance

Key Configuration

The SOAP Toolkit AP using a b fed transaction key in siring format. The SOAP API
genarates a key you can capy fo your clipboard or downioad as a text fle,

& PREVIOUS STEP CANCEL
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Secure Acceptance Access Key: Enter the Access Key ofthe CyberSource Profile created earlier (in
the CyberSource Business Center Setupsection).

Secure Acceptance Signature Key: Enter the Secret Key inthe CyberSource Profile created earlier
(in the CyberSource Business Center Setupsection).

iv. Tokenization Servlet Base URL: You can find this value from the CyberSource Secure Acceptance
Web Configuration Guide. Tokenization Servlet Base URL is referred to as iFrame Create Payment
Token Endpoint in CyberSource documentation.
V. Client Identifier: Enter Profile ID of the CyberSource profile created earlier.
Vi. Token Creation Module : Select CyberSource Secure Acceptance Web from the drop-down list.
Vii. Tokenization Upgrade URL: Refer to the CyberSource Secure Acceptance Web Configuration Guide.
viii. Upgrade Client Identifier:  Enter the Merchant ID of your Cyber Source account.
iX. Token Upgrade Module : Select Tokenization Upgrade Disabled from the drop-down list.
X. Token Pay URL : You can find this value from the CyberSource Secure Acceptance Web
Configuration Guide. Tokenization Payment URL is referred to as iFrame Transaction Endpoint in
CyberSource documentation .
1 This URL is required for accepting payments in applications where card tokenization and
payments are done simult aneously.
9 If this attribute does I Eekidt, add it manually by clicking on the + button.
Xi. SIGNATURE_ALGORITHM: SelectHmacSHA256 as signing algorithm from t he drop-down list.
Xii. Credit Card Token Request Format : SelectCyberSource Card Tokenization Request from the drop-
down list.
Xiii. Credit Card Token Request Response Forma t: Select CyberSource Card Tokenization Request
Response from the drop-down list.
XiVv. Credit Card Transaction Query Transmission Configuration: Select CyberSource Query (created
earlier in the Transmission Configurations section) from the drop-down list.
XV. Credit Card Transaction Query Request Format : SelectCyberSource Transaction Query Request
from the drop-down list.
XVi. Credit Card Transaction Query Response Format : SelectCyberSource Transaction Query Response
from the drop-down list.
Xvii. Search URL for Transaction Query: Reach out to your CyberSource POC. This URL is required to
search/query his torical transactions from Cyber Source.
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4 Tokenization Payment System Settings @

Vieww = X Freeze ap
* Name * Code * Data Type Secured * Value
SOAP API Security Key SOAP_UPG_SEC_KEY VARCHAR2 i ‘ bVOEKDMMwy7/RmWGMWSPFWoBC8IyMO!
Secure Acceptance Access Key ACCESS_KEY VARCHAR2 Y. ‘ 4bc918907e67392a843abd095ee7cad0
Secure Acceptance Signature Key SIG_KEY VARCHAR2 Y. ‘ 697bd72d22ed443181d2793273b464bde13
Tokenization Serviet Base URL TOKEN_CREATE_URL VARCHAR2 N ‘ https://testsecureacceptance.cybersource.co
Client Identifier TOKEN_CREATE_CLIENT VARCHAR2 Y ‘ 3E6DB0C0-93DE-4100-AF25-E70B71C5F0C
Token Creation Module TOKEN_CREATE_HANDLER VARCHAR2 N ‘ CyberSource Secure Acceptance Web v
Tokenization Server Distinguished Name TOKEN_CREATE_DNAME VARCHAR2 N ‘
Tokenization Upgrade URL TOKEN_UPGRADE_URL VARCHAR2 N ‘ https:/fics2wstest.ic3.com:443/commerce/1.x |
Upgrade Client Identifier TOKEN_UPGRADE_CLIENT VARCHAR2 ¥ ‘ oraclepayments
Token Upgrade Module TOKEN_UPGRADE_HANDLER VARCHAR2 N ‘ Tokenization Upgrade Disabled v
Token Pay URL TOKEN_PAY_URL VARCHAR2 N ‘nnnps Iltestsecureacceptance.cybersource.co
SIGNATURE_ALGORITHM SIGNATURE_ALGORITHM VARCHAR2 N ‘ HmacSHA256 v

i. Click Save and Add Accounts .

4. Payment System Account Creation : A payment system account is the representation of the relationship
between the payment system and your company. It E dé account identifier comprised of payment system -
provided values for parameters that the payment system requires for each transaction . Specific values for
settings are stored in the payment system account, which includes deploying company identifiers. If ~ your
company has multiple relationships with a payment system, then there will be multiple payment system
accounts.

Enter the appropriate values for the following fields in the Edit Payment System Accounts page.
a. Business Unit
b. Client Identifier: Enter the profile ID of the CyberSource profile created earlier.
c. Commerce Indicator :n Il LJg Dz G35 Il LJg DA & LJH
d. Merchant City
e. Merchant ISO Country
f.  Merchant Identifier: Merchant Id from CyberSource Business Center
g. Merchant Name
h. Merchant Phone Number
i. Merchant Postal Code
j-  Mercha nt State
k. Merchant Street Address
I.  Point of Sale Operating Environment

m. SOAP API security key : Refer to Payment Configuration > Key Management
Business Center to generate a SOAP API key.

section in CyberSource

ORACLE
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Key Management

Create Key

Q Select key

Select a key subtype

For Transaction Processing key type, type of key sub type are you creating?

O Simple Order

® soap
O scwp

O Secure Acceptance

Key Configuration

0 Select option

The SOAP Toolkit AP| authenticates using a base-64-encoded transaction key represented in string format. The SOAP API

generates a key you can copy to your clipboard or download as a text file.

& PREVIOUS STEP

n. Secure Acceptance Access Key : Enter the Access Key of CyberSource Profile createdearlier (in the

CyberSource Business Center Setupsection).

0. Secure Acceptance Signature Key : Enter the Secret Key in CyberSource Profile createdearlier (in the

CyberSource Business Center Setupsection).

p. Token Creation Currency : Enter the currency.

Edit Payment System Accounts: CyberSource

Name CyberScurce

Code o

Processing Model Gateway

Bank
Network C i Character Set
Payment System Accounts
» »
" ame

}  oraciepayments

F  visionServices_acct
oraclepayments: Setting:

View v Freeze firap

Name Code Data Type
Business Unit BU_NAME Charscter
Client Identifier ACCT_TOKEN_CREA.. Character
Commerce Indicstor COMMERCE_INDICAT... Charscter
Merchant City DESCRIPTOR_CITY Charscter

Merchant IS Country DESCRIFTCR_COUNT...  Character

Merchant Identifier MERCHANT_ID Character

Merchant Name CESCRIFTCR Charadler

Merchant Phone Number  DESCRIPTOR_CONTA... Character

Merchant Postal Code DESCRIPTOR_POSTA... Character

Value

Vision Operstions

intermet

Oracle Fusion

us

craclepayments

Oracle Fusion

650-506-8800

94085

Transmission Servlet Base URL

Save SaveandClose  Cancel

101712

Note: Please ensure that one business unit doesll Ehavde more than one payment system account under a

particular payment system.
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5. Click Save and Close.

Funds Capture Process Profile

A funds capture process profile (FCPP)is a key setup entity that contains all the rules necessary for processing
funds capture transactions. It tells Oracle Fusion Payments how to communicate with a specific payment system
and includes the payment system accounts to be u sed for processing transactions.

An FCPP(CyberSource SOAP Toolkit 1.86)is predefined for CyberSource. The process of configuring a n FCPPis
illustrated using CyberSource as an example. You can follow similar steps to create a new FCPP for a new service
provider.

CyberSource Funds Capture Process Profile

1. Click Navigator > My Enterprise > Setup and Maintenance

2. Inthe Setup and Maintenance work area, go to the Manage Funds Capture Process Profiles task:
Offering: Financials
Functional Area: Customer Payments
Task: Manage Funds Capture Process Profile

3. Search by name for CyberSource SOAP Toolkit 1.86 as shown here.

Manage Funds Capture Process Profiles

4 Search
** Name | cybersource ** Payment System w
** Code Status ~
** Processing Type ~
Search  Reset
Search Results
View w rd ; v Select Processing Type  Bank account v Greate
Name Code Processing Type Payment System
I CyberSource SOAP Toolkit 1.86 ORA_CYS_SOAP_1_86 Crociit card CyberSource I

4. Click CyberSource SOAP Toolkit 1.86 link from the search results to navigate to Edit Funds Capture Process
Profile page.

a. Ensure that the following fields and the corresponding values are present . Referto the screenshot
following the steps .

1 Processing Type: Credit Card
1 Payment System: CyberSource
b. Ensurethat the following values are configured in the Formats section. Refer to the screenshot.
1 Authorization configuration:
9 Outbound Format: CyberSource Transaction Request
1 Inbound Response: CyberSource Settlement Response
1 Settlement Configuration:
9 Outbound Format: CyberSource Transaction Request
1 Inbound Response: CyberSource Settlement Response

1 Settlement Response Processing configuration:
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9 Outbound Format: NA (This is required only for Bank Account settlements .)

1 Inbound Response Format: NA (This is required only for Bank Account settlements .)
1 Notification to Payer configuration:

1 Format: Receipt of Payment Notification format

9 Delivery Method: Email

9 Selectthe Override payer delivery method preference check box.

Edit Funds Capture Process Profile

Processing Type Credit Card

Description
* Name | CyberSource SOAP Toolkit 1.86
Code ORA_CYS5_SOAP_1_86
* From Date | 3/7/13 )
Payment System CyberSource
To Date | m/dfyy Ao
Use for external settiement
Formats Settlement Batch  Accounts  Additional Information
Authorization
* Qutbound Formall CyberSource Transaction Request v | - = Fsrrnatl c Response v |
Settlement @
* Qutbound FDrmalI CyberSourca Transaction Request v | Inbound Fonnatl C: Response v |
Settlement Response Processing
Outbound Format A4 Inbound Response Format v
Notification to Payer
Format | Receipt of Payment Notification Format v Delivery Method | E-Mail -

c. Ensure that the following values are configured in the Accounts section. Refer to the following
screenshot.

1 Payment system account created in Section Payment System - CyberSource Setup is added.
1 Configuration Profile : Specify a name for the configuration profile.

1 Transmission Configuration for Authorization : Select the Transmission Configuration created
earlier in the section Transmission Configurations

1 Transmission Configuration for Settlement : Select the Transmission Configuration created
earlier in the section Transmission Configurations

1  Transmission Co nfiguration for Acknowledgement  : Select the Transmission Configuration
created earlier in the section Transmission Configurations
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Edit Funds Capture Process Profile @ [ save || save and ciose | [ cancel |

P ing T Credit Card
rocessing Type i Description

* Name CyberSource SOAP Toolkit 1.86

Code ORA_CYS_SOAP_1_86
* From Date  3/7/2013

fe
Payment System CyberSource
To Date m/diyyyy e
Use for external settiement
Formats  Settlement Batch ~ Accounts  Additional Information
View w @
Transmission Configuration
Payment System Account  Configuration Profile From Date To Date
Av i i Ack tad,
oraclepayments CyberSource SOAP Toolkit 1.86 oraclepayments: CYSSOAPTev CYSSOAPTev CYSSOAPTev  87/2014 [ midiyyy (g
oracle_br CyberSource SOAP Toolkit 1.86 oracle_br CYSSOAPTeiw CYSSOAPTerw CYSSOAPTeew  10/12/2018 [y midhyyyy (g
oracle_ca CyberSource SOAP Toolkit 1.86 oracle_ca CYSSOAPTerv  CYSSOAPTev CYSSOAPTerv  7/11/2018 [ midiyyy (@

5. Click Save and Close.

Internal Payee Setup

You can create an internal payee and set up and assign routing rules . The routin g rules specify which payment
system account a transaction is transmitted to, based on the values of various attributes of that transaction.

The process of creating an internal payee and the corresponding routing rules is illustrated using CyberSource as
an example. You can follow similar steps for any new service provider.

1. Click Navigator > My Enterprise > Setup and Maintenance
2. Inthe Setup and Maintenance work area, go to the Manage Internal Payees task.
Offering: Financials
Functional Area: Customer Payments
Task: Manage Internal Payees
3. Click on the Create icon to create a new payee as shown.
a. Enter the Payee details.

b. SelectCredit card check box under Configured Processing Types section.

Edit Internal Payee

* Payee | Vision Oniine | * From Date  02/10/08 "o

1234 I~
Code To Date | dd/mmyy °
Merchant Category Code
Configured Processing Types
Electronic funds transfer Purchase Card Detail Level 1l

(O Debt card Levet 11l

@ No purchase card detal
' Crecit card

1. Associate the payment system, the payment system ac count, and the business unit with the payee.

Note: A business unit can only be assigned to one payee.
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Configured Processing Types

Electronic funds transfer Purchase Card Detail Level Il
Debit cand Level
# No purchase card datail
W Credit card
Payment System Accounts Business Units
View v o _— Wrar View s == X reez
Payment em Payment em Account Business Unit
CybarSource oraclepayments Vision Operations

4. Click Save and Close.

Payee Routing Rule Setup

This is an optional setup required only in case of multiple business units, CyberSource accounts, and s o on, to
ensure that payments are routed to the correct CyberSource merchant ID (MID) and profile. For a simple setup
with just one business unit, one CyberSource MID and profile, no routing is required. To create a routing rule,
select the payee and click Manage Routing Rule

View w 4 4 | Manage Routing Rules | Freez Wray

Payee Code

Vision.com Vision Corporation
\fision Corporation vigion
| Vision Online 1234
The Manage Routing Rules page has default routing rules which apply when no routing rule is specified, or when
none of the routing rule conditions were met.

On the same page, you can also define the routing rules with specific cond itions and routing rules.

4 Routing Rules

View w 4 | Reorder Priority Freez Wrap  Payment Method | Credit Card v| Create |
Priorit Routing Rule Name Payment Method Payment System Funds Capture Process Profile Status
1 Credit Card oraclepayments CyberSource SOAP Toolkit 1.86 oraclepayments Active

To create a routing rule, follow these steps:
1. SelectCredit Card as Payment Method and then click Create.

2. Enter the following details to create a routing rule that sends any payment with amount between $501 -$1000
to WnjZ & DZT braz@agments E R @@Nr@nt system account.

Edit Routing Rule [ save and ciose | [ cancal |

* Routing Rule Name | CC >0 * Routing Rule Start Date | 24/08/21 Y

Credit Card -
Payment Mathod  Credit To Date | dd/mmiyy °

Conditions
Vieww 4 X —— Wrap
Criterion Operator Value
Amount Less than or equal to 1000
Amount ~ Greater than hd 500
Route To

When all of the conditions are met, the following payment system account and funds capiure process profile will be used for the transaction,

* Payment Systemy = oraclepayments ~

Funchs Capturs Procass P':::: CyberSource SOAP Toolkit 1.86 orackpayments v

3. You can see the following attributes in the Criterion drop -down list to create the routing rule condition
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Amount

Business unit

Card brand

Card number

Currency

Factored receipt

Payee bank

Payee bank account

Payee bank country
Receivables receipt method

Note: Not all attributes are applicable to Credit Card payment method.
4. Click Save and Close.

Enable Tokenization in System Security Options

To secure your credit card data, complete these steps:

Verify Tokenization Status and Wallet File Setup

1. Inthe Setup and Maintenance work area, go to the Manage System Security Options task.
Offering: Financials
Functional Area: Customer Payments
Task: Manage System Security Options

2. Check if Apply Quick Defaults button is enabled.

Vlanage System Security Options Dgne
Encryption and Tokenization of Pay Sensitive Data Apply Quick Defaults.
Master Encryption Key Tokenization
Creation Date  12/14/15 e ,w;:f‘sm CyberSource LS ST
Maximum Number . o
of Uses Edit Subkey Rotation Policy
Maximum Age in 20 D’
Days

3. Click the button if itE eabled. Select all the three check boxes. The first check box is required for the
tokenization process. The second and third check boxes (for encrypting credit card data and bank account
data, respectively) are recommended as a best practice for securing credit card and bank account data.

Note: The wallet is an Oracle Applications program module that protects stored data in an encrypted format.

Apply Quick Defaults X

@wmahcally create wallet file and master encryption key
[ Encrypt credit card data

() Encrypt bank account data

Save and Close  Cancel

4. Click Save and Close.

5. Verify the existing Tokenization Status for the Credit Card data. If the status is either Tokenized or
Tokenization in Progress , it means that the tokenization setup is already done. If the status is Disabled , then
proceed to the next step.
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Enable Tokenization

1. If Tokenization Status is Disabled, then click on Edit Tokenization Payment System . Select CyberSource from

drop-down and save.

2. Credit Card Data : If the status is Enabled, then skip this step. If the status is Disabled , click Tokenize to
activate Tokenization. Verify that the Tokenization Status is either Tokenized or Tokenization in Progress

3. Bank Account Data : If the status is Enabled, then skip this step. If the status is Disabled , then click Encrypt

to trigger the process. Verify that the Encryption Status is Enabled.

= ORACLE

Manage System Security Options @

o

Encryption and Tokenization of Payment Instrument Sensitive Data @

Master Encryption Key Tokenization
Creation Date  6/26/2020 Rotate Pw:“:’:’;i‘!‘:fm"
Maximum Number , oo
of Uses
Mudmim Moo 2 Edit Subkey Rotation Policy
Credit Card Data Bank Account Data
Encryption Status ‘I Disabled E"";:’:;Z o

Tokenization Status () e

Payment Instrument Masking

Credit Card Numbers Bank Account Numbers
Masking Type Display last digits Masking Type Display last digits
Number of Dights to Number of Digits Bkt Masking
Display to Display

Security Processes
View @ Flat List Hierarchy

View v Status Al v Time Range Last 72 hours v

Vmass

Setup Steps for CVV -Enabled Credit Card Transactions (Merchant Initiated)

These steps are specific to CVV-enabled transactions initiated by the merchant with CyberSource.
To capture CVV while making a payment using a saved card, perform the following setup steps :
1. Click Navigator > My Enterprise > Setup and Maintenance
2. Inthe Setup and Maintenance work area, go to the Manage Standard Lookups task:
3. Developer Opt-in setup
a. Setthe following lookup type and code to enable the CVV feature.
i Lookup Type: ORA_IBY_CONTROLLB_FEATURES
ii. Lookup Code: IBY _FEATURE_FIN932_ON

iii. Select the Enabled check box.
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4 Search Results

Acions w View v Formatw o @ y Detach
Lookup
Lookup Type A ¥ Meaning Description Module Configuration
Level
ORA_IBY_CONTROLLE Payments Controled Features Enable or Gisable controlled features of Pay  Payments Extensidie
4 ORA_IBY_CONTROLLED_FEATURES: Lookup Codes
Actons v Vieww Formatey 4 X 7 @ s Detach
Lookup Cole av "s’:‘: Enabled Start Date End Date Meaning A ¥ Description Tog
»  IBY_FEATURE_FIN932_ON v s Y fo
b IBY_FD_PMT_AWT_DET_ON 1 v ‘o f@ IBY_FD_PMT_AWT_DET_ON BY_FD_PMT_AWT_DET_ON

4. Funds Capture Settlement Formats setup

a. Search for CyberSource SOAP Toolkit Credit Card 1.161 using the search boxClick on CyberSource SOAP

Toolkit Credit Card 1.161ink from search results.

Search Results

Vieww f Select Type  Bank Statement Formats v Creste View Available Format Types
Name

™

b. Ensure that the following fields and the corresponding values are present.
1 Format Name: CyberSource SOAP Toolkit Credit Card 1.161
1 Format Code: IBY_CYS_SOAP_CC_1_161
1 Format Type: Funds Capture Settlement Format
1

BIP Template: CyberSource SOAP Toolkit Credit Card 1.61

Edit Format

" Mame CyberSource SOAP Taolit Credit C: * From Date
Code WBY_CYS_SOAP_CC_1_161
od 5 2 To Date
Type Funds Capture Seement Format
Message Direction Cutbound .
(M

Transformation Program Type BI Publisher

Bl Publisher Template CyberSource SOAF Toolit Credit Card 161

c. Click Save and Close.

5. Predefined Acknowledgement Reader

11320

“ ¥ Code

1BY_CYS_SOAP_CC_1_161

IBY_CYS_SOAP_CC_1_86

o}

o'

a. The acknowledgment reader corresponding to the format in the previous step is predefined . Verify the

same in the database.

b. Here are the table details.
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Table: IBY_ACK_READERS

1 ACK_READER_CODE: CYS_SOAP_1_161

1 READER_CODE_LANGUAGE: JAVA
1 READER_CODE_PACKAGE:

oracle.apps.financials.payments.fundsCapture.acknowledgements.publicModel.common.util.cys.

MicroformSOAPACKParser

1 READER_CODE_ENTRY_POINT: parse

6. Payment System Settings

a. Tokenization Payment System Settings: Enter the following CVV-specific values, in addition to the values

specified earlier in the Payment System section.

1 MICROFORM_CREATE_URIReach out to your CyberSource POC.

1 MICROFORM_MERCHANT D: CyberSource merchant ID

T MICROFORM_KEY_ID: Refer t&€yberSource support page

1 MICROFORM_SHARED_SEC_KEY: Refer@yberSource support page

4 Tokenization Payment System Settings

View v + X
“ Name “ Code
Create URL for Card Security Code MICROFORM_CREATE_URL

4 Tokenization Payment System Settings
View » + X
* Name * Code

Merchant Account Name for Card Secunity Code MICROFORM_MERCHANT_ID

4 Tokenization Payment System Settings
View v + X

* Name " Code

Key Identifier for Card Security Code M J} IRM_KEY_It

4 Tokenization Payment System Settings

View v + X
“ Name " Code
Shared Secret Key for Card Secunty Code [ MICROFORM_SHARED_SEC_KEY
)

M Click Save and Close.

b. Settings required by the payment system .

Check if the following two settings are available. If they arell Ealdilable, then add them by clicking the +

button.

1 ACCT_MICROFORM_KEY_ID

* Data Type

VARCHAR2

" Data Type

VARCHARZ

" Data Type

VARCHAR2

* Data Type

NARCHARZ

Secured “ Value
N v hipsapitest cydersource.co
Secured * Value
N aclepaymen
Secured " Value

Y v To70605-0003-426

Secured " Value

N 2CT+EcVozigBBaKXNV
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https://support.cybersource.com/s/article/How-to-Create-a-REST-API-Shared-Secret-Key
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4 Settings Required by Payment System

vevy 4 X

* Hame

1 ACCT_MICROFORM_SHARED_SEC_KEY

4 Settings Required by Payment System

vewy 4 X

* Name

hared Secret Koy for Card Securty Code

7. Payment System Account Setup

a.

Enter the following CVV-specific values, in addition to the values specified earlier in the Payment System

- CyberSource Setup section.

1 MERCHANT_ID: CyberSource merchant ID

T_WCROFORM_KEY_O

* Code

ACCT_MICROFORM_SHARED_SEC_KEY

1 ACCT_MICROFORM_KEY_IIRefer to CyberSource support page

" Data Type

* Dota Type

Craraces

1 ACCT_MICROFORM_SHARED_SEC_KHYefer to CyberSource support page

Edit Payment System Accounts: CyberSource

oraclepayments: Settings

Vew v
Name Code Dota Type " Value

I”' sentter for Cad Se ACCT_MICROFORM_KEY K haracter EETTENY
Merchant City ESCRIPTOR ¥ Characher Reawo0d Shores
Meschant 1SO Country Co D€ RIPTOR _C NTRY Naracier

qu hant identher MERCHANT I Naracter oracsepayments
Merchant Name € RIPTOR haracher Oracie Fusion
Merchant PRone Number DESCRIPTOR_CONTACT Character $50-504-9800
Merchant Postal Code DESCRIPTOR_POSTALCODE Naracter 9404
Merchant State ESCRIPTOR_STATE Naracser CA
Mercnant Syeet AGress DESCRIPTOR_STREET Characier 00 Oracie Pareway
Point of Sale Operating € POS_ENVIRONMENT haracter none
SOAP APY Secunty Key SOAP_SEC_KEY Naracter eenee
Secure Acceptance Acce ACCT _ACCESS_KEY haracter sesnee
Secure Acceptance Sign ACCT_S1C_KEY haracter esnee

I Shared Secrel Key fx Ca CT_MICROFORM_SMARED _SEC Charaier ECLEE

Two -Factor Authentication During Token Creation

Users can enable the hosted payment page to perform two -factor authentication using a one-time password
(OTP) while creating tokens. This is accomplished by combining a near -zero-amount payment (sale) transaction

Secured

Secured

with token creation. This scenario applies when two -factor authentication applies to the merchant country.
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CyberSource redirects the hosted payment page to the issuer. The issuer in turn displays a page to enter the

z Y D73 2 ¥ p 3 & DE-tihe pa§vord Dz F | &

Users should be able to enable two-factor authentication for customer -initiated transactions for external users in
Bill Management . They should also be able to use the payment system account settings to skip two -factor

authentication for internal users in Receivables, Collections, and Order Management.

If users need cardholder to perform two -factor authentication for every transaction, they can enable single use

LHESEN #!1 LI5+0. Qqll LR5d2 zydzE0 LBESEI zDEYLES Znj

LOV. Therefore, cardholder need to perform token creation every time.

The following parameters have been predefined to enable two-factor authentication and single use token.

Payment System Account Settings

|

Wy DZZ2+p3cl feaPnes” peU O2Ljpp0 2eLjpp
t LjL2 &Il LIS 2 n NjLIE DAl yp T«
NLjDS I 3 £ #¢ T dzg D&
wbD LIS # .
2y 1 2Lipa+
T 2#HN#F1I BLJ
! £ D% % DA
T nNjLE D yp
> ¢ Dz # D4
¥1 pnj g # D?
n NjLJE D4 y p
1 t I nj Tdzg D?
> & D% # D
¢ # Dz n NjLIE
qll L DAl yp

WyDB2+p3sltaPnes” ©t 511 2Ljl ZEDz OUy | 2Ljpp

b LjLI2 & LIBIS k d72 $ Ljp3 Z¢& i
blo#Ljl L L# §P
TS5IHhzpg Tdz TAQ2O0Opn5TTn51 1 eLjpp cSljpp
T 2%
f nNjLE D4 yp
T tInj Tdz D2

Lookup
1 Lookup Type: ORA_IBY_TOKEN_OTP
1 Meaning: Token Two -Factor Authentication
9 Description: Two -factor authentication during token creation.

This lookup has the following lookup codes .

39 Statement of Direction / Payment Gateway Integration and Credit Card Processing / Version 16

Copyright © 2023, Oracle and/or its affiliates / Public

t nWe RRn2Nt t e

TEpEzLll nNLIED
Sl yZpE ylINE D2
Y LjL2 1l LI5 2z y LIS
RYIyz&El LI Lj

nilLEDz | . '8 #
ZydiE3 #1 LRE
tg L2 zLiDDE

n Il LJE Dz n NjLJE DAl

| EDx D1z DFIY
SliEgDnj LI E.

ORACLE

LjdzE Dz z v I

zZ¢



;‘d

ﬁjz;ET Rnt 2qe0 NnTWt qst qe 2

22 2+ b LLR SN LIS 2 y LIS # I

not NNLEDA yp Td2EDz + LjLREN LI5Sz y LI5 # 1
ENLIE DA yp LjdsE Dz

f 20  tIn Tdz D2 b LLR SN LIS 2 y LIS # I

ENjLIEDA yp #Dz 51 L

These settings are available ready-to-use for CyberSource.

Transaction Flow

This section illustrates the end-to-end flow of a credit card payment process starting with the invoice creation.
Credit Card Creation

1. Login as Receivables User.

2. Click Navigator > My Enterprise > Setup and Maintenance

3. Inthe Setup and Maintenance work area, go to the Manage Customers task.
Offering: Financials
Functional Area: Customer Payments

Task: Manage Customers

4. Search for your customer.

Customer Type Organization v

4 Search Agvanced Saved Search Search Using Account Details ~
* At least one s required

** Registry ID Primary URL

** Organization Name |1BY CC ** Account Description

D-U-N-5 Number ** Account Number

Taxpayer ldentification Number

4 Search Results
Actions w View w Format w <= 7

ry Additional Information

N Organization D-U-N-§
Registry ID Name Number Country Address HZ_OrgProf1
¥ 1000000154063... FIBY CC us 32 of the Amer...
5. Open the required site of the customer.
IBY CC 100000015406341: Sites
Actions w View v Format w + Wrap  Account Address Set Al v Show related contact sites
Additional Information
Site Number  Add Count To Dat P Account
o num e el o bae urpase Address Set HZ_CustAcctSite OMSITENAME  OMSiteNumber OmSiteDate
¥ 1000000154063... "32 of the Ameri... United States Bill to, Ship to Vision Operatio...
Address date range: Current
6. Navigate to Payment Details.
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Site Detals | Payment Details | Communication  Profile History  Tax Profile

Receipt Methods

viewy 4 S X

Primary * Receipt Methods * Start Date End Date

&

-/ Credit Gard v 10110 e midyy

IBY_Credit Card 10110

7. Under the Credit Cards section, click the Create icon to create a new credit card.

Payment Instruments

Credit Cards  Bank Accounts

View v »

Ei 4 # @ Business Unit v

8. Enter card details in the Create Credit Card page.

Create Credit Card

Billing Information

* Required field

First Name *
Last Name *

Address Line 1* 32 of the Americas

City *
CountryfReglon * United States of America 3
State/Province * New Yark

Zip/Postal Code *

Payment Details ©

Card Type *

VISA Visa @ Mastercard

[ e

Carte Blanche VISA Delta

Card Number *
Expiration Date * : :

This code is a three of four digit pumber printed on the back o front of credit

CVN

9. Click Save and Close.

Invoice Creation

1. Login as Receivables User.
2. Navigate to Receivables > Billing > Create Transaction.

3. Create an invoice (Invoice-1) as shown inthis screenshot.
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= ORACLE

Edit Transaction: Invoice NK9949_030

General Information | snow more

Business Unit  Vision Operations * Transaction Date | 8/3/20

Y * Currency USD US Dollar
Transaction Source AR Trans Source 07 =
* Accounting Date  6/3/20 Y Transaction Total 34,800.00
* Transaction Type _Invoice_35 v
Salesperson Q Lines 29,000.00
Transaction Number NK8849 0307
Invoicing Rule
Document Number Tz 5,800.00
Status Incomplete Attachments None = Freight 000 #
Notes [ Charges 0.00
Customer Payment
* Bill-to Name  1BY GG Q Ship-to Name 1BY CC Q * Payment Terms 30 Net v
* Bill-to Site  100000015406348 v Ship-to Site  100000015406344 v BusDate  7/220
Invoice Details
Invoice Lines  Sales Credits
Vieww o M 2 Detach  EditFreight
Line Information Tax Determinants Revenue Scheduling
Line Information
Line Item * Description
Memo Line uom * Quantity * Unit Price Amount Details Tax Classification Transactio
1 A \ Siebel Sales Base SPE - / Each v 1 29,000 2000000 &4 VAT20 v Sales Tran:
Total 1 29,000.00

4. Click Complete and Review

= ORACLE

Edit Transaction: Invoice NK9949_0307 & Actions v | [ save | ¥ || Complote and Review | ¥ || Dei

General Information ' show More

Business Unit Vision Operations

* Transaction Date 6/3/20 ‘e * Currency USD US Dollar
Transaction Source AR_Trans Source_07
* Accounting Date  6/3/20 fo Transaction Total 34,800.00
* Transaction Type Invoice_35 v
Salesperson 3 Lines 29,000.00

Transaction Number NK$949_0307

Invoicing Rule & Anx
Document Number Tax 5,800.00 #

5. Clickthe Show More link displayed after General Information heading.
6. Navigate to the Payment section.

7. Input the required details and select the receipt method as Credit Card . The cards details would be auto
populated if a credit card is created for the selected customer.

Customer  Payment Miscellanecus

* Remit-to Address 4405 Lexington Avenue v
* Payment Terms 30 Net v Exgmpt from Late charges NEW YORK, NY 10178 United
States
Due Date  7/3/20 Receipt Method  Gredit Card v
4 Payment Details
Credit Card JO0OO0000000(4081 - Voice authorization

Create Credit Card Volce Authorization Date /iy te

Security Code *** Voice Authorization Code

Name on Card
Statement Billing Address Kennedy square, COLDSPRING, TX 77331, UNITED PO Numbar
STATES
PO Line Number

Additional information

8. Click Save and Close.

9. Create a duplicate (Invoice-2) of the previous invoice . Referto this screenshot.
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= ORACLE pil

Review Transaction: Invoice NK9949_0307

Actions w || View Image || Save ¥ Incomplete | | Cancel |

Credit Transaction

. Dispute Transaction
General Information | show Mo
Manage Adjustments
Business Unit Vision Operations Transaction Date 6/3/20 USD - US Dollar
Review Instaliments
Transaction Source AR_Trans Source_O7 Accounting Date  6/3/20
Fieview Distributions 34,800.00
. 5
Transaction Type Invoice 35 Sal raon q -
Transaction Number NK$848_0307 29,000.00
Invoicing Rule
Document Number Post to Ladger 5,800.00
Attachments None ==
Account in Draft
Status  Complate 0.00
Hotes [ View Accounting
0.00
View Balance Details
Customer Pay
il ¥ ip- 3%
Bill-to Name  |BY CC Ship-te Name BY CC *p, nt Terms 30 Net =
-y - . - "
Bill-to Site  100000015406348 Ship-to Site  10000001540634 Due Date  7/3/20
Invoice Details
Invoice Lines  Sales Credits
View w Datach
Line Information  Tax Determinants ~ Revenue Scheduling
Line Infermation
Line tem Description
Memo Line uom Quantity Unit Price Amount Details Tax Classification Transactic
1 AAA Siebel Sales Base SPE - ... Each 1 29,000 29,000.00 (=] VAT20 Sales Trans:

Total 1 29,000.00

Receipt Creation

Automatic Receipt Creation

1. Login as Receivables User.

2. Navigate to Receivables > Accounts Receivable > Create Automatic Receipts.

= ORACLE

Accounts Receivable ()  Albusiness units E3 Receipts

Receipt Batches

p s ]
49 R e “owh e el -
Lockbox Outotbaanco 100413 snas W 1 —

3. Enter these details.

Business Unit: Vision Operations

Receipt Method: Credit Card

From and To Transaction number: <Transaction number of Invoice -1>
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Create Automatic Receipt Batch

Batch Information
* Business Unit Vision Operations. v

* Receipt Method  Credit Card v

Receipt Class  Credit Card

* Batch Currency USD - US Dollar v
Maximum Number of Workers 4
4 Additional Information
Batch Information -
Invoice Selection Criteria
From Due Date m/d/yy ‘e
To Due Date m/dlyy Y
From Transaction Date m/d/yy Y
To Transaction Date m/d/yy fo
From Transaction Number NK9949 0307 <

To Transaction Number | NK9949_0307| Q

4. Click Submit and then click Approve .

|| cancet

* Batch Date  7/3/20 fo

* Accounting Date  7/3/20 o

Media Reference

Comments

From Document Number Q

To Document Number Q

From Customer Name Q

To Customer Name Q

From Customer Account Number Q
To Customer Account Number 3

A success message with request ID is displayed.

© Information

x

! The Create Automatic Receipt Batch process has been submitted with request ID 57986.

5. Navigate to Scheduled Processes (Tools > Scheduled Processes) or Funds Capture (Receigbles > Funds
Capture) to check the status of the batch process.

Funds Capture

Funds Capture Processes

View (@ FlatList Higrarchy
View w Resubmit Status Al ~ Time Range Last72hoursw
Process Name Process D  Status Scheduled Time
Create Automatic Receipt Batch: Subpr... 57994 Running T/3/20 3:10 AM EST
| Create Automatic Raceipt Batch 57986 Paused | 7/3/20 3:08 AM EST

6. Navigate to Manage Receipts and search for the receipt created previously.

4 Search
Business Unit v
** Receipt Number Starts withv NK949_0307
** Customer Name Q
** Gustomer Account Number Q
** ReceiptDate Equals ~ m/dly fe
Actions ¥ View ¥ Detach

Receipt Number Status Receipt Method Customer Name

View

o Parameters

NK2949_0307, NK9949_0307, 2020-07-03, 3, 204, 4, N, Y, Y, 2020-07-03, USD, 75817, 1121, 1121

NIKB949_0307. NK9940_0307, 2020-07-03, 4, 204, N, ¥, ¥, 2020-07-03, USD, 1121, 1121

** Batch Number

** Receipt Method
Status Equals v

Remittance Bank

State Equals v

Customer Account Receipt

Number Batch Number

@ Qo
View Log

57994.log

57986.log

Advanced Saved Search All Receipts v

** At least one is required

Search Reset Save..

Entered Unapplied
Amount

Amount Business Unit

7. Click the Receipt link from the search results to go to Edit Receipt page. Make a note of the Payment System
Order Number displayed in the Payment Details section.
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Edit Receipt: 10200 @

Actions v

Save H Save and Close || Cancel

4 Receipt Information | show Less

General  Customer and Remittance Bank  Payment Details

Payment Method Credit Card I Payment System Order Number 31168 I

4 Payment Details

Credit Card  XX000000OXXX4061 v Voice authorization PO Number

Create Credit Card

Voice Authorization Date m/d/yy PO Line Number

o

Name on Card

Voice Authorization Code Additional Information
Statement Billing Address T’;ﬁ;“"" $quare,COLDSPRING, TX

Authorization Status in CyberSource
1. Login to CyberSource Test Business Center.

2. Navigate to Transaction Management > Transaction s.
CyberSOUI'CE" | A Visa Solution

Q Dashboard

P~ 4 Virtual Terminal

E] Feedback @ Support Vv

0 Notifications Vv 8 oraclepayments VvV

Transaction Management

Transactions .

Transaction Management A

| Transactions

Unsaved Search

Transaction by Phase Showing 1 - 50 of 487 Transactions (EBEICEERG R IECA s EWERN ETET RN + ADD A FILTER RESET

Payer Authentication

Secure Acceptance Transaction List % exrORT L& EDIT LAYOUT
Token Management > ency RequestID Last Name First Name Applications Email
o Filter Filter Filter
Device Management v

) 59230875030566139... TEST GPC Credit Card Authorization null@iby.o
& Toos ¥ 4644660218... COMPUTER SERVIC... COMPUTER SERVIC... Credit Card Authorization sendmail-t
D Reports & ) 2. 2364 SHARMA VARUN Credit Card Authorization sendmail-t
Credit Card Authorization 5

o0 Analytics o ) 59230835174267225... CHOUDHRY VIKRAM sendmail-t

Quiherrintinn Mraatinn

3. Filter by receipt creation date.

4. Click Request ID hyperlink to verify the authorization details of the receipt created for the invoice created

earlier.

CyberSource” | A Visa Solution

Q Dashboard

[;:] Feedback

@ Support v

Q Notification

Customer Information Request Information
. ) Client App SOAF Toolkit
3 Vitual Terminal - AP
Security Key Expiration Oct 10 2021
Transaction Management A Billing Information Date 10:07:00 PM
PDT
First Name GPC
| Transactions Last N JEST Reason Code 100
ast Name Ee ) Reply Message Request was
Transaction by Phase transaction.company Vision Online processed
Address 32 of the Americas successfully.
Payer Authentication City ADAMS Reply Success
State/Province NY Reply Cod 9
Secure Acceptance eply Lode
P Zip/Postal Code 13606 Applications Credit Card
Country us Authorization
Customer ID 100000015406341 i
Token Management < . ) Store Name Oracle Fusion
Device Fingerprint Not Submitted Identity Code Type MC
=
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Payment Information

Processor fdiglobal
Account Suffix 1732
Expiration Date 12/2030

Payment Method

Credit Card Authorization

MasterCard 542418 XXXXXX 1732

Authorization 831000 Merchant Oracle Fusion

Code Descriptor

Amount 37,700.00 USD Requested Amount  37,700.00 USD

Status AVS ¥ - Match: address and
Transaction CVOZLBEFH2TX 5-digit postal code
Reference Number match.

Reply Success

Reply Message Request was processed

Authorization Status in Receivables

1. Navigate to Receivables> Accounts Receivable > Funds Capture > Manage Authorizations

2. Search by PSON (Payment System Order Number) from the receipt and click PSON hyperlink from the search
results.

= ORACLE

Manage Authorizations

¥ Search Advanced Saved Search All Authorizations v
View v
Payment System Order Number & ¥ Payee Payer Amount Payment Method Status Request Date = ¥
42519 Vision Online 1BY CC 37,700.00 USD  Credit Card Succeeded 6/16/20
41517 Vision Online AT&T SOLUTIONS INC 16,800.00 USD  Credit Card Succeeded 6/15/20

3. Verify the authorization details.

= ORACLE

Credit Card Authorization 42519 @

Reference Assigned by Payment System 42519 Amount 37.700.00 USD

Payment System Trace Number Request Date  6/16/20
Authorization Response (2

Security Code Result

Status Succeeded
Authorization Code 831000

Address Verification Result Y

Submission Details )
Payment System CyberSource Funds Capture Process Profile CyberSource SOAP Toolkit 1.86 oraclepayments
Payment System Account  oraclepayments Payee Vision Online

Source Product Receivables Business Unit

Payment Method  Credit Card

Payment Instrument

Payer 'IBYCC Expiration Date  12/31/30
Payment Instrument Type Purchase card Company card Yes
Card Issuer MasterCard Company Card Subtype Business card

Number XOO00000000M1732

Extensibility Details

Field Value
requestiD 5923087503056613903007
requestToken AxjTwWSTORAZ/irc54GIABSZDIT7UyFFISG jg8/Ir0CURWefxV7pl KIGTSTKujOr 1n+KtznipBAGVCU

ORACLE
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Receipt Creation in Collections

Receipt creation for Invoice -2 is performed in Collections application. This demonstrate s the credit card payment
flow involving the Collections module.

1. Login as Collections user.
2. Navigate to Collections (Others > Collections ).

3. Search for the customer (IBY CC) and navigate to Transactions section.

Profie [Transactions] Aging Contact Hestory Communication Notes

Save Cancel
Actons v View v 5T [¥ F Pay Dispute Adjust Promise Preview
Class Invoice v Due Date or Receipt Date Betweenv  2/1/20 o - w20 ™Y V' Inciude cument Inciude closed Business Unit Vision Operationsv @
Due Date or
Days Pending Promise

Transaction Type Original Amount Current Amount L Rb:rlpt Status Unpaid Reason Amount A Am Notes Amount Terr

CYS-inv-1_NK9... Invoice_35 34,800.00 USD 34,800.00 USD 20 6/17/20 v [} 30N

CYS-INV2-NK9...  Invoice_35 34,800.00 USD 34,800.00 USD 2 775720 v [ & 30N

4. Select the Invoice-2 created earlier in the Invoice Creation section and click Pay.

Profle Transactions Aging Contact History Communication Notes

Save Cancel
Actions v View v T ¥ Dispute Adjust Promise Preview
Class Invoice v Due Date or Receipt Date Betweenv  2/1/20 fe - 7o fo V| Include cumrent Include closed Business Unit Vision Operationsv @
Due Date or
Transaction Type Original Amount Current Amount DL::: Receipt Status Unpaid Reason ‘Amount Amount Pending A;n ount Notes Pmml: Tert
Date Amou
CYS-lnv-1_NKS. Invoice_35 34,800.00 USD 34,800.00 USD 20 617/20 v & 30N
I CYS-INV2-NK9. Invoice_35 34,800.00 USD 34,800.00 USD 2 75720 v L 30 ?\I
5. SelectCredit card as Payment Method and select appropriate Site from the drop-down.
IBY CC 4, | Done |
s Z . - 7 Y
Profile Transactions Aging Contact History Communication Notes
Manage Payments & Submit | ¥ | Cancel
Transactions
Actions v View v
Transaction Instaliment Due Date Original Amount (USD) Current Amount (USD) * Payment Amount Status Class
CYS-INV2-9949 1 7/6/20 34,800.00 34,800.00 34,800.00 Invoice
Total 34,800.00 34,800.00
CYS-INV2-9949: Details
* Payment Method = Credit Card 4 *Site 100000015406348 +
4 Payment Details -
Credit Card 0000000000X1732 A4 Voice authorization PO Number
Citala Crech Can Voice Authorization Date o PO Line Number
Name on Card ' TEST GPC
e e N 7’;;;:‘“’7 square, COLDSPRING, TX Voice Authorization Code Additional Information
6. Click Submit . A success message with the receipt details is displayed.
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© Information X

The cash receipt IEX_3203 has been created.

Remit Receipt

1. Login as Receivables user.

2. Navigate to Receivables > Accounts Receivable > Create Receipt Remittance Batch.

3. Enter these details.
Business Unit: Vision Operations
Remittance Method: Standard
Receipt Class: Credit Card
Receipt Method: Credit Card

Select the appropriate Bank, Branch and Account details

4. Navigate to Receipts section and add the receipt created in the previous section Receipt Creation in
Collections .
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