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SUMMARY  
 
Change is a certainty in the life of most organizations. Your employees’ activities change whenever they 
take on new responsibilities and leverage the additional automation they need to succeed. To keep your 
organization secure and audit ready, it has become critical to ensure that application access remains 
appropriate for every employee. 
 
Oracle Risk Management Cloud’s Access Certification automates periodic employee access reviews, 
where reviewers fill in simple worksheets to specify whether it’s safe to maintain or revoke employees’ 
abilities in applications, and provides comprehensive reporting that simplifies review by business 
owners and auditors. 

• Quickly initiate certifications based on your scoping criteria. 
• Designate reviewers explicitly, or specify direct-manager reviews 
• Prove your compliance controls are working to auditors 
• Replace manual processes with automated reporting and approval workflows 
• Single repository for record retention 

This document will help you understand, evaluate, and quickly configure tools to optimize your access 
certification of your employees by business process. 
 
Highlights include: 

• Identify your certification scoping criteria by leveraging a predefined set of roles for a specific 
business process. 

• Monitor overall progress. 
• Automated notifications informing direct managers to review employees security. 
• Leverage OTBI to generate a Change Service Request to be utilized by your IT Security 

Administrators. 
• Prepare reports to provide your auditors. 
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PREPARING FOR ACCESS CERTIFICATION AUDIT 
As your business activities change, new employees are hired and others transit to new roles or greater 
responsibility. It is important to schedule periodic certifications that the employees’ application access is 
appropriate, and to quickly update the access of employees who have inappropriate access for their job 
function.   
 
Certification can be streamlined by focusing on one business process at a time – for example: 

o Administrator and/or Super User Access 
o Access to Financial Data 
o Access to the supply channel or P2P process 

…and by having a clear workflow – for example: 

o Direct managers provide the initial input for their employees 
o Business process owners provide oversight and final say 
o Take action when access should be removed 

While determining the types of certification projects to initiate, also consider the primary actors of a 
project: 

• Owner – defines and initiates a certification project, and assumes overall responsibility for it. 
Typically this would be the VP of Audit or Compliance. 

• Manager – typically the business process owner (BPO); responsible for a set of the roles 
included in a certification, and supervises one or more certifiers who work on those roles. 

• Certifier – can also be the business process owner, or a direct report of the BPO. Determines 
whether a users' access to roles is authorized or not.  Can be responsible for some, or all, of the 
roles for a manager. 
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PREREQUISITES 
A new entitlement must be created to scope specific job roles for the supply management business 
process: 

• Supplier Accounts Receivable Specialist Global 
• Supplier Channel Manager Global 
• Supplier Contract Manager 

Import the predefined OTBI Risk Management Dashboard catalog: 
https://cloudcustomerconnect.oracle.com/posts/6ac0498b5e 
 
All access certification actors must be assigned the appropriate duty roles: 

• Access Certification Administrator:  
o Access Certification Administrator (Job Role) 
o ORA_GTR_USER_ACCESS_CERTIFICATION_MANAGER 

This job role grants access to following duties and their respective functional access: 

• Access Certification Owner:  
o Access Certification Owner Duty 
o ORA_GTR_ACCESS_CERTIFICATION_ADMINISTRATOR_DUTY 

• Access Certification Manager:  
o Access Certification Manager Duty  
o ORA_GTR_ACCESS_CERTIFICATION_OWNER_DUTY 

• Access Certification Certifier  
o Access Certification Certifier Duty 
o ORA_GTR_ACCESS_CERTIFICATION_AUDITOR_DUTY 

• Access Certification Viewer:  
o Access Certification Viewer Duty  
o ORA_GTR_ACCESS_CERTIFICATION_VIEWER_DUTY 

Note: All direct managers who have been assigned the Line Manager role will already have the 
necessary access to complete the direct manager certification. 
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SUPPLIER ACCESS ENTITLEMENT CREATION 
An entitlement is a set of access points, which can be privileges, duty roles and/or job roles. The 
individual access points in the entitlement will be the filters for the access certification scoping job.      
 
Each access point in the entitlement returns every assignable role that meets two conditions: 1) the 
access point is the assigned role, or is a parent of any other access point in the entitlement, and 2) is 
assigned to at least one user. 
 
In the following example, the entitlement will include three access points, one for each of the following: 

• Supplier Accounts Receivable Specialist Global 
• Supplier Channel Manager Global 
• Supplier Contract Manager 

Please note that the set of role access points you define in your entitlement will be unique to your 
environment and the business process you are certifying. 
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Steps to Create 
Navigate to the "Create Entitlement" UI page through the Access Certification application (you might be 
familiar with this feature if you have implemented Access Controls). Specifically: 
 
Step 1: Log into Oracle Cloud and navigate to Access Certification: 
 

 
 
Step 2: Since a new entitlement is required, you will click on the third tab "Access Entitlements". The 
application will render the Create Entitlement UI page. Define a Name and Description, in addition to 
defining the criteria for your entitlement: 
 

 
 
Step 3: Click the '+' to add your access points. The first job role name is Supplier Accounts Receivable 
Specialist Global, search by the job role name, select the specific role and click 'Apply'. 
You will repeat these steps for the additional two job roles: 

• Supplier Channel Manager Global 
• Supplier Contract Manager 

Once complete, click 'Apply': 
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Step 4: Now that your new entitlement is defined, click 'Save and Close'. 
 

 
 
Once these steps are completed, you are now ready to associate this entitlement while scoping your 
access certification project. 
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INITIATING A STANDARD WITH DIRECT MANAGER REVIEWER 
CERTIFICATION 
 
We’re going to utilize a standard access certification that uses employees’ direct managers as reviewers.  
A “standard certification” identifies users associated to roles at the time the certification is initiated.  
This is in contrast to a “continuous certification,” which will provide a daily analysis for new users 
associated to the roles in scope.   
 
Like the entitlement definition, the names, descriptions, and values we provide here are examples, and 
can be changed to your support your specific organization and situations. 
 
Steps to Initiate 
To initiate an access certification, navigate to the 'Access Certifications' tab. Here you will view a list of 
all previously created certifications which you are authorized to view. To create a new one, simply click 
'+' icon.  From there the application will take you through a guided process to define the necessary 
information for your certification project. 
 
Step 1: Click the '+' icon: 
 

 
 
Step 2: This certification is new, therefore the "Reuse Prior Certification Definition" will remain 
deselected: 
 

 
The first guided process step you are defining the general information about your certification: 

• Name - FY20/Q3/Procurement Administrator and Specialist 



 

9 Solution Paper | Digitize Access Certification Workflows | Version 1 
 Copyright © 2020, Oracle and/or its affiliates 

• Description - Certify those users who have been assigned Procurement Administrator or 
Specialist 

• Type - Select Standard with Direct Manager Review - by selecting this type enable the direct 
managers to review their direct reports. 

• Due Date - Select an appropriate due date 
• The next labels enable you to configure the number of days before the certification due date and 

email reminder should be sent to the appropriate actors. 

Once you have completed the general definition, click 'Save and Continue'. 
 
Step 3: The second guided process step enables you to associate attachments if needed. For this scenario 
an attachment is not needed and to skip this step, simply click 'Save and Continue': 
 

 
 
Step 4: The next guided process step enables you to define the users eligible to participate in the 
certification and in what capacity: 
 

 
 
Every Access Certification project involves users at least three different levels: Owner, Manager and 
Certifier. 
 
Authorized As: 

• Owner - The user who defines and initiates a certification project will always default in as the 
owner, however there can be additional owners assigned. Owners assumes overall responsibility 
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for the certification. In addition the owner can update the due date, security assignments, 
terminate or close the certification once it has been completed. 

• Editor - The editor has the ability to edit the due date and view the certification 

• Viewer - The viewer has the ability to only view the certification and its definition 

Additional Authorization: 

• Managers - The manager is responsible for a set of the roles included in a certification, and 
supervises one or more certifiers who work on those roles. 

• Certifiers - The certifier reviews and determinations that a users' access to a role is, or isn't, 
appropriate. Allotted a set of a manager's roles, the certifier evaluates the assignment of each role 
to each of its users and designates the appropriate action (Accept or Remove) 

Step 5: Click the 'Add' button to search for additional eligible users: 
 

 
 
Step 6: The application will render a Name field, which supports suggestive search. Begin to type the 
user's first name and select the desired users: 
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Step 7: For this specific example, Sophia Milano is the Supplier business process owner (BPO). 
Therefore she will be authorized as a Viewer, the Certifier and Manager.  After the selection has been 
made, click 'Save': 
 

 
Step 8: The application adds a row with the user's assignment. If you need to add additional users, you 
can by simply clicking 'Add' and repeating the steps. 
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Step 9: The next guided process step is where you will associate the access entitlement previously 
created within the SUPPLIER ACCESS ENTITLEMENT CREATION section/. 
 
By clicking the 'Add' button, the application will enable you associate your scoping filters. 
 

 
 
Step 10: 

• Object - Select Access Entitlement 
• Attribute - Select Access Entitlement Name 
• Condition - Select Equals 
• Value - The text box supports suggestive search, being to type the name of the access entitlement 

'Supplier Management ' and the application will return the entitlement names that match. Select 
Management Job Roles. 

 
 
Once selected, click 'Submit'. This will automatically initiate a job to return all the job roles that have 
matched your scoping criteria. 
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Step 11: By clicking OK, you will return the list of your certifications: 
 

 
 
Step 12: To view the certification that you just submitted, click 'Show Filters': 
 

 
 
Update Status to 'Scoping'.  You do this because once submitted, the certification status will be updated 
to scoping while the scoping job runs. Once it is completed the status will update to 'Finalizing'. 
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Step 13: Once the job has completed the status will updated to 'Finalizing'.  
 
You will notice 'Percentage Completed' has updated to the number of individual role-user pairs that were 
found. During the 'Finalizing' step you can reduce the number by manually excluding roles that have 
been returned based on your scoping criteria and/or update the scoping criteria and resubmit. 
 
Step 14: Click on the Actions → Finalize Roles:  
 

 
 
Step 15: The Initiate Certification: Finalize Roles UI page provides the overall count of roles currently 
included and the total user count. For this example, the data is letting you know there are 3 roles and 12 
users associated to those roles. You now have the opportunity to exclude roles that you don't want to 
include for this certification project. However, the access entitlement used for this blueprint specified the 
exact three job roles intended: 
 

 
 
Step 16: (ONLY NEEDED if you want to exclude a job role) By selecting the row or rows (hold shift, 
select the last row) and click Exclude: 
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Depending on the number of roles initially returned you can search for the roles to be included by 
clicking 'Filters'. A pop-up will render allowing you to search by role name. Enter in the Name and click 
'Apply'. 
 
Step 17:  Since no changes will be made to the original job roles returned, the scoreboard will display 3 
Included Roles, 0 Excluded Roles, 3 Total Roles and 12 Total User Count: 
 

 
 
At this point the certifier and manager for each job role needs to be assigned. For simplicity within this 
Blueprint we’re assigning the business process owner (BPO) as both the manager and the certifier. The 
rationale is that in many organizations the BPO will want to make updates themselves to the role 
certifications, either to complete them where the direct manager did not, or if they know of specific 
situations where a different action is needed for a user and role and want to make that change 
themselves.  In other organizations the BPO will delegate this activity to other individuals and in that 
case the certifiers would be different than the role manager 
 
Select the three roles and click the 'Edit' icon. 
 
Step 18: Only those certifiers and managers defined within Initiate Certification: Guided Process Step 3, 
Security Assignment, will be considered as eligible users for this certification project: 
 

 
 
Click the person icon next to certifier. 
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Step 19: Select the user/s to be assigned as the certifier for the selected job roles and click 'Apply': 
 

 
 
Note: You can update that section and add or remove users if needed, by Editing the Certification. 
 
Step 20: Assign the Business Process Owner to be the manager by clicking the person icon and click 
Apply: 
 

 
 
Step 21: Select the Business Process Owner user/s to be assigned as the manager for the selected job 
roles and click 'Apply': 
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Step 22: The application displays the assigned managers and certifiers, to complete the assignment click 
'Apply': 
 

 
 
Step 23: The certification is now ready to 'Initiate': 
 

 
 
Step 24: By clicking 'Yes' the scope of the certification is now locked and can't be changed. However, 
the Owner/s can update the security assigned, due date and the number of days prior to the due date: 
 

 
 
Once the certification has been initiated the direct managers of those users who are assigned to the 
selected job roles will be notified they have a task to complete. The certifier and manager actors will be 
notified they need to begin to monitor the newly initiated certification. 
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Step 25: The application will return you to the Access Certification tab, here you will need to update the 
status filter to 'Active'. The certification just created and any other certifications that are active and that 
you are authorized for, can be seen.  As the owner you can drill on the certification name and view the 
details of the certification by actor; Manager and Certifier. This will also be the location to view the 
overall progress being made. 
 

 
 
Step 26: The Owner Overview page enables you to view the manager's job role/s assignment: 
 

 
 
Step 27: By clicking on the Owner's name, the application will render the list of certifiers assigned to the 
same job roles the manager is assigned too. Remember, as previously mentioned, for this example only 
one actor is has been assigned as the manager and certifier activities: 
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Step 28: By clicking the certifier's name, you can view the Certifier Worksheet. This will enable you to 
view the user/job role assignments: 
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MANAGING THE CERTIFICATION 
As the certification is completed by the corresponding actors, (Direct Managers, Certifier, Manager and 
Owner) the application will generate both bell and email notifications at the appropriate time during the 
certification's workflow. 
 

 
 
Example of the Begin Monitoring application action notification that both the assigned certifier and 
manager will receive. Upon the direct manager's submission of their worksheet the certifier will be 
notified to take action. 
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REQUIRED ACTIONS PERFORMED BY THE DIRECT MANAGERS 
Certification Workflow 
The certification workflow informs and enables the direct managers, certifiers, and managers to 
complete their tasks in Access Certification at the appropriate times. As each actor completes their task, 
they pass their work along to users at the next step in the process. The owner then must act to finalize 
the certification. 
 
Since the certification project requires the direct manager review, these managers will record their 
certification recommendations for their employees within the My Team worksheet. 
 
•     When a direct manager completes a worksheet, a submit button becomes active. The direct manager 
clicks the button to transfer certification recommendations to corresponding records in certifier 
worksheets. "Complete" means the direct manager has selected the Approve or Remove status for all 
roles assigned to all users in the worksheet. As already noted, the worksheet may contain multiple due 
dates taken from multiple certifications, but the direct manager must submit the entire worksheet by the 
earliest of those due dates. 
 
•     When a certifier completes a worksheet, a submit button becomes active. The certifier clicks the 
button to submit the worksheet for approval to its manager. 
 
 
To start this process, the direct manager/s will receive both an email and bell notifications altering them 
of tasks requiring their attention. The direct manager can click on the link available in the email 
notification or click on the required action notification within the Oracle Cloud landing page. 
 
Step 1: When the direct manager logs into Oracle Cloud, the landing page will display a bell 
notification, Required Action. In addition, all direct managers will have access to Risk Management. 
However, they only have access to Access Certification → My Team. A single UI page enabling the 
direct manager to view and take action of those job roles which are part of the access certification. 
 
Direct Manager clicks on the "Required Action" link: 
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Or, if the direct manager prefers, they can simply click on the embedded link within the email 
notification: 
 

 
 
Step 2: By clicking on the link, the application renders My Team. The direct manager reviews the 
user/job role combination and either approves, rejects or if time is needed they can update the action to 
Investigating: 
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Step 3: By clicking the employee's name, the direct manager can view the employee's information and 
view the job roles requiring certification. By default the Employee's Information section is collapsed: 
 

 
 
Step 4:  You can select all the roles if the same action is going to be given or select individual roles. For 
this example, the Supplier Accounts Receivable Specialist Global job role action will be approved: 
 

 
 
Step 5: Supplier Contract Manager job role action will be removed: 
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Step 6: Once all actions have been assigned the direct manager clicks the < (Done): 
 

 
 
Step 7:  At this point, the direct manager worksheet is completed and is ready to submit their 
recommended actions to the assigned certifier: 
 

 
 
Step 8: The application will warn the direct manager once the worksheet has been submitted they can't 
return to make any changes. Click Yes: 
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If the direct manager navigates back to the Access Certification application... 
 

 
 
The application will inform the user there are no pending actions. In addition, they can no longer view 
the prior actions that have been submitted. 
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REQUIRED ACTIONS PERFORMED BY THE CERTIFIER 
As the direct managers submit their My Team worksheet recommendations, the corresponding certifiers 
will be notified of a required action to complete their certification review.  The certifier will review the 
direct manager's recommendations and if warranted they can update those recommendations. 
 
Step 1: Certifier navigates to Oracle Cloud. Within their landing page, the user can view their bell 
notifications, also view the most recent notification within Things to Finish. For this example, there are 
three notifications highlighting - one for each direct manager submission of their worksheets. The 
certifier can simply click on any one and the application will redirect the certifier to their worksheet.  
 

    
 

 
 
 



 

27 Solution Paper | Digitize Access Certification Workflows | Version 1 
 Copyright © 2020, Oracle and/or its affiliates 

Step 2: Certifier chooses an alternative navigation is through the application, by clicking Risk 
Management → Access Certification: 
 

 
 
Step 3: Certifier clicks on Link → Certifier Worksheet: 
 

 
 
Step 4: The Certifier Worksheet enables the user to view the job role/user combinations they have been 
assigned to certify.  The Action column enables the certifier to view the actions the direct manager had 
suggested. At this point the certifier can continue to wait for all direct manager to submit their responses 
or complete the certification by reviewing and providing an action for all remaining job role/user 
combinations: 
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Step 5:  To update the Action for any of the users, the certifier can select 1 or more rows and then click 
the appropriate action: 
 

 
 
Step 6: In the event you need to filter the list of users, you can click 'Show Filters' to add additional 
labels to quickly select groups of users and give the same action value: 
 

 
 
Once all individual role-user pairs have either the action of "Approve" or "Remove" you are ready to 
submit the certifier worksheet. 
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Step 7: A warning message will display noting you can't make changes to the worksheet once it has been 
submitted. Click Yes: 
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REQUIRED ACTIONS PERFORMED BY THE MANAGER 
Once the certifier has submitted their worksheet, the certification manager is notified. In addition, the 
Owner will be notified to begin to monitor the certification project. The intent of the manager is for the 
business owner to review the certifier’s decisions and oversee the certification project.  However for this 
example the business owner is the same actor Sophia Milano an Audit Analysis. Depending on your 
companies organization you may or may not have two separate actors. 
 
Step 1: For this example, the certifier and manager are the same person, therefore the user will already 
be viewing the Access Certification UI page.  At this point, the manager would click Links → Manager 
Overview: 
 

 
 
Step 2:  The manager views their overview page, since they are the one who submitted the certifier 
worksheet, they will simply submit the manager worksheet: 
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Step 3: A warning message will display letting you know you can't make changes once it has been 
submitted. Click Yes: 
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REQUIRED ACTIONS PERFORMED BY THE OWNER 
Once the manager has submitted their worksheet, the owner of the certification project is notified. As 
mentioned earlier, the owner oversees the entire project and will review the certifier’s decisions. The 
Owner can click to the certification to perform their review via email notification link, or by navigating 
to the application. 
 
Step 1: The owner navigates to Oracle Cloud and views 'Things to Finish' and clicks on the Owner 
Certification Review task: 
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Step 2: The owner is now viewing the Owner Overview page, which provides the list of manager/s 
assigned to the project. The user-name (Sophia Milano) value identifies a manager. You would click on 
a manager's name to then view the certifiers: 
 

 
 
The bar graph is divided into color-coded segments representing the numbers of role assignments 
marked as Pending, Approve, Investigate, and Remove. These total the user-role pairs assigned to the 
manager or certifier identified in the row. In order to finalize a project, all roles in each bar graph need 
to be either Approve or Remove status. 
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Step 3:  The owner is now viewing the Manager Overview page, which provides the list of certifier/s 
assigned to the project. The user-name (Sophia Milano) value identifies a certifier. You would click on a 
certifier’s name to then view the Certifier Worksheet: 
 

 
 
Step 4: The owner is now viewing the Certifier Worksheet page, which provides the detail list of user-
role pairs assigned to the certifier and the action for each: 
 

 
 



 

35 Solution Paper | Digitize Access Certification Workflows | Version 1 
 Copyright © 2020, Oracle and/or its affiliates 

Step 5: By clicking < (Done), you will be returned back to the Owner Overview page: 
 

 
 
Note, if the owner does not agree with the reviews he/she can reopen a specific Manager Overview, by 
clicking '...' and then 'Reopen'  located at the end of the bar graph which will unlock their overview page. 
 
Once the owner agrees with all certifiers and managers that all certification decisions are correct, they 
click the 'Finalize Certification' button to complete the certification. Once a certification is finalized, all 
buttons in the certification are disabled. 
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DEPLOY RISK MANAGEMENT DASHBOARD 
 
The reports being used for this scenario are available within the Risk Management Dashboard catalog: 
https://cloudcustomerconnect.oracle.com/posts/6ac0498b5e. To deploy the catalog, you must have a job 
role that grants access to the BI Administrator duty role. Ask your system administrator to help you; 
there might be already a job role with the access needed.  
 
 
Step 1: Navigate to Reports and Analytics, then select Browse Catalog: 
 

 
 
 
Step 2: Under Shared Folders, select Custom. Unarchive the Solution Blueprint Risk Management 
Dashboard catalog here; that will create a Risk Management folder. Select “00 Dashboard,” then click 
edit on the Risk Management Dashboards: 
 

 
 
 

 
 



 

37 Solution Paper | Digitize Access Certification Workflows | Version 1 
 Copyright © 2020, Oracle and/or its affiliates 

Step 3: You will need to update the deep link with the corresponding URL address for your 
environment; by clicking edit for the 01 Access Certification Overview analysis found in the “Risk 
Management > 40 Access Certification” folder.  
 

 
 
Step 4: Click the Criteria tab and gear box on Certifier Name column and select column properties. 
 

 
 
 
Step 5: Click on the Interaction tab, select the Link Text row  
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Step 6: Click ‘<<’, Edit Action to edit the action link URL. 
 

 
 
Step 7: Replace the host name (highlighted below) with the host name of your environment: 
 

 
 
Save the report and run the dashboard by navigating to the “00 Dashboard” and click on Open for the 
“Risk Management Dashboards”: 
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LEVERAGING OTBI TO GENERATE REPORTS FOR AUDITORS AND IT 
SECURITY ADMINISTRATOR CHANGE REQUEST 

Now that the certification project is finalized, the audit committee can navigate to the Access 
Certification dashboard and export the IT Security Administrator Security Change Report to be attached 
to a security change request. 

Overview & Participants 
 

 

 
 
Internal and external auditors reference the dashboard to verify certification 
projects 

 

 

 
 
Stakeholders in the audit committee and C-suite also have the dashboard at 
their fingertips. 

 

Step 1: Share the Dashboard 
The dashboard you’ve been using to review certification projects can be accessed by other interested 
stakeholders.  These predefined reports provides auditors the necessary reports to view overall status of 
active certification projects and the user-pair role combinations to view the respective actions. 
 
You can create new security assignment groups with view-only authorization (if there is no need for 
these stakeholders to edit or assign security), and/or you can add additional members to the groups 
you’ve already created.  
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Step 2: Leveraging the Access Certificaion Reporting  
The User Access Certification provides an overview for each certification you have access to view. 
 
The User Access Certification report enables you to view the overall status for a given certification 
project.  To view user-role pair combinations and their respected actions, simply click on the 
certification name: 
 

 
 
 
 
The Certification Results report enables you to view each respected action submitted. In addition, you 
can add the additional user attributes, for example their Manager Name, Job Name, Business Unit, 
Location and Position Name: 
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By clicking on 'Remove' the IT Security Administrator Security Change Report can be exported and 
attached to a security change request. This report will provide the information needed by the IT Security 
Administrator to make the necessary security changes. 
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